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(54) Abstract Title: IP network camera and server system
(57) An IP network camera 2 and a server system 5 is 2 4 5
shown. The camera has detection means to detect the J th
presence of a local internet connection and generation O) I +f 3 Ny
means to generate a predetermined outbound server — - i NTEE S

address communication with the camera logging on
upon detection of the local internet connection. The
server is programmed with the server address and has
initiation means to receive a communication from the
camera and to validate the camera credentials and to
send the camera log on confirmation. In use, the
camera receives the confirmation and opens a
TCP/UDP or other session with the server. A 6 user
can communicate with the camera using the server as
a relay and fooling the camera into thinking the
commands come are a response to camera requests
and overcomes security devices such as firewalls and
network address translation. When the user requests to
view live video, in order to minimize server bandwidth,
the server will ask the camera and the client computer
to start a connectionless UDP session with each other
without having the data pass directly through the
server.
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The claims were filed later than the filing date but within the period prescribed by Rule 22(1) of the Patents Rules 2007.

At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy.
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Title: IP Network Camera and Server System

The present invention relates to an IP network camera and remote server system, especially for

use as a security/monitoring system.

The protocols used for communicating over IP networks usually conflict with most network
security devices such as firewalls and network address translation (NATSs). These devices work
to protect the network from intruders getting into the organisation’s private data resources.
Firewalls examine the IP address and desfination port of each data packet received from the
outside world. Firewalls are often configured so that if a computer on the inside of the firewall
requests data from a computer on the outside of the firewall (i.e. an outbound connection), for
example if a user downloads a file from a website, the firewall will let the data from the
computer outside the firewall pass. However this is only if it sends the data packets to the same
IP address and port number of the computer on the inside of the firewall that originated the

request.

It is known to place remote IP cameras in locations and transfer images and pictures taken by
the camera onto a server for storage and retrospective viewing. There are a number of remote
monitoring and storage services available in the market and they mainly use one of two

available methods.



In the first method the camera uploads snapshots at regular intervals through an internet
connection to an FTP server where the images are processed and compiled into a video. This
method is not dependant on any firewalls along the connection between the camera and the
server (since it is an outbound connection). Its main disadvantage is the lack of ability of the

server to configure the camera or change upload intervals and other setting. -

The second method is to allow the server to communicate with the camera directly in order to
retrieve video streams and modify any setting. This is a much more flexible solution, however
any firewalls in between the server and the camera will block access to the camera and specific
ports need to be opened manually for this system to work. This makes it much less user

friendly than the FTP method.

The invention seeks to provide a solution to this problem to allow a camera to form a “plug and
view” connection to a remote server through a local internet connection and allow
communication from the server to control the camera without need for adjustment to any

firewalls or other security measures.

According to the present invention there is provided IP network camera and server system
comprising:

a) a camera having detection means to detect the presence of a local internet connection, and
generation means to generate an outbound predetermined server address communication with

camera credentials upon detection of a local internet connection,



b) a server programmed with said server address, said server having initiation means to receive a
server address communication ﬁ§m the camera and to validate the camera credentials and to
send said camera “log on” confirmation,

in use the camera upon receipt of confirmation opening a TCP/UDP or other session with said

SErver.

An embodiment of the invention will now be described with reference to the accompanying

drawing.

Referring to the drawing there is shown a system 1. System 1 has a camera 2 in use connected to
a local internet connection 3 through a firewall 4. Camera 2 may connect to the internet through
a wireless connection. Camera 2 communicates with a server 5 with a server address. The

system works as follows.

When the camera 2 is turned “on”, detection means in the camera 2 detects the presence of a
local internet connection 3, and generation means in the camera generates an outbound
predetermined server address communication only upon detection of a local internet connection
(a routine within the software (firmware) would contain the pre-programmed IP address of the
server 5). When the server S is discovered the camera 2 sends the server 5 camera credentials

(login details).



Server 5 has initiation means to receive the server address communication from the camera and
to validate the camera credentials, including checking account details, and to send said camera

“log on” confirmation.

The camera, upon receipt of confirmation, opens a TCP/UDP or other session with the said
server. This allows the remote user 6 to send commands to the camera using the server as a relay
station (Dashed lines) since commands from the server to the camera are sent as a form of reply
to the cameras requests. This will fool the firewall into thinking that the commands are being
requested by the camera which is located behind the firewall. The server may also request video
and/or audio streams from the camera for storage or other audio/video manipulation purposes.
At any point the user may require to view the live video, however, having a large number of
cameras streaming audio and/or video through one or more servers will consume a very high
amount of bandwidth. In order to keep bandwidth consumption to a minimum on the setver side,
when the user requests to view live video, the server will ask the camera and the client computer
to start a connectionless UDP session with each other without having the data pass directly

through the server (Dotted Lines).



This is achieved by baving the remote user request a video session from the server (Dashed
Lines). The server contacts the camera and sends the IP address and UDP port number of the
user. The camera will try to contact the user but this is blocked by the user's firewall, however
the camera’s firewall doesn't know that. It now thinks that anything which comes from the user
IP and UDP port is addressed to the camera’s IP address and is legitimate. On the other hand, the
server will pass the camera’s IP address and UDP port to the user, who will attempt to contact
the camera. The camera’s firewall sees the recognised sender address and passes the apparent
response on to the camera. This will allow data to flow between the camera and the user with
both firewalls thinking that the device on their respective networks initiated the communication

(Dotted Lines).

As the camera initiates communication with the server, it is thereforg immune to any firewalls or
other secufity devices since the connection is outbound. When the server receives a pre-
determined set of strings (commands) that identify and validate the camera, the server is able to
request various items from the camera such as video stream and still images. The server will also
be able to change settings within the camera by returning various strings to the camera. For
example the server may create a file or a set of strings in a pre-determined location. The camera
will search for the file or strings in that location, compare its settings with the settings generated

by the server and proceed to change its setting if they are different.



It will be appreciated that once a session has been opened and the camera has punched a “hole”
through the firewall or router, communication between the camera and server can take place
without further obstruction. This has effectively solved any potential configuration problems for

the user and made the system truly plug and play.

The invention may take a form different to that specifically described above. It is envisaged
that system may include a number of cameras each at the same or different locations, and each

camera addressing the same server.

Further modifications will be apparent to those skilled in the art without departing from the

scope of the present invention.
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Claims

1. A camera for transmitting image data over the internet,
comprising:

an image data generating device configured to generate image data in
an active state and to disable image data generation in a passive state;

a network device configured to establish a connection to the internet via
a local network so as to communicate with a server, wherein:

said network device transfers image data to said server during said
active state; and

said network device maintains a session with the server during said

passive state.

2. An IP network camera and server system comprising:

a camera having detection means to detect the presence of a local
Internet connection, and generation means to generate an outbound
predetermined server address communication with camera credentials upon
detection of a local Internet connection; and

a server programmed with said server address, said server having
initiation means to receive a server address communication from the camera
and to validate the camera credentials and to send said camera ‘“log on”
confirmation,
such that, when in use,

the camera upon receipt of confirmation opens a TCP/UDP or

other session with the server.
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