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(57) Abrégée/Abstract:
A social CAPTCHA Is presented to authenticate a member of the social network. The social CAPTCHA Iincludes one or more
challenge questions based on information available in the social network, such as the user's activities and/or connections in the
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(57) Abrege(suite)/Abstract(continued):
soclal network. The social iInformation selected for the social CAPTCHA may be determined based on affinity scores associated

with the member's connections, so that the challenge question relates to information that the user is more likely to be familiar with.
A degree of difficulty of challenge gquestions may be determined and used for selecting the CAPTCHA based on a degree of

suspicion.
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social network. The social CAPTCHA includes one or more challenge questions
based on information available i the social network, such as the user's activities
and/or connections in the social network. The social information selected tfor the
social CAPTCHA may be determined based on affinity scores associated with
the member's connections, so that the challenge question relates to information
that the user is more likely to be familiar with. A degree of difficulty of chal-
lenge questions may be determined and used for selecting the CAPTCHA based
on a degree of suspicion.
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USING SOCIAL INFORMATION FOR AUTHENTICATING A USER SESSION
FIELD OF THE INVENTION
[0001] This invention relates to computer security, and 1n particular to preventing an
1llegitimate use of a computing resource by an unauthorized person or by a computing algorithm.
BACKGROUND
[0002] The authenticity of a user interacting with the website may be determined 1n a number
of ways, such as a challenge-response test that only the intended user 1s likely to be able to
answer. This may prevent unauthorized use of a computing resource by another user or by an
automated computing algorithm. One type of challenge question aimed at automated computing
algorithms 1s called a CAPTCHA, which 1s an acronym for “Completely Automated Turing Test
To Tell Computers and Humans Apart.” A common type of CAPTCHA requires the user to type
letters or numbers from a distorted image that 1s difficult for a computing algorithm to interpret
but relatively easy for a human. Requiring a user to read distorted text for authentication
prevents automatic systems from connecting to a website without user intervention. Other forms
of CAPTCHAS may require the user to ask a common sense question, for example, “in the
English alphabet, what letter comes after D.” However, existing CAPTCHA mechanisms can be
defeated by a practice known as “CAPTCHA farming,” wherein an automated algorithm
temporarily diverts the CAPTCHA question to a human user to solve the CAPTCHA question
and then returns to its 1llegitimate purpose. If cheap human labor can be utilized, the existing
CAPTCHA mechanisms can be rendered completely ineffective.
SUMMARY
[0003] To provide an improved security mechanism over existing CAPTCHAS,
embodiments of the invention present a security question to a user based on information that
only the user 1s likely to know. For example, in systems where information 1s known about a
user’s account, a security question may be tailored to the user using information from the user's
account such that only the user 1s likely to be able to answer the question. This prevents
CAPTCHA farming, since 1t defeats both automated algorithms and other humans who would
not know the user's personal account information. In one embodiment, the user's account 1s with
a social network, and the security question 1s based on information about the user's connections

or interactions in the social network. For example, a social CAPTCHA may ask a member of a
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social network to 1dentify an 1image of one of the member’s connections (or friends) in the social
network. As such, this security question can be referred to as a “social CAPTCHA.”

[0004] In one embodiment, the social CAPTCHA can be used to authenticate a new session
with the social network or with another system external to the social network. The session
requesting interaction with the website 1s allowed to proceed if 1t provides correct answers for
the social CAPTCHA; otherwise, 1t 1s denied. The system presenting the social CAPTCHA may
itself be a social networking website, or it may be an external system that communicates with a
social network to obtain the necessary information (e.g., the social CAPTCHA and the correct
answer). In another embodiment, the member 1s presented with social CAPTCHA 1f the session
1S determined to be suspicious.

[0005] The difficulty level of the social CAPTCHA may be adjusted based on a degree of
suspicion assoclated with the session. The difficulty level of a social CAPTCHA may be
increased, for example, by increasing the number of questions asked 1n the social CAPTCHA or
by increasing the number of potential answers from which to choose. Certain types of social
CAPTCHASs may also be understood, empirically, to be more difficult than other types of
questions. Increasing the difficulty of the social CAPTCHA generally increases the difficulty for
unauthorized people, and not for the intended member.

[0006] In one embodiment of the invention, the system determines what information to use
for the social CAPTCHA based on the user’s affinity for the subject matter of the question. By
basing the social CAPCTHA on information about the member’s closer connections, the social
CAPTCHA 1s casier for the intended user to answer but still difficult for other unauthorized
people. The system may thus generate an affinity score between a member and each of the
member’s connections to determine which connections can be considered close friends or
relations of the member. The social CAPTCHA may then be based on information about the
member’s connections that have at least a threshold level of affinity score. A high affinity score
between a member and the member’s connection implies frequent interactions between the two,
thereby increasing the chances that the intended member 1s able to answer the social CAPTCHAS
correctly, but generally not making the question easier for unauthorized people who are not the

member.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 1s a diagram of a network system 1n which a user 1s presented with a social
CAPTCHA 1n response to a request.
[0008] FIG. 2 1s a diagram of a system architecture of a website configured to generate a
social CAPTCHA, 1n accordance with an embodiment of the invention.
[0009] FIG. 3 1s an interaction diagram of a process 1n which a client requesting information
1s presented with a social CAPTCHA, 1n accordance with one embodiment of the invention.
[0010] FIG. 4 1s a flowchart of a process for using a social CAPTCHA to authenticate a
session requesting information based on a determined suspiciousness of the session, 1n
accordance with one embodiment of the invention.
[0011] The figures depict various embodiments of the present invention for purposes of
1llustration only. One skilled in the art will readily recognize from the following discussion that
alternative embodiments of the structures and methods 1llustrated herein may be employed
without departing from the principles of the invention described herein.

DETAILED DESCRIPTION

[0012] A CAPTCHA based on recognition of distorted characters or common sense
questions can be defeated by use of human labor. However a CAPTCHA based on questions
that require knowledge that only a specific user 1s likely to possess cannot be defeated by using
human labor. For example, questions requiring information associated with close friends of a
user cannot be solved by an arbitrary human that 1s not an acquaintance of the user. A
CAPTCHA based on information related to a social circle of a user as well as social interactions
of a user 1s called a social CAPTCHA. These questions require information that can be available
in a social network.
[0013] A social network offers 1ts members the ability to communicate and interact with
other members of the social network. In use, members join the social network and then add
connections to a number of other members to whom they desire to be connected. As used herein,
the term “friend” refers to any other member to whom a member has formed a connection,
association, or relationship via the social network. The term friend need not require that
members actually be friends in real life, (which would generally be the case when one of the
members 1s a business or other entity); it ssmply implies a connection in the social network.

Some embodiments of social network allow various social activities. For example, a member
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can define a group or network of members that are involved 1n certain related activity. For
example, a group may be a fan club for a particular band. Accordingly, member activities
related to the group might include joining the group, viewing content related to the band,
listening to songs, watching videos, and posting a message on the discussion board.

[0014] In one embodiment, the social CAPTCHA can be a question that asks a user about
information contained 1n an electronic account about the user’s interactions with other people or
things 1n a social network. The information may be merely what someone’s connections/friends
are, for example, a social CAPTCHA question can ask the user to associate a connection’s image
with the connection’s name. In another embodiment, a social CAPTCHA may be based on an
action that the user has taken or another user has taken towards the user 1n the social network, for
example, “In the past week, you have sent a message to which of the following people?” or
“Which of the following people added you as a connection last week?” In one embodiment, a
social CAPTCHA can be a question related to actions taken by a user associated with various
soclal network entities, for example, a social group or a social forum. As an example, a social
CAPTCHA can be “Which of the following social groups did you join last week?”

[0015] A social network may have the necessary information to generate a social CAPTCHA
for a user. Hence the social network can present social CAPTCHA to members of the social
network for authentication. In some embodiments, a system that 1s not affiliated with a social
network but 1s connected to the social network can obtain the necessary information from the
soclal network to present a social captcha. For example, social network information may be
obtained by an external system by calling appropriate APIs (application programming interface)
provided by the social network. In another embodiment, a third party system may act as a liaison
between systems that use social CAPTCHA for authentication and a social network by obtaining
information from a social network and generating appropriate social CAPTCHA for systems that
use social CAPTCHA.

[0016] FIG. 1 1llustrates how a client device interacting with a website may be presented
with a CAPTCHA based on social information associated with a user, also referred to as a social
CAPTCHA. The client device 120 sends a request 125 communicated over the network 150 to
the website 100. The request 125 may be, for example, a request to login to a user account or an
attempt to access or update information associated with the user. The website may determine

based on various criteria whether to allow the request 125 to be processed or to require additional
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authentication before processing the request. A request for information that 1s considered public
may be processed without any additional authentication whereas a request for updating
information associated with the user may require additional authentication. If additional
authentication 1s required, the website presents 130 the client device with a social CAPTCHA
based on social network information 155. In an embodiment where the website 100 itself is a
social network, the social network information 155 necessary for determining the social
CAPTCHA may be available locally at the website. Alternatively, if the website 100 does not
have the social network information necessary to determine a social CAPTCHA, the website
may communicate with a social network to obtain the required information. Further processing

of request 125 1s determined based on the correctness of answers obtained from the user in
response to the social CAPTCHAS.

System Architecture

[0017] FIG. 2 1s a high level block diagram illustrating a system environment for
authenticating user sessions using social CAPTCHA. In this embodiment, the website 200
1llustrated 1in FIG. 2 1s a social networking website and hence locally stores the social network
information necessary to determine the social CAPTCHA for a user session. The system
environment comprises one or more client devices 205, a social networking website 200, and a
network 150. In alternative configurations, different and/or additional modules can be included
in the system.

[0018] The client devices 205 comprise one or more computing devices that can receive
member input and transmit and receive data via the network 150. For example, the client devices
205 may be desktop computers, laptop computers, smart phones, personal digital assistants
(PDASs), mobile phones, or any other device including computing functionality and data
communication capabilities. The client devices 205 are configured to communicate via network
150, which may comprise any combination of local area and/or wide arca networks, using both
wired and wireless communication systems.

[0019] FIG. 2 contains a block diagram of the social networking website 200. The social
networking website 200 includes a web server 220, action logger 225, a session manager 260, a
suspicious index manager 230, an authentication manager 245, a CAPTCHA manager 240, a
member profile store 250, a connection store 255, and an action log 265. In other embodiments,

the social networking website 200 may include additional, fewer, or different modules for
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various applications. Conventional components such as network interfaces, security
mechanisms, load balancers, failover servers, management and network operations consoles, and
the like are not shown so as to not obscure the details of the system.

[0020] In some embodiments, the website 200 1s not a social networking website but
communicates with a social networking website to obtain the necessary social network
information. The website 200 may communicate with the social networking website, for
example, using APIs (Application Programming Interface) provided by a social networking
website. In these embodiments, some modules shown 1n FIG. 2 may run 1in the website 200,
whereas other modules may run 1n the social networking website. For example, the modules
including the web server 220, action logger 225, suspicious index manager 230, CAPTCHA
manager 260 can run 1n the website 200 but modules API request server 230, member profile
store 250, connection store 255, and action log 265 may exist in a separate social networking
website.

[0021] The social networking website 200 comprises a computing system that allows
members to communicate or otherwise interact with each other and access content, as described
herein. The social networking website 200 stores member profiles that describe the members of
a social network, including biographic, demographic, and other types of descriptive information,
such as work experience, educational history, hobbies or preferences, location, and the like. The
member profiles are stored in the member profile store 250. The member profile may also store
information provided by the member, for example, images. In certain embodiments, images of
members may be tagged with the identification information of the appropriate members whose
1images are displayed.

[0022] The website 200 further stores data describing one or more connections between
different members 1n the connection store 255. The connection information may indicate
members who have similar or common work experience, group memberships, hobbies, or
educational history. Additionally, the social network host site 200 includes member-defined
connections between different members, allowing members to specify their relationships with
other members. For example, these member defined connections allow members to generate
relationships with other members that parallel the members’ real-life relationships, such as
friends, co-workers, partners, and so forth. Members may select from predefined types of

connections, or define their own connection types as needed.
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[0023] The web server 220 links the social networking website 200 via the network 150 to
one or more client devices 205; the web server 220 serves web pages, as well as other
web-related content, such as Java, Flash, XML, and so forth. The web server 220 may include a
mail server or other messaging functionality for receiving and routing messages between the
social networking website 200 and the client devices 150. The messages can be instant
messages, queued messages (e.g., email), text and SMS (short message service) messages, or any
other suitable messaging technique.

[0024] The action logger 225 1s capable of receiving communications from the web server
220 about member actions on and/or off the social networking website 200. The action logger
225 populates the action log 265 with information about member actions to track them. Any
action that a particular member takes with respect to another member 1s associated with each
member’s profile, through information maintained 1n a database or other data repository, such as
the action log 265. Such actions may include, for example, adding a connection to the other
member, sending a message to the other member, reading a message from the other member,
viewing content associated with the other member, attending an event posted by another
member, among others. In addition, a number of actions described below 1n connection with
other objects are directed at particular members, so these actions are associated with those
members as well. When a member takes an action on the social networking website 200, the
action 1s recorded 1n an action log 265. In one embodiment, the website 200 maintains the action
log 265 as a database of entriecs. When an action 1s taken on the website 200, the website 200
adds an entry for that action to the log 265.

[0025] The session manager 260 handles sessions created by the client device 205 during
interactions with the social networking website 200. For example, a session 1s created when a
member uses a client device 205 to log into the social networking website 200 or fetches web
pages from the social networking website 200. The session manager 260 can analyze the
information received from the client device 205 to identify information associated with the client
device 205 based on communications with the client device 205, for example, the internet
protocol (IP) address used by the client device for communicating with the social networking
website 200 or machine cookies stored on the client device 2053.

[0026] The suspicious index manager 230 obtains the information associated with a session

created by the user and analyzes the information to determine 1f the probability that the session
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was created by the legitimate user of the account as compared to an 1llegitimate use by someone
who stole the user’s credentials. The suspicious index can be 1n the form of a numerical score
assigned to a user session indicating the chances that the session 1s created by an 1llegitimate user
or 1t can be a value from a predetermined set of values indicating the degree of suspicion
assoclated with the session’s authenticity, for example, low, medium, or high degree of
suspicion. In another embodiment, the suspicious index can be a binary value indicating whether
the user session 1s safe or not safe. In some embodiments, the suspiciousness manager may use
session parameters to determine whether the session 1s suspicious. For example, a session
created from a device known to have performed illegitimate activities in the past may be
determined to be suspicious. Other embodiments may determine a session to be suspicious
based on activities executed by the session. For example, a behavior indicative of spamming
activity may be considered suspicious.

[0027] The authentication manager 245 obtains user credentials from a user creating a
session and authenticates actions based on the session. For example, the login and password
information 1s collected from a user and verified against information from the member profile
store 350 before allowing the user access to information. Based on the degree of suspicion
associated with a user session as determined by the suspicious index manager 230, the
authentication manager may require different levels of authentication from a user before
allowing access to the user based on the user session. For example, a low degree of suspicion
associated with a session may result in authentication manager allowing access to information
with simple authentication based on login and password. On the other hand a highly suspicious
index associated with a session by the suspicious index manager may cause the authentication
manager to require additional authentication based on social CAPTCHA.

[0028] The CAPTCHA manager 240 determines the CAPTCHAS necessary to authenticate a
session. The CAPTCHA manager 240 may determine the number of questions used 1n the
CAPTCHA, the difficulty level of the questions, and optionally for a question, a list of answers
to choose from. The level of difficulty of the questions, the number of questions and the
potential number of correct or incorrect answers may be determined by based on the suspicious
index associated with a session as determined by the suspicious index manager 230. When a
user provides answers to the CAPTCHASs, the CAPTCHA manager 240 determines the accuracy

of the answers and informs the authentication manager 245. The authentication manager 245



CA 02751490 2011-08-03
WO 2010/101814 PCT/US2010/025742

uses the accuracy of the answers to the CAPTCHAS provided by the user to make decisions
regarding authentication of the user session. Some embodiments tolerate incorrect answers to
some questions, so long as the user provides correct answers at least a threshold number of
questions correctly.

[0029] The API request server 235 allows external websites to access information from the
social networking website by calling APIs. If the website interested 1n using a social CAPTCHA
does not have the necessary social network information available locally, 1t can fetch the
information from a social networking website. In this case, the website interested 1n the social
network information may send an API request to the social networking website via the network
150. The API request 1s received at the social networking website by the API request server 235.
The API request server 235 processes the request by determining the appropriate response, which
1s then communicated back to the requesting website via the network 150.

Using a Social CAPTCHA to Authenticate a User Session

[0030] FIG. 3 shows a process 1n which a client requesting information for a user 1s
presented with a social CAPTCHA, 1n accordance with one embodiment of the invention. In the
embodiment 1llustrated in FIG. 3, a client 205 1s interacting with a social networking website
200. The chient 205 interacts 310 with the website 200 by sending a request for information
assoclated with a user to the web server 220. Alternatively, the request may be for other kinds of
information or may represent other kinds of interaction. For example, the request may comprise
a request to login to the website or a request to execute an action on behalf of a user, such as
broadcasting a message to multiple users or making a monetary transaction on behalf of the user,
for example, an online purchase (both of which are actions that may be considered relatively
suspicious). The request 1s associated with a member and 1dentifies the member. For example, a
login request may provide the login information for the member for identification purposes. The
request may be part of a sequence of interactions based on a session that identified the member
in previous interactions. Hence, the request may carry information 1dentifying a session that has
previously 1dentified the member. The web server 220 determines 315 whether authentication
based on CAPTCHA 1s required before allowing the request for information to be permitted or a
requested action to be executed.

[0031] In certain embodiments, authentication using a social CAPTCHA may be required 1f

the information requested 1s considered sensitive, for example, credit card information.



CA 02751490 2011-08-03
WO 2010/101814 PCT/US2010/025742

Alternatively, authentication based on social CAPTCHA may be required if the action executed
updates information related to the user, for example profile information. In some embodiments,
suspicious activity from a session may require authentication based on social CAPTCHA. For
example, an attempt to broadcast a message to a large number of users may be considered an
indication of spamming. The web server 220 may interact with the suspicious index manager
230 to determine whether the session generating the request 310 1S suspicious.

[0032] If a determination 315 1s made that authentication based on social CAPTCHA 1s
needed, the web server 220 requests 320 the CAPTCHA manager 260 to provide with
appropriate CAPTCHA. The CAPTCHA manager 260 determines 330 the CAPTCHA based on
social network information, for example, information available 1n the member profile store 250
or the connection store 255 or both. The CAPTCHA manager 260 may determine the number of
questions and for a given question, the number of potential answers to choose from based on the
suspiciousness of the session. The CAPTCHA manager 260 provides 325 the CAPTCHA to the
web server 220. The web server 220 presents 335 the CAPTCHA to the client 205. If the client
205 provides 340 answers to the CAPTCHA questions, the web server sends 345 a request to the
CAPTCHA manager to verify 1f the answers provided by the client 205 are correct. The
CAPTCHA manager 260 verifies 350 the answers to the CAPTCHA and provides 3535 the result
of the verification to the web server 220. If the answers provided by the client 205 are verified to
be correct, the web server 220 provides the client 205 with the requested information, or 1f the
client 205 requested certain actions to be performed, the web server proceeds with execution of
the requested actions. If the answers provided by the client 205 are verified to be incorrect, the
web server may decide to deny the requested information or refuse to perform the requested
action by client 205.

[0033] The questions used for a social CAPTCHA are determined based on various criteria,
for example, whether an authentic user 1s likely to remember answers to the questions. For
example, a member may have several connections and may not interact with all the connections
on a regular basis. A member 1s unlikely to remember information related to connections that
the member does not interact with frequently. On the other hand, 1f the member has recently
interacted with a connection very frequently, the member should be able to answer questions
assocliated with the connection. Also, if a member has marked a connection as a close relation,

for example, spouse or other close family, the member 1s much more likely to remember

10
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information associated with the connection. For example, a member can be expected to
remember the date of birth of the member’s spouse.

[0034] In one embodiment, the system determines an affinity score for each connection of a
member based on interactions between the member with the connections and information
provided by the member related to the connection, for example, a family relationship. The
interactions between the member and the connections may include a number of communications
between the member and the connection using mechanisms provided by the social network. The
interactions may also or alternatively include a number of interactions between the member and
an object related to the member’s connections, or an interaction between a member’s connection
and an object related to the member. The information related to interactions between members 18
available 1n the action log 270. Mechanisms of communication provided by a social network
include, emails, communications using forums, invitations and the like. A member may interact
with a connection by commenting on a photo posted by the connection. For example, two
members may be considered close acquaintances 1f they appear 1in the same photo tagged with
their 1dentification information, since 1t 1s highly likely that they know each other. In certain
embodiments, an 1image displaying a very large number of members tagged with their
1dentification may not be considered indicative of all the members knowing each other, for
example, a photo of a class that graduated together.

[0035] Two or more members may be assigned scores for each type of interaction based on
the frequency of that particular type of interaction between the two members. An affinity score
between two members 1S determined by computing a weighted sum of all scores based on
interactions between them. In some embodiments only interactions between members that
occurred 1n a recent time interval are considered for evaluating the affinity score. Hence, the
affinity score may be recomputed periodically to reflect changes over time in scores based on
Interactions between members used to compute affinity score. Other factors may be used to
determine the affinity score, for example, the type of relation between two members. Two
members that are marked as married together in the social network may be assigned a high score
based on their relation. Systems and methods for measuring user affinity in a social network
environment are disclosed in U.S. Application No. 11/503,093, filed August 11, 2006.

[0036] Social CAPTCHA used for authenticating a member 1s based on the member’s

connections that achieve an affinity score above a predetermined threshold. In some
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embodiments, the type of question 1s determined based on the affinity of score. For example,
questions related to a connection with very high affinity may require more detailed information
related to the connection compared to questions asked related to a connection with lower affinity
SCOTE.

[0037] Questions 1n a social CAPTCHA may require a member to make decisions based on
one or more 1mages displayed to the member. For example, the member may be presented with
an 1mage of the member’s connection and asked to 1dentify the connection. In some
embodiments, the member may be presented with 1dentification information of some of the
member’s connection as potential answers to choose from. Alternatively, the member may be
presented with 1dentification information, for example, the first and last name of a connection
and asked to 1dentify the connection’s image from a given choice of images. Another type of
question, may present an image to the member 1n which the member has been tagged and the
question requires the member to 1dentify a connection that 1s also shown 1n the image and tagged
with the connections 1dentification. Social CAPTCHA questions may also be based on activities
in the social network that a member 1s involved 1in. For example, a member that has frequently
interacted with a connection on the forum may be asked to 1dentify the connection that the
member has been interacting with on the forum. Or a member that 1s an active member of a
social group may be asked questions related to the social group, for example, given a list of
social groups, 1dentify a group that the member actively participates in.

[0038] In some embodiments, the severity of CAPTCHA questions may be determined based
on suspiciousness of the session requesting information. As shown in the flowchart in FIG. 4, a
session requests 400 access to a computing resource. The request may be, for example, a request
to login using a member’s account, a request for information associated with a member, or a
request to execute certain action on behalf of a member. An action requested on behalf of a
member includes an attempt to send emails, an attempt to execute a financial transaction on
behalf of the user, or a request to update the profile information associated with the member.
[0039] The suspicious index manager 230 determines whether the session 1s suspicious or
not. If a session 1s determined 410 to be not suspicious or in other words safe, the authentication
manager 245 allows 415 the session to proceed with the requested interaction. On the other
hand, 1f the session 1s determined to be suspicious, the authentication manager 245 may require

additional authentication based on social CAPTCHA. If additional authentication based on
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social CAPTCHA 1s required, the CAPTCHA manager 240 selects 425 the CAPTCHA to be
presented to the user. The difficulty level of the CAPTCHA 1s determined based on the degree
of suspicion associated with the session. A highly suspicious session may be presented with a
difficult CAPTCHA whereas a low suspicious session may be presented with an easy
CAPTCHA. The difficulty level of a CAPTCHA may be increased, for example, by requiring
the user to correctly answer more questions. Also, certain types of questions may be
predetermined to be easy whereas some questions may be predetermined to be difficult. For
example, a question based on member profile information may be considered easier than
questions requiring information associated with the member’s connections. A question may be
presented along with potential correct and incorrect answers, requiring the user to select the
correct answers. Making a selection from a large number of potential answers makes a question
difficult as opposed to making a selection from a small number of potential answers.

[0040] Once the social CAPTCHA questions are determined, the user 1s presented 430 with
the social CAPTCHA. If the user answers 435 the questions correctly, the session 1s allowed 415
to proceed with the requested interaction. If the user fails to answer 435 the social CAPTCHA
questions correctly, the session’s request for interaction 1s denied 440. Alternatively, 1f the user
fails to answer 435 the social CAPTCHA, attempts can be made to authenticate the user via other
mechanisms, for example, by asking the user to enter a code sent to the user’s phone via a text
message or by email. The alternative authentication mechanisms allow a legitimate user to
authenticate 1f the user 1s unable to answer the social CAPTCHA questions for any reason.

Alternative Applications

[0041] The foregoing description of the embodiments of the invention has been presented for
the purpose of illustration; it 1s not intended to be exhaustive or to limit the invention to the
precise forms disclosed. Persons skilled 1n the relevant art can appreciate that many
modifications and variations are possible 1n light of the above disclosure.

[0042] Some portions of this description describe the embodiments of the invention in terms
of algorithms and symbolic representations of operations on information. These algorithmic
descriptions and representations are commonly used by those skilled 1n the data processing arts
to convey the substance of their work effectively to others skilled in the art. These operations,
while described functionally, computationally, or logically, are understood to be implemented by

computer programs or equivalent electrical circuits, microcode, or the like. Furthermore, 1t has
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also proven convenient at times, to refer to these arrangements of operations as modules, without
loss of generality. The described operations and their associated modules may be embodied 1n
software, firmware, hardware, or any combinations thereof.

[0043] Any of the steps, operations, or processes described herein may be performed or
implemented with one or more hardware or software modules, alone or in combination with
other devices. In one embodiment, a software module 1s implemented with a computer program
product comprising a computer-readable medium containing computer program code, which can
be executed by a computer processor for performing any or all of the steps, operations, or
processes described.

[0044] Embodiments of the invention may also relate to an apparatus for performing the
operations herein. This apparatus may be specially constructed for the required purposes, and/or
It may comprise a general-purpose computing device selectively activated or reconfigured by a
computer program stored in the computer. Such a computer program may be stored 1n a tangible
computer readable storage medium or any type of media suitable for storing electronic
instructions, and coupled to a computer system bus. Furthermore, any computing systems
referred to 1n the specification may include a single processor or may be architectures employing
multiple processor designs for increased computing capability.

[0045] Embodiments of the invention may also relate to a computer data signal embodied 1n
a carrier wave, where the computer data signal includes any embodiment of a computer program
product or other data combination described herein. The computer data signal 1s a product that 1s
presented 1n a tangible medium or carrier wave and modulated or otherwise encoded 1n the
carrier wave, which 1s tangible, and transmitted according to any suitable transmission method.
[0046] Finally, the language used 1n the specification has been principally selected for
readability and instructional purposes, and it may not have been selected to delineate or
circumscribe the inventive subject matter. It 1s therefore intended that the scope of the invention
be limited not by this detailed description, but rather by any claims that i1ssue on an application
based herecon. Accordingly, the disclosure of the embodiments of the invention 1s intended to be
1llustrative, but not limiting, of the scope of the invention, which 1s set forth 1n the following

claims.
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What 1s claimed 1s:
1. A computer implemented method for authenticating a request for access to a
computing resource, the method comprising:

receiving a request from a requestor for access to a computing resource, wherein the
request 1dentifies a member;

obtaining information related to the member’s connections on a social network and
forming a challenge question, wherein an answer to the challenge question 1s
based at least 1in part on the obtained information related to the member’s
connections on the social network;

sending the challenge question to the requestor; and

responsive to receiving a correct answer to the challenge question, allowing the
requested access.

2. The method of claim 1, wherein the request 1s received by a social networking
website.

3. The method of claim 1, wherein obtaining information related to the member’s
connections on a social network requires communicating with a social networking website using
application programming interface provided by the social networking website.

4. The method of claim 1, further comprising:

determining whether the request 1s received from a suspicious source; and
determining the difficulty of the challenge question sent to the requestor based on
whether the source 1s suspicious.

3. The method of claim 1, further comprising:

sending to the requestor a plurality of answers for the challenge question comprising
at least a correct answer and one or more incorrect answers.

6. The method of claim 5, further comprising:

determining whether the request 1s received from a suspicious source; and
determining the number of answers 1n the plurality of answers for the challenge

question based on whether the source 18 suspicious or not.

15



CA 02751490 2011-08-03
WO 2010/101814 PCT/US2010/025742

7. The method of claim 1, wherein the challenge question requires an 1dentification
of a name of one of the member’s connections 1n the social network given an 1image of the
connection.

3. The method of claim 1, wherein the challenge question requires an 1dentification
of an 1image of one of the member’s connections 1n the social network given a name of the
connection.

9. The method of claim 1, wherein the challenge question requires an 1dentification
of one of the member’s connections 1n the social network given an 1image showing the
connection and the member.

10.  The method of claim 1, wherein the challenge question requires an 1dentification
of one of the member’s connections with whom the member has recently interacted in the social
network.

11.  The method of claim 1, wherein the challenge question requires an 1dentification
of information associated with of one of the member’s connections in the social network and the
connection 1s selected based on a determination of an affinity between the connection and the
member.

12. The method of claim 11, wherein the affinity between the connection and the
member 1S based on one or more interactions between the connection and the member 1n the

social network.

13. The method of claim 1, wherein the request 1s a request to login to the member’s
account.

14. The method of claim 1, wherein the request 1s a request to broadcast a message.

15. The method of claim 1, wherein the request 1s a request to conduct an online

purchase on behalf of the member.
16.  The method of claim 1, further comprising:
responsive to receiving an incorrect answer to the challenge question, denying the
requested access.
17. A computer implemented method for generating a challenge question based on
information related to a member, the method comprising:
rece1ving a request from a requestor for generating a challenge question based on

information related to a member;
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obtaining information related to the member’s connections on a social network and
forming a challenge question, wherein an answer to the challenge question 1s
based at least 1n part on the obtained information related to the member’s
connections on the social network; and

sending the challenge question to the requestor.

18. The method of claim 17, wherein the request 1s received by a social networking
website.

19.  The method of claim 17, further comprising:

receiving a suspiciousness score value from the requestor; and
determining the difficulty of the challenge question based on the suspiciousness score
value.

20.  The method of claim 17, further comprising:

sending to the requestor a plurality of answers for the challenge question comprising
at least a correct answer and one or more 1ncorrect ansSwers.

21.  The method of claim 20, further comprising:

receiving a suspiciousness score value from the requestor; and
determining the number of answers 1n the plurality of answers based on the
suspiciousness score value.

22. The method of claim 17, wherein the challenge question requires an identification
of a name of one of the member’s connections 1n the social network given an 1image of the
connection.

23. The method of claim 17, wherein the challenge question requires an 1dentification
of an 1image of one of the member’s connections 1n the social network given a name of the
connection.

24, The method of claim 17, wherein the challenge question requires an identification
of one of the member’s connections 1n the social network given an 1image showing the
connection and the member.

25. The method of claim 17, wherein the challenge question requires an identification
of one of the member’s connections with whom the member has recently interacted 1n the social

network.
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26. The method of claim 17, wherein the challenge question requires an 1dentification
of information associated with one of the member’s connections in the social network, wherein
the connection 1s selected based on a determination of an affinity between the connection and the
member.

27. The method of claim 26, wherein the affinity between the connection and the
member 1S based on one or more interactions between the connection and the member 1n the
social network.

28. A computer implemented method for authenticating a request for access to a
computing resource, the method comprising:

receiving a request from a requestor for access to a computing resource, wherein the
request 1dentifies a member;

sending a request for a challenge question, wherein an answer to the challenge
question 1s based at least in part on the obtained information related to the
member’s connections on the social network

rece1ving the challenge question and sending the challenge question to the requestor;
and

responsive to receiving a correct answer to the challenge question, allowing the
requested access.

29.  The method of claim 28, further comprising:

determining whether the request 1s received from a suspicious source; and
determining the difficulty of questions sent to the requestor based on whether the
source 1S suspicious.

30.  The method of claim 28, further comprising:

recerving a plurality of answers for the challenge question comprising at least a
correct answer and one or more incorrect answers and sending the plurality of
answers to the requestor.

31. The method of claim 28, wherein the challenge question requires an identification
of a name of one of the member’s connections 1n the social network given an 1image of the

connection.
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32. The method of claim 28, wherein the challenge question requires an 1dentification
of an 1image of one of the member’s connections 1n the social network given a name of the
connection.

33. The method of claim 28, wherein the challenge question requires an 1dentification
of one of the member’s connections 1n the social network given an 1image showing the
connection and the member.

34, The method of claim 28, wherein the challenge question requires an 1dentification

of one of the member’s connections with whom the member has recently interacted in the social

network.
33. The method of claim 28, wherein the request 1s a request to login to the member’s
account.
36. The method of claim 28, wherein the request 1s a request to broadcast a message.
37. The method of claim 28, wherein the request 1s a request to conduct an online

purchase on behalf of the member.
38.  The method of claim 28, further comprising:
responsive to recerving an incorrect answer to the challenge question, denying the
requested access.

39. A computer program product having a computer-readable storage medium storing
computer-executable code for authenticating a request for access to a computing resource, the
code comprising:

a web server module configured to:
receive a request from a requestor for access to a computing resource, wherein the
request identifies a member;
a CAPTCHA manager module configured to:
obtain information related to the member’s connections on a social network and
forming a challenge question, wherein an answer to the challenge question
1S based at least 1n part on the obtained information related to the
member’s connections on the social network; and
the web server module further configured to:

send the challenge question to the requestor; and
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responsive to receiving a correct answer to the challenge question, allow the

requested access.
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