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Abstract

In today’s society, privacy is subject to a lively debatee Tfnowing connectivity and
new technologies make linking and profiling easier and meomu@te. Hence, the
protection of privacy becomes a necessity unless we beli@teourprivacy is lost
Therefore, it is important to work on solutions that can iy our privacy.

In this dissertation, we start with a critical assessmeetexftronic identity technology
currently deployed, in particular the Belgian electrordentity card. The results
clearly show that the protection of privacy is inadequaspeeially when the card
is used across both the public and private domains.

Anonymous credential systems promise an alternative,stipg privacy and strong
authentication. Unfortunately, these credential systamsstill mainly a research
topic, and have not yet found their way towards the genetalipuA major drawback
of anonymous credential systems is that they are consilyenadre complex than
the technologies currently used. In this dissertation, vexide a solution based on
mobile devices as a platform, possibly extended with a seel@ment, for hosting the
anonymous credential system. Another issue with anonyro@dential systems is
the lack of an efficient and practical revocation strategultidle schemes have been
presented, but their complexity is much more involved th@mcation schemes used
in traditional PKI-based systems. We present a pragmasiesasent of revocation
schemes for anonymous credential schemes, of which songels@n implemented
as a basis for an in depth evaluation.

Anonymous credential systems are complex systems supgoptiivacy-friendly
transactions. However, to make sense, anonymous creldesfitculd be accompanied
by an infrastructure that supports privacy-preservindiagpons and new protocols
will need to be designed. We analyze how simulation-basedritg models can be
applied for building such larger complex systems. We prexdchumber of building
blocks in order to help and guide protocol designers. As id&tabn of the framework
and of our building-blocks, we model the concept of Obliaduwusted Third Parties
and present an actual implementation.






Beknopte samenvatting

Vandaag is privacy een veelbesproken onderwerp. Een alstbememende con-
nectiviteit en het gebruik van nieuwe technologieén zorgemor dat persoonlijke
informatie makkelijk gelinkt kan worden en profielen eendiger en nauwkeuriger
kunnen opgesteld worden. Het belang van de beschermingevarivécy is duidelijk.
Hoewel sommigen reeds aannemen dat privacy een verlorkiszdijft het sowieso
belangrijk om te werken aan oplossingen die onze privacy&nmverbeteren.

In dit proefschrift, beginnen we met een kritische beoandglan de elektronische
identiteitskaarten die momenteel reeds in gebruik zijrogeen, met in het bijzonder
de Belgische elektronische identiteitskaart. De reitdaten duidelijk zien dat de
bescherming van de privacy onvoldoende is, vooral wannedadrt wordt gebruikt
in zowel het publieke als private domeinen.

Anonieme credential systemen beloven een alternatief. @®abmeren sterke
authenticatie met privacyvriendelijke eigenschappenladtetreffen we deze syste-
men nog vooral aan in onderzoekslaboratoria, en hebben mezeaiet hun weg
gevonden naar het grote publiek. Een belangrijk nadeel wamiame credential
systemen is dat ze aanzienlijk complexer zijn dan de tedye&n die momenteel
worden gebruikt. In dit proefschrift demonstreren we eetosging die gebruik
maakt van mobiele toestellen, eventueel in combinatie raptweilige component,
voor het beheren en gebruiken van de anonieme credentias. aider probleem
gerelateerd aan anonieme credential systemen is het katbvan een efficiénte en
haalbare revocatiestrategie. In de literatuur werdensreedschillende oplossingen
voorgesteld, maar ze zijn vele malen complexer dan de réeostategieén voor
systemen gebaseerd op traditionele PKI-technologieéngéWien een pragmatische
beoordeling van de revocatiestrategién voor anoniementiads, waarvan een aantal
zijn geimplementeerd als basis voor een diepgaande elealuat

Anonieme credential systemen zijn complexe systemen tgrsteuning van privacy-
vriendelijke transacties. Echter, het gebruik van anoeriemnedentials volstaat niet.
Het is belangrijk om een nieuwe infrastructuur te voorziext meuwe protocollen en
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systemen die toelaten om privacyvriendelijke toepassitgentwikkelen. We gaan
na hoe een raamwerk voor simulatiegebaseerde modellen&aewtoegepast voor
het ontwerpen van dergelijke grote complexe systemen dig ee privacyvriendelijk
zijn. Wij voorzien een aantal bouwblokken om het modelleteivereenvoudigen.
Om het raamwerk en onze bouwblokken te valideren modellererhet concept
'Oblivious Trusted Third Parties’ en demonstreren we hoealicept kan gerealiseerd
worden.
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Chapter 1

Introduction

In today’s service-oriented world, users regularly comesg situations where they
need to authenticate to a clerk, a terminal, a door, or anmendervice to gain

access to a desired resource. Often such authenticatepgdormed by identifying

the user using physical keys, cryptographic credentiats,(X.509 certificates), or

an authentication tuple consisting of a username and padswbhis leads to an

excessive release of personal information, often not esquired for the underlying

business processes, but released due to the authentieatmmlogy being used. Even
worse, performing multiple identifying interactions withe same or different service
providers makes all those interactions linkable to thoseice providers.

This research started with a survey of the Belgian eleatrigieintity card (elD), which
uses X.509 certificates for authentication. Verhaeghe.givaN "08, VLDD"09]
identified exactly such privacy issues in the Belgian elD. Wi# shortly review
existing elD schemes, in particular the Belgian elD and gmesome solutions to
reduce these problems. Nevertheless, the main conclissibatitraditional certificate
based systems, which are commonly used for elDs, do not isuffig protect the
privacy of citizens, especially, when used in the privatet@e One solution is to
develop elD architectures, based on privacy enhancingntdabies.

During the last decades, many privacy enhancing techneddgive been proposed and
developed. Examples apgivacy enhancing service architecturgs8D *03, BJ05],
anonymous communicatig@®@RS96, RR98, DMS04, BFK01, KZG0O7§nonymous
storage[DFM01, DDDO05] andanonymizing user location daf€ZBP06, KFF 07,
HH10]. They all aim at offering a higher level of privacy (araymity) in the digital
world.

Another such technology i®A\nonymous Credential systemshich allows for



2 INTRODUCTION

anonymous yet accountable transactions. Only the atéisbut or properties of
attributes — that are required to access a service, areghtoeeservice provider, while
the client is preferably not being identified through tho$ben, business processes
operate on those properties instead of identities, reglidata-minimization For
instance, users can prove to belong to a certain age categgey discounts on public
transport tickets. Similarly, they only need to prove teelim the city in order to get
access to the local waste recycling center.

One drawback of anonymous credential systems is that treegarsiderably more
complex than traditional certificate based systems, mattie@ correct integration
by implementers even more challenging. Moreover, solviaguirements such
as credential revocation are much more involved than initicexdl authentication
systems and require special attention.

With their increasing computational power, mobile devibese been emerging as
potential target platforms for the wide-spread deploynafrdnonymous credential
systems. A mobile device, optionally extended with a se@leenent, can store
the user’s credentials and act as a host to perform cretibaied authentication
protocols. Mobile devices are particularly suited as a Iptatform for credential
protocols because many users already carry a mobile dewicéhe&m, the possibility
of realizing intuitive graphical user interfaces, and thquired short-range channels
to connect to other devices being or becoming available. redtly, ongoing
developments [GRB03, GM07, SKK08, DWO09] in the area of ®dsexecution
environments go into the direction of strengthening futtnebile devices to make
them better suited for hosting the credentials of a user.

To support an acceptable level of privacy, anonymous ciédsmparticularly make
sense in large scale environments such as nation-wide@tecidentities. Several
countries already issued electronic identities, for bathlic and private transactions.
Looking at the intricacies of those systems gives us an ddganin defining the
requirements for an electronic identity based on anonyroedentials.

In this thesis, we try to solve the following question:

Is it feasible to use anonymous credentials as a nation-wldetronic
identity, offering both enhanced privacy and security emies?

1.1 Privacy and Accountability

Information privacy. Privacy is a hot topic, debated in both technical and non-
technical literature. Giving a simple definition is not gfeforward. In fact, the
concept of privacy changes over time [Lan01]. While in thdyedays, privacy was



PRIVACY AND ACCOUNTABILITY 3

mostly associated with ensuring that governments canryobdsitizens and privacy
was often considered #se right to be let alon@/VB90], nowadays, it is more believed
to bethe right to select what personal information about an indiixal is known to
what peoplgWes70].

While some aspects of privacy (such as territorial, commation and bodily
privacy [Lan01]) have been regulated in constitutionahtiy new and rapidly
evolving technologies make privacy even more challengWith the advent of the
Internet and online servicemformation privacyhas become an important aspect of
privacy. Information privacy deals with the protection adrponal information: it
addresses when, how and to what extent an individual sharsemal information. In
other words, it puts restrictions on the collection of peeddnformation, its use, its
retention and its disclosure.

Defining privacy is difficult, protecting it is worse.

One of the reasons why information privacy is not easy toqmtois that people
disclose information to services without being aware ofdbesequences. Although
surveys show people are concerned about their privacyargseand experiments
have evidenced that individuals are willing to discloseoiniation for small re-
wards [Acq04a]. Moreover, people are getting used to aligkhcceptupon so-
called privacy policies Privacy policies are a sort of “agreements” on what can
and cannot be done with the personal information disclosdti¢ service provider.
However, they merely protect the company against lawsh#s to adhere to fair
datahandling practices [Pol07]. Moreover, these privadicigs are often written in
legalesdanguage, protecting the service provider’s concernslentard to read and
understand by laypeople. Hence, even if they read the pslitiey still do not know
what they agree upon.

A second important reason is that, once information is d&d, it is hard to control
what happens with it. Although there may be policies or legatrictions on, for
instance, data-retention or sharing, it remains a mattewuef in the service provider
to actually apply them.

People are the product. As e-commerce activities are growing worldwide,
companies collect more and more personal information af tistomers. Companies
are trusted to carefully handle the information gathereti@my use this information

to run theirbusinessproperly. The problems start when there is a difference in
the interpretation ofBusinessfrom the viewpoint of the company and that of the
users. Moreover, as many services pretend tdrée the business model behind
these services blurs away in the eye of the user. Hence, thepttknow what their
information is used for. Often companies offering such fseevices make selling
personal information their business. They turn custonrecstheir product, and sell
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the information gathered, for instance, to advertising panies. This shows that we
cannot wait for the companies to become privacy-friendly.lédng as privacy is not
restricted by regulations, privacy will be handled as adraff between costs and
benefits. Hence, if privacy cannot be monetized, companiéset provide it.

Towards a better privacy. Some consider privacy, and in its extreme form
anonymity is a way to hide clandestine and illegal actioif2eople that care about
privacy have something to hideOften such actions may be easily prevented even
in an anonymous setting, however, sometimes appropriatgeoneasures should be
put in place. In that case, there should be a means to takedivdualaccountable

for his actions. Usually, service providers therefore gath plethora of personal
information.

The current solutions do not offer sufficient protection of/@cy: privacy policies
are hard to read and may change over time, legislation isriperadten country-
specific and slow to act in a quick evolving environment, drid hard to verify that
rules are respected (e.g., using audits). Therefore, &riZahancing Technologies
(PETs) may help in counterfeiting the deterioration of ady. Anonymous credential
systems is such a technology, offering a solution in whicth ivacy is preserved
(e.g., anonymity and selective disclosure), and apprtpdations may be taken in
case of abuse. Hence, service providers should no longlectekcessive personal
information to obtain accountability. In this dissertatiove analyze how anonymous
credentials can be used in real-world applications fronthral point of view and
show that anonymous credentials may indeed be useful tegiritite user’s privacy.

Unfortunately, supporting anonymous credential system®al-world applications
requires the collaboration of the service providers, whitdly have other interests.
Hence, it remains to find a way to convince service providersriplement such
technologies.

1.2 Approach & Scope

This research started with a study of the Belgian electrateatity card. Belgium
introduced electronic identity cards as one of the first toes in Europe; in 2003.
The card offers strong authentication to a variety of appiicns. However, the
card also has a number of limitations and weaknesses, ohwth&lack of privacy
protection is one of the major ones. We contrive solutiongciwvimay reduce the
impact of these issues.
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As afirst main contribution, we summarize the main properties of the current Belgian
elD and design a number of advanced applications that tak@iathge of the benefits
of the card, while mitigating the privacy & security issuegalved.

However, the application domains discussed in this comidln have been chosen
specifically with that in mind. To increase the user’s privarcelectronic transactions,
anonymous credentials may provide better features. They &r anonymous, yet
accountable transactions. Moreover, selective discéoaliows the user to limit the
amount of personal information being revealed to serviogigers. Since anonymous
credential systems are still mainly a research topic, wéuat@ their applicability
in real world environments, particularly, in the large scaketting of electronic
identities. Despite their beneficial security and privacgpgerties, they include a
number of drawbacks, mostly related to efficiency. The cajmnal requirements
are well-known problems of anonymous credential systemisinstance, current Java
Card technology available for the mass-market is not yetgofwlenough to fully
support anonymous credential systems (e.g., includinge@noofs). The increasing
computational resources of mobile devices may offer a golub make anonymous
credential systems effective. Moreover, embedding themabile devices allows for
ubiquitous secure electronic transactions.

As asecond main contributionwe present a number of building blocks for advancing
the development of mobile applications: we demonstrate they may be used to
support secure and privacy friendly applications on mol#éices and we evaluate
the usability of anonymous credentials in this setting.

Another important issue in existing anonymous credentatens, is the lack of
support for a proper revocation strategy. Many revocationemes have been
presented in the literature, with different approacheabilisy and efficiency.

As athird main contribution, we present a pragmatic assessment of revocation
schemes for anonymous credential schemes, of which a naihderemes have been
implemented as a basis for an in depth evaluation.

Anonymous credentials allow to implement electronic teartions that are unlinkable
and selectively disclose the minimal amount of informatadrout the user. At
the same time these transactions have to be accountablen Wéireg anonymous
credentials, transactions are automatically accountalitee sense that the verifier is
ensured that what is being proved during the credential sisondeed vouched for by
the issuer. However, many real-life applications have tws@er exceptional cases in
which additional information is required in case of a malics transaction. Moreover,
sometimes service providers may require more guaranteesiar to properly run
their businesses. Therefore, new schemes will have to belajmd that provide
sufficient guarantees towards service providers whileguwrsg the privacy of their
customers. However, building such complex systems is ivadltr
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As afourth main contribution, we evaluate a framework for proving the security
of complex applications. We present a number of buildinghdoand a common
approach that features the design of new systems and eeatuatapproach, the
building blocks and the framework in an application namedi¥dus Trusted Third
Parties. In this application we provide higher trust and @#fincy for services by
supporting trusted third parties that are kept as oblivi@sspossible to the task they
perform. We model these privacy preserving services argptgrotocols that allows
its realization.

1.3 Traditional Electronic ldentities

Currently, most electronic identities that provide stranghentication, such as the
Belgian elD, are based on X.509 certificate technology. reieto this technology

is that it is linkable, and all information included in thertificate is disclosed to the

verifier. Particularly, if such a certificate is assigned &irggle citizen, all electronic

transactions of that individual may be linked, allowing famposing of extensive

profiles.

Furthermore, most electronic identity solutions employagntards. Even if there
is no government issued citizen card, smart cards (e.g., @lManking card) are
often used as a bearer for electronic identities (e.g., |IBif@S01] and Austrian
Birgerkarte [LHP02]). These tamper resistant cards prdtex secret keys from
being revealed. Nevertheless, smart cards also entail ssmes, of which the most
important is the required trust in the host environment.ifstance, usually PIN codes
must be entered in the host application, requiring trushattost for not storing or
leaking the PIN. In addition, the user has virtually no cohtwhich messages are
sent to the card. Hence, the user has no guarantees on wardattions are in
fact performed (e.g., which documents are being signed} wifi@mation is being
revealed or, to which site is the card authenticating).

These are important properties that need special attemtimm designing electronic
identities, especially, since they encourage the devetmprof new online services
with potentially high security risks.

The German elD [PWVT11], also based on X.509 certificatertelgy, already tries
to take care of most of these issues. Linkability is preveig having a batch of
users share the same certificate and private key. Nevesth@evacy may be limited
due to a possibly small batch size (i.e., documents issuddgla 3 months period
get the same key pair [Mar11]). Moreover, access to infoilenain the card requires
approval by the certification authority. Unfortunatelyisieconomically not attractive
for service providers to support the German elD in their @mpgibns. An initial
investment is required for technical support and servigg@ml, and there are also
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recurring costs, such as fees for the certification authoMioreover, the security of
the scheme is entirely based on the tamper resistance oétbe K a single card is
broken, and the secret key is obtained, an attacker may sopate citizens without
even being detectable. This is a substantial security thvadsich may be resolved
with more advanced technologies such as anonymous cratsenti

1.4 Anonymous Credentials

In an increasingly information driven society, protectihg privacy becomes essential.
However, privacy or anonymity is sometimes abused to perfdandestine and illegal
actions. Anonymous credentials promise a solution. Theyegt the user’s privacy,
while ensuring accountability towards the service prorid&nonymous credential
systems [Cha85, CL01, CL03, Bra00], which are closely egldb group signatures
and identity escrow schemes, allow for anonymous yet adebim transactions
between users and organizations. They are attribute-pasedcentric mechanisms
in which users caanonymouslyprove assertions about themselves and their relations
with others. Moreover, selective disclosure allows ther isereveal only a subset
of possible properties of the attributes embedded in thdertigal. For instance, a
credential, with the user’s date of birth as an attribute, loa used to prove that the
owner is over 18, without disclosing the exact date of birtbther attributes.

In essence, with amnonymous credentialthe holder may authenticate without
disclosing any information but the fact that she possessabidacredential.

In the literature, there are two major strategies for s@his problem, based on how
linking of user interactions with the issuer on the one hamd, user interactions with
relying parties on the other hand, is prevented. Hence waalgfio types:

« TYPE 1: The first technology [Bra0Q], is based bilind signhatureJCha83]
in order to break the link between the issuer and the useztdettial. In short,
the issuer signs the user’s credential, without knowingrésailting signature
value. As a result, when the credential is used, even if theeisand relying
party share information, it cannot be linked to the issugtt@se. In order to
make multiple transactions unlinkable, a batch of cre@ésts issued and for
each anonymous transaction, a new credential is used.

« TYPE 2: The second technology [CLO1, CLO3], takes a totally défar
approach. Here, the link between the credential issuandeitanuse, is
prevented by using so-callexkro-knowledge proafs During authentication,
the user proves in zero-knowledge to the relying party, shathas a genuine
credential (i.e., certified by the trusted issuer). Herepd@owledge means
that, in the general case, nothing is disclosed but the Fadtthe credential
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is genuine, and the prover is the holder of the credential, (§he knows the
corresponding private key). These proofs are generallyerimyolved than, for
instance, showing a credential of the first technology. @natier hand, since
multiple shows are unlinkable, only a single credentiaéiguired.

In addition, both systems support selective disclosuretimioates and properties
thereof. Obviously, the more information is disclosed ,riae the level of anonymity
decreases.

For each of these strategies, an implementation is availabi-Prove [19],
implemented by Microsoft, adheres to the first technologkilevthe Identity
Mixer [11], implemented by IBM, uses the second technology. Is tiésis, we will
focus on anonymous credential systems of the second tyfesaustated differently.

To fully benefit from the privacy features provided by anomyrs credentials, they
should be used in combination with anonymous communicg@®RS96, RR98,

DMSO04, BFK01, KZG07] in order to prevent linking or identditon through for

instance IP address, MAC address, cookies, or browserifidgatiobn. Nevertheless,
even without anonymous communication, anonymous crealsrdie superior and
more privacy friendly than traditional authenticationtteologies.

1.5 Relation to Research Projects

This dissertation is strongly related to larger projectshefe are contributions in
different projects, and results of those projects are usedpaut for this research. We
briefly present the most important relations:

STORK. The STORK 1.0 project aimed at establishing a European eiddperabil-
ity Platform that allows citizens to establish new e-relasi across borders, just by
presenting their national elb.

Although we did not discuss in detail the concept of BelD praertificates,
discussed in Chapter 4, is easily extended to several otitemal elDs that use
X.509 certificates.

adaplID. The adaplD projeétaimed at the development of a framework for secure and
privacy-preserving applications and investigated tetdgies for future enhanced
generations of the elD.

1Secure Identities Across Borders Linked, Project co-fanthe the European Commission (INFSO-
ICT-PSP-224993https://wuw.eid-stork. eu.

2Advanced applications for electronic IDentity cards inrfélars, funded by the Flemish government
(IWT-SBO 040072http://www.cosic.esat.kuleuven.be/adapid/.
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The BelD proxy certificates [LVV09] and petition application [LVV08] pre-
sented in Chapter 4 are contributions to the adaplD projdct.addition, in
Chapter 6, we have developed a stripped down version ofdinegvork [VVL"10]
that was designed during the adaplID project.

PRIME/PrimeLife. The PRIME project aimed at developing a working prototype
of a privacy-enhancing Identity Management System. Prifeélis a follow-up
project that builds upon and expands the sound foundatitmedPRIME project.
The analysis of accumulator-based revocation technddofli®(DDN10] has
contributed to the PrimeLife project. We employ CARL padisi[CMN™10],
which contributed to the PrimeLife project. Finally, the I®lmus Trusted Third
Party application model is also part of the main researchltesf the PrimeLife
project [CDK'11]. In fact, most of this thesis provides contributiondia tesearch
on privacy-enhancing identity technologies.

ABCA4Trust ABCATrusP aims at defining a common, unified architecture for attribute
based credential (ABC) systems and delivering an openaeferimplementation
demonstrating the practical use of these systems.

The mobile authentication application presented in Chaptdemonstrates the
practical use ofdentity Mixer anonymous credentials, which is an ABC system
and will be published as a contribution to the ABC4Trust pcbj

1.6 Outline and Summary of the Contribution

1.6.1 Summary of the Contribution

This dissertation has four main parts corresponding to ¢lue fmain contributions
presented above. Most of this work was presented and peblistthe proceedings of
peer-reviewed international conferences [LVNV08, L8, LVV109, LKDDN10,
LKDDN11, CHK*11a], inSecurity and Communication NetwofkNV T10], and as
part of the bookPrivacy and Identity Management for LIfEDK " 11].

In Part |, we evaluate the properties of the current Belgilh a&s an example of
traditional strong authentication technologies. The Bel@ID also comes with some
limitations and weaknesses. Therefore, we present somepeaapplications in

which we take advantage of the benefits of the elD, while mitigy the drawbacks.
Since in many applications mitigation is not possible, weehto reside to other

SPrivacy and Identity Management for Europe, Project catéghby the European Commission (IST-
507591)https://wuw.prime-project.eu

4PrimeLife: Bringing sustainable privacy and identity mgement to future networks and services,
Project co-funded by the European Commission (216488p://www.primelife.eu/

SAttribute-based Credentials for Trust, Project co-funtlgahe European Commission (ICT-2009-5)
https://abcdtrust.eu/
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solutions. Therefore, we introduce anonymous credendigla strong anonymous
authentication mechanism, offering both security andgarjv

However, with respect to traditional authentication tembgies, these credentials are
much more complex and may, in fact, require a whole new amprosVe analyze,
in Part Il and Ill, how these anonymous credential systenrfopa in real world
applications requiring user authentication, what is #itking, and what is required
to make them effective.

Finally, anonymous credentials offer new possibilities fioivacy-enhancing appli-
cations. However, developing such applications with batliggy and security in
mind, is not straightforward. Simulation-based strategiay offer a way out. These
strategies allow for proving the security of complex systefvased on an idealized
(and possibly simpler) version of the system. In Part IV, wal@ate such a general
simulation-based framework, by validating it through thalization of an application
called oblivious third parties.

1.6.2 Outline

The rest of this dissertation is structured as follows:

Chapter 2 : Preliminariepresents the notation, and introduces a number of building
blocks used throughout this thesis.

Part | : Traditional Electronic Identities

Chapter 3 : Belgian Electronic Identity Technologyaluates the advantages, but also
some of the drawbacks of the current Belgian elD.

Chapter 4: elD Applicationpresents three application domains in which we try
to benefit from the strengths and try to mitigate some of thatdtions and
weaknesses involved in the Belgian elD.

Chapter 5: elD Requirements Stughesents the requirements of an improved elec-
tronic identity, based on the findings of the current Belgib, which will be
used as a base for comparison when we want to use anonymalentiads for
electronic identities.

Part Il : Mobile Anonymous Authentication

Chapter 6: Building Secure and Privacy-friendly Mobile Aipationsprovides a num-
ber of building blocks, to advance the development of seantkprivacy friendly
mobile applications.

Chapter 7: Mobile Authentication towards a Termik@monstrates the use of those
building blocks in an example application, in which a mohlkevice is used to
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authenticate towards a terminal. It also shows the fedtyiloif using anonymous
credentials in mobile environments.

Chapter 8: Evaluatiomvaluates the solution based on anonymous credentials with
respect to the requirements derived in Chapter 5.

Part Il : Revocation Strategies

Chapter 9: State of the Apresents an overview and classification of revocationestrat
gies for anonymous credential systems available in theatifiee.

Chapter 10: Analysis of Revocation Strategiesféentity Mizer Credentials
extends theIdentity Mixer library with multiple revocation schemes, each
addressing a specific type of revocation. Based on thesesimgsitations, we
provide a pragmatic evaluation of the different schemes.

Chapter 11: Analysis of Accumulator-based Revocation Meidmgeviews and eval-
uates three accumulator-based revocation schemes deditathe literature. An
actual implementation allows a practical evaluation okthechemes.

Chapter 12: Evaluatioevaluates the research presented on revocation strategies
and provides a number of guidelines towards both researcied application
developers.

Part IV : Secure Application Modeling

Chapter 13: Modeling Secure Applicatiopovides a brief introduction to the sim-
ulation-based security framework, in particular the framik by Kiisters [KUisO6].
Based on this framework, we provide a number of building kécdbat may be used
as components for building larger applications.

Chapter 14: Oblivious Trusted Third Partipsovides an ideal model of the Oblivious
Trusted Third Parties concept and demonstrates how theidmadities presented
in the previous chapter, can be used to build an actual itistem of our model.

Chapter 15: Evaluatioevaluates the OTP model, the building blocks and the sim-
ulation-based framework in general.

Chapter 16: General Conclusions.






Chapter 2

Preliminaries

In this chapter, we first present the notation used throutth@ithesis. The remainder
mainly aims at making this thesis self-contained and may ¢ed was a reference
for further reading. We summarize some cryptographic mdgicdlocks, of which
most are employed in thBdentity Mixer library, namely theCL signature scheme,
commitments and some example proofs of knowledge. For metagls, we refer to
the corresponding publications.

2.1 Notation

For clarity, as depicted in Fig. 2.1, we defineradentialas a signed set of attributes
of which some are only known by the user, and others are knowookh the user
and the issuer of the credential. In order to authenticateken, asserting certain
statements, is sent to the relying party. In the case of X.8@9token consists of the
certificate and a signature on a fraskssagestating among other things that the user
knows the private key of the corresponding public key emlddd the certificate. In
the case of anonymous credentials, the token is more complex

2.1.1 Terminology

To have a common understanding, we first clarify some terred tisroughout the
text.

13
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I User-known Attributes:

I I

privatekey Iz | holder knows private key |

<! D ‘ : i
£ ' Jointly known Attributes: ' ! IS genuine IS
o ! Name | | |_<O
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IssuingParty
o message . h

Figure 2.1: Definition of a Credential.

Strong Authentication. We define Strong Authenticatioras a cryptographic
process based on a challenge-response protocol providstr@rg assurance (com-
putationally secure) on the authenticity of the claim (gogoof of identity).

SSL/TLS. We define anSSL/TLSsecure communication as communication pro-
viding both confidentiality (e.g., no eavesdropping) ant&gmnity protection (e.g.,
no tampering), with at least server authentication. SSé&c(ire Sockets Layewras
originally defined by Netscape Communications [9]. TO®afsport Layer Securily

an IETF standard track protocol [4], is based on the earl&ir §pecifications. Note
that SSL/TLS does not provide non-repudiation for messagesover the channel.
We use SSL/TLS as an abbreviation for secure communica8&t. is a commonly
known acronym. However, due to stronger security properfieS is the preferred
choice.

2.1.2 Roles & Interactions

Similar to standard credential systems (e.g., X.509), \itmily define three roles, as
depicted in Fig. 2.2: a usét, a relying partyRP, and an issuing party’ (also called
issuer). The user obtains a credential duringsame-transaction with an issudP.
Later, the user may authenticate to a relying party, durisgosv-transaction (also
called a credentiathow), and if successful, the user gets access to the relying'part
services. Note that this setup can easily be extended wittiplewusers, issuers and
relying parties.

We will sometimes use the rolggover andverifier in transactions in which a party,
the prover, has to cryptographically prove statements oohean party, the verifier, and
the latter verifies the correctness of these statements.



NOTATION 15
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Figure 2.2: Overview of the Roles and Interactions in the Wymous Credential
System.

2.1.3 Groups, Protocols and Proofs of Knowledge
Assumptions

When proving the security of a protocol, we make assumptidmsadversary with
unlimited power can break almost any cryptographic prdtodderefore, to make
sense, the power of the adversary is restricted. Here, wsidemprobabilistic
polynomial time adversaries. We call assumptions beligeethe hard for such
adversaries;omplexity theoretiassumptions. We briefly present the most important
assumptions used in this dissertation:

Definition 1 (Discrete Logarithm Assumption)Let G be a (multiplicative) group
Given ge G and ye (g), the discrete logarithm assumption requires that it is hiard
find an integer x such that‘g=y.

Definition 2 (RSA Assumption [RSA78]) Given an RSA modulus n, prime e and a
random element g Z;,, the RSA assumption requires that it is hard to comp@eZg
such that 8=y mod n.

Definition 3 (Strong RSA Assumption [BP97, FO97]liven an RSA modulus n and
a random element g Z;, the Strong RSA assumption (SRSA) requires that it is hard
to compute x Z;, and integer e> 1 such that R =y mod n.

Groups

Let {0,1}' denote the set of bitstrings with lendth1¥ is the bitstring ok ones. Let
x be a bitstring, theifix| denotes the length of the bitstring. L®be a finite set, then
|S| denotes the size of the set. lyetr Sdenote thay is chosen uniformly at random
from the seS. We use= for equality, and— for an assignment.
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Group. Informally, a group is a set of objects with an operation defimpon any
pair of objects in the set. A (multiplicative) gro@pis a setG satisfying the following
conditions:

ClosureVa,be G :abe G

AssociativeYa, b,c € G : a(bc) = (ab)c

Identity 3 a ungiue (identity) elememtc G :Vae G : ae=ea=a
InverseVac G:JaleG:aal=atla=e

A group isfinite, if the set of objects is finite. If for ath, b € G,ab= ba, the group is
calledabelian(alsocommutativE The size of the sgt5| is also called therder of
the group. A group is calledyclicif there exists an elemegte G such that for any
b € G, there exists an integarsuch thab = g*. g is called ageneratorof G, which
can be written agg).

Prime order group Gp. For prime order groups, for instance as used in the
Pedersen commitments [Ped92], we generate a multiplegtioupZ;, with large
primesq andp, such thatp dividesq— 1, resulting in a unique cyclic (multiplicative)
subgroupG, of prime orderp, in which the discrete logarithm problem is hard.

Composite order/RSA groups. In several protocols, groups are based on a
special RSA modulus), being the product of two safe primep £ 2p' +1 and
g=2q +1). It forms a multiplicative grougZ;, of integers less than with a sub-
group QR, of quadratic residues modutg a cyclic group under multiplication. In
short, a quadratic residugis an integer for which there exists an integesuch that

x? = gmod n. In these cyclic groups with sufficiently large the RSA assumption
holds.

Bilinear Maps. LetGy, G, andGy be (multiplicative) groups of prime ordgx A
bilinear map (also known as a pairing) frath x G, to Gt is a computable mag:
G1xG2—Gr with the following properties:

1. Bilinearity: for allu€ G1,ve Gy anda,b € Zp : e(u?,\°) = e(u,v)®.

2. Non-degeneracyfor all generatorg € G1,h € G: e(g,h) generate&.

3. Efficiency there is an efficient algorithBMGen (1¥) that outputs g, G1, Go,
G, e, 0, h) to generate the bilinear map (witlthe security parameter agénd
h generators) and an efficient algorithm to compa(ig v) for anyu € G1,v €
Go.
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Often symmetric pairings are used. In that cdse5Go.

Sometimes, for clarity, we will addnod x to the notation of the protocol when it
might not be entirely clear from the context. If both groupgome and composite
order are applied in the same protocol, we denote the cortigugan group elements
of the group of prime order ifrattur font, for instancey = g*, and computations on
group elements of the composite order group, in standart foat (e.g.y = g%).

Notation for Protocols.

The following notation will be used to denote a local compiotaperformed byX, a
local computation by after which the result is sent % and an interactive protocol
betweerX andY respectively:

X: (out) « f(iny) (2.1a)
Y + X (outy) + f(iny) (2.1b)
X Y (outg; out; outy) < f(ing;iny;iny). (2.2)

The computations take common inpat and secret inpuiny,iny from X and'Y
respectively and result in outputait, and out, to X andY respectively;out; is
common output. Empty inputs and outputs are represented biyp the case of
interactive protocols as in (2.2), the top arrow points advayn the initiator of the
protocaol, in this example casé

Notation for Proofs of Knowledge.

We use the notation put forward by Camenisch and Stadler {{Cf®®various proofs
of knowledge of discrete logarithms and proofs of the vafidif statements about
discrete logarithms. For example:

A zero-knowledge proof of knowledgeintegersa, 3 andd, such thay = g%hf and
¥ = §h? holds is denoted as follows:

PK{(a,B,8):y=g"h’ A §=g"n°},

wherey, g, h are elements of a cyclic group with generatorg andh, andy;g, hare
elements of a cyclic grou@ with generatorg andh. The variables represented by
Greek letters, denote the quantities of which knowledgerésvgd, while the other
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parameters are public (i.e., known by both the prover andéhiéer). Note, however,
that for clarity, we sometimes use the actual name of the tijiemnbeing proved,
instead of a Greek letter.

Interactive proofs can be converted into non-interactivesy using the Fiat-Shamir
heuristic [FS87]. This non-interactive version may thesoabe used for signing a
messagen and is denoted as follows:

SPK{(a,B,8):y=g"h? A §=§"h°}H(m).

2.2 Cryptographic Building Blocks

Following Camenisch and Lysyanskaya [CLO4], the credésyistems (i.e.TYPE 2)
require a signature scheme, a commitment scheme and effffmietocols for: (1)
proving equality of two committed values; (2) getting a sigime on a committed
value; and (3) proving knowledge of a signature on a comuhitedue.

In order to make this thesis self-contained, we first briefiyjnmarize the main
properties or th@dentity Mixer library, followed by the main building blocks used
in order to implement those properties, with a special farusero-knowledge proofs
of knowledge.

Identity Mixer. The Identity Mixer library is a Java™-based anonymous
credential system developed by IBM Research - Zurich, piiogi both strong
authentication and privacy. It uses tli&-signature scheme by Camenisch and
Lysyanskaya [CLO3]. Next to proving knowledge of a validregure on committed
attributes, the library also supports proving statemehtsigattributes contained in
one or more credentials. Currently, the library [11] allgwsving equalities (i.e., two
attributes have the same value), inequalities (i.e., aibate is less than or greater
than a constant or another attribute), set membership éreattribute is included
or not included in a given set of values), the generation ofealential-specifigi.e.,
based on the master secret)dmmain-specific pseudonyire., based on the master
secret and a domain identifier), verifiable encryption,(thee verifier is ensured that a
ciphertext includes a specific secret such that a certaid garty can decrypt it) and
credential updates
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2.2.1 The CL Signature Scheme

In a number of publications [CLO1, CL03, CL04], Cameniscll &gsyanskaya put
forward CL-signature schemes and a number of efficient protocols fpteimenting
a proper anonymous credential scheme.

We briefly recall theCL-signature scheme, with a sigreland verifierV, for blocks
of L messages as presented in [CLO3] and implemented in [11]:

V : (pksig, Skeig) +— setupc; (1)
Choose a special RSA modulas= pq of lengthl, = 2k with p=2p'+1,9=
2d + 1 wherep,q,p’ andq are prime. Choose, uniformly at randdmer QR,
andg, hy,...hy er (h) with public keypksig= (n,g,h,hs,...,h.) and private key
sksig= (P)-

S: () «signc (M, ..., m, Sksig)
Let I, be a parameter defining the message spaceyas +{0,1}'m for 0 <
i <L. Choose a random prime of lengthle > I, +2 and a random number
v eg £{0,1}nHImtlr with |, a security parameter, and compute the signature
o = (A,e,v) such thatA® = Wﬁm@ mod n. The latter requires knowledge of
bl
the order of the subgroup to 1compute the inverse of
V : (Bool) < verify(a,my,...,m, pksig)
Parseo as a tupl€A, e,v) and return true iy = Ah]™ ... h{“h’ mod n, 21 < e <
2'e andm € +{0,1}'m for 0 < i <L holds, else return false.

2.2.2 Commitments

The second requirement of an anonymous credential schenae cesmmitment
scheme [Ped92, FO97, DF02]. In the context of computer sejenommitting

is making the effects of a transaction permanent. In cryptolgy, however, a
commitment scheme is the digital analogue of sealed engslogommitting then
refers tobinding a party (e.g., proveP) to a value such that she cannot alter this
value, while keeping ithiddenfrom other parties (e.g., verifie¥). Later on, the
commitment can bepened revealing the contents of the commitment. Hence, the
binding property of a commitment scheme denotes that one cannassfady open
the same commitme@omto two different values, while thieiding property denotes
that the value that was committed, remains unrevealed.

The following commitment methods are relevant:

+ P: (paramg,,) < CommitSetup (1¥), a setup algorithm, returning public
parameters of the commitment scheme.
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* V < P: (Com open + Commit (paramg,, value, a new commitment for
value is generated using the randomnepsn

* V: (boolean < CommitOpen (params,,, Com open value, returns true if
the commitmen€omcorresponds to the committedluewith openingopen

Commitment schemes. Proofs of knowledge heavily rely on commitment schemes.
Furthermore, the commitments of Pedersen [Ped92] ancdkufiad Okamoto [FO97]
present additional functionality, which will be useful imet proofs of knowledge. For
instance, for proving, in zero-knowledge that the provensthe opening (i.evalue
andoper) of the commitment.

We briefly recall the Pedersen [Ped92] commitment schemprfore order groups,
which is based on the discrete logarithm problem:

CommitSetup.Generate group parameters describing a gr@upf prime orderp
with generatorg andh, such that the discrete logarithm problem is hard and return

paramsgom < (p,g,h).

Commit. Commit to an arbitrary large integealueby choosing a randowpencr Zp,
computeCom« g“auenoPenand returnComopen.

Damgard et al. [DF02] present a generalization of the comenitt scheme of Fujisaki
and Okamota [FO97], which is essentially the same as abaweinba group of
unknown order:

CommitSetup.Generate group parameters describing a hidden order gtbup
Therefore, choose aR-bit RSA modulusn = pq with p andqg two safe primes.
Chooseg, h eg QR, with g € (h) and returrparamsg.qm, < (n,g,h).

Commit. Commit to an arbitrary large integerlueby choosing a randorapenegr
[0, /4], computeCom<— g% mod n and returnComoper).

2.2.3 Proofs of Knowledge (PK)

Definition. Informally, a proof of knowledge is a proof in which the prove
convinces a verifier that knowsa certain statement. Moreover, if the proof does
not reveal anything but the truth of the statement, the poddédhowledge turns into

a zero-knowledge proof of knowledge. In particular, it witht allow the verifier to
convince a third party that the prover knows the statement.

We represent these statements in terms of language merngbelsét L be a NP
languagex an element of the language awWx) the set of witnesses for proving



CRYPTOGRAPHIC BUILDING BLOCKS 21

that x belongs to the language, then we define the witness relasiéh=a{(x,w) :

x € L,weW(x)}. We use the Camenisch and Stadler [CS97] notation as in Béct.
for specifying proofs of knowledge. However, more congisele can denote such a
proof as:

P =V : (Bool-;-) < provepy (X;W;-)
A proof of knowledge exhibits the following properties:

Definition 4 (Completeness)For every (x,w) € R, the verifierV accepts after
interacting with an honest prové:

V(x,w) € R: Pr[(true;-;-) + provepy (X;w;-)] = 1.

Definition 5 (Soundness)A cheating proveP* cannot convince a honest verifigr
to accept a proof for which the prover does not know a corresiimg witness, except
for some small probability.

Pr[(true;-;-) < provepk (X;-;-)] < €.

A zero-knowledge (ZK) proof of knowledge has the additiopabperty of zero-
knowledgeness:

Definition 6 (Zero-knowledgenessNo cheating verifiel* learns anything but the
truth of the statement. Formally, for all probabilistic golomial time (PPT) verifiers
V*, there exists a PPT simulat&r; such that for all(x,w) € R x € L,w € W(x), and
auxiliary input ze {0,1}* , the following distributions are identical:

Viewy-[(Bool -;-) < provepk (X;-;2)] = S(X,2).

In this thesis we use several protocols in order to provesistants about discrete
logarithms (in both known and hidden order groups). Theseoften defined a&-
protocols.Z-protocols, visualized in Fig. 2.3, are three-move prol®aowhich the
prover firstcommitsto the randomness values corresponding to the values she wan
to prove knowledge of. These commitments are sent to thBererho in turn replies
with a challenge Finally, the prover returns itesponse TheZ visualizes the flow
of the messages between the prover and verifier. In order ke @ protocol non-
interactive, the challenge is replaced by a hash [FS87] efctmmitments of the
first move, common inputs and a common strikgntext), consisting of a list of
public parameters and the issuer’s public key. If a messagwciuded in the hash,
the proof protocol is called a signature proof of knowledgEK). Similar to [11], the
commitments of the first move are denoted-aalues, while the responses in the third
move will be referred to asvalues.
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Commit: t-values

- accepydeny

Figure 2.3: Visualization of a-proof protocol.

Note that for both groups of known and unknown order, proaisteand may be
combined into a larger proof. More details about how to coralthese proofs can be
found in [CKY09].

Protocols. Several protocols for different proofs of knowledge haverbpresented
in the literature. We give a brief overview of some of thoseqfs of knowledge that
are useful for building more complex proofs. We refer to thigioal papers for details
of their implementation.

Proof of knowledge of a discrete logarithmThis proof has been shown for groups
of known [Sch91] and unknown order [FO97, BCMO05].

PK{(a):y=g"}.

As an example, if we assume a group of known order, the ab@a# pf knowledge
can be translated into the following three move protocol:

1) P — V: P chooses, €gr fromZ, and returns asvalueT < g« (2.3)
2) P <V :V replies with a challengeer Zp (2.4)
3) P — V: P sends as-valuesy < g +ca mod p

to V who checks thag™ = y°T . (2.5)

Proof of knowledge of aCL-signature.The following proof defines the proof of
knowledge of aCL-signature(A, e,v), based on an RSA group, as it is used in
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theIdentity Mixer library.

PK{(e,{m :i € As},v):
— 9 = A
ﬂiEAr hi je

VI eAh : m c {O, 1}|m+|(p+|H+2 (26)
e— 2|e,1 c {O, 1}|é+|(p+|H +2

b

with A, andA, the set of hidden, resp. revealed attributgsy, I the bit length of
the attributes, the challenge aaedespectivelyl, a security parameter that governs

the statistical zero-knowledgeness dfidhe size of the interval the values are
taken from.

Proof of knowledge of equality.In order to prove knowledge of equality, Chaum and

Pedersen [CP93] present a protocol on how to prove that thbakeys w.r.t. two
different bases are equal:

PK{(a):y=g" A §=§"}.

Which is generalized by Camenisch [CS97] as follows. A pafdfnowledge of
representations ofy, ...,y with respect to some of the basgs...,gx and that,
additionally, some of the elements of the representatiomequal. It is denoted:

ey ; Ue,
PK{(al,...,au):ylz.|—|gj81,1 /\"'Ay“:ﬂgi i
! i

cly cln

with indicesg j € 1,...,ureferring to secretas, ..., a, and the elements dfbeing
indices referring to base elements. . ., gk.

We refer to the literature for several other proofs of knalge: proofs for
proving polynomial relations [FO97, Cam98]; proving thatvaue lies in a tight
interval [Bou0O0] or non-tight interval [CFT98, BCDvdGO0gjroof that a number is
the product of two safe primes [CM99]; proofs for and/orfnelations [CGO08];. . .
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The last decade, governments have started issuing electidentities to their
citizens. In general, electronic identities allow for dé&idocument signing and strong
authentication. In this thesis, we focus on #tmng authenticatiortapabilities of
electronic identities. A substantial part of strong autiwation applications using
these electronic identities are towards government régglservices in thgublic
sector Examples are, but not limited to, online tax-declarati@porting crimes and
requesting official documents.

Electronic identities also offer perspectives for applmas in theprivate sector In
this sector, there is a whole range of applications withrgjfrauthentication and
authorization requirements.

However, using these government issued cards for all kiftleuesactions requiring
strong authentication is not straightforward. There ardtipla reasons for that. The
technologies used in elD cards, nowadays, require a sulatémist in multiple
parties. Especially privacy may become a crucial concermurthErmore, most
electronic identity solutions provided to citizens aredchased, while there is a
shift in the consumer electronics market towards mobilemating, that often do not
provide the hardware required to read these smart cards.

We first look at existing electronic identities, particljarthe current Belgian elD
and identify a number of concerns in Chapter 3, followed bwy@ar 4, in which
we present three elD based applications, that demonstoatéte current elD may
be applied to offer secure, mobile and privacy-preservibgapplications. Finally,
based on the analysis of the Belgian elD (i.e., both its adgpges and drawbacks), we
extract the requirements for future electronic identibéfering improved properties
(Chapter 5). This part of the thesis is mainly provided foitisg the scene for
electronic identities based on anonymous credentials.

Contributions: The evaluation of the Belgian electronic identity card flyie
summarizes the joint work presented in [VIEN8, VLDD'09]. With respect to
the applications, the secure home automation was peewedi and presented
at the International European Conference on the Use of Modern rinfdion
and Communication TechnologifisyNV08]. The ePetition application was peer-
reviewed, presented and published in the pre-proceedirtge t~IP/FIDIS-Summer
Schoolat Brno [LVNVO08] and further elaborated in a report [VI'@8]. Finally,
the use of proxy certificates extending the Belgian elD, hesnbpublished in the
proceedings of thénternational Conference on Security and Privacy in Mobile
Information and Communication SystefhgV "09], and was further validated in an
article published irSecurity and Communication NetwofkNV T10].



Chapter 3

Belgian Electronic ldentity
Technology

3.1 Introduction

Belgium introduced an electronic identity card as one offifst countries in Europe,

in 2003. The card allows Belgian citizens to identify, aufieate and sign electronic
documents [CWPO06]. It is clear that many application depete benefit from this
evolution. However, the use of the elD card involves a fewusgc and privacy
pitfalls [VLN 08, VLDD"09], [Dum05], which become prominent as the use of the
card is moving from governmental applications towards cemmal applications.

Meanwhile, many other countries [FID06] also provide chaded elD solutions to
their citizens. Examples are: Portugal [CNdS10], thabiditrced an electronic identity
based on the Belgian elD; Italy [ACP4], with a similar card containing a digital
certificate for authentication and one for digital signatjrGermany [TR-11], in

which the elD is part of a more complex infrastructure andvedl a more fine-grained
access control to attributes in the card; and the Nethes|ahdt introduced the DigiD
which will in the future be a certificate-based elD card.

In contrast to the card-based solution, in which the elD isifabto a specific
government issued citizen card, some countries [FIDO6gapd provide a more
flexible solution. For instance, as for the Austrian Blrgeté& [LHP02] and the
Finnish FinelD [PS01], these elDs can be implemented by i@tyanf entities, both
public and private. Hence, the electronic identity can lsaésl to many tokens such
as membership cards, banking cards and even mobile SIM.cards

27
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We take the Belgian elD as a comparative case study for othiduresearch, and
therefore, have a brief look at some of the possibilitiesaben issues involved. These
issues are mostly inherent to the technology used and gy@yaapplicable to several
other electronic identity schemes as well.

3.2 Brief Summary of the Design

The Belgian elD [CWPO06] is a legible identity card, presegtiidentification
information such as the card holders name, date of birtlegpdé birth, citizenship, a
picture and also her national registration number (NRNg [Hitter is a unique nation-
wide identification number, assigned to each citizen. Initamd it includes a Java
Card chip allowing electronic transactions.

The chip contains the same personal information as printedhe card with in
addition, the address of the card holder. This informat®stored into 3 separate
files, certified by the National Registration Office: an idgnfile, an address file
and a picture file. The latter two are cryptographically &dktio the former using
digital signatures. Furthermore, the card contains 2 pes¥.509 certificates and
corresponding private keys, one for authenticating andanmaking legally binding
signatures. A (single) PIN is required to activate thosggpbei keys. Note that for
usability reasons (i.e., SSL/TLS may request the user ®@rdrig PIN unexpectedly),
authentication is single-sign-on (SSO), i.e., the PIN igureed only for the first
authentication, as long as the card is not removed from the reder or reset. In
contrast, for digital signatures, a PIN is required for esigming operation.

3.3 Analysis

Below, we summarize the major advantages, but also contiaithe current Belgian
elD. Though the card also supports physical identificatioth digital signatures, we
focus on authentication. We refer to [VLIN8, VLDD"09] and [Dum05], for a more
in depth analysis of the Belgian elD.

3.3.1 Security

Strong Authentication. A major advantage of the Belgian elD is that the card
offers strong authentication, based on well-establisimebvéidely accepted standard
building blocks, proved to be secure, such as RSA signatR®4 authentication [13]
and X.509 certificates [2]. Unlike the German elD [TR-11] imieh an attacker
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breaking the tamper resistance of the card may impersombiteaay citizens (i.e.,
attributes are not certified), breaking the tamper resigtasf the Belgian elD only
allows to impersonate the owner of the broken card [PWVTL11].

User consent. For elD authentication and signatures, it is mandatoryttiatser
enters his PIN. For digital signatures, this PIN is requfgdeach signature, however,
the single-sign-on property for authentication, only rieggithis once and subsequent
authentications are performed transparently. Moreoegtified personal information
may be downloaded from the card without user consent.

User control. Inherentto card-based solutions is the trusted path profBEST95,
BF99]. There is no trusted interface with the card. Hence, uber does not
know what is going on at the card. For instance, she does raw kvhat is being
signed or which information is downloaded from the card,eeggly if the host is
not trustworthy [JPHO2, SCLO1a]. In order to get more cdntdditional security
measures must be put in place. For instance, ensuring ar slgatewhat she signs
is indeed what she intends to sign (WYSIWYS), may requireitamtdl trusted
hardware [JA0O8]. Moreover, an untrusted host (e.g., ief@gtith malware or trojans)
could easily capture the PIN of the user and surreptitioustyuest signatures or
authentication. Actually, for user authentication, besgaof the single-sign-on (SSO)
property the PIN is not even required, if the user alreadhenticated before. This
may be partially solved by using a card reader with a buifimpad and display or
using hardware-enabled Trusted Computing on the host [SELBCPPO01, Bal09].

Similarly, if no proper mutual authentication and key agneet is used (e.g., the
user authenticates only after an SSL/TLS session waslin@t, a malicious service
provider may relay the authentication towards anotheriserand hence gain access
to those services.

Revocation. In order to provide a secure and accountable system, thébpibgs
to revoke electronic identities is necessary. In other wpothce a certificate can no
longer be trusted (e.g., due to loss or theft), its rightssigning or authenticating
should be withdrawn. Verifying the revocation status ofsthestandard X.509
certificates is straightforward and easy to understandceldme two standard solutions
for doing this.

The first solution uses a type of blacklist nantaeftificateRevocation_ist (CRL) [2].
Such a list contains the serial numbers of revoked certificaind is signed by a
trusted revocation authority. During authentication, sieevice provider checks for
the presence of the certificate’s serial number in the CRLhéfserial number was
found, the certificate has been revoked, and the authenoticgttould fail.
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Table 3.1: Format of the Belgian National Registration NemiiNRN).

NRN Format: YYMMDDXXXCC

— YYMMDD : DATE OF BIRTH

— XXX : DAYCOUNTER OF BIRTHS(ODD: MALE, EVEN: FEMALE)
— CC :CONTROL NUMBER

Another solution to support revocation, is to use@dine CertificateStatusProtocol
(OCSP) [16]. Here, a dedicated server, called OCSP respaateies out this check
for the verifier. The latter has the primary benefit of requgriess network bandwidth
and thus enabling near real-time status checks, offerinigtaeh security. However,
for OCSP, the verifier must be online.

Although revocation may be handled efficiently, architeatdecisions in the Belgian
elD (e.g., signing certificates of citizens under 18 are endpd and citizens may
choose to deactivate authentication and signing funditgheesulted in an inefficient

implementation, having CRLs of a few hundreds of megabyfthasrefore, the use of
delta CRLs, that only list the revoked certificates sinceevipusly issued CRL, is

advisable for verifying the revocation status.

3.3.2 Privacy

Controlled Release of personal data. Probably the most important weakness,
when using the Belgian elD, especially in the private se&@dqrivacy. Itis undeniable
that the release of certified personal information can bévagythreat as certified and
hence, verifiable information is more valuable for thirdtjgs. Personal information
included in the Belgian elD, such as the holder’s name, addred picture, is certified
by the National Registration Bureau and can be read from #rd without any
restrictions.

Furthermore, even if this information is not read from thed¢camportant privacy

intrusive information (e.g., the holderdRN and full name) is revealed during
authentication or when presenting digital signatures. @&ample, authentication
using the Belgian elD will usually lead to the divulgementraportant personal data
such as the national registration number and the name ofatfieholder. Moreover,
the date of birth and gender can easily be derived from thisl e Table 3.1).

Linkability. All signatures created with the Belgian elD (be it for autfieation
or for a digital signature) can be linked to the same persones& issues become
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apparentwhen the elD card is being used across multiple idsmall transactions by
the same citizen (e.g., eHealth, banking and commercias#éi@tions) can be linked
to one another. Hence, colluding service providers carlyelsk the information
and compile extensive profiles of citizens. Moreover, intcast to tracing based on
identifying information such as IP address, MAC addresskizs, web bugs [AMO3]
and browser fingerprinting [Eck10, BFGI11], this infornmatiis certified, making a
stronger link between different transactions.

Besides the possible linking by colluding service provijef OCSP is used for
revocation checking, the OCSP responder knows which aatéfiwas used with a
particular host at a particular time. This is a threat to taificate holder’s privacy,
as extensive profiles can be compiled, but also to the sepriwéider, as possibly
important strategic business information (i.e., who israuting when), is leaked
towards the OCSP responder. Moreover, standard OCSP dbesguire encryption
of requests, hence, others may possibly obtain this infoomas well.

Note that privacy threats become larger if the electronémiiy card is used across
multiple domains, as colluding parties (e.g., service glens or OCSP responders),
may compile extensive user profiles.

3.3.3 User-friendliness.

Using the Belgian elD is very simple and straightforwardis Isimilar to other card
technologies such as payment cards. On the other han@rstieed to acquire a card
reader and properly install the middleware, if they wantge their elD at home.

3.3.4 Mobility.

The Belgian elD is a Java Card-based solution. They are inges®eobile, as citizens
carry them with them everywhere they go. However, usageeténd requires a card
reader connected to a preferably trustworthy host. Mostil@aevices do not have
an embedded card reader or cannot connect to an externarmheyen if they do, it

is often a cumbersome and unhandy solution.

Recently, in order to improve mobility, Van Damme et al. [VID@D11], demon-
strated an integration of the Belgian elD on a secure micrce8D. It was deployed on
an Android compatible mobile device, resulting in a mobihel attractive electronic
identity solution. Nevertheless, the drawbacks relatqatitacy remain.
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3.4 Conclusion

The Belgian elD offers strong authentication, for both goweental and non-
governmental applications. However, expanding the use avemgpment issued
electronic identities towards the private sector comes wibnsiderable security
and privacy threats. Moreover, card-based electronictiiies also have inherent
disadvantages, such as wear and tear of contacts (i.e.ofibact cards), no trusted
user interface and requiring a card reader, but also besg gertable in a world
where mobile devices become the standard for electromsactions.

In the following chapter, we will present a number of appgiima domains in which
we build upon the strong properties of the elD, while tempgiis drawbacks.



Chapter 4

elD Applications

Based on our analysis in the previous chapter, we presdmisintiapter three different
strategies in which we try to alleviate the weaknesses, ake full advantage of
the benefits. In Sect. 4.1, secure access to personal resdarbased on the strong
authentication of the elD, followed by Sect. 4.2, in whicloypr certificates increase
the mobility of the Belgian elD. In Sect. 4.3, in order to iease privacy when using
the Belgian elD, the elD is used as a bootstrap to obtain a mavacy friendly
credential for use in further transactions.

4.1 Secure elD Applications — Home Automation

Strong authentication is one of the major advantages of #dgi& elD card. In

this section we demonstrate how applications may gain ddgenn using the elD
for strong authentication. An important limitation of ugithe Belgian elD in the
private sector is the lack of privacy. In order to mitigatestirawback, we focus on
secure access to personal resources (e.g., a persona) sghieh imposes only minor
privacy concerns. As an example, we preseBtaure Home Automati@pplication

(presented in [LVNVO08]) using the Belgian elD for secure odenaccess.

4.1.1 Secure Home Automation

Home automation provides the automation of different taskprivate homes to
increase comfort, security and lower energy consumptiohe Oltimate goal is to
make life more convenient.
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Traditional home automation systems (we call them buildingomation systems),
typically consist of multiple hardware modules that aretomited by a dedicated
hardwarecontroller The controller receives input signals from input moduled a
reacts by sending outputs to output modules. For instareamtaoller may detect that
someone pressed a light switch. The controller will reactdryding output signals to
certain lights.

However, besides building automation, current systembudec multi-media and
entertainment functionality, automation of recurringkasand alarm functions.
These new features require a new and flexible approach forinistering the

system. Moreover, many scenarios can be found where renuootigot may be

desirable [DPGO06]. The owner of the system may want to shartmicro-wave or

set the temperature in her house remotely. Or the owner may waallow other

persons to enter the house while being away. Users may oalygehthe state of the
home automation system after being authenticated, butaging may help to detect
misbehavior and to impose appropriate control measures.

Related work. Many home automation systems do not offer appropriate stifgro
modifying the state of the home automation system remot€GKP02]. Moreover,
enabling remote control requires appropriate security smes [SGO01, BDKO1,
Pro05]. Although in theory, secure solutions for remotelgessing home automation
systems have been discussed [ST03, MI@B MRB09], in reality secure remote
access is often only a secondary requirement, implemersied simple password
based authentication [AB05, JCCO06]. Our solution, basetiestrong authentication
properties of the Belgian elD, may offer both increased sgcand usability, as it is
carried along anyhow. Moreover, it is simple to temporapitgvide access to others
based on information revealed during authentication (i@mne and date of birth).

Construction

We present a software assisted home automation system #iasnthose features
possible. Fig. 4.1 illustrates the architecture of a sofénassisted home automation
system. Anaccess control moduleontrols access to the Secure Home Automation
system, which consists of two servers, nameljpame automation serveand a
management servewe explain their functionality below.

Home Automation Server. The home automation server is a software component
that communicates with the building automation systemtrotimg the hardware in-
and outputs. It allows to appropriately react on differecttans coming from both
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Figure 4.1: Overview of the Secure Home Automation System.

inside and outside the system, such as switching on a lightlswthe automatic
activation of scheduled tasks, or switching on the heatingugh a mobile device.

Management Server. The management server enables the reconfiguration of the
system and the modification of the access control policiesetwices. Privileged
entities (typically the owner of the system and possibly s@uditional persons) can
use the management server for two purposes:

Configuration: privileged users can (re)configure the types of actions rinagt
be performed if the state of one or more input modules hasggthri-or instance,
pressing a button may have a different outcome after reaanafigpn.

Role Based Access Controlprivileged users (typically the owner of the building
or house) can add and remove users and assign roles to theseouschange
them. For instance, the owner of the building can add henpags an additional
administrator and assign roles with more restricted prgels to the children. For
registering new users in our prototype, it is sufficient ttyamnter the user's name,
and date of birth. The administrator does not require the Bl@reover, privileged
users can define an access policy and assign that policytiircesles. An access
policy typically consists of a set of rules or permissionatttiefine the types of
actions that can be performed by users within that role.
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The first functionality aims at easing reconfigurability loéthome automation system.
The latter aims at supporting secure remote access thralghbased access control
(RBAC). As a result, we obtain a more consistent access nesmegt. Role based
access control [FS@1], provides a flexible approach to model access control
policies. Permissions are associated with roles, and wsersnade members of
relevant roles, hereby acquiring the roles’ permissionsold’s permissions can be
updated without updating privileges for every user indistly.

Access control module. Remote access to the home automation system has to be
restricted. Only privileged users may (de)activate maosiugimilarly, access to the
management server has to be restricted. Only a few userstmage policies and add

or remove users. The access control module supports SSLdlérg& authentication
based on the authentication certificate in the Belgian el®farther authorizes the
user, found based on the subject in the authenticationficaté, by enforcing the
policies defined using RBAC, before they are actually exetut

To demonstrate the feasibility of our approach, we appleddroposed architecture
to the development of a software server for the Contatto HAB\fDuemmegi [6].

Evaluation

Our secure home automation system supports remote awthtoni based on the

Belgian elD, which provides strong authentication. Evearifadversary succeeds
to steal a valid identity card, it is useless as a PIN codegaired to go through the

authentication phase successfully.

Since the home automation is actually under the control efaWwner, the privacy
concerns raised for the Belgian elD are not as important.d¥ew security issues still
prevail. Hence, owners are advised to be cautious when thsingiD on an untrusted
system. For instance, prevent SSO by removing the card,asa®authentication
has succeeded. Furthermore, only Belgian citizens camatitiate, and a card reader
is required.

Although the card provides a powerful means for strong anttbation, it is not
sufficient to make the system secure. As part of the accedsotome also require a
proper way to define and enforce authorization. The protmtiherefore, implements
role-based access control (RBAC). However, simple roleteaaccess control has
other disadvantages. For instance, in home automatioeragstwe may want to
enable or disable roles periodically (e.g., temporal RBRBF01, JBLGO5] or make
them context aware (e.g., context based access controlf{CLINS03, McDO03]). For
instance, access from untrusted networks may impose mogramts than access
from the local home network.
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4.2 Mobile elD Applications — Proxy Certificates

Nowadays, people rely on their mobile devices for a growinmher of applications.
elD-based applications should not be any different andgéeshould support mobile
environments. However, the latter often have no built-irda@ader for connecting
with the Belgian elD. Below, we present BelD proxy certifeafLNV*™10, LVVT09].
These are proxy certificates based on the Belgian elD suppgodelegation, en-
cryption and decryption. In order to make the Belgian elDhtedogy more
interoperable, proxy certificates may be transferred toilnalevices, expanding the
elD functionality to mobile environments. Note that the reard-based elD cards
(i.e., the Austrian Burgerkarte [LHP02] and the Finnishefin [PS01]) may already
provide most of the flexibility we get with our solution usipgoxy certificates.

Related Work. Pitkanen and Mikkonen [PM08] present a solution to combliree t
Shibboleth federated identity management with mobile remvhents, using short-
lived certificates that allow for authentication, even irsatice of the trusted parties
(i.e., offline scenarios). Gome et al. [GHHFO05] present agilion solution using a
centralized delegation authority using SAML assertiorakabki et al. [KNH 09] use
SAML assertions in combination with a smart card making telegation more user-
centric. Similarly, Peeters et al. [PSCPO08] present a gdized concept to support
user-centric delegation in a federated setting. Althougtsolution is focused on the
Belgian elD, it fits in their scheme.

4.2.1 Proxy Certificates

Although the elD card itself cannot encrypt nor decrypt ddta ability and right to
do this can be delegated to the system to which the card rémadennected. This
restricted delegation and proxying to another entity camdi@eved through proxy
certificates [20].

In the sequel we will abbreviate the phrassigned with the private key that
corresponds to the public key certified in a certificateto "signed with the
certificate"

Proxy certificates. A proxy certificate is an extended version of a normal X.509
certificate. Proxy certificates are derived from and, hesigaed with a normal X.509
certificate or with another proxy certificate. For every progrtificate, a new key pair

is generated of which the public key is included in the progytificate. The proxy
certificate and its corresponding private key can be usedfgmmetric encryption,
resp. , decryption or signing, resp. , verifying.
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Modified standard. The standards for proxy certificates, as defined in the RFC
3820 [20], present some problems when used in the contexteoBelgian elD.
Therefore, some modifications have to be made (see Fig. 4.1).

First, according to the RFC, proxy certificates should beesigvith the authentication
certificate, since only this certificate of the Belgian elhtzins the required value
for the key-usageattribute> The key-usageattribute defines the purpose of the
corresponding private key. However, using the private extibation keyskaih is less
secure than using the private signature kyg, since the PIN is only required for the
first authentication, while it is required for every creatiof a signature. Therefore,
we propose to ussksig for signing proxy certificates, despite the incorrkey-usage
attribute.

Second, the Belgian legislation prohibits to keep trackhaf hational registration
number of Belgian citizens. However, the subject field inhbetD certificates,
contains the owner's name concatenated with BN This implies that the elD
certificates may not be stored in the file system or in a databBlgvertheless, the
proxy certificate standard specifies that the subject ofgbeing certificate is to be
copied into the issuer and subject fields of new proxy ceatiéis. To solve this
problem, we propose to copy only the name of the owner intcsthgect field and
to copy the hash of the signing certificate into the issued fiedtead of the subject of
the elD certificate. For validation purposes, the serial penof the issuer certificate
is also included in the certificate (i.éssuerSN. Additionally, another extra attribute
indicates the certificate typ®EID-PROXY. In this scheme, we assume that when the
elD certificate is revoked (e.g., in case of loss or thefl)isalued proxy certificates
are also no longer valid. Moreover, every proxy certificatestrexpire before the
expiration date of the issuing elD certificate (i£;,> 0), but obviously only after the
issue date of the elD certificate (i.Az > 0).

The protocol in Listing 4.2 demonstrates the creation of EDB®oxy certificate. The
userU generates an asymmetric key-pair (1). A serial number igig¢ad from the
hash of the subject and tliesueDateof the new proxy certificate (2-3). The subject
in the hash avoids collisions, while tiesueDatesnables users to have more than one
proxy certificate. A proxy certificatproxyCertis then generated and signed with the
elD card (4-5). Finally, the signature is inserted in theifieate.

Revocation of proxy certificates. A special purpose serv&®A can keep track
of revoked proxy certificates and publish the appropriaté £RTo revoke a proxy
certificate (cf. Table 4.3), the user authenticates withdiBrcard (1) and sends the
proxy certificate she wants to revoke (2). If the user cowasdps to the issuer of

1In the Belgian elD card, the authentication certificate hagey usageigital Signature while the
signature certificate contaiMéon-repudiatioh
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Table 4.1: Content of the Modified Proxy Certificate.

Signature Certificate Proxy Certificate

SerialNumber 5874...2345 hash (certsig. Subject
|| issueDat
Subject Name;NRN ... Name
SubjectPK 52:05:11:21:...:d2:7b 23:2b:24:a4:...:83:c5
ExpiryDate ExpiryDate min(certsig. ExpiryDate— Aq,
issueDater A)
IssueDate XXXX. XX XX XX XX issueDate
CRL crl.eid.belgium.be/...  crlLocation
Issuer Citizen CA;BE;. .. hash (certsig)
Signature 15:f5:55:1f:...:20:f6 d5:fe:23:b4.:...:4b:ab
Extensions
IssuerSN [not present] certsig.serialNb
Type [not present] BEID-PROXY

Table 4.2: Protocol for Creating a New Proxy Certificate.

createBelDProxy ([attributes):

@ U (sku, pku) < generateKeyPair(-)

2 U (issueDatg+ getDate(-)

3 U (serialND « hash(certsig.Sub jecfissueDatg

4 U (fullName <« substring(certsjg.Sub jectName”;”)

B U . (issue) < hash(certsjg)

6 U . (expiryDatg < min(certsjg. ExpiryDate— A;,issueDatet- A)
() U . (proxyCer) « generateProxy(

serialNh fullName expiryDate
crlLocation issuerpky
BEID-PROXY,certsjg.serialNDb)
(8 U=C : (Sig « sign(hash(proxyCer},skep)
9 U . proxyCertSig+ Sig

the proxy certificate (i.e hash(certsig) B proxyCertlssuer, the proxy certificate is
revoked by adding its serial number to the latest CRL.
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Table 4.3: Revoking a Proxy Certificate.

revokeBelDProxy(proxyCer:

(1) U=RA: (ceriig-;-) + authenticate(pksig Sksig; -)
(2) U— RA : revokeCertificate(proxyCer

3 RA : if (hash (certsjg) # proxyCertlssue) abort
(4) U<+ RA: (true) + addToCRL(proxyCertserialNb)

Validation. A receiver validates a new proxy certificate by checking igsature,
the validity period, its revocation status and by verifyitng remaining certificate
chain. Since only the hash okrisjg is kept in the issuer field, name chaining (cf.
RFC 3280 [2]) for certification path validation will fail. heever, the extra attribute
issuerSNincluded in the certificate binds the elD certificate to thexgrcertificate.
The first step in creating the certification path needs thusetonodified: the serial
number of its issuing elD certificate must match issierSNn the proxy certificate.

To comply with Belgian legislation, the elD certificate isleted after validation.
Hence, future validation is not possible. However, venfythe validity period and
the revocation status suffices if the proxy certificate wasest on a trusted location
after its validation. Additionally, the revocation statofsthe elD certificate can be
verified by checking théessuerSNof the proxy certificate in the CRLs of the Belgian
elD.

The scheme described in this section allows for creatinigjtegte proxy certificates
(created with the elD card), that can be used in many apjitat Moreover, once a
proxy certificate has been created, the Belgian elD is nodoreguired.

Evaluation. The proxy certificatemechanism allows owners of an elD card to
set up mutually authenticated secure channels without #eel ior an additional
trusted third party. Secure communication is even no longgtricted to SSL/TLS.
The proposed system with proxy certificates makes it moreblkxand extensible.
Although not completely complying with the standards, theppsed scheme also
supports asymmetriencryptionwith the elD card. Moreover, the proxy certificates
can be used for asynchronous communication (i.e., redg@m decrypt confidential
messages after the communication channel has been closed).

Once the receiver of a proxy certificate has deleted the elbficate with which
the proxy certificate has been signed (as is imposed by Belggislation), she
can still check the validity of the proxy certificate and tlewacation status of the
elD certificate. Although other certificates in the validatipath (i.e.,Citizen_CA
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Belgium_Root_CA ..) may have been revoked, the proxy certificate can ircthd
serial numbers and the CRL-locations of these certificategedl as extra attributes to
make the verification of the complete certificate chain gmesiNote that, as defined
in the RFC, optional attributes in the proxy certificate mastHer restrict its use.

The storage of the private key corresponding to the publjdikéhe proxy certificate
requires more trust in the device storing it. A developerihpay special attention
on how to use this technology. For instance, when using peextficates on mobile
phones, the developer should store the private key insidears element or SIM
card. Also, certificate revocation and a limited validityipd may further reduce the
implications of a stolen private key. Revoking a proxy derdite causes less burden
for the citizen than revoking her elD certificates, as in #itéelr case she will have to
apply for a new elD card.

4.2.2 Applications

The Belgian proxy certificate scheme bootstraps lots oftipa@@pplications. The use
of an existing nation-wide Belgian PKI infrastructure, mtained by the government
considerably decreases the implementation costs of apiplis requiring strong
security. Moreover, rights can be delegated to other dedaod/or individuals. Usage
constraints (e.g., purpose, location and time intervaisl) lmbilities can be included
in proxy certificates.

Proxy certificates may facilitate the interoperability ébénfrastructures of different
countries. More recently Sanchez et al. [SGGO10] preseatsimilar solution
using proxy certificates based on electronic identitieskmaoed with SAML assertion
to support cross-country interoperability. Nevertheleggislation may impose
restrictions, for instance, the Belgian elD certificatedet® be stored to verify the
validity of a proxy certificate which is not allowed by Belgiegislation. As a result,
the scheme cannot be used for services in the private sé@pinstance, creating a
proxy certificate that serves as a server certificate for aregaublic website is not
possible since its validity cannot be verified. Moreoveisitmportant to carefully
handle the private keys associated with the proxy certdiaBelow, three different
application domains are presented in which the proxy ceatiis can be used, namely
delegation of rights to another device, delegation of eghtanother person and secure
communication channels.

Delegation to another device

Experts anticipate that by 2020, mobile phones will be themary Internet devices
for most people in the world [ARRQ9]. It is to be expected thatbile devices
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will become the main guardians and managers of our multiigetrnic identities
for a broad range of applications and services which inchalgments, e-health, e-
government, etc. The Belgian elD card may be used to delejmteronic identities
to mobile devices. Hence, Belgian proxy certificates cartdred and used on mobile
devices to secure access to corporate email and resousreenpl health data or e-
government applications based on a nationwide infrastract

A major reason to implement single-sign-on for autheniticeis that a private key
operation on the card is required to renew the session kéyglan SSL/TLS session.
The server typically fixes the time interval between two egssenewals. However,
the single-sign-on feature in the Belgian elD card induesee security and privacy
threats as discussed in [VLDY]. Proxy certificates may solve this problem as the
user may temporarily delegate the right to access —thaifspservice— to the browser.

Further, it supports access control to physical buildingfices, etc. A building

automation system may allow access to a building or a seae® lzased on the
identity of individuals. Using proxy certificates in combiion with, for instance,
a mobile device, the identity of the individual can be prowsate easily since a card
reader is not required.

Delegation to other individuals

A second application domain is where one person delegatesdigs to another
individual by means of a proxy certificate to allow that indival to sign or
authenticate in the name of the delegator. The followinggiwo examples:

A first example concerns an online-tax-declaration or @atisns in a company. Cur-
rently, an online-VAT-declaration requires a digital d@&ate allowing an employee
to submit the declaration, instead of the director of the pany. If the Belgian elD
card were used, it would require the director of the companlyand over her elD
card to the employee. However, using a proxy certificate ethployee can declare
the taxes or transactioms the nameof the director. Moreover, the proxy certificate
can include restrictions. For instance, it may include thistonly valid for specific
actions, during office hours, by a specific employee.

A second example in which this kind of delegation may be Udeffor transferring
privileges to another person, such as the right to enter libgi Authorization
may be based on information included in the certificate (éuwgjlding/room nr, time
interval, dates)
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Secure communication

In contrast with the Belgian elD card, proxy certificatesilfeate encryption and
decryption. As such, based on an existing nation-wide PiKasgtructure, it is possible
to implementpeer to peerSSL/TLS communication between two Belgian citizens.
For instance, in a secure chat application, trust can bblesttad between two persons
based on these proxy certificates, as both are signed witiréspective elD cards.

4.3 Privacy-Preserving elD Applications — PetAnon

When directly used to access electronic services, the elld gavolves some
important privacy issues. A possible work-around is to UmedlD as a bootstrap
(similar to [VDDN'08] and [DKD"09]) in order to obtain a more privacy-preserving
credential. In this section, we present an electronic ipatiapplication [LVV+08],

in which the elD is used to obtain a petition credential. tieti credentials are
implemented agdentity Mixer anonymous credentials, which present improved
privacy and security properties.

4.3.1 Electronic Petitions

In a petition, opinions of people are collected and proakssepaper-based petitions
the collection and processing takes a lot of time and effélgctronic petition systems

(ePetition), however, offer several benefits with respedhe paper-based petitions.
ePetitions enable users to sign petitions anywhere at amgy @nd now reach wider

sections of society. Moreover, automatic processing ofréselts can make the

petitions more reliable.

On the other hand, electronic petition systems introduee pr@blems. Sometimes
they may present unreliable results if they cannot preveattd user signs a petition
more than once. Other systems request personal infornfetiorthe signer to prevent
multiple signatures by the same user. However, these sgsegrusually not privacy
friendly.

Related Work. Diaz et al. [DKD"09] where the first to present (2008) an
anonymous electronic petition system based on e-tokemsinelol using the Belgian
elD. Whereas Diaz et al. focused on its conceptual congbruand apply the
Identity Mixer library as a validation of their concept, we focused more on
its practical implementation and, exploit the capab#itef the Identity Mixer.
Our solution focuses omlectronic polls in which the user may select one of
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several options and we allow her to optionally disclose rimfation in order to
allow privacy friendly statistics. To prevent a citizen to sign the same petition
twice, the authors of [DKD09] employ periodically spendable e-tokens presented
in [CHK*06], whereas we use the construction presented in [VD0O%%ally, we
added an extra verification during issuance, such that ia cbless of her credential,
the requirement that the user can sign a petition only oremamns valid. More
recently, an electronic petition system has been devel@padll] in which DAA
anonymous credentials [BCC04] where implemented on a sraeatt

Electronic online petitions are closely related to elegitoonline voting [BT94,
Acq04b, CCM08, DKRO06, LL11]. However, the requirements l&fceronic voting
are harder to achieve. For instance, receipt-freeness4BD&RO06], in which

a voter cannot prove anything about his vote, or the strongépn of coercion-
resistance [JCJO5, DKRO6] cannot be achieved by the useonfyamus credentials
and provable pseudo-random functions alone. In anonymltaasr@nic petitions,
we do not require these strong properties, resulting in glsimand more efficient
solution.

Also the Identity Mixer-based anonymous reviewing system [NDDDO06] has
similar requirements, in which a reviewer can only review ame paper once.
However, their solution is less efficient, as it requires ¢hedential to be updated
after a review.

We now present PetAnon, a privacy-preserving petitionesystising Identity

Mixer anonymous credentials. PetAnon combines good privacyeptieg with

reliable results. First, we present the requirements ofstrstem, followed by the
protocols and an evaluation of the solution.

Requirements

The requirements of the privacy-preserving ePetitionesysare discussed below.
They are classified according to security and privacy resugmts.

Security requirements

(S1)A user can sign a certain petition only once.

(S2)A petition may address only a subset of the potential signieesefore the signer
may be required to prove that she belongs to that subset.

(S3)A user can verify that her signature is included in the patid database.

(S4)Everyone can verify the correctness of the petition results
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Privacy requirements

(P1)Signers are anonymous.

(P2)Signatures cannot be linked to a user. Moreover, signabfrée same user, in
different petitions, cannot be linked to each other.

(P3)A petition may request optional attributes that the userredgase in order to get
more differentiated results. The user has the choice if sltswo disclose these
attributes or not.

Protocols

Roles and setting. A user U possesses an elD card, which is used when
authenticates towards the registration seteiThis authentication is required before
IP issues avoting credentiato U that can be used to sign an ePetition on a server of
a petition organize®. This voting credential can be used for multiple petitiofis o
different petition organizers. The registration serifethas a certificate containing
the public cryptographic information used in the anonymoredentialissue and
credentialshow protocols.

Setting up an ePetition. Table 4.4 shows the protocol for setting up an ePetition.
The petition organize® contacts the registration servét and obtains a petition
certificate, certifying petition specific information, thaigners use for signing
petitions.

Therefore, the petition organizer contalfs IP issues a certificate 0 that contains
O’s public key pkyet, & unique provable one-way functidpe: and petition specific
information (e.g., name, participant info, ...). This ftioo, as well as the petition-
info are included in a (X.509)etition certificate ceget that is issued byP to O. As
aresult, the latter obtains a corresponding publicidey:.

Table 4.4: Setting up an ePetition.

setupPetition()
(1) O=IP : (true;-;-) < authenticate(fpet, Pkpet, INfOpet; Skoet; -)
(2) O« IP : (certyey) « issueCert(fpet, Pkpet, INfOpet, Skip)

Note that gprovable one-way function out f(inp) is a pseudorandom function such
that the party knowingnp, can easily prove, in a zero-knowledge proof, that she
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knows aninp such thabut = f(inp) holds. We refer to [VD09] for an instantiation of
this provable pseudorandom function.

Retrieving a voting credential. In order to sign petitiond,) has to obtain a voting
credential (i.e., aidentity Mixer anonymous credential). Table 4.5 presents the
protocol steps for doing so. The user authenticates usinglBecard (1). This action
reveals the personal data contained in the elD catB.to

Table 4.5: Retrieving a Voting Credential.

getPetitionCredential()

1) U=IP : (certut Propsip;-;-) < authenticate(certyt; Skaut; -)
(2a) IP : if (! credExists(hash(certyyt.Subject))
(2a.1) U :  randy < genSecureRand(-)
(2a.2) U . Com open < Commit(certpet. paramsrandy )
(2a.3) U—=IP : (Com « provepk(
{x|Com= Commit(certyet. paramsx) }, Cormopen-)
(2a.4) IP : randp < genRand()
(2b) IP : else
(2b.1) P : (serialOld, Com randp)
+ retrieveCredInfo(hash(elD.certy,;.Subjecy)
(2b.2) IP :  revokeCred(serialOld)
3) IP : serialNew«— getNewSN()
(4) USIP : (-;cred-)« issueCred(serialNewComrandy,randp,
subset(propsip))
(5) IP : store(serialNewhash(certy.Subjec}, Comrandp)
(6) u : store(cred)

Every citizen is only allowed to have one voting credenfldis is first checked bip.

If the user did not register previously (2a), the user gemrera (long) secure random
number (2a.1), puts it in a commitment (2a.2), which is seii®t and proves that she
knows the committed value (2a.3)P also generates a (potentially shorter) random
value (2a.4). These two random values will be used to gemqretition specific
pseudonyms to prevent voting multiple times for the samiiet(cf. further below).

If U previously had been issued a voting credential (Zomandrandp are retrieved
from IP’s storage and will be reused (2b.1). Also the credentiaisat number is
retrieved, which allows to revoke this credential befoseling a new one (2b.2).

After a serial number for the new credential is generateddBthe parameters for
the credential issuance are known and the voting credestiséued (4). It contains
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the two random valuesR(N, randy), the serial numbersgrial) and a subset of the
attributes (or properties thereof) that were extractethftbe elD card. Note thdP
never gets hold of the user’s secure random number.

Finally, U stores the credential (6), ahl stores the commitment, the other random
number and the serial number, as well as the hash of the subjide authentication
certificate (5). This will allomP to check whether a user already has been issued a
voting credential, to revoke a voting credential and toessew ones.

Signing a petition. Table 4.6 gives the protocol steps for signing a petition.
Initially, the petition organize©, authenticates towards the user using her petition
specific certificateertyer. O additionally sends a policy specifying an overview of
required and optional personal properties that must or egrdved when signing the
petition. For instance, to sign a certain petition the paréint must be older than 18
years. However, it is up to the voter whether or not she revsal gender or zip code.
Finally, O sends a list tdJ of choices for which the user can vote (1).

Table 4.6: Signing Petitions.

signPetition
(1) U=0 : (policy,choiceg;-;-) < authenticate(Certpet; Skoet; -)
2 U © (Nym) « certpet.fpet(cred-randy, credrandp)

(3) U—=0 : Nym (props « select(policy), (choicg «+ select(choice$])
4 U=0 : (proof;-;-) + showCred(props&
certet.fpet(credrandy, cred.randp) = Nym cred; -){ choice:
(5) O : if (petitionSigned(Nym)) abort()
6) U+ O : (voteNp + getNextVoteNr()
(7) U« O : (signaturg < sign(voteNr hash(proof), Nym skset)
(8) O : store[voteNr,Nym proof, signaturé
9 Uu . store[signaturehash(proof), voteNy

With the help of the petition’s pseudorandom function anel tlvo random values
embedded in the voting credential, the user generates liopepecific nym (2),
and sends it t®, together with the description of the personal properties ¥ is
willing to disclose and her choice for which she wants to \({@)

Now, the credential show protocol is run (4);proves the selected properties, as well
as that the petition specific nym for that user is correctiyfed based on the random
values contained in the credential, thereby anonymoughirsj the user’s choice .
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If that nym has not been used in that specific petition (5),pf¢ocol continues by
generating a vote number. This is a reference to the petigoard that is being
generated. The vote number, the hash of the proof and this nger are signed with
the petition secret key, and stored Bytogether with that signature. The resulting
record is made public. The signature is sent to and stored layd allowsU to
check that her anonymous signature is included in the pettidatabase and to file a
complaint otherwise and to verify whether the record has lmeedified byO.

Verification. The user can request frobnthe record with indexoteNr, which was
signed by the user. If the vote was tampered with, eitheOtpeovided signature will
no longer be the same as the signature stored,byr the O-provided signature will
no longer match théproof,nymvoteNn-tuple made public by.

If all the records are made publicly available, everyone\nify the correctness of
the petition by verifying for each record the proof and thepetive signature.

4.3.2 Prototype

The prototype consists of two applets and two servers. Tbedjplet is used to
obtain a new credential. PetAnon uses the Belgian elD caalitbenticate to the
registration server and retrieve identity informationtoé bwner. However, other elD
technologies could be used. Théributesembedded in the credential are date of
birth, zip code and gender. The second applet allows usesigtoa petition using
their voting credentials. We now enumerate some implentientdetails of PetAnon.

First, since privacy legislation prohibits the storag®&N, a pseudorandom function
is used to masklRN Second, in the prototype, the provable pseudorandomifumct
fpet was implemented using a discrete logarithm commitmentrdlsignatures of
knowledge are not available in the version of ttientity Mixer library? at the
time the prototype was implemented. As a resultzannot sign the chosen option
anonymously. The problem was solved by embedding echiaceattributes in the
credential, containing the values 1 up to n, with n the maximmumber of choices
in the petitions for which the credential can be used. To sigpecific choice, the
choiceattribute with the value equal to the choice number is disetl to the petition
organizer, while the signer only proves knowledge of theptptions. However, this
solution is less efficient than using anonymous signaturesrder to ensure thad
does not change the order of the choices of the petition, rither anay be defined in
the petition certificate.

2The implementation was done using a pre-released versidt0(8) of theldentity Mixer library.
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Performance results. The performance of our system is evidently dominated by
the Identity Mixer protocols. Table 4.7 shows measurements of the time needed
by Identity Mixer. Signing a petition where one releases ones age intervaipnd
code, using a 1.83 GHz processor by both user and petitioprserquires about four
seconds if a 1024-bit RSA modulus is used. On average, beté@eand 60 percent

of the computations is done at the user side, meaning thaverseith four 1.83 GHz
processors would need about 5.5 days to handle 1,000,008tsigs. Counting and
verifying the votes would require a similar amount of time.ofdover, in order to
deploy PetAnon properly, anonymous communication is todeslpwhich will cause
additional communication latency.

Table 4.7: Measurements of the Performance ofittentity Mixer in PetAnon on
an Intel(R) Core(TM) CPU T5600 @ 1,83GHz.

(ms) 512-bit 1024-bit 2048-bit
\ote cred. issue 459 1082 3907
show: Nym & vote choice 343 828 2974
additional show: zip 266 741 2556
additional show: age interval 611 2565 12470
Verification show proof 246 344 1375
Verification zip proof 118 291 1099
Verification age int. proof 345 1317 5589

The proofs that are stored in the PetAnon system, contaipribef, as well as the
XML description of what has been proved. To verify such aedoproof, only the
public key info of IP is required. We see that a petition record will have a size of
about 126 kB, meaning that a petition with one million signers reqaiabout 12 GB

of storage. The size of proofs could be optimized somewhgt, ey compressing the
XML descriptions.

Table 4.8: Required Storage Space for Proofs.

(kB) 512-bit 1024-bit 2048-bit
Nym 512-bit 1024-bit 2048-bit
Signature 512-bit 1024-bit  2048-bit
Show 3.1 3.4 3.8

+ Zip 2.2 2.3 2.5

+ age int. 5.1 6.8 10

Total 10.5 12.7 16.8
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4.3.3 Evaluation

We first evaluate the proposed solution with respect to thh@irements we initially
put forward:

(S1)is easily fulfilled, as for each petition the user is known®ynder a petition
specific nym. If that nym has already been used in that spg@fition, the vote is
cancelled.

(S2)and(P3) are fulfilled. Some attributes in the credential show maydapiired by
O, while for others it is up to whether she wants to disclosanf@mation or not.

(S3)is fulfilled. U can detect if her vote was tampered with based orO#provided
signature.

(S4)If the records are made public, everyone can verify the ctmess of the petition
by verifying the proofs and signatures.

(P1)Using theIdentity Mixer credential show protocol, as long as no identifying
attributes are revealed, the udéremains anonymous, and different shows are
unlinkable. Moreover, privacy is preserved in case of gidlo ofIP andO.

(P2)is fulfilled. To sign a petitionl) authenticates anonymously using her credential
(cred). Signing the petition is done anonymously, and there arédantifiable
actions linked to the signature.

The construction results in a fair and anonymous petitigtesy using anonymous
Identity Mixer credentials. The elD card is used to obtain a voting credenti
Thereafter, petitions can be signed. The system has altezely used in small-scale
settings. The performance of thdentity Mixer system can become a bottleneck
when a huge amount of users participate. Hence, a morebdited architecture will
be necessary. Note that more recent versions ofdeatity Mixer library offer an
improved performance (see Chapter 7).

4.4 Conclusion

In this chapter, we presented three different strategiegioh we try to alleviate the
weaknesses, and fully benefit of the advantages of the Beddia. Nevertheless, the
application domains were carefully studied to minimizelthrétations of the current
elD and cannot simply be applied to other domains. In thefatg chapter, we will
make a more in-depth evaluation and consider what an adiDateuld provide in
order to make it really of use in today’s society.



Chapter 5

elD Requirements Study

In the previous chapters, we analyzed the advantages andbalcks of the Belgian
elD. The major advantage of the technology is that it pravgteong authentication
We also mentioned thsimple and efficient revocatiomechanism that may be
employed. The major disadvantage of the elD card is the ldgiriwacy, which
is inherent to the technology used. More specifically, défe authentications and
signatures are linkable. Hence, colluding service pragiageay compile extensive
user profiles. In addition, in a growing mobile world, thereunt card-based solutions
do not offer a feasible solution for using the elD on mobileides. Hence, its use
for services in the private sector is limited and may in therfe probably get less
adopted, as nowadays more and more applications and searie@ccessed through
mobile devices.

Nevertheless, in certain domains next to the governmemtatgf services, the elD
card is a valuable technology to offer more secure envirarisne Therefore, we
presented three different application domains in whichetiiiecard can be employed,
while mitigating its weaknesses. In the first domain, prwasconly of little concern,
and we can directly employ the strong security propertiethefelD card. In the
second domain, in order to expand the elD setting to mobilér@mments, we
proposed BelD proxy certificates, and in the last applicatiomain, to get a more
privacy-friendly electronic identity, we actually use talD card as a bootstrap for
obtaining a more privacy-friendly credential.

As may be noticed, these application domains were careftuigied to minimize the
limitations of the current elD. But also many other appiimas could benefit from
a strong authentication mechanism. However, the currate-sif-the-art electronic
identities are not appropriate to do so. Anonymous credesyistems, on the other
hand, may offer better properties for a secure and alsoqyrigeeserving electronic
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identity.

In the rest of this dissertation, we will evaluate the use mfreymous credentials
for implementing electronic identities. As a basis for camgon, we first list the
requirements for electronic identities, present an attacklel and corresponding
assumptions. Finally, we review the threats and issueshiBelgian elD based
on the above model.

5.1 elD Requirements

Based on our findings in the previous chapters, we put fohfelowing require-
ments for future electronic identities.

Security. Evidently, an electronic identity should support secueetbnic transac-
tions. First, it should suppostrong authenticationin addition, requiring knowledge
of the PIN is also used as a form o$er consensuch that transactions cannot be
performed surreptitiously. Finally, a last, maybe obvioeguirement is arfficient
revocationmechanism. As we will see later, this is not always the case.

Privacy. Most elDs currently do not provide sufficient privacy. Howevthis

is an important requirement, as most of them are used to supposactions in
both the public (e.g., government services) and the prigateain (e.g., commercial
applications). Therefore, an important requirement is reventlinkability, unless
required for personalized services. Moreover,sbkective disclosure and controlled
release of personal informatiomelp to keep the user’s personal data protected and
support data-minimization at the side of the service prewid

User-friendliness. To stimulate users to actually use their elD, usability asdru
friendliness are important requirements. Unfortunatilgse requirements compete
with the security and privacy requirements and actions rtale improve user-
friendliness sometimes lead to insecure systems and visa.ve

Mobility. Nowadays, electronic transactions are increasingly beémfprmed from
mobile devices such as smartphones and tablet computenseHalectronic identities
should be more flexible and thus allow secure transacti@asialthese environments.
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5.2 Attack Model

Electronic identities are used in a variety of ways. Cutyethe Belgian elD is used
in both trusted (e.g., personal home computer) and untiesteironments (e.g., at a
shop, Internet café, insurance company, banks). But atssdhvices for which the
electronic identity is used, may require different trusipmerties.

For the setting of an electronic identity, we consider tHeWing adversaries:

Communication (C). A passive adversary may eavesdrop the communication both
globally (i.e., for remote communication) and locally (j.ommunication with the
elD). An active adversary can have control of the commuinoaystem. Messages
can be dropped, modified or inserted.

elD (elD). The functionality of the elD could be emulated by an advetsar

Host (H). The adversary can gain full or partial control over the lobakt (e.g.,
malware).

Service Provider (SP). The service provider may get corrupted, and possibly attack
elD users.

5.3 Assumptions

We take the following the assumptions:

Issuance The issuer and trusted parties are assumed to be trustedhe.authenticity
of the information and correctness of the applet on the eddch, only valid elDs
are issued.

Cryptography. Cryptographic primitives (e.g., RSA) used for user autioation are
considered to be computationally secure, and cannot besbrol\n adversary
cannot generate valid elD certificates or signed identiggsfil

Tamper Resistancelt is hard to extract private keys or the PIN from the card.
Moreover, the applets on the card cannot be changed by athanened party. In
the unlikely event that information is extracted (e.g.ptigh side channel attacks),
the security breach should be limited.
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5.4 Threats and Issues for the Current Belgian elD

Based on the requirements, the attacker model and the assnmmbove, the
following threats remain. The abbreviations between betscklenote the attack
profiles.

Identification.

(H) Identity, address and picture file may be read without the€sisensent.

(elD) If no authentication is required, the identity, address pictlre file of another
user may be used to identify.

Authentication.

(H,SP Surreptitious authentication (by abusing SSO or PIN caphiMoreover, the
user may authenticate with the wrong key and, hence, sigrandent instead.

(SP The service provider may implement man-in-the-middleckiéaowards another
service if no appropriate mutual authentication mechaissosed, in which both
the user and the service provider are ensured to be auth@mgdo the correct
party, and only to that party.

(C) Secure communication is not a requirement, hence, insecunenunication may
be eavesdropped or tampered with.

(SP) Multiple service providers, and possibly also OCSP respanthay collude and
aggregate extensive user profiles based on linkable intiwmaeing revealed
during each authentication.

Digital Signature.

(H) The user may sign another document than the one intended.

(H,SP) The user may sign a document, while she thinks she is autla¢ing as the
same PIN is used for both authenticating and signing.

In addition, although using the Belgian elD is simple andigtitforward, in other
words user-friendly, it has limited mobility properties égequires a card reader,
which is often not available for mobile devices.
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5.5 Conclusion

In the previous chapters, we learned that traditional edeat identities lack a number
of properties that should be fulfilled when they are beingluseross-domain settings
(i.e., both public and private domain). We presented thelirements for a new
electronic identity, an attack model and assumptions thaws us to analyze such
electronic identities. As a basis for comparison, we evellithe Belgian elD based
on these results.

In the remainder of this thesis, we will analyze how anonymoredentials may
replace the current state-of-the-art electronic idesdtiti Within the anonymous
credentials setting, we look at specific topics, requirdoriiog them into practice.
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Anonymous credential systems are, from a privacy point efwithe most suitable

technology for realizing privacy-preserving authenimas. A drawback of these
credential systems is that they require substantially ncoreputational effort than

traditional authentication technologies. With the insing computational power of
mobile devices such as smartphones and mobile tabletshthe&ybeen emerging as
potential target platforms for the wide-spread deploynafranonymous credential
systems.

In this part, we analyze how mobile devices can feature amomyg credentials
(i.e., Identity Mixer credentials), in order to protect our personal information
the advantages we gain, but also which problems still nedaetsolved to make
anonymous credentials effective.

In Chapter 6, we provide a number of building blocks in ordemiake mobile
authentication simple and easy to implement. In Chaptehé&se building blocks
are used in a prototype implementation on an Android mobéleicd. Finally, in

Chapter 8, we evaluate the use of anonymous credentialsieétiing and reflect on
the results in Chapter 5, in which we identified the basic prtgs we search for in
future electronic identities.

Contributions:  An article [BDDL'12] is accepted for thé~IP TC6 and TC11
Conference on Communication and Multimedia Secppitgsenting a privacy-friendly
and secure authentication application for mobile envirents. This application is
presented in Chapter 7. In addition, a number of buildingkdcare presented to help
the development of secure mobile applications. These ingildlocks are discussed
in Chapter 6.



Chapter 6

Building Secure and
Privacy-friendly Mobile
Applications

6.1 Introduction

Smartphones are quickly becoming the standard for mobibm@é& In Belgium, 1.2
million smartphones were sold last year. One out of five eitizalready possesses
a smartphoné. Furthermore, in 2011, worldwide end-users bought 1.8duillinits,
an 11.1 percent increase compared to 201But also the tablet market is growing
explosively, since the introduction of the iPad in 2010. he first nine months of
2011, in the Benelux almost 450,000 tables were $old.

Currently these mobile devices (i.e., smartphones andtt&@s) already provide lots
of features, offering new opportunities for all kinds of &pations. However, in order
to be taken up by a majority of users, simplicity and attkesrtess are key concerns.
Hence, for secure and privacy-friendly mobile applicasisolutions have to be found
that offer these qualities.

We envision a mobile authentication application, takingaadage of the features of
mobile devices. Therefore, we seek for a non-intrusive batige solution, which

1Source: GFK Retail & Technology (February 2012).
2Source: Gartner (February 2012).
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can be deployed today, relying only on what is provided on roentially available
devices.

Communication is required for many applications. Curngitigh-bandwidth network
connectivity is provided by telecom providers through, iftstance, 3G connections
with the Internet, or WLAN with a local network, and Bluetbooffering lower-
bandwidth, short range communication. The latter is ofteedufor connecting with
devices such as car kits or wireless headsets. For shor i@gmunication, near
field communication (NFC) is a more promising technologydinple transactions.
Back in 2005, Nokia was one of the first, to introduce NFC on iteatievices. NFC
enabled devices must be in close proximity, usually no mioae & few centimeters,
to establish a radio communication. However, the rise of it as expected, and
only a few commercially available devices actually impletdFC. Hence, it cannot
be used for mobile authentication today.

Therefore, we present an appealing solution usisgal communicationt leverages
the available standard hardware of web cams and displatmutithe need to rely on
the availability of NFC as a short-range channel. All mod#eices, but also terminals
(e.g., workstations), have a display, often with high ragoh, and most of them
embody a high resolution camera. Visual communication ben be realized as a
combination of two uni-directional channels. Retrieviradalis achieved by scanning
the information presented on a display and sending datasdsilgle by displaying
information, which is scanned by another device. Many fdsnaae available today
for visualizing information. A simple readable format, Witvide-spread support
is the Quick Response Code (QR). As one of the contributinrtkis chapter, we
show how to apply QR codes to obtain a visual communicati@nobl. Reusable
components have been built, allowing a simple and quicloéhiction into new or
existing applications.

Another requirement for many applications is security.e8altechnologies have been
developed for building secure and privacy-friendly apgiiens. However, application
developers, willing to use these technologies, do not aveayve enough background
on their correct use. Hence, bugs and vulnerabilities asflyemtroduced. To
address this problem, we applysacurity and privacy frameworthat takes care of
the complex protocols, while keeping it transparent foredepers. This framework,
which is a stripped-down version of tiRriman framework [VVL"10], offers the
application developer a uniform interface to use, store @wdbine different types
of privacy enhancing technologies. In addition, privacyaesvpolicies, based on
the CARL policy language [CMN10], are used to specify server-side authentication
requirements for relying parties.

The capacity and capabilities of current mobile deviceswdwer, make them
vulnerable to threats similar to the ones on traditional.PTsey will be more and
more targeted by attackers, especially, since mobile devétore lots of personal
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information. Keeping this information secure, is crucidMoreover, in case of loss
or theft, it is essential to prevent unauthorized use ofgteivesources. Therefore, we
provide anextension to thddentity Mizer library for anonymous authentication,
in which the master secret is kept on a PIN protected smadit o&lt computations
involving this master secret are performed on this smad.c@ur solution provides
a higher level of security against theft of the master settran without the secure
element, preventing impersonation of the user, and offériglaer performance than
existing alternatives, such as a full deployment of tHentity Mixer anonymous
credential system on a Java Card. Note that this solutiogsgio guarantees on the
privacy protection of the user’s attributes towards thethas would be the case in
solutions fully implemented on the card [BCGS09]. Howedere to the complexity
of anonymous credential systems (i.e., a simple proof orcénd takes more than
seven seconds), a full smart card implementation is not gadtigal. Nevertheless,
as the mobile may be seen as partially trusted, we do notnedfue smart card
implementation to offer full anonymity.

In Sect. 6.2, we present our visual communication solutiaeed on QR codes,
followed by Sect. 6.3 in which we provide a privacy and saguramework suitable
for mobile environments. In Sect. 6.4, we implement an esitento theIdentity
Mixer, keeping the master secret secure, on a smart card. Fiwallgnd with some
concluding remarks in Sect. 6.5.

6.2 Visual Communication

6.2.1 QR

For visualizing information, we use Quick Response Code&d fecause of its
broad adoption and desirable properties such as erroratimmeand readability from
different angles and rotations. Nevertheless, other ftsmey be suitable as well.
As shown in Fig. 6.1(b), a Quick Response Code, short QR, vgoadimensional
symbology that can easily be interpreted by optical scanaguipment (like cameras).
In contrast to barcodes (Fig. 6.1(a)), QR codes contairktdad white squares (also
called modules) in both the vertical and horizontal diremcs.

Hence, a QR code can contain considerably more informatian & bar code.
Whereas conventional bar codes can store a maximum of appatety 20 digital
digits, up to 2953 bytes can be encoded in one QR symbol. Meldata types (e.g.,
binary, numeric, alphanumeric), different symbol versiand several error correcting
levels are supported.

A symbol version refers to the number of modules contained@R symbol, starting
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Figure 6.1: (a) a Bar Code, (b) a QR Code.

with version one (2% 21 modules) up to version 40 (1%71.77 modules). Each higher
version number comprises four additional modules per siéleur error correcting
levels (L, M, Q and H) are defined with error correction capiads of 7, 15, 25 and
30 percent, respectively. This feature is realized by uslegd-Solomon encoding.
Level Q or H should be selected in factory environments wkdRecodes can get dirty
whereas level L and M may be selected in clean environmergsanlarge amount of
data needs to be encoded. Raising the level improves ememtion capabilities, but
also increases the size of the data encoding. Softwareiébrthat generate QR codes
typically select a feasible version based on the amount @&f, dlae data type and the
selected error correcting level. Moreover, the user camédefn upper bound to the
version number (to allow for readings with low resolutioasuers). If the data cannot
be kept in a single QR symbol, the information may be splironaltiple symbols.

6.2.2 Communication

We will use QR codes as a format for sending and receiving thataugh a bi-
directional visual channel resulting from two uni-directal channels. As illustrated
in Fig. 6.2, communication with a mobile or a desktop(thet firgi-directional
channel), is realized by displaying the data and havinganeed by the receiving
party. The second uni-directional channel is simply theasite: the other party
presents the data on her display, which can be scanned tm ¢h¢adata. The QR
code format is a standardized format, easy to scan and istefdoreover, the error
correction covers possible transmission errors due tojnfstance, a dirty display,
scratches or reflections. For the communication towardslailendevice, the lowest
error correction level is often sufficient for correctingeaferrors. In that case, we
can store up to about 3kB of binary data in a single QR code.Zession techniques
may possibly decrease the size of the data to be encoded. idgwgemetimes one
QR code will not suffice for sending a message.

One solution is to present a sequence of QR codes and cyolgytinthem. The speed
of cycling will, of course, depend on the properties (e.gsotution, size, speed) of
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(b)

Figure 6.2: Scanning QR codes (a) from a Mobile or (b) from akbep.

the display and the camera. However, this solution decsehsespeed-of-scanning,
making it less user-friendly. Another possibility is to coime a uni-directional QR-
channel with a communication channel with higher capacithsas WLAN or even
Bluetooth. In this case, the QR code must contain, among®theeference to the
verifier, allowing a secure out-of-band connection with dkteer party.

6.2.3 Implementation

We developed reusable componehtsjpporting the Android™ and Java™ environ-
ment, to act as both sender (i.e., generating and displ&#fthgodes) and receiver (i.e.,
scanning and parsing QR codes). Hence, a channel can be sebath directions
between mobile devices or between a PC and a mobile devicereTa common
component, implementing general functionality, and platf specific components,
featuring functionality specific to the platform. For inst&, for scanning QR codes,
access to the built-in camera on an Android device or coimmgetti a webcam attached
to a desktop PC is implemented in a platform specific compbnen

These new communication components were added tdReéresentational State
Transferarchitecture (REST) [RRO7], a resource-oriented architeqin contrast to
object oriented systems) provided by RESTlet [15], a lighiglt and comprehensive
open source REST framework for the Java™ platform. Foralpat also supports
the Android™ environment. In order to make the Java™ baseadeimentation as
flexible as possible, we provided a Java™ Applet which candeg bboth as a stand-
alone application or embedded as an applet in a web-page.

3We use the ZXing library [21] for scanning, parsing and gatieg QR codes.



64 BUILDING SECURE AND PRIVACY-FRIENDLY MOBILE APPLICATIONS

6.3 Privacy & Security Framework

A lightweight version of thePriman framework [18] has been instantiated, with
support for multiple credential technologies, such as gmmus credentials. It
facilitates the development of privacy-enhanced appticatand presents a uniform
technology-agnostic interface making the complex segysibtocols transparent
to the application developer [VVi10]. The framework further assists the user
in choosing the most appropriate technology. For instasedective disclosure
supporting technologies will likely be more preferred tlstandard technologies such
as X.509 certificates.

As depicted in Fig. 6.3, it includes a credential manageeraiptence manager and a
policy manager. In order to support multiple technolodies,managers delegate their
requests towards technology specific handlers.

Cred.
Mngr.

Persis
Mngr.

{ Security Library

Figure 6.3: Privacy & Security Framework.

Similar to the QR code implementation, our framework is tspito a platform
independent part, common to all parties (i.e., issuer, gmoxerifier), and a platform
dependent part. This allows, for instance, the persistemmeager to use platform
specific functionalities for storing or loading objectsddor the credential manager
to communicate with a Java Card embedded in a secure micra®D c

In contrast to th@riman framework, the communication manager is omitted. Hence,
communication is handled outside the framework. This efemore flexible and
easy integration of the privacy & security framework in ¢ixig communication
frameworks. As an example, our framework is used togethtr the RESTlet [15]
library. One drawback of leaving out the communication Hands that the
framework cannot force the use of specific communicatiomobbs (i.e., anonymous
communication channels) or make decisions depending diypiesof channel used.

Below, we summarize the tasks of each manager and preseatddie technologies
that have been included in the prototype.
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6.3.1 Credential & Persistance Manager

The credential manager handles both client and server sidehé issuance of
credentials and authentication. In other words, an ensitygithe credential manager
can handle both proving and verifying. Similarly, the psteshce manager handles the
storage and loading of credentials.

Currently, the supported credential technologies areamons credentials, provided
by IBM in the Identity Mixer library [11], and a DAA based credential on Java
Card [3], provided by COSIC.

We refer to Appendix A.2, for more information on the DAA cesdials and the
modifications applied to thedentity Mixer library in order to make them available
on the Android™ platform and make our framework consistant less dependent
on the technology and platform being used.

6.3.2 Policy Manager

Privacy preserving technologies, such as anonymous diatierallow for privacy-
friendly authentication. However, to make these technielgractical, an adequate
policy language is needed, offering a way to specify the s&centrol requirements
of the service provider.

Currently, we support the CARL [CMNLO] policy language. CARL is €ard-based
Access controRequirementd anguage enabling privacy-preserving access control.
The language offers adequate semantics to address advanteehtication, and
allows for privacy-preserving, i.e., data minimizing staents while at the same time
allowing for user accountability. The listing below showsimple example policy
specifying that the service may be consumed by a requesteingva Belgian elD
certifying that the requester’s age is over 18 and the elDotsempired; the gender
needs to be revealed and a messageust be signed:

orown P :: elD issued-by BEGov

o2 reveal c.gender

03sign m

o where p.dateOfBirth< dateMinusYearsoday(), 18)
os A p.expDate> today()

The language is independent of the authentication techgpkn suitable for our
authentication framework presented above. In other wdtds,same specification

4ComputerSecurity and ndustrialCryptography Group, ESAT - KU Leuven
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could be used for authenticating with the current BelgiaD, dbased on X.509
certificates, or with a more advanced credential technold@fycourse, depending
on the technology used, the authentication may providebptivacy and security
properties.

A module has been implemented [1], for parsing and conv@i@ARL policies®
The former is to parse policies received from the serviceviger, while the latter
allows to convert these policies into a technology specifimop specification for
the Identity Mixer library and the DAA credential library. For DAA credentials
however, the policy is restricted to the first and third ceaakthe example policy (01
& 03), specifying the type, issuer and message to be sigieck 80 attributes are
available for proving statements about them. Note that taplgcal user interface for
displaying the policies to the user is not provided by theneavork.

6.4 Secure Element

6.4.1 Description

Currently, the protocolsin thedentity Mixer library require a lot of computational
resources, making a full Java Card implementation imprakti Therefore, the
protocols can only be run on the mobile device. However, emédls may get
intercepted by malicious software running on the mobile asdd elsewhere. To
increase security, we propose an extension tdtiemtity Mixer library, in which
only a small portion of the protocol is run on a tamper resistaodule.

In our extension, the anonymous credential is bound to atstaed, by keeping the
user’'s master secret on the secure element. That is, sthiggey and performing
all computations, that involve the master secret, on thd.chr addition, the smart
card requires a PIN code to be unlocked whenever (parts af)at protocol is to be
executed.

The secure element adds substantial security to the oggssdim in that it prevents the
user’s secret key from being surreptitiously obtained bypitacker, unless he breaks
the tamper resistance of the card. The user is protecteddwempting illegitimate
access by others to personalized services, as it requieesntlart card and it also
restrains the user from sharing the credential. Sharingréaentials requires to share
the PIN code and access to the smart card.

5An implementation of a framework supporting CARL policies available [1], however, the
implementation has a tight coupling with the Eclipse Framwwhich cannot be used on Android.
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Requirements

Since a mobile device may be corrupted, we share the conqmsatf the anonymous
credential protocols between the possibly untrusted raataViceM, acting as a host,
and a tamper resistant smart cas@). We therefore extend the anonymous credential
system, with the following requirements:

Security. The computations in the anonymous credential scheme imgpthie master
secret are performed on the card, without leaking the masteet to the host.

Authentication. Invocations on the card, require proper access control. ech
credential show, the card requires the user to authentifmatenstance, using his
PIN or fingerprint.

Efficiency. Since a smart card is a chip with limited resources, the dipascarried
out on the card must be as simple as possible. Moreover, sameunication with
the card is slow, data transfer should be kept to a minimum.

Trust assumptions

T1 Authentication towards the smart card is assumed to be asdeug., no PIN
caching).

T2 Itis not possible to extract the master secret from the tamgséstant card through,
for instance, side channel attacks.

6.4.2 Related Work

There have been several implementations of anonymousrdialdeon standard Java
Cards presented in the literature.

Bichsel et al. [BCGS09] presented a full Java Card implemtént of anonymous
credentials similar to the ones used in théentity Mixer library. Showing a

credential takes about&’s for a 1280-bit modulus, up to B for a 1984-bit modulus.
These results are promising, but still too slow for pradtiese. Moreover, this
solution only allows to prove knowledge of a valid credeingiad optionally reveal

a pseudonym which can be used for revocation verification.didgl support for

multiple attributes and more extensive proofs such as rang@s, will make it even

less practical.

Other implementations, require partial trust on the hosalaBch [Bal08] made an
implementation of the DAA protocol, which was further enbed by Sterckx et
al. [SGPV09], taking about2s for a credential show using a 1024-bit modulus. Alpar
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et al. [ABV12] present a solution in which anonymous cre@@ston a contactless
smart card are used in combination with a mobile device.rBle{Die10] compared
the runtime of the DAA protocol on more resourceful Java™bdeddevices ranging
from 0.07s on a Lenovo T61 PC, up to 28s on a Nokia 6131 mobile device.
Heupel [Heul0] ported and implemented théentity Mixer library onto the
Android environment. In contrast, for our solution and iroperation with IBM,
the Identity Mixer library was updated and made compatible with the Android
environment, such that porting is no longer required. Intaad we also implemented

a privacy friendly requirements policy (CARL) and run thefarcols partially on a
smart card.

Danes [Dan07] presented another approach, similar to muwgiich only the master
secret is kept on the card. The author presents an estimeti@s for a 2048-
bit modulus. However, he did not take into account the litiotes to the size of
the exponents and the computational resources requirgeefforming the modular
multiplications on a standard Java Card. The large sizesofrtbdulus may require an
additional separate exponentiation.

In contrast to theCL based schemes, there are also prototypes implementing
U-Prove [19] anonymous credentials, which take about 5s for showicgedential.
Later, Mostowski and Vullers [MV11], implemented the sammotpcol on a
MULTOS [8] card with better support for modular arithmetiesulting in only about
0.5s. This is an interesting result, and it may be future workrtplementCL based
anonymous credentials on a MULTOS card as well. Note thatrderto remain
unlinkable, theU-Prove system requires the issuance of a new credential for each
transaction, which may quickly exhaust the EEPROM of the 8CGS09].

6.4.3 Construction

In order to ensure that authentication without the smam ésiinfeasible, we start
from the fact that knowledge of the attributes in the crei@dérg required for showing

a valid credential. Requiring the involvement of a card &thchieved by keeping the
master secret, which is one of those attributes, on the 84odeover, no information

about the master secret may be leaked by the card. Comm#aiging the other
attributes and thé€L signature are executed on the host.

Basic Idea

In 2007, Danes [Dan07] presented a construction to keep dmstemsecret secure
on a tamper resistant smart card. It is based on a proof of legy® of a so called
Damgard-Fujisaki-Okamoto commitment [DF02]. In fact, gmeart card implements
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the prover side of the protocol. Since protocols inIdentity Mixer library have
been slightly changed, we refer to Appendix B, for an up-atedpecification of the
smart card protocols and show their correctness.

However, in order to further increase efficiency of the sntamd extension, we
present a solution based on a proof of knowledge of a distwgarithm in hidden
order groups. Actually, we base our construction on thegmaltfor Showing that
a Discrete Logarithm lies in an IntervdCM98], which was further improved for
use in theldentity Mixer protocols (see Appendix C.6 of tHelentity Mixer
specification [11]).

Hence, in ouattack modean adversary cannot extract the master secret from outputs
generated by the card, being the results of the proof of kedge for showing that a
discrete logarithm lies in an interval, with the assumptlaat the discrete log problem
holds in the hidden order group (i.e., it is hard to computerttaster secrehsfrom
Cms=h{"mod n).

Protocols

To simplify our construction, we assume that the card onlgvks one issuer with
its corresponding public key, initialized during the aatien of the card, and only a
single credential is issued to the card. However, extenttiegorotocols to support
multiple credentials and issuers, even after the card vgagd; is straightforward.

Our extension consists of the following algorithms runnamgthe card:

Listing 1. Protocols running on the smart card

initCard(..) initializes the card with fixed system parametkfdn,|y andlc. Im defines
the length of the master secréi,the size of the modulus, the statistical zero-
knowledgeness, and the length of the challenge. The master secret is chosen
uniformly at randonmseg [1, 2'm} and the required parts of the issuer’s public key
pkp = (n,g,hy) is stored.

verifyPIN(..) verifies the PIN provided by the user and returns true in csecorrect
PIN. After a fixed number of invalid tries, the card is blocked

getCommon(..) returnsCms= h{"*mod n.

getTValue(..) setsrms€r £{0,1}'n*He*e*1 and returndins = hi™ mod n.

getSValue(..) receives the challengeand return®ms= rms+c-ms

When the card is first activatedhitCard initializes the card by setting the system
parameters, the master secret and the issuer’s key. Themsastet is generated on
the card. The card ensures that the order in which the afgositare invoked is fixed.
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During a credential issuance, the correct protocol ordevdsfyPIN, getCommon,
get T Value, getSValue andgetCommon. This last call is used to verify the correctness
of the credential. Note that since its result is constamt hihst could simply cash the
result during the transaction. During a credential showa,algorithms are invoked in
this order:verifyPIN, get T Value followed bygetSValue. If the order is not respected,
any of these fail, or if the card is removed from the reader,ghtire sequence must
be redone.

In the following, we only present the modifications in théentity Mixer library,
required to incorporate our smart card extension. So, de@proofs included in the
library that do not use the master secret, remain unchamgeckover, the issuer and
verifier protocols also remain the same.

Credential Issuance. In order to obtain a credential, the user first has to commit
to the self-chosen and thus hidden attributes and prove ledge of these. One of
these attributes is the master seangt kept on the card. Without loss of generality,
we assume that the attribute with index 1 is the master serget

The proof of knowledge towards the issuer is denoted aswstlo

PK{({m:i€ A}, Ve):
U ==£g*h’™ [ hrjnj mod n
jeAn\{1} (6.1)
m € +£{0, 1}'mHotletlyi ¢ A,
1
with Ay, the set of user chosen but hidden attribute indices.

When converting this to actual protocols, we first compugeabmmitment, which
is partially computed on the smart card by invokigeggCommon. The host may then
compute the commitment to the hidden attribltles: Crs- g MicAn{1}) h;"’ mod n.

Then, in order to compute the proof of knowledge; T Value is invoked on the card
and the t-valudly is computed as followsTy = Tms- ghe Mican (1)) h;J mod n, with

rj € £{0,1}mHe+letL andr,, € +{0,1}n2¢*le,
The host computes the challenge based on the Fiat-Shamisti@usends it to the

card and invokegetSValue, which returns the s-value related to the master secret on
the card. The s-values for the remaining hidden attributesamputed locally.

Credential Show. During a credential show, multiple proofs of knowledge may b
performed, such as knowledge of committed values and ialtereofs. However, the
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master secret is only involved in the proof of knowledge o&Bd/CL-signature. Note
that we currently do not support pseudonyms, which also teemaster secret, but
requires calculations in a prime order group. Hence, we prdgent what is changed
in the CL proof of knowledge.

As in the originalIdentity Mixer protocol, in order to prove knowledge, the host
first computes a randomized signat(fee, V):

ra cr {0,1}n*le (6.2)
A=Ag* modn (6.3)
V=v—e-ra. (6.4)

(6.5)

The proof of knowledge of a vali@L signature is then given by formula 6.6:

PK{(e,{m :i € Ap},v):

h m
— = A’ h:’ mod n
] 1
Miea “ nglh_\l{l} .

m e {O, 1}|m+|(p+|c+2\v/i c Ah
e— 2|e—1 c {0 1}|é+|(p+|5+2

} 3

with A, andA; are the sets of hidden, resp. , revealed attribute indices.

(6.6)

To construct this proof of knowledge, the host first invokesfyPIN, with the correct
PIN, followed by invokinggetTValue. As a result, the host receiv@ss. Now, the

protocol proceeds by computing the commitm&ntwhich in the original protocol is
computed as follows:

T, =A% ¢' [ h!" modn. (6.7)
j€An
However, sincansis unknown to the host, we re-order some computations regult
in:
Tz = A8 Tis- o I_l hrjnj mod n. (6.8)
jeAn\{1}
On the host, the protocol proceeds as usual and after comgiht challenge, the host

invokesgetSValue on the card, obtaining the s-valggs.

The show protocol further proceeds as would be the case withe smart card.
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Proof. As mentioned before, the show protocol running on the snaadis actually
the interactive proof for showing that a discrete logarithes in an interval [11].
Based on this and the fact that the discrete logarithm proldenard, no information
is leaked (i.e., information theoretically) to the servmm®vider. For the proof, we
refer to theldentity Mixer specification [11].

Note that in contrast to the proof of a discrete logarithm ihidden order group
(see [11] Appendix C.5), the length of the randogis Im+ I+ lc+ 1 bits® while in
the former, the length must be+ 1, + I+ 1 bits, which is substantially larger (e.g.,
In = 1024-bit vs.l, = 256-bit) and no longer corresponds to the requirementisenf t
Identity Mixer library. To be correct, the host should, therefore, cheekdize
of the s-value retrieved from the card and abort in case &irtai The verifier and
issuer already perform this check, hence we do not need ekangheir respective
protocaols.

6.4.4 Evaluation

Despite the latency in the computation of the protocols, extension provides a
higher level of security than running the protocols engii@h the host by keeping the
master secret on a secure and tamper resistant device. Wwor@ar construction
only requires one exponentiation per credential show witheaponent of only
Im+1p+lc+1 =256+ 80+ 256+ 1= 593 bits for a 2048-bit modulus. Moreover,
showing a credential requires the user to authenticatestodhd, using a correct PIN.
However, other authentication mechanisms could be used.

Furthermore, with a proper issuing process being in plazg,,(the issuer does not
issue credentials that do not use the card), the relying paaty be ensured that only
credentials with the corresponding master secret cordama secure element, are
used in protocols. For instance, the card issuer couldnztll the credential on the
card. This, as well as the PIN protection, increases theasse for the relying party
that the credential is indeed owned by the one making thefproo

However, we have to make clear that in contrast to a full Jaaal @xtension, our
solution does not offer anonymity towards the host. Hentshould be used in
combination with a 'trustworthy’ host, such as a mobile devi

6Note the additional bit as instead of only positive values,also allow negative values
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6.5 Conclusion

In this chapter, we presented a set of building blocks thid tiee development of
secure mobile applications. Short-range communicatiomfibile devices allows for
a broad range of applications. However, since NFC, one gbtimeipal technologies
developed for short-range communication, has still nohébits way to commercially
available mobile devices, we present a simple short-raogenunication channel
based on QR codes. This construction is directly applicablaost of the current
mobile devices. Though not entirely new, it is a step towaatteady making
anonymous credentials practical today, as we will dematestn the next chapter.

As a second contribution, we provide a simple security & goiv framework
facilitating the development of secure and privacy-frigradithentication. It hides the
technology specific intricacies from application develsp@ecreasing the number
of implementation flaws due to insufficient security backgrd. Three technology
specific handlers have been provided, namely credentiadllbemnfor Identity
Mixer anonymous credentials and DAA credentials, and a policydlearusing
CARL-based policies.

The last contribution is an extension to theentity Mixer library. Since the

protocols in the library are currently too complex and reseuwlemanding to be fully
implemented on a smart card, we have to run the protocols @mibbile device,

requiring trust in the protection mechanisms of the opegatiystem. However, this
trust is not always justified. Therefore, we presented disoiin which the credential
is bound to a smart card, preventing malicious softwarertplyi copy the credential.
A credential show requires possession of the card and kuaigelef the correct PIN
code.

In the following chapter, we will show how the building blackpresented in
this chapter are combined to build a secure and privacyepregy authentication
application for mobile devices.






Chapter 7

Mobile Authentication
towards a Terminal

7.1 Introduction

In this chapter, we combine the building blocks introduaedhie previous chapter,
into a prototype application. We show how mobile devices ifaaylitate the use of

anonymous credentials, as an electronic identity, for-datamizing authentication.
We envision scenarios where users authenticate to tersniisalg their mobile, with

the requirement that it is ensured that the user at the tatrigrthe one performing
the authentication. We denote these scenarses-to-terminal authentications

Examples in the real world are: the age verification of custienor buyers in a bar
when selling alcoholic beverages, access control to theiges of one’s employer,
and a broad variety of electronic ticketing solutions. Far &ge check, an important
property is that no third party can perform the authenticatnstead of the user at the
terminal.

We present the requirements (Sect. 7.2) and protocol eanitns (Sect. 7.3), based
on short-range QR channels between a user’s handheld dentte terminal to

establish an authenticated channel between the user'sialahaind the terminal. As
key property, the user is authenticated based on her prepéanstead of identifying

attributes. We therefore use tigentity Mixer credential system on the mobile
device. Through the properties of the short-range chanwelsicquire a higher level
of trust in that the device executing the protocol is the oeracting with the terminal,
and vice versa. As a particularly important security feattine prototype employs a

75
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Secure microSD card as a secure element for handling segpbgraphic tokens
throughout their life cycle. That is, storing them and parfing all computations
related to them. We have implemented a prototype system proft@an Android
mobile phone. Implementation specific details can be foarfédct. 7.4. In Sect. 7.5,
we present measurements of the key metrics that determatecot runtimes. We
found the results encouraging for a practical applicatitemmnymous authentication
technologies on standard mobile devices. We discuss theegies of our prototype;
however, we refer to the next chapter for a more in depth etian. Finally, we
conclude in Sect. 7.6.

Related Work. Chari et al. [CKSTO01] presented a taxonomy of different m-
commerce scenarios with mobile devices. Our user-to-tehsicenarios fit in their
Kiosk-Centricand Full Connectivitymodel respectively. Similarly, our solution also
fits in the model of Claessens [Cla02], in which the mobile @mnbined with a
workstation in order to have a higher degree of security aalility.

Next to manual authentication [GNO4] or authenticationdoa®n image com-
parison [PS99, DEO02], many schemes have been presentedigbaphysically
constrained channels in order to obtain a secure commigricehannel between
two nearby devices. Although they are often related to aeyairing, they also
apply to our user-to-terminal authentication. Examples based on physical
contact [SA00, BSSWO02], motion [MGO07], infrared [BSSWO02judio [GSS 06,

STUO08], bar- and QR codes [MPRO09, LLSL09, SFGO09], Bluet¢d®K05] and radio
profiling [VSLDLO7].

In contrast to the schemes above, where privacy is oftenedset concern (e.g., for
device pairing), our solution combines the short-rangeroomication channel with

a more privacy-friendly authentication mechanism, nanalgnymous credentials.
In our prototype, we apply a QR based communication chaneliertheless, our

solution also supports other short-range channels, asonedtabove.

7.2 Requirements

In Part I, we identified a number of requirements for an effectlectronic identity.
We will take those requirements as a starting point and wiki reflect whether or
not our construction fulfills these requirements. For theeg# clarity, we recall these
requirements: strong authentication; user consent; us#ral; efficient revocation;
controlled release of personal data; linkability; uséefdliness; and mobility.
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In addition, we define thproximityrequirement, in which the terminal is ensured that
the device/user performing the authentication is indeedotfie at the terminal, and
vice versa.

Note that in this solution we do not prevent relay attacksagmafia fraud attacks
and terrorist attacks[BBD™91]. In a mafia fraud attack, the attacker forwards
messages between an honest prover and an honest verifiered$lia a terrorist
attack, the prover is dishonest and collaborates with ttexlker. The latter could
allow an adult, to help a youngster to prove that she is oldantl8, based on
the credentials of the adult. Mafia fraud attacks may be prtedeusingdistance
bounding[BC94, HKO05, SP07, KAK 09, AT09, ABK"11], a mechanism mostly
discussed in the context of RFID. Distance bounding in comtdn with the tamper
resistance of the smart card also makes the terrorist atteelder to achieve, as the
prover has less control on the actual protocol running onlévgce. Unfortunately, in
contrast to radio based channels such as NFC, when usinglza€#t visual channel
or an out-of-band channel, distance bounding is hard teegehi

7.3 Construction

We now discuss the general architectural concepts used,efisasvprotocols for
realizing our mobile authentication application.

Roles and setting. Figure 7.1 illustrates the parties in our setting. A uBeis
the holder of a mobile devickl. An issuerlP provides credentials to the usBr

U keeps the credentials on the mobile; they can later be used Wtauthenticates
towards a terminar . In order to allow a more flexible setup, with multiple termis,
verification is not performed at the terminal itself. Thetéral is in direct connection
with a trusted authorization serva&6, who performs all verifications. In this case the
terminal simply acts as gateway between the user and ther&dtion server. We
denote the relying partiRP as consisting of botf andAS. Note that communication
between the terminal and the authorization server, is SSh firotected, in order to
obtain a higher level of security.

To address th@roximity requirement, it is sufficient to have the first request sent
through a short-range channel and cryptographically Hiedrésponse to that event,
leaving open how the response is returned (e.g., using aaféhdind channel).

System Setup. The issuerP publishes the public key information used in the
anonymous credentiddsue and credentiathow protocols. To ensure entities that
the public key is indeed the one of the trusted issuer, tficgimation can be certified
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Gy
U

Figure 7.1: Parties in User-To-Terminal authenticatiome TserU, the Mobile M,
the IssuellP, the Authorization ServeAS and the Terminal. The Terminall and
Authorization ServeAS together Form the Relying ParRP.

in a PKl-infrastructure, using standard X.509 certificd®s IP can then use this
certificate for server authentication. Similar has a standard X.509 certificate for
server authentication.

Setting Authentication Requirements. The authentication requirements are
defined using the CARL policy language. Multiple policiesymze defined for a
single resource being protected. For instance, the usdpigeal to prove, based on
the date of birth included in a credential, that she has Hgtueached the age of
majority, without revealing her date of birth. On the othant, she is also allowed
to prove possession of a valid driver’s license, implying agajority. In addition,
the relying party may also specifyrasponse channghnd a destination address (e.g.,
URI or Bluetooth address), over which and to which the respaiould be returned.

Registration of U with IP. The user first registers with the registration server
IP. The system can be bootstrapped by the user when gettinggdissuanonymous
credential orM in a variety of ways. A guard protects the issuing of creddsitatI P,
specified in a policy on the requirements for obtaining a enéidl. Note that guards
for multiple authentication schemes may be used. For instam practical use case
for Belgium, where elD cards are issued to all citizens aofdars and older, is that
the guard requires an attribute statement based on thes @$Brtard. The attributes
obtained in such way can then be issued as attributes of aryarus credentialP,
relying on the correctness of attributes originating fréweBelgian elD card, then acts
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as a (re-)certifier of these attributes. The guard-basegali/-based architecture of
the issuer leaves the authenticatiorofvith IP open to a concrete deployment of our
system, thereby ensuring flexibility.

Authentication of U at T. Figure 7.2 illustrates how the user may authenticate
towards the terminal, based on whether or not an out-of-bahannel is used. In both
cases, the terminal receives aunthentication requediinked to the HTTP session)
from the authorization server (1), and hands it over to theite@ver the short-range
channel (2).

Figure 7.2: Route (a) ovér to AS, and (b) Directly toAS.

M parses the received authentication request, containifgllenge and the server
policies. It may also include the relying party’s certifiedd encrypt the response, if
it is to be kept secret. The applicable policies are seledtaged on the availability
of credentials, and rendered by the application to a for msmeasy-to-understand
presentation format, which is then displayed on the scrdeMo Each policy
comprises a data request that needs to be disclosed andipxithethe Identity
Mixer or other technologies in our frameworl.is required to choose how to fulfill
the policy and to give her consent to the information relg83elf the master secret
is protected by a secure element, the user is also challéagader her PIN code.

The privacy and security framework computes a credentiabfpand theauthen-
tication responsewhich includes this proof and a reference to the chosercyoli

is returned toAS. Now, depending on the response channel, as specified in the
authentication request, the response may follow a diftgrath.

(a) From the user’s perspective, the most straightforwardaierns to reply to the
terminal from which the user received its authenticatiaquest (4) (see Fig. 7.2(a)).
This could be over another or the same short-range channsleasin (2). Then,
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the terminal forwards the authentication response to thigocaization server over
a secure channel (5). The latter parses the response afids/éré correctness of
the included proof. Finally, the authorization server fiesi the terminal about the
result.

(b) In the second case, illustrated in Fig. 7.2(b), the replyest directly to the
authorization server over an out-of-band channel (4°). tNéhe server notifies
the terminal (of the corresponding HTTP session) about ¢hifieation result.

7.4 Implementation

We have designed and implemented a prototype for validatimgconstructions and
showing the practical feasibility of our ides.

Specifications. The mobile application was written in Java™ running on an
Android mobile (i.e., Samsung Galaxy i9000: 1 GHz ARM Co#f&& with 512MB
RAM, a 480x800 WVGA Super AMOLED screen and as 2592 x 1944 Gajrend
the relying party was implemented as a Java™ EE web serviobioed with a GWT
web application running on a desktop (i.e., DELL E4300: li@ere2 Duo P9600
@2.54GHz with 4GB RAM running Windows 7(64) with a HD 1280%0/&/ebcam).
We refer to Appendix A.1 for details on the implementation.

In addition, we present how, in the caseldkntity Mixer anonymous credentials,
the authentication is implemented using existing starslard

Standard Authentication Protocol. The authentication protocol based on anony-
mous credentials, is realized according to the HTTP/1 Adsted [7].

on request

®

o1 401 -UNAUTHORIZED [WWW-AUTHENTICATE : ...]
a

Client
o request + AUTHORIZATION: ...] Server

response
(02)

Figure 7.3: Flow of Messages in the HTTP Authentication &cot.

Fig. 7.3 illustrates the message flow of the standard adittaion protocol. In short,
whenever a requestis made (01) and client authenticatreqisred, the server replies

1Lines Of Codex19000 (incl. middleware, mobile app, web services, teriirgbsite and widgets).
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with a [401 UINAUTHORIZED] response (01a). The header of this response contains
a [www-AUTHENTICATE] header field, in which it passes tlaithentication infp
containing challenge information in order to allow propettentication. If the client
decides to authenticate, she includes anfAORIZATION] header field into the new
request (01b), containing thpeoof claim The server may then parse the response and
verify the proof.

In the case of authentication based on anonymous credertial vww-AUTHENTI
CATE] header field contains the policies accepted by the servat,aachallenge,
allowing the client to authenticate correctly. The clierdiyrthen compute a proof
based on a chosen policy. The proof and a reference to thewripadicy is included
into the [AUTHORIZATION] header field.

For our mobile to terminal authentication application,réhés a slight difference
between the two scenarios (see Fig. 7.2(a)). In the firstasaeifa), the terminal
plays the role of the client. It therefore sends a requegtSpobtaining the [401
UNAUTHORIZED] response, and converts this into a QR code. In order to theisize
of the QR code, only theyww-AUTHENTICATE] header field (i.e., the authentication
info) is converted into a QR code, which is displayed on theest and should be
scanned by the mobile device’s camera. Next, the mobildaisghe policy to the
user, waits for the user’s consent, computes the proof apdiagis its proof and choice
in a QR code, which is then scanned by the terminal’'s webcdnis.QR code is parsed
by the terminal and its content is included into theJfidORIZATION] header field of
anew HTTP request tAS. In this case, the terminal is immediately notified about the
verification result.

In the second scenario (b), after having scanned the QR cisgd¢ayed on the
terminal, and processing the user interaction, the mobskdfiincludes the proof
and choice into the [ATHORIZATION] header field of an HTTP request and sends
it directly to AS. Note that in order to get notified, has to frequently polhS for the
verification result related to a specific authenticatiorues.

7.5 Results and Analysis

Using the implementation of our prototype, a number of mesrsents were obtained.
In this section we present and discuss these measuremergslookéd at three
different metrics that have a major effect on the overalteaysperformance:

1. The execution time for a cryptographidentity Mixer proof, that is, the
time for constructing a proof and for verifying the proof;

2. The additional overhead introduced by the use of the seslament;
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3. The encoding size of thedentity Mixer proof, which is relevant in the
context of the bandwidth-limited QR channels we employ.

7.5.1 TIdentity Mixer Proof Execution Times

We present measurements for a spectrum of different variafritdentity Mixer
proofs by using three sizes of the RSA modulus used for theopobcomputations,
credentials with zero and with three attributes, and prpet#ications which hide or
reveal all attributes, which need an inequality proof over attribute, and a proof over
one enumeration-type attribute. For these tests, the @lst@re entirely computed
on the mobile device (without a smart card). This leads toptomfs (a), (b), (c),
(d), and (e) that are each constructed with the differentuhusdsizes 1024 bits, 1536
bits, and 2048 bits. We use the following encoding triplata ahorthand notation for
the structure (i.e., attributes and used features) of afp@oA,,F with A; the total
number of integer attributes contained in the credenfialthe number of revealed
attributes, andr a feature to be proved or 0 for no feature.

Proofs (a) and (b) perform a basic credential show in whidi the fact that the user
has a valid credential, is revealed. In case (a), the credentains no attributes
(0,0,0), while in (b) it contains three (8,0), none of them being disclosed. The
proofs in (c), (d) and (e) use the same credential with 3batteis as in (b), though,
compute different proofs on them. In proof (c), all attribsitare revealed (3,0).

In (d) and (e), the attributes remain hidden and additiomabfs are performed
in addition to the basic credential show, resulting in mooenplex cryptographic
protocols.

Table 7.1 summarizes the median values we have measurdua:fpraver and verifier
side of the protocol and the overall runtime for the proofadats (a) - (e) with the used
modulus sizes, without considering communication ovetthe®r user-interaction.
We may notice that for (c) the resulting timings closely rabke those of (a), which
can be explained by how the cryptographic proof is computedhown in [11]
Sect. 6.2.3Revealed attributes are realized with modular exponeiotigtwith rather
small exponents corresponding to the actual attributessaed thus have no major
influence on the overall protocol runtime.

Besides the above mentioned cases, without attributes ghdhsee attributes, more
extensive tests have been run with different numbers abates, and they clearly
show a linearity in the computational overhead with respettte number of attributes
in the credential. Overall, the figures show the expecte@égncies of the proof
runtime on the key size and the number of non-releasedatttstnf the credential.

Proof (d) illustrates the overhead caused by an inequalitgfig3, 0,ineq). Proofs like
this allow, for instance, to convince the verifier that thenssdate of birth is more
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than 18 years back in the past. For such predicate to be sharthe Identity
Mixer library, a substantial protocol runtime overhead is inedrwhich confirms the
expectations deduced from the protocol specification [11].

Similarly, in proof (e) (30,enum), additional overhead results from the proof that an
attribute of typeenumeration (e.g., Drivers License Categofs,B,EB]) contains a
specific value (e.gB).

The modulus size of 2048 bits as recommended for high-sg@pplications leads to
a credential show having a runtime of at least abo8t0 Note that the computation
time on the mobile phone is comparable to that on the sertieowagh the prover side
of the protocol needs to perform more computations [11]sThan unexpected result
as the CPU of the phone has a lower clock frequency and less Baklthe one
of the PC we used. However, further investigations relatethé implementation
of the Biginteger class in the Android environment showedt th invokes native
code, while on the PC, the class is entirely implemented wa™a This explains
the excellent performance of the mobile phone with respedrbitrary precision
arithmetic. The benchmarks of the petition application irater 4 are worse because
of a less efficient version of thelentity Mixer library.

Table 7.1: Timing Results (median over 100 runs), in Miltiseds, for Proving and
Verifying a Credential Show with a Modulus of 1024, 1536 afd & bits

(ms) 1024 1536 2048
(A,Ar,F) prove verify total prove verify total prove verify total
(@ 00,0 103 78 181 240 187 427 495 375 870
(b) 3,0,0 139 125 264 323 265 588 634 515 1149
(c)3,3,0 102 78 180 243 187 430 495 375 870

(d)3,0,ineq 481 436 917 1182 1077 2259 2358 2184 4542
(e)30,enum 247 213 460 617 510 1127 1259 1014 2273

A number of attributes in the credential
Ar:  number of revealed attributes
F: feature to be proved

Configuration
Mobile ( Java™, Android 2.3 - Dalvik Virtual Machine,
Samsung Galaxy i9000:1 GHz ARM Cortex-A8, 512MB RAM)
Desktop (Java™, Windows 7(64), J2SE 1.6 HotSpot Client,
DELL Latitude P9600 @ 2.53GHz with 4GB RAM
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7.5.2 Overhead through the Secure Element

We have measured the overhead incurred during a credehtial, ©ecause of the
use of the optional Secure microSD card as a secure elenrguofiecting the user’s
master secret key.

The figures in Table 7.2 show a substantial additional ovatlstempared to the timing
results in Table 7.1. The overhead for each key length is farediindependent of
the proof specification. Moreover, it has no influence on teegggmance of the
verification of the proof. As an example, a basic proof, cagewith a 1024-bit
modulus, now lasts about44s, of which about @8s comes from the software and
1.265s from the secure element fraction of the prover’s prdi@ommpared to the.8s
without the secure element.

Compared to the full Java Card implementation of Bichsel . efBBCGS09], taking
7.4s, and the DAA implementation of Sterckx et al. [SGPV09] ights partially run

on the host) requiring.2s, our protocol is substantially faster. Note that the DAA
implementation provides protection against corrupted $RWen issuing, which is
not the case in our scheme in which we need a trusted setup oétld, during which

a credential is issued to the card. In addition, the full dandlementation offers
enhanced privacy properties with regard to the host.

Table 7.2 also shows that a significant share of the overhmaditats to communica-
tion between the host and the secure element. This is pyadiadlained by the current
implementation requiring four rounds of communicationisi¢an be reduced to only
two cryptographic protocol requests of théentity Mixer library, by combining
the PIN verification and protocol selection rounds (iiye or prove) with the first
of those requests.

Note that for the 1024 and 1536-bit keys the delay due to thenwonication is the
same, while for the 2048-bit modulus, the communicatiomsalonger. The reason
for this is that communication with the secure element hapje message blocks of
254 bytes. In case of 2048-bit keys, it does no longer fit inkingle message block,
resulting in an extra block and, hence, additional overhead

7.5.3 Size of QR Codes

Proofs generated by thelentity Mixer library are formatted in XML, a verbose
syntax. As the QR code-based channels are severely linmteédndwidth, and the
Identity Mixer proof is the largest part of the content to be transferred bac
the terminal, we created a customized space-efficient piftamat for representing
Identity Mixer proofs. The format is based on an ordered length-value émgod
Note that it is straightforward to replace the formattinghvé@ more standardized
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Table 7.2: Overhead, in Milliseconds, Incurred by the Seélement, for a Modulus
of 1024, 1536 and 2048 bits. The Overhead is Split Up into ther@ead Due To the
Communication, and the Overhead Due To the Computatioreiistture Element.

(ms) 1024 1536 2048
build proof 1262 1606 2082
communicaton 310 310 375
computation 952 1296 1707

Configuration
Language : Java™
OS: Android 2.3 - Dalvik Virtual Machine
Libs : MSC Smart Card Service 2.1.1
Mobile : Samsung Galaxy i9000: 1 GHz ARM Cortex-A8, 512MB RAM

Secure Element:  Mobile Security Card SE 1.0 by G&D

formats such as ASN.1 [5]. Table 7.3, presents the averagen$ithe authentication
response, containing as its major part the proof generateth® mobile. In the
table, the message size is decomposed into: pthef size, being the theoretical
number of bytes of thedentity Mixer proof; theheader infasize, being additional
information required to encode thelentity Mixer proof in our custom format
such as attribute names and lengths of proof values; anéspense infgize, being
additional information such as a reference to the chosdnypdlable 7.3 also shows
that different proof specifications result in quite diffiet@roof sizes.

For the more complex proofs, such as proof (d), the size gbthef becomes too big
to be encoded in a single display-readable QR code: as ddfindte QR standard,
only about three kilobytes of binary data may be included gingle QR code. To
work along those constraints, one solution is to use theobband channel and send
the proof through the radio channel A&. Another solution, also implemented, is
splitting the message into multiple chunks and cycle thhothg resulting QR codes
until the reader has scanned them all.

Note that the generation of the QR codes on the mobile devicesmtly takes a

substantial fraction of the overall protocol runtime. Wh&mowing a credential

without attributes, the QR code is generated in abdis OFor the case of an interval
proof with a 2048-bit modulus size, it requires two (largéf® codes generated in
about 25s.
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Table 7.3: Average Size of the Authentication Response \iad), for a Modulus
of 1024, 1536 and 2048 bits, for Proofs with Credentials auithAttributes (a), with
Three Attributes (b, d) and with an Inequality Proof (d). Thatal Proof Size is
Divided into the Theoretical Proof Size, the Size of Headdbo I(e.g., names of
attributes) and Response Info (e.g., session information)

(bytes) 1024 1536 2048
(2)0,0,0 793 878 1005
proof 589 675 802

header info 147 148 148
response info 57 56 56
(b) 3,0,0 1053 1138 1267

proof 811 897 1024
header info 186 185 187
response info 56 57 57
(d) 3,0,ineq 3243 4031 4855
proof 2867 3657 4488
header info 319 317 311
response info 57 57 56

Configuration
Language: Java™
OsS: Android 2.3 - Dalvik Virtual Machine
Mobile : Samsung Galaxy i9000: 1 GHz ARM Cortex-A8, 512MB RAM

7.6 Discussion

For increased security and assurance, our system arcigeahd implementation
comprises an optional secure element based on a Java CamiSitoken. This
achieves not only sharing prevention and theft protectiorife user’'s master secret,
but also a stronger binding between a user and her devicaghrthe PIN-based
authentication. Those properties give the relying partyrangier assurance of the
authenticating person having the claimed properties.

The short-range communication channel offers a highet [@veecurity, in that the
requiredproximity decreases the chance that another party is communicatinghei
terminal. However, the terminal is still not fully ensurebdloat this, as the mobile
could simply forward the messages to another mobile thédpes the authentication
instead.

Mobile devices are carried along most of the time, and tloeectire an ideal
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target as a deployment platform. Though, today’s mobileicdsv suffer from
vulnerabilities that may make the software-based comjmnsior the 1/0 between
the user and her device untrusted (e.g., captured or prb\bgiea virus). Trusted
Execution Environments [GRB03, GM07, SKK08, DWQ09] allowteén processes
to be executed with a higher level of assurance, therebyriagsthat no malicious
software can change computations or intercept the 1/O of phdcess to the user.
Developments on this are ongoing and can be employed aslagorial mechanism
in our system architecture once they will be deployed on steéam platforms.

7.7 Conclusion

We provide a solution to the authentication dilemma of ubeisg required to identify
themselves in most of their authentications today. We haeeidght anonymous
credential systems to mobile devices as a privacy-prasgatthentication solution
and defined protocols for establishing secure channelseegiva user's mobile
device and a terminal, based on short-range channels. Thbigsaus to handle
user-to-terminal authentication solutions through aryg¢asuse system. While our
protocol constructions apply to a range of short-range waBnwe employ QR code
technology to establish visual short-range channels irpoatotype.

Our system is applicable to a wide range of practicallyvah authentication
scenarios which users come across on a daily basis, rangingdser-to-terminal
authentication such as age verification in a bar, over actespremises, to
authentication to Web services from a home computer.

Future extensions on the protocol level may comprise inotpudhe introduction
of the user accountability property [BCS05, CSZ06] throtlgh use of verifiable
encryption [CDO0O0], or the support of credential revocatmachanisms, e.g., based
on dynamic accumulators. Those features are not concéptoinging the
constructions or architecture which are the main focusisfiper, but rather require
some additions, like for key management.

With our implementation, we demonstrated the feasibilifythee building blocks
presented in previous chapter and obtained encouraginligesgarding the protocol
runtimes. In the following chapter, we assess our soluteseld on the requirements
and findings on the Belgian elD previously discussed.






Chapter 8

Evaluation

The mobile authentication prototype illustrates that fednhonymous authentication
based on anonymous credentials is indeed feasible. Iniihjster, we further evaluate
this solution and compare it to the settings based on elDntgolyies as discussed in
Chapter 5. We evaluate our new solution and compare it wétBtigian elD.

8.1 Requirements

We now verify our construction with the requirements we tifeed for future
electronic identities.

8.1.1 Security

Strong Authentication. Our prototype uses anonymous credentials for authenti-
cating to the relying party. Based on the security ofthentity Mixer anonymous
credential system, our construction presents strong atitia¢ion.

User consent. When showing a credential, the mobile presents the possible
alternatives for releasing personal information. The bserto select his choice and
additionally, enter his PIN, if a secure element is used.

89
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User control. Inherent to smart cards is that the user has no control of vghat
going on at the card. There is no trusted interface with tiné.ddowever, as the card
is embedded in the user’s mobile device, the latter may géiigleer level of trust,
in contrast with the Belgian elD, which is also used with usted hosts (e.g., when
identifying at a service desk). We will discuss these traguirements further below.

Efficient Revocation. In contrast to the Belgian elD where revocation may
be efficient, theIdentity Mixer library does not provide a proper revocation
mechanism. Moreover, anonymous credentials in generalaaking an efficient
revocation scheme.

In Part Ill, we will make a pragmatic evaluation of severabaymous credential
revocation scheme and strategies, in order to gain a bagghit in which schemes
are better suited for which settings.

8.1.2 Privacy

Controlled release of personal data & linkability. The unlinkability and
selective disclosure properties @flentity Mixer anonymous credentials offer
far better privacy properties than traditional elD teclugiés allowing the same
credential to be used across multiple domains. In orderltp émjoy the anonymity
features provided by these credentials, anonymous conuation is required.
However, even if no anonymized communication is used, ammoug credentials
exhibit better privacy properties. For instance, less data be gathered by service
providers in order to get sufficient guarantees about the Bsethermore, linkability
is not mandatory, but may be allowed depending on the péatisaenario.

Nevertheless, without proper user control on what is beiogex, its use makes no
sense. Therefore, we use CARL policies to specify thesenmeaments. In fact, these
policies may also be used for other, less privacy presenéainologies such as the
X.509 based elD cards, with the probable consequence abdisg more than is
required. Note that to be able to enjoy the full possibi#itid anonymous credentials,
the CARL policy language should be further extended to stpjmth global and
domain-specific) pseudonyms and revocation.

8.1.3 User-friendliness

The prototype demonstrates that using anonymous cretfentia mobile device can
be simple and easy-to-use. The latency caused due to theutatiops is acceptable.
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However, for quick access control at, for instance, a teafrofithe underground, the
current implementation may be too slow, especially if a @&iginannel is to be used.

Compared to card-based solutions (e.g., the Belgian elDbamiting cards), this
solution may be less easily adopted, as it requires a mokeaote of the user.

8.1.4 Mobility

As mobile devices are personal and carried along almostyebere, they are a
possible target platform to support electronic transastioln contrast, using card-
based solutions such as the Belgian elD requires a car@rezahnected to a host,
making it less mobile. On the other hand, the BelD proxy esitam presented in
Section 4.2 or the Belgian elD on a secure microSD [VDWDCDdffgrs similar
mobility properties.

Furthermore, the features present in mobile devices ofwmeled scenarios. For
instance, in the case of an offline terminal, the terminaldose the mobile to get
Internet access in order to obtain the latest revocatiarindtion.

Finally, maybe the most important drawback with respect tbitity is the battery
lifetime. If the battery is exhausted, there is no way to entltate. The card-based
elD does not have this drawback.

8.2 Assessment of Possible Attacks

We evaluate the attacks that we are able to protect agaidsvhich attacks that are
not addressed.

Lost or stolen device. If a device is lost or stolen, an adversary is not able to
impersonate the user, as the user has to authenticate ®Werdmart card. In the
case of a lost or stolen device, personal and credentiatnrgtion may be kept
secret if it is stored on the smart card, and only retrievetnfthe card when it

is required for creating a proof. After a transaction, thethideletes the personal
information. We may even go further and keep certain atteibwn the card, even
during a credential show: sinceIdentity Mixer anonymous credentials, only the
hash of text attributes is included in the credential, thx teay be kept on the card,
and only the hash is revealed to the host; only in crederti@als releasing the text
attribute, the card returns this value.
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Note, however, that in order to make this properly work, itukb require a
construction such that the card may verify the requirememélease the info. This
could be achieved by having the relying party authentioateatds the card, with a
certificate stating the requirements. Note that, for thelcaris difficult to verify
the revocation status of the server certificate. Neversiseleven if this protection is
not set up the personal information on the host is not cedtliig a trusted party (in
contrast to the identity files on the Belgian elD), and heixkess valuable.

Malicious host/middleware. The only attack that cannot be performed by
malicious software is the extraction of the master secozhfthe smart card. Hence,
credentials cannot be copied and showing a credentialnexjthie possession of, or
at least, communication with the smart card and the cordétcBde. As in the case
of the Belgian elD, removing the malicious software and cfiag the PIN code is
sufficient to securely use the card again.

Corrupt relying party. A malicious relying party cannot obtain more personal
information than what is being proved. Showing a credemé&glires user consent
on what is being proved. A possible attack is that a corrulgtrrg party acts as a
man-in-the-middle to authenticate towards another rglyarty. As in the case of
the Belgian elD, a proper mutual authentication mechanisy help to counter this
attack [OHBO06].

Corrupt prover. Only users with a valid credential of which the master seiret
kept on the smart card, are able to properly authenticatéribdtes or properties
thereof are provably correct.

Moreover, in addition to thall-or-nothing non-transferabilitfyCLO1], the construc-
tion prevents the user from sharing her credential with rstheHowever, as also
discussed in [Pap09], she could provide remote access tratide In that case also
the PIN must be shared or cached. The same holds for the Batila where sharing
the card requires sharing the PIN. On the other hand, idestiifin based solely on the
identity files in the Belgian elD (i.e., without authenticet), is insecure as those can
simply be copied. This is not possible with our solution.

8.3 Summary of Threats and Issues

The application using anonymous credentials on a mobileddulfills most of the
requirements discussed in Sect. 5.1. Nevertheless, s@mesisemain. Moreover,
although the user has more control over the host, since thereseslement is
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permanently available, the trust requirements in the hast the mobile device) may
be larger than for the Belgian elD.

We now list the threats and issues unsolved in our solution:

Authentication/ldentification.

(H) Surreptitious authentication due to PIN caching.

(H) A corrupt host could reveal attributes/personal informatiHowever, in contrast
to the Belgian elD, they are not certified, thus less valua®teving knowledge of
those attributes requires proper authentication to thereeslement.

(H) The mobile device is in charge of parsing and enforcing thésepolicies, hence,
there is no actual user control on the information beingldssd and trust in the
host is required.

(SP) The service provider may implement relay attacks [BB] towards another
service if no appropriate authentication mechanism is.used

(C) Secure communication is not a requirement, hence, commtimic may be
attacked.

Our prototype currently does not support digital signatune arbitrary messages.

Our mobile authentication applications provides a sofutltat requires far less trust
in the service provider, particularly concerning privacy.

Unfortunately, trust in the host is substantial: PIN caghipolicy enforcement,
verification of the service provider, etc. Since the host jgesonal mobile device,
trust may be higher, but on the other hand, the mobile becarsiggle point of attack,
and the user’s credentials are permanently available. ®ere the connectivity
capabilities of mobile devices makes certain attacks mesesible. Hence, the
advantages of using a personal mobile device may actuatiyrbe a disadvantage.

8.4 Conclusion

We have shown that mobile devices can indeed feature anarygredentials (i.e.,
Identity Mixer credentials), in order to protect our personal informatidrhis
solution exhibits a number of advantages with respect t8#igian elD, most notably
the privacy-preserving properties and its ubiquitous uda. the other hand, some
problems, mostly inherent to the smart card environmenth(sas PIN caching),
remain. Moreover embedding the smart card in a mobile daviag make certain
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settings less favorable and the permanent availabilithefdmart card makes it an
interesting target for adversaries. In fact, mobile deviaee already the target of
plenty malicious applications.

As mentioned before, Trusted Execution Environments [GRBBMO07, SKKO08,
DWO09] may increase the trust in the mobile device. They alt@stain processes
to be executed with a higher level of assurance, therebyriagsthat no malicious
software can change computations or intercept the 1/0O sfphdbcess with the user.
Developments in this area are ongoing and can be employethagonal mechanism
in our system architecture once they will be deployed on steéam platforms.

Currently, a more important drawback of anonymous credesyistems in general,
is the lack of a proper revocation strategy (e.g., inIhentity Mixer library). In
order to have anonymous credentials to be really accountalproper revocation sys-
tem must be putin place. Especially, in high-security emvinents, the verification of
the revocation status must be based on up-to-date revogaf@rmation. Therefore,
in the following part, we analyze and evaluate differenbieation strategies that have
been presented in the literature. We try to find an optimaitgm to make our mobile
anonymous authentication solution effective.



Part 11l

Revocation Strategies
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Previously, we identifiedredential revocatioras one of the major features still lack-
ing in existing anonymous credential systems (elgentity Mixer). Credential
revocation is a crucial part for keeping the system secunerdare many reasons why
revocation is desirable. The evident reason is to revokeestication when the user’s
credential got stolen. However, the credential may alsdogétor it could simply get
inaccessible due to a broken device on which it was storeen ifvthose cases it may
be appropriate to revoke the credential. Furthermore,énctise of misbehavior, it
may be required that an authority can revoke some or all ofiflee’s rights.

For instance, in Belgium in 2011, 1,020,220 bank cards weveked! 673,345
cards were (sometimes temporarily) blocked due to los23®cards were revoked
related to fraud, preventative or as a reaction to effedtized; 179,559 cards were
blocked due to theft; and the rest was revoked due to otheonsssuch as decease or
bankruptcy. Note that these numbers cover multiple typdsmok cards and multiple
issuers. Hence, in case a wallet gets lost, multiple cartigeti revoked at the same
time.

In traditional credential systems, verifying the revooatistatus of a credential is
straightforward and involves a simple lookup of a reveatedential specific identifier
in a list. Well-known examples ar®@CSP[16] and CRL [2] based schemes. This
strategy can be used for bokbcal and global revocation. A revocation authority
controls the validity of the credential globally, while gi&es can use the identifier for
local access control. We can distinguish two types of listacklists in which only
revoked credentials are listed; antitelists in which only valid credentials are listed.
Moreover, the time between credential revocations and acsestill accepting the
credential as valid (latency) can be limited.

In anonymous credential systems, on the other hand, thileotial specific identifier
may no longer be revealed to the verifier, since it would allowing. In fact,
unlinkability is one of the key requirements of anonymousdentials. Multiple
revocation strategies have already been proposed in thetlire, often with a
theoretical security and performance analysis. Howevpragmatic assessment of
revocation schemes for anonymous credentials is stillilack Hence, it is very
difficult to compare results due to varying security pararseand alternative software
implementations. However, a critical and pragmatic consparis crucial to bring
those technologies to practice. Although some revocatiechanisms perform well
for small groups, we focus on revocation schemes suitablarfge scale settings such
as electronic identity cards and e-passports. Partigykficiency in processing and
communication is crucial.

In this part of this dissertation, we reflect on the revocatimlutions presented
in the literature. We therefore analyze both the functigrralperties (i.e., how is
revocation achieved) and non-functional ones (e.g., cebability and usability) of

1source: Atos — based on Card Stop-call center registraifo?811.
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the solutions that have been presented in the literaturea Yedidation, a prototype
implementation was made for different strategies, suitébi theIdentity Mixer
anonymous credential system. In addition, we compare a sumwibaccumulator
based revocation strategies independent of the undertygdgntial system. Hence,
also pairing-based solutions, which are not applicablbeé@dentity Mixer library,
are compared. We further present some directions on howalzeerevocation in
order to enable large scale deployment of anonymous crietlsgstems (i.e., as a
nationwide elD).

In Chapter 9, we present an overview of revocation strase@i@ anonymous
credential systems, discussed in the literature. We thesept and analyze some
revocation strategies we added to ldientity Mixer anonymous credential system
in Chapter 10, while in Chapter 11, we do this for a number aluawlator based
revocation strategies. Finally, in Chapter 12, we evaltlaeaevocation mechanisms
available today and provide some future directions.

Contributions: This part presents the evaluations of anonymous credential
systems resulting from two separate publications, bottighdxd in the peer-reviewed
proceedings of international conferences. Chapter 10epteshe work evaluated

in [LKDDN211] on revocation schemes suitable for th&entity Mixer credential
system, while Chapter 11 presents the results of an analysiscumulator based
revocation strategies as they were evaluated in [LKDDN10].






Chapter 9

State of the Art

0.1 Introduction

In the literature, revocation mechanisms suitable for gmayus credential systems
are mostly discussed in the context of group signatures.sknae, group signatures
are the non-interactive counterpart of anonymous crealestistems, allowing
members to sign a message in the name of the group, whilerpiregehe signer’s
privacy. Proving that the signer’s credential is not rewb&bkould not break this. The
same is true for anonymous credential systems. Hence, ioMeuview of anonymous
credential revocation schemes, we will mostly talk aboutminership revocation in
group signatures.

In 1999, Ateniese and Tsudik [AT99] were the first to preseathership revocation
as an open problem to group signatures. They already idshtifio important
properties of membership revocation. The verifier must eatri anything but the
fact that the signer is not a deleted member. On the other, liamdder to preserve
anonymity, signatures must be backward unlinkable to kespgignatures unlinkable.
As from then various solutions were proposed, each withatsiqular signature and
CRL size, and costs for signing, proving and verifying.

Although the ultimate goal is to make the overhead causetidyeavocation strategy
as little as possible, most strategies assign a substavdikload to one of these
parties. Moreover, for some strategies there may be aniadalitoverhead for other
parties as well. Based on this, we identify three classes, Wser, Verifier and
Issuer) in the scheme. Fig. 9.1 shows an overview of the magsbitant papers for
the revocation of group signatures/anonymous credemi@asified according to the
classes defined above.
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Figure 9.1: Literature Overview on Revocation Mechanisras§ified According to
which Party (i.e., Verifier, User or Issuer) Gets the Most bead [,: accumulator-
based} ™ pairing based).

9.2 Overview

We now present a comprehensive, but non-exhaustive oveofithe most important
revocation schemes based on this classification. Note thatre/primarily interested
in the construction of the revocation mechanism and foassda the efficiency of the
accompanying signature scheme.

9.2.1 User

Bresson and Stern [BS01] present a witness based solutwhith the user has to
prove that her membership key is not present in the revathsio In order to achieve
this, they require the user to prove non-membership in acaian list for each item
in the blacklist separately, making the signature growdrmewith the number of
revoked members.

In 2002, Camenisch and Lysyanskaya [CL02] presented anriatalevelopment in
credential revocation. The authors put forth a new notiodysfamic accumulators
based on the accumulator scheme by 8arnid Pfitzmann [BP97]. Their construction
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allows the accumulation of a number of elements into oneeyakith a short size,
independent of the number of elements accumulated. Whepwtimg a signature, the
signer has to prove that her certificate is contained in tbaraalator. It allows an ef-
ficient membership revocation scheme, with constant cosidming and verification
(i.e., not growing linearly with the number of revoked mems)eHowever, it requires
the user to make a number of witness updates (i.e., expatiens) linear in the

number of revocations since the last witness update. TsrdikXu [TX03] propose

a more efficient solution based on the accumulation of coitgmdowever, its proof
of security is based on the availability of a trusted thirdtpand requires witness
updates for both joining and leaving the group. Later, Casnsenand Groth [CGO05]

used the scheme of Camenisch and Lysyanskaya [CLO0Z2], inicaidn with a more

efficient group signature scheme [CLO3].

Along the lines of the accumulator scheme of Camenisch asgdnyskaya, Boneh
et al. [BBS04], presented a revocation scheme for a palvamed group signature.
Nguyen [Ngu05a] was the first to actually define a dynamic aedator scheme using
bilinear maps. Note that Zhang and Chen [ZC09] attackedstifisme. However, the
attack was not practical and no longer worked after a chamgiefinition of one of
the security requirements [Ngu05b].

Later on, Li et al. [LLX07] extended the notion of dynamic aowlators into
universal dynamic accumulatorslsing this new type of accumulators, one can prove
both membership or non-membership in the accumulator,stipg both white- and
blacklists. This same notion has been implemented in théngabased setting by
both Damgard and Triandopoulos [DT08], and Au et al. [ATS}0shsed on the
scheme by Nguyen [NguO05b].

More recently, Camenisch et al. [CKS09] proposed an appg@lairing-based solu-
tion, improving the efficiency of the witness updates in aculator-based revocation
schemes. Contrary to earlier schemes that require a nunibexpmnentiations
linear in the number of revocations, this scheme only reguthe more efficient
multiplications also linear in the number revocations. It therefore acdatas group
elements instead of exponents. At a cost, however, of a naugbki public key, the so
called state-information. Based on this revocation schewtl slight modifications
and the group signature scheme of Boneh et al. [BBS04], Fah [EtHM11] recently
proposed a new signature scheme with membership revocation

Meanwhile, Nakanishi and Sugiyama [NS04] took anotheraggdn. In this approach,
thei-th certificate contains an attribute with all bits set to 0, except for theth bit,
which is set to 1. Then, the issuer issues a vatuwith for each valid membej, the
j-th bit set to 1, implementing a white list. To make a validsiture, the prover now
has to prove that a bit specified hyin the certificate is 1 im” To do this, the authors
apply arange proof. This scheme, however, is only usefufasonable-sized groups,
(i.e., groups with a size comparable to the bitsize of the R8Alulus of the group
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signature scheme).

This scheme is further extended by Nakanishi et al. [NKHF@®]make it suitable
for large groups. The authors therefore apply a system ofgsobps with each a
correspondingn. For each sub-group, the issuer generates a sub-grouficedeti
Later, when a user wants to prove membership, she selectettiéicate of the sub-
group she belongs to and proves knowledge of the certificadelzat the bit in the
prover’s certificate is also set my, without revealing anything else. In order to keep
the number of recomputations of sub-group certificateslsesdecially in the case of
large groups, they further propose a tree-based approaataking the sub-groups.

Chen et al. [CWW 04] claim to have a more efficient revocation scheme based
on the proof of knowledge of co-primeness. However, as pdimut by Zhou et

al. [ZL06], careful examination of the protocol shows thet tomputation complexity
for generating a signature grows with the number of revooati

Similar to the scheme of Chen et al. [CW\WW4], Nakanishi et al. [NFO8] present a
scheme based on the product of prime numbers. Since thefdize prime numbers
and consequently their product is smaller, the scheme s ralsre efficient. To
safeguard efficiency even for larger groups, they applygnaiops (as in [NKHF05]).

9.2.2 \Verifier

Ateniese et al. [AST02], presented three revocation sck&ighich the third scheme

is the firstverifier local revocationscheme (VLR). Informally, the user provably

generates a randomized pseudonym allowing the verifiethéalkcfor each item in

the revocation list that there is no matching item. Themfthte revocation authority

selects arandom bas@nd publishes a revocation list with for each revoked ceatiéi

vi = U8, with g the secret prime in the certificate. During a signature, ther u
?

o
verifiably revealsl; = ¢" and T = gru : and the verifier then checks th&t ;A T
for each item in the revocation list. If a match is found, tieetificate was revoked.
Similar to this third scheme, Song [Son01] presents twoaligie schemes with a
revocation scheme based on such a revocation list.

A few years later, Boneh and Shacham [BS04] formalized\th& scheme and
presented a pairing-based version of it. Nakanishi and BikhfNFO5] observed
that this scheme was not backward unlinkable and presentedidied but backward
unlinkable VLR revocation scheme, followed by two publications [ZL06, NFO
making improvements to the underlying group signature.

VLR has been applied in Direct Anonymous Attestation in the exinof Trusted
Computing [BCCO04].
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9.2.3 lIssuer

The most naive solution for membership revocation requfresssuer to reissue new
certificates after each revocation or after a short timeopefepoch based). Hence,
revocation has little or no impact on the signature size amdptexity of the proof,
but the issuer gets a lot of overhead on reissuing creden#dthough this idea may
be naive, several interesting schemes have been presersed bn the reissuance of
certificates.

Ateniese et al. [AST02], presented two solutions based®nreiissuance of certificates.
The first schemes requires the issuer to issue, non-intezhgta new certificate to
each member, while in the second scheme each user has tce updatertificate
individually, with a humber of exponentiations growingdarly in the number of
revocations.

In 2009, Nakanishi et al. [NFHF09] proposes a blacklist apph, in which the issuer
computes a list of issuer-certificates, which can be usegrfiving non-revocation. To
construct this blacklist, all identifiers of revoked cretiais are sorted and pairwise
certified (i.e., a sighature dRID; andRID;, 1) and the resulting list is published. For
proving that the user’s certificate is not revoked, the usthfes the public certificate
from the list for which her credential’s identity, lays in the interval formed by
the pair of revoked identifiers (i.eRID; < id < RID;;1) and proves, next to the
knowledge of this public certificate, that the identifier iarftredential is strictly in
the interval formed by the pair of revoked identifiers. Sitieelistis sorted, it ensures
that only non-revoked credentials can successfully makeptioof. Note that next to
the burden for the issuer, the user gets a substantial waatkioe to the complex, tight
inequality proofs:

Recently, Camenisch et al. [CKS10] proposed a similar eggir®o the first scheme in
Ateniese et al. [AST02], but now a more efficient group signatvas used. Moreover,
a more fine-grained revocation strategy may be introducegwiicate updates may
address specific attributes in the certificate.

9.3 Conclusion

In the literature, various strategies have been suggestedg to find an efficient
and non-intrusive solution for the revocation of group sigmes, and consequently,
anonymous credentials. We categorized these strategiesttiree classes, and
described for each its properties. In the following chagptare will further analyze
these classes and show the advantages and drawbacks fohafféhese.

1In contrast to the more efficient but non-tight interval groas presented in [CFT98, BCDvdGO08].






Chapter 10

Analysis of Revocation
Strategies for Anonymous
Identity Mixer Credentials

10.1 Introduction

As shown in the literature overview, multiple revocatioragtgies have already been
proposed in the literature, often with a theoretical segund performance analysis.
However, a pragmatic assessment of revocation schemesdoymous credentials
is still lacking. Hence, it is very difficult to compare resutlue to varying security
parameters and alternative software implementations.

Based on the classification in previous chapter, we furtiealb down the classes
into 6 strategies. In this chapter, one variant of eachegiyahas been implemented
with comparable security parameters and added to an exiktirary, namely the
Identity Mixer library [11]. We give a detailed analysis and pragmatic exabn
of the implemented strategies. Amongst others, the sganid anonymity properties,
the connectivity and performance of the schemes are compllisable performance
results are presented in the sense that all schemes wernimpled within the same
library and run on the same platform.

105



106 ___ ANALYSIS OF REVOCATION STRATEGIES FOR ANONYMOUS IDENTITY MIXER CREDENTIALS

10.2 Revocation Strategies

Next to the classification presented in Chapter 9 (i.e., Udenifier and Issuer), we
add an extra class of revocation schemes. Namely, the citssimited Overhead,
in which none of the parties gets a big payload to handle @imt. In fact we will

see that none of those solutions are satisfactory for anoogroredential revocation.

10.2.1 Limited Overhead

Pseudonymous Access [Nym]. Though, more related to service usage [BDDDO7],
a simple and efficient solution requires the owner to proyafi$close a domain
specific pseudonym [CMS10, BC10]. The service provider oruatéd party of
that domain is in charge of creating and modifying the listotepted or revoked
pseudonyms. Although the domain specific pseudonym candxfos local access
control, it cannot be used for a global revocation of the ergidl. Moreover, the
user’s transactions in the same domain are linkable.

Verifiable Encryption [VE]. Although verifiable encryption is often cited in
anonymous credential schemes related to anonymity reeocfES03, BCS05], it
could be used for credential revocation as well. Hence, $kee verifiably encrypts the
credential’s identifier with the public key of the issuer. VErify the revocation status,
the service provider sends the ciphertext to the issuerdeboypts the ciphertext. The
issuer can now use the obtained identifier to do a simple lpokthe revocation status
of the corresponding credential and report it to the sergiowider. This solution is
closely related to the OCSP protocol in traditional cre@dsthemes, with only little
overhead. However, the user requires a lot of trust in theeisssince it is able to
monitor the usage of the credential (i.e., to which serviaeiders the credential is
shown). A possible solution is to require the service prewit make this request
over an anonymous channel. Furthermore, replacing theqikss) of the issuer with
the public key of another trusted third party, allows to havseparate authority in
charge of the revocation tasks. Moreover, if the encrypledtifier is replaced with a
domain specific pseudonym, a domain specific revocatioroaitifhmay take care of
the revocation status in a certain domain.

In spite of theNym and VE strategies, a practical and privacy friendly revocation
strategy with limited (constant) overhead is not yet avada
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10.2.2 Issuer

In the most naive solution, both the group public key and tieelentials of each user
are reissued whenever a party is revoked or added to the gidiig solution results
in an unacceptable overhead for both users and issuergjim $aale settings, hence,
it is impractical. The Limited Lifetime and Signature Listiscussed below, are two
schemes requiring the issuer to frequently generate upéiatesers.

Limited Lifetime [LL]. In this scheme, an attribute expressing the lifetime of the
credential, is enclosed. During each authentication, see proves that the credential
has not expired. The lifetime of a credential highly deteresi the usability of the
revocation scheme. A short lifetime requires the user tqueatly re-validate the
credential, while a long lifetime makes the scheme insecunstead of reissuing
new credentials, Camenisch et al. [CKS10] pointed out thatinteractive credential
updates are a useful replacement. The issuer generatentisddipdate info for all
valid credentials before the end of the credential’s lifetiis reached. Before the user
can authenticate, the user has to download this informatioirupdate his credential.

Signature Lists [RL]. Similar to CRLs in traditional schemes, it is possible to
maintain revocation lists in anonymous credential scheidesever, the verification
is more complicated. Instead of the service provider perfiog the verification, the
user has to prove that the credential is not revoked. In tee oawhitelists, the list
consists of signatures on the identifiers of each valid argaleand a list’s identifier.
The user selects the signature in the whitelist contairfiegdentifier of his credential
and then proves knowledge of the identifier (without reveathe signature) together
with the proof that the credential identifier in the signatis the same as the one
contained in the credential being validated. Additionathe list identifier is revealed,
such that the service provider can verify that the latestlas used. Note that instead
of the whitelistRL, it may be more efficient to simply reissue the user’s cradent
However, the signatures in the revocation list have ndaitieis, and can be kept simple
such that their issuance is more efficient. Moreover, thégesgjy allows the revocation
authority and the issuer to be distinct parties.

For blacklists, proving non-membership is more complexkayashi et al. [NFHF09]
propose an elegant solution by ordering the list of revoldmhiifiers. For each
consecutive pair of identifiers, the issuer publishes aatige on the pair, together
with an identifier of the list. During a credential show, ttseuthen proves knowledge
of his credential and a signature from the blacklist, sucét tine identifier in
the credential lies between two revoked identifiers in theeoed blacklist without
revealing any of the identifiers. Similar as in the case oftelisits, the disclosed
list identifier shows that the latest revocation list wasduséf this proof verifies
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successfully, the service provider is ensured that theeerigal is valid with respect
to the latest blacklist.

In the latter two schemes, the effort of the issuer is sigaific For every change that
requires the removal of a signature from a whitelist or addito the blacklist, the

issuer has to rebuild the entire revocation list with a new dif identifiers. On the

other hand, in the case of an addition in the whitelist, ituffisient to add only one

signature to the latest whitelist. Likewise, removing avpyesly revoked credential

from a blacklist can be done by replacing two consecutiveaigres by one new
signature. Nevertheless, authentication in both schem®sng (non-)membership
results in a non-negligible, but constant overhead.

10.2.3 User

Accumulators [Acc]. A more complex, but possibly more efficient solution for
credential revocation is based on so-caltBshamic accumulatorfCL02, Ngu05a,
CKSO09]. The user needs to prove membership or non-membpeénsthie accumulator,
during authentication for whitelist, resp. blacklist reation. The service provider
therefore fetches the latest accumulator value from thecaion authority. If the
proof of the credential show verifies correctly w.r.t. thacamulator value, the
service provider is ensured that the credential has not beeked. Except for
the verification of a more elaborate proof, the service mlevihas no additional
overhead. On the other hand, although building this proobeadone quite efficiently,
it requires the user to be online to first update its witnegschvis time-consuming.
The latter enables proving (non-)membership in the accatoul Moreover, since
revoking and possibly also adding credentials to the grdwgmge the value of the
accumulator, a witness update is required. These updageseeresources (e.g.,
exponentiations [CLO2, Ngu05a], storage [CKS09]) lingatlie number of added
or revoked credentials from the accumulator.

10.2.4 Verifier

Verifier Local Revocation [VLR]. For many applications, the resources available
to users to perform these witness updates, are very limiitetthis case, verifier local
revocation [BS04, ASTO02] first introduced by Ateniese e{A5T02], may come to
the rescue.

Service providers download a list of items each linked to wked credential.
During authentication, the user provably reveals a tokdowaig the verifier to

check that the token is not related to any of the items in tte [Therefore, as the
service provider has to check each item in the list, verificatakes a (maximum)
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number of resources linear in the number of revoked crealentBatch verification
techniques [2S10, BGR98] are referred to for making thisckheore efficient. Note
that in someVLR schemes [AST02, BS04], all signatures ever made with theesam
credential become linkable after its revocation. Themefanore recent schemes
ensurebackward unlinkability[NFO5] such that former credential shows remain
unlinkable.

This strategy has been adapted by the Trusted Computingp@aothe use in trusted
platform modules (TPM) [BCCO04]. Note that in this case, i@iton is only possible
if the private key is revealed to the public. As long as theqoted private key is kept
secret by the adversary, revocation of the corrupted TPMitigassible.

10.3 Discussion

As we focus on strategies rather than on specific revocatibarses, the analysis of
the strategies makes abstraction of scheme-specific sletédlvertheless, we do not
hesitate to pinpoint the advantages of some specific schemes

Complexity. All strategies try to tackle the same problem in a differeaywFor
some strategies, the complexity analysis is obvious, irerstlit is rather subtle.
Table 10.1 shows the complexity of the most expensive coatiouis for each scheme.
We assume that the average number of valid usés$, (% constant. The table also
illustrates the frequency of occurrence of these complexpedations.

The table confirms the classification in Sect. 10.2. For bigth andVE the workload

is constant for every party. Further, thé andRL strategies require the issuer to
frequently compute updates, resp. , signatures for valickwoked credentials. As
mentioned before, updating the list in tR& strategies is not required as long as no
identifiers are removed from the list. As opposed.tg in which after each time-
interval, the issuer computes for every valid credentiadw oredential update.

Accumulator based strategie®ct), on the other hand, alleviate the work of the issuer
by moving a part of the computation to the users. In fact aedatar updates can
be done quite efficiently and in batch by the issuer (e.g., ltibase exponentiation
in the case of [CL02]). However, now the user has to perforraalyer of complex
computations (i.e., exponentiations in [CL02, NguO5ajgér in the number of added
and removed credentials. The accumulator scheme by Carhegtial. [CKS09] is in
this sense quite efficient. Using the so-called state inédion, users can efficiently
update their withess by a number of multiplications. Howewelarge scale settings,
the amount of information required to perform the updatesryVarge. Hence, special
update servers are required to compute the updates efficginte they may keep the
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Table 10.1: Total Complexity of the Most Computationallytdnsive Processing
During an Interval\.

Complexity Frequency Description
Limited Overhead

Nym 0(1) —
VE 0o(1) —
Issuer
LL o) - creation of credential update info
RLy oxU) m creation of whitelist
RLy, O(#R) ma)(it xj  creation of blacklist
User
Acc  O(AR[+A3)) Aic update of the user’s witness
Verifier
VLR O(#R) each verify  checking the revocation list
#J: average number of members R# number of revocations

Ar: revoked members (since last updatef\.: revocation/join interval
Aj: joined members (since last update) A;: list update interval

state information in memory. To keep the number of changeseoficcumulator in
whitelist-based accumulators to a minimum, during set@pissuer can accumulate
a large set of unused identifiers. Once the issuer issueslartial, it fetches a free
identifier from the set and includes it in the credential. Asts the accumulator does
not change whenever new users join the group. Instead oftimgdae accumulator
after each addition or removal, it is possible to update twumulator value only
after a certain time, similar to the caseRif schemes. However, to increase flexibility
and decrease latency, a list of the latest accumulators egmublished, and allow
the service provider to decide which accumulator valuestilteacceptable. Hence,
the service provider may decide to accept proofs with oldeumulators. Finally,
often the issuer can perform the witness updates more effici€L02]. However, in
this case, the user is subject to timing attacks in casessuer and service provider
collude.

Finally, in the VLR strategy, the verifier carries the burden. In the case of id val
credential, the verifier has to perform a computation forg¥tem in the revocation
list. There existVLR schemes [DDDO06] that improve efficiency of the verification;
however, for large scale settings the complexity of the en¢idl show and the memory
load become significant. Batch verification techniques ametimes mentioned
to resolve this problem. Note that in the literature, thexend batch verification
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scheme available that is tuned for the verification that aleméal is not in the
list of the VLR. For VLR, the batch verification should allow the verification of
revocation lists (i.e.noneof the tokens in the list match with the one being verified),
while in the literature the authors often refer to batch figation of the validity of
signatures [BGR98, ZS10], determining whethBrsignatures are valid.

Functional Properties. Table 10.2 gives an overview of some functional properties
of the strategies with respect to the basic scheme withgategion. It illustrates that
there is no straightforward winner. Schemes that scorelglbatter with certain
properties, perform worse on others, and vice versa. Ftaras, it is clear that the
Nym and VE strategies are less privacy friendly. In fact, all otheatggies allow
unlinkability. However, to obtain unlinkability in.L, RL and Acc, the user should
download the entire set of update information, since otisrwiming attacks could
allow to link a transaction with the download of user speciffdate information,
making transactions linkable. Alternatively, a privatéoimation retrieval scheme
may allow the user to download the required data more effigiamhile maintaining
unlinkability. Of course, in large scale settings, with maervice providers and
users, and since the download may be done well before thalamdential show,
the dangers of timing attacks may be negligible.

Table 10.2: Summary of Functional Properties for the Retiogé&schemes Based on
Pseudonymslym, Verifiable EncryptiorlVE, Limited Lifetime LL, Revocation Lists
RL, Accumulatorsicc, and Verifier Local RevocatioWLR (1 = : worse than the basic
credential scheme without revocation).

Nym VE LL RL Acc VLR

Linkability Iz Iz

Latency 2 2

Netw. Conn. u U(SP) U(GSP) SP
Download U/SP)  -/- Al VRN =V ER =V ER N
Global/Local L  G[L] G G G G

The latency for thé L andRL strategy makes them less secure w.r.t. the other schemes.
Note that to decrease communication overhe&d, and VLR can accept a non-
zero latency, by accepting older accumulators, resp. egiat lists. To decrease
latency in the case dfL andRL, the frequency of issuing update information, resp.
revocation lists should be higher than the frequency of kisgpcredentials. This

is computationally expensive, especially in the largeessaitings that we envision.
Nevertheless, bothlL and RL can be useful in environments with lower security
requirements.
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VLR schemes use blacklistindkL and Acc, on the other hand, allow for both black-
and whitelisting. FORL schemes, while a proof of membership may be more efficient
in the case of whitelists, some settings advocate for histckhsed schemes with
possibly more efficient updates. Especially, tradid to revoked credentialgatio
determines which strategy is the better choice. In the cdsea@mulator based
revocation, the difference between white- and blacklstather subtle.

The table further shows that the user is required to be ofdinel, RL andAcc. The
service provider may have to download informationRhr, Acc andVLR. However,
for bothRL andAcc it is possible to avoid downloads. In the caseRaf the service
provider can simply verify the revealed validity time of tsleown signature. If it lies
in an acceptable (small) time interval, it accepts the anddkeshow. Otherwise, it
requires the use of a newer revocation list. In the cas&cofthe user could provide
the signed accumulator to the service provider. Note thatatinount of data to be
downloaded by the user in the casefat and by the service provider in the case
of VLR may be substantial. For somé& R schemes, such as the one of Ateniese
et al. [ASTO02], to obtain high security the revocation lisguires frequent updates,
resulting in even more data traffic.

Combining strategies. As already discussed, the six schemes have different
properties. To maximize the advantage of those propertiedtiple strategies can

be combined in the same credential scheme. For instancepdatable lifetime
may be used in parallel with accumulators. The lifetime maysbfficient in low-
security environments, while a service requiring highusitg may require the same
user to prove membership in the latest accumulator. In ana@kampleNym could

be used for local access control, while another strategyad €or verifying the global
revocation status. In fact all strategies discussed argatibie and only require the
issuer to include the appropriate attributes in the cradent

10.4 Implementation

10.4.1 Implementation Notes

One of the most versatile anonymous credential systemdahi@ito date is the
Identity Mixer library [11]. Some of the schemes (i.¢l, Nym and VE) are
readily available in this Java™-based library. We exterttiedibrary with the other
revocation strategies mention&dFor RL and Acc both a white- and a blacklist
scheme is implemented as well asv&R scheme. More details are given below.

1Lines Of Codex:5250.
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Note that our choice of schemes was restricted by the cryapddgc schemes used in
the Identity Mixer library. For instance, the library does not implement pajsi,
heavily limiting the number of possible schemes. Note thatimplementation was
done respecting the architecture and design of the librargnach as possible. In
fact, all extensions can be optionally activated dependimghe proof specification.
Most of the implementation effort went to the extended psawfthe credential shows.
Except for the declaration and parsing of the appropridtéates in the credential
specifications, there are no major additions to the issuaftike credentials. An
optional <Revocation- element has been added to the proof specification, in which
<VLR>, <Accu> and <RevocationList elements allow to declare the revocation
scheme applied during the credential show.

Similar to the library-calls to the extensions for genergtand verifying proofs
(e.g., inequality and commitments), we added calls to ration extensions (i.e.,
VLR-Prover/\Verifier, Acc-Prover\Verifier and RL-Prover/Verifier), in the Prover and
Verifier class. These handle the revocation scheme specific prodis.ciedential
shows in theldentity Mixer library are implemented as common three-move zero-
knowledge protocols, made non-interactive using the Skamir heuristic [FS87].
We refer to Sect. 2.2.3 for more details. The extensionsheseaédcurity parameters
used in the originaldentity Mixer library for the construction of the proofs.

Signature Lists. The signature lists for both white- and blacklists are inséded
by CL signatures, which are also used in the library. They allopréwe knowledge of
the signature and its attributes, without revealing thenorédver, it allows to prove
relations such as equality of the identifier in the signatumd the identifier in the
credential in the case of whitelists.

For blacklist revocation, an implementation was made basedhe scheme of
Nakanishi et al. [NFHF09]. As mentioned before, the revioratist consists of
an ordered list of revoked identifiers, which are pairwigmed by the revocation
authority together with a list identifier. Additionally, amnused minimum and
maximum identifier is included in the list. For the implemegiun we recover the
inequality provers available in tHelentity Mixer library to build the interval proof
as discussed in Sect. 10.2.2.

CL-Accumulator scheme. Several accumulator based revocation schemes exist.
Animplementation in C++, comparing three of them will beg@eted in the following
chapter. The schemes implemented there, are all whitedigication schemes.
One of the schemes compatible with théentity Mixer library (in Java™) is

the construction by Camenisch et al. [CLO2]. Building ornsthbnstruction Li et

al. [LLX0Q7] extended the scheme with a non-membership pralbéwing the same
accumulator construction to be used for blacklisting ad.vizggith schemes have been
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implemented based on the membership proof in SectBfficient Proof That a
Committed Value Was Accumulategfesented in [CLO2] and the non-membership
proof defined in Protocol 1 in Sect.“Efficient Proof That a Committed Value Was
Not Accumulatedin [LLXO7].

DAA-VLR scheme. Finally, the VLR scheme adopted by the TCG group [BCCO04]
has been implemented. In contrast to what is implementedAMS, in which
the private key is required for revocation, a separate randtentity attributeid

is enclosed in the credential. The latter is then used tooparthe verification.
This allows the issuer to revoke the credential based onidkistity, and does not
require the private key of the credential to be compromigétk protocol presented
in [BCCO04] defines the issuance and proof of an entire DAA gnayus credential.
Our implementation extends the credential show infidentity Mixer library with

the proof of knowledge PK(id) : Ny = {'d A Z er (y)} with id the identity of the user,
and{ a randomly chosen base. The verification of the list of redokaues is then
achieved by verifying thaf'd £ N, for eachid; in the revocation list.

10.4.2 Experiments

This section reports the results of two experiments. Thédxperiment deals with
the issuance and showing of a single credential. The secqmeliment analyzes
the time required for the complex computations as in the dexity analysis (see
Table 10.1). The experiments use the default security patens (i.e. k = 160-bit)
proposed in Appendix A, Table 2 of thirlentity Mixer library specification [11],
and are executed using the J2SE 1.6 HotSpot Client Virtuathif@ on a DELL
Latitude P9600 @ 2.53GHz with 4GB RAM. Note that since mogbegthms are
probabilistic, and random primes in specific ranges are cet} large variations in
timings are possible. To make the measurements as realigtiossible and minimize
overhead caused for instance by class loading, the givetersare averages over a
large number of runs. Moreover, the communication overligadt included.

Table 10.3 presents for each implemented scheme, theitotaféquired to issue and
show a credential, which is independent of the number ofaations. The credential-
show includes the verification of the revocation statusc&iior all schemes issuing
a credential does not require complex calculations wh.Basic scheme (i.e., a
credential show without revocation), issuing a credensiabout the same for most
schemes. A small time difference may be noticed for all bet\pm scheme, caused
by an additional attribute required by the revocation sgggt However, as could be
expected, there is more variance in showing a credentidy. tBatime for a credential
show in theNym andVLR scheme lies close to tHgasic scheme. For these schemes,
the small overhead is caused by the computation and diselo$a pseudonym. Note
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Table 10.3: Timing Analysis (in ms) for Issuing and Showin&iagle Credential
(average over 200 rounds).

(insec.) Issued Showm

Basic 25 0.8 =
Nym 25 0.9  »
VLR 2.6 10 .
Accp 2.6 35 -
Accy 2.6 38 o
LL 2.6 42 B
RL,, 2.6 18 B
RLy, 2.6 8.6 e
VE 2.6 160 I:I_
0 10 20
Configuration
Language : Java™
Virtual Machine :  J2SE 1.6 HotSpot Client
OsS: Windows 7(64)
Processor : DELL Latitude P9600 @ 2.53GHz with 4GB RAM

that in VLR this pseudonym is randomized. For the whitelist baBég scheme,
the time is doubled w.r.t. thBasic scheme. Here, showing a credential implies two
proofs, namely one proof for proving the knowledge of a creidé and an additional
proof for proving the knowledge of a signature from the retam list, with the same
identifier as in the credential. The overhead for the cradestiow in the white- and
blacklist accumulator based schemes, is induced by the leempembership, resp.
non-membership proof. A more detailed analysis may be fannie next chapter.
It is a bit surprising that showing a credential in the scheme takes even more
time. The reason for this is that the scheme (as implementéetidentity Mixer
library) requires an expensive range proof to show thattbéeantial’'s expiration time,
is larger than or equal to the current time. This way the eptietiegy is very flexible,
as not all users have to update as frequently as others. Hoyilghe lifetime attribute
in credentials is synchronized and the same for all credisnit is possible to simply
disclose the lifetime value. As such, the credential shdwgabout as much time as
in the case of th®asic scheme. Similarly, showing a credential in tRe, scheme
requires an additional signature proof and two range prodise signature proof,
proves knowledge of a signature in the revocation list ardringe proofs prove
that the identifier in the credential lies between the reddkentifiers in the proved
signature. The worst scheme is the one based on verifiablginn. This scheme
may not be practical for revocation. Moreover, this reshitives that using verifiable
encryption foranonymity revocatioimplies a very large overhead as well. Note that
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Table 10.4: Time Analysis (in seconds) of the Most Complexn@otations for the
Implemented Revocation Schemes, Corresponding to Ousi@itation.

(sec.) Issuer User Verifier

LL 1.4+#0

RLy 1.31x#0

RL, 1.50%#R

Accp 0.16 002+ Ar+ 0% #J

Accy 0.16 002x AR+ 0x#J

VLR 0.003«#R
#J: average number of members R# number of revocations
Ar: revoked members (since last update) J: # number of joined members

Configuration

Language : Java™

Virtual Machine :  J2SE 1.6 HotSpot Client

OsS: Windows 7(64)

Processor : DELL Latitude P9600 @ 2.53GHz with 4GB RAM

the measurement of 16s contains both the building and vegifhe proof, but also
the encryption and decryption.

In the second experiment, summarized in Table 10.4, the comsplex computations
as discussed in Sect. 10.3 have been verified in practicee 8ie total amount of valid
users, in our setting will be much larger than the numberwéked users, it is clear
thatLL andRL,, require a lot of computations by the issuer. Herilg, might be more
interesting. However, as noted in the previous experingimwing a credential in the
RLy, scheme is expensive, and may seem impractical. The accuumbesed schemes
have practically no overhead at the issuer's side. Howdvweipre showing his
credential, a user has to update his witness. The witnessteipakes approximately
20ms per revoked credential, since the previous updatetafedsbefore, it is possible
to avoid witness updates as a result of the joining of newenrgdls. If it is possible to
let the user have frequent witness updates, then this cadiibespread over time and
may be acceptable for some applications. FinallyMh& solution shows that it only
takes approximately 3ms per revoked credential, to ven@énmalidity of a credential.
The VLR scheme could be practical if the number of revocations cakepelimited,
for instance combined withL, and the verification is optimized. The only drawback
is that efficientVLR schemes often do not allow for backward unlinkability, higav
limiting their use.

For the Belgian elD card,there are about ten million users, and about 375,000

2Results obtained from http://godot.be/eidgraphs.
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revocations a year. Applying the schemes to this large-scale setting, we hage th
following results.

Generating update information in thé scheme would take about 160 days. For the
RL, scheme with 375,000 revocations, it takes about 6.5 dayite tie accumulator
based scheme takes about two hours. Similarly, forMhB scheme, verifying a
credential show takes 18 minutes.

Although great improvements can be reached by faster ingai¢ations and proces-
sors, these numbers show that for large scale setting®LthelL andVLR schemes
are impractical. For the accumulator, an implementatioG++ of the accumulator
takes for a single witness update onlp fins (see next chapter), instead of 20ms in
Java™ in which thddentity Mixer library is implemented, resulting in a withess
update of only about 10 minutes.

10.5 Conclusion

In this chapter, we classified existing revocation straedor anonymous credential
systems into six categories. The analysis shows that tlserm istraightforward
winner, and the effectiveness and efficiency of a specifatey heavily relies on the
setting in which the mechanism is used. To maximize the egbility of anonymous
credentials, only a combination of multiple strategies mpeyvide some relieve.

Currently, for large-scale deployment, accumulator basedcation schemes provide
relatively better features than the other schemes. Accatong may be practical when
using an improved revocation strategy (i.e., the numbeewadeations< < 375,000),
and possibly combined with witness updates performed bistuer in case there are
too many witness updates (e.g., no updates since a year).

In the implementation and comparison presented here, weséatcon schemes that
are suitable within th&dentity Mixer library. In the following chapter, we analyze

a number of accumulator based revocation schemes, witheuestrictions put forth

by theIdentity Mixer library. For instance, revocation schemes based on pairing
based cryptography, may be better alternatives.

SWe have to note though that the certificates of youngsterskislin Belgium are automatically
revoked, giving an incorrect image of the number of actusbeetions resulting from lost or stolen
credentials. Moreover, Belgian citizens may opt to revdiartdigital certificates themselves.






Chapter 11

Analysis of
Accumulator-based
Revocation Mechanisms

In the previous chapter, we analyzed a number of revocatiberees applicable in
theIdentity Mixer library. The result was that accumulator based schemes may b
the only practical strategy for large-scale settings,roffgthe highest security (i.e., a
minimal latency between revocation and accepting the rdakedential as genuine).

A cryptographic accumulateffirst introduced by Benaloh and de Mare [BdM94], is
a construction that allows the accumulation of a number @feints into one value.
The size of this value is independent of the number of elesnieebrporated. For
each accumulated element, there is a witness that allowsotce ghat the element
is contained in the accumulator. It must be infeasible, far adversary, to find a
membership witness for an element that is not included iaticemulator. Camenisch
and Lysyanskaya [CL0OZ2] further extended this notiordymamicaccumulators. In
dynamic accumulators adding and removing values and upgdiatilividual withesses
can be done dynamically [CLO2]. Finally, Li et al. [LLXO07] fieed the notion of
dynamic universahccumulators, allowing for both proving that an elemenbisis
not accumulated. It must be computationally infeasiblentd & membership witness
for a value that was included in the accumulator or to find am@mbership witness
for a value that was accumulated.

When applied to the revocation of anonymous credentialsyreamic accumulator
can be used aswhite-list accumulating only unrevoked credentials. Hence, proving
that a credential was not revoked, requires a proof of meshiger Similarly,black-

119
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list revocation can be implemented using a universal accumuledataining only
revoked credentials. In this case proving a genuine crédeatjuires a proof of non-
membership.

In this chapter we evaluate and compare three accumuldtensas for the revocation
of anonymous credentials based on white-listing: the seh@mposed by Camenisch
and Lysyanskay&L, [CLO2]; the scheme due to Nguydrm [NguO5a]; and the
construction due to Camenisch, Kohlweiss and Sori€hi® [CKS09]. We compare
their computational and storage performance and discesssthitability for massive
deployment (e.g., in a national elD infrastructure).

11.1 Accumulator Schemes

This section briefly discusses the schemes in [CLO2, Ngu@¥&09] (i.e., CL,
LN and CKS) and summarizes their properties. We give a common interfac
accumulator based revocation of anonymous credentiatslb@sthese systems. For
a more detailed discussion, we refer to the original papers.

The common interface defines the protocols required for gggiog anonymous
credentials with accumulator-based revocation. The sekemmder evaluation all
specify these protocols, hence, we did not modify the pa®m any major way.
We do, however, implement a common book-keeping approatid#viates slightly
from the one given in the referred papers. An archive tablecords the history of
the accumulator and allows to derive the list of added andkew elementsl(, resp.

L) at a given time.

The entities participating in the protocols are: the regt&in servelP, responsible
for the creation and revocation of credentials; the Wseghe owner of an anonymous
credential; and the verifiaf. The verifier checks the revocation status of the user with
the help of a zero knowledge proaiithenticate). In the schemes below, we use the
notation presented in Sect. 2.1.

IP: (pkp,accH = 0,skp) « setup(1¥,N)
is a probabilistic key generation algorithm that is exeduby the issuer. It
initializes the environment for the credential scheme faiiveen security levek.
The second input is the capacity of the accumulator.e., the maximum number
of elements that can be accumulated. The publiciigy also fixes the sex of all
elements that can be accumulated (Wih= N). accis the initial cryptographic
accumulator. The histoy, is initially empty.

U S IP: (acd,H’;credy;-) < issueCred(acc H,pkp;-;skp)
is a probabilistic interactive algorithm run by the issuad a user. The issuer issues
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the credentiatred, to the user and adds the credential’s identifigr € X to the
accumulatomcc The credential includes witness informatiaitc and a private
key, that is unknown to the issuer. Only the issuer can addanedentials, as the
secret keyskp is required for issuing. The new histodf = HU {{idc,“add”)} is
updated accordingly.

IP: (acc,H’) « revokeCred(acc H, pkp,skp,idc)
is a probabilistic algorithm that is executed by the issoerevoke the credential
idc. The new history becomés’ = H U {(idc,“delete”)}.

U : (witc’) + updateWit(acc,H’, pkip, witc)
is a deterministic algorithm, usually executed by the ubat updates the witness
to correspond with the latest accumulator vadiee. However, as no secret data is
required, this protocol can be performed by another, pbssifitrusted, entity. The
duration of witness updates depends on the number of eleradded or revoked
since the last witness update. The latter can be inferred flee book-keeping
informationH.

U : (boolearn) < verify(acc pkp, idc, witc)
is a deterministic algorithm to verify thadc is indeed accumulated acc based
on the up-to-date witness informatiwitc.

U — V: (boolean « authenticate(acc pkp,credy)
is a two-party non-interactive zero-knowledge proof peotdhat allows the user to
prove to the verifier, thatred, is a valid credential (i.e., genuine and not revoked).

Next, we describe the construction of the accumulator, fowpdate a witness and
how it is combined with a credential scheme for tle, LN and CKS scheme. For

the latter, the proofs of knowledge are all compiled into tiegation introduced by

Camenisch and Stadler [CS97].

11.1.1 CL Scheme

Camenisch and Lysyanskaya [CL0O2] were the first to introdaeaccumulator
scheme for the revocation of anonymous credentials. Thensehextends the
collision-resistant accumulator defined by Baric and Pfitaimbased on thstrong
RSAassumption (see Definition 3 in Sect. 2.1.3), allowing dyitanpdates of the
accumulated set. The core of the accumulator uses a cormmpodiér group with an
RSA modulus and is constructed as follows:
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Accu :
Mid
acc=ui (11.2)
Witness :
b id
Wit = wite, 77 -ac@ with 1=a-idc+b- [] id; (11.2)
idieAr
verify :
acc= witclc | . (11.3)

with u €r QR,, the group of quadratic residues modulcan RSA modulusidc the
credential’s accumulated valueitc the corresponding witness; aAd and/, the list
of added, resp. revoked ids since previous update.

Equations (11.1) and (11.3) show the construction of themecdtator. It is clear that
finding a witness for aid not accumulated, comes down to finding tteth root of
accand is hard for a sufficiently largd, without knowledge of the factorization of
n. Next, Egn. (11.2) shows how to update a witness after a nuofbeevocations
A, and addition®\,. It is clear for additions, that the time required for updgta
witness grows linearly. In the case of revocations usingetttended GCD algorithm,
it is simple to comput@ andb. However,|a] will grow with a growing number of
revocations, resulting again in a linear growth.

Finally, Eqn. (11.3) allows the user to verify thaitc is the corresponding witness
for idc in accumulatoracc Nevertheless, when applying the accumulator for
authentication, the latter proof will have to be performeaéro knowledge, without
revealing the actual value @fitc andidc.

The authors applied the accumulator scheme to the idergdsoe scheme due to
Ateniese et al. [ACJTO00]. Later on, the efficiency of the poml has been further
improved. One of these schemes, based on the so-&REACL-signatures [CLO3],
is used in the credential scheme proposed in [BCLO6]. Thiemse, that is also
used in theldentity Mixer library, can be easily combined with the proof that a
committed value has been accumulated, using Pedersen tmemts. This proof
was also mentioned in the paper [CLO2]. For the Pederssemdoments, we use
a multiplicative groupZg, with a large subgroup of prime order(see Sect. 2.1).
In the following, we will apply a combination, of the accuratdr scheme with
the CL-credential scheme, in which we integrate the accumulatddevdc as an
attribute of the credential and release a commitment totthiewte. A credential is a
signature from the issuer on the master secret and a cratidetitifier: (o, e, v, atts=

{msidc})withg= creh"hg"shildc andidc chosen by the issuer from a predefined range.
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The prover and verifier carry out the following signature obWledge that aCL-
credential is genuine and not revoked:

SPK{(I7H7G7K7w7B7y7£7Z7n75):

g=+CLh*n{h§ (11.4a)
A Cige = g"h¥ mod g A g = (%)W mod q (11.4b)
A M0 € {0, 1}Im+|¢+|H+2 A e— 2lefl c {0, 1}|é+|¢+|H+2 (114C)
1
A G =gigs A Gae =0fd] A acc= Gl )P (11.4d)
Al1=C® (i)‘s(i)ﬁ A @ € [-B2XHK'+2 pokik'+2) (11.4e)
gi” O
H(ny),
with public valuesh eg QR, andg, 91,92, ho,h1 €r (h); 9,5 €r Zg and commitments

Cige = g9ch" mod q; Co = 0GY; Ciae = guCdy; Cuir = Witcg(?; Cr = g2g with
ro,M,r2,13 €R Z|n/4) andr €r Zp

The proof (11.4a) proves knowledge of a valid credentialjlevlill1.4b), proves
knowledge of a commitment to the accumulated vatlge It also proves thadc is
not equal to one and that the secrets are in the correct r&ug€X1.4c)). The proofs
in (11.4d) and (11.4e) prove that the committed vatlgg has been accumulated in
acg and that the accumulated value is in the correct range. fAlstestep guide for
implementing the above proof can be found in [CLO2].

Note that a more efficient solution is to use the prigpavhich is part of theCL-
credential. In that case, the Pedersen commitrdgptand proof that the prime is
of the correct form can be left out, as this is already ensdriethg issuance. This
solution, with a slight modification of the credential sitpr@ has been presented
in [CGO05]. Though the latter scheme will allow a more effi¢iproof of knowledge,
the computationally expensive parts (i.e., withess ugadee the same for both
schemes.

11.1.2 LN Scheme

Nguyen [NguO5a], was the first to use bilinear maps to implene dynamic
accumulator for revocation. The security of the accumuletdased on thg-SDH
assumption, witlg an upper-bound on the number of elements to be accumulatted. T
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scheme employs a symmetric bilinear mapG, x G1 — Gt with G; andGt both
groups of prime ordep.*

Accu :
s_|‘|(idi+sk-,a)
acc=u i (11.5)
Witness :
wite; = witc{;“acq_;  (add) (11.6a)
i 1/(idi—idc)
. Witci_1
tcr=( —— k 11.6b
witcy < acq > (revoke) ( )
verify :
e(u,acq) = e(pk au'%e witc), (11.7)

with u €r G4, credential IDidc €r Zp andwitc its corresponding witness, the issuer’s
accumulator secresk 5 €r Zp With pk o = usk.a and randons eg Zp.

As in the previous scheme equations (11.5) and (11.7) shawtbaconstruct the
accumulator and verify the correctness of a witness cooredipg to a specific identity.
Equations (11.6a) and (11.6b) show how to update the witwégsat a timet, after
a single join, resp. revocation af; at a timet — 1, without the knowledge of the
issuer’s secresk . For multiple additions or revocations, these calculatiane
repeated iteratively. Note that this requires a clear beekkng of all accumulator
values, witness values aidjs.

The credential scheme, used by the authors, is based on dghatiwie scheme
due to Boneh and Boyen [BBS04], resulting in a signatigeidc, mg with o =
(hoh™s)Y/(idc+sks) hy h generators ofs1, master secrehseg Zp, accumulated value
idc and issuer’s secrek s. This scheme is proved secure [NSNO4] undergeDH
assumption [BBS04].

Lin the original paper, the group operations were expressiag) the additive notation.
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The proof of knowledge of a genuine unrevoked credentialeiied as follows:

SPK{(a,B,v,5,&,{,0,y,n):

Enlh. @

E=g? A G =gfgh? A 1= 992 (11.8a)
e(pkf,svca) o e(hah)ae(hv hl)ee(pK',Sv hl)B

N b = o (11.8b)

A o

A - 11.8
e(N,Co) _ e(h,hy)P (11.80)
e(Pkr.a,Cwit) _ e(u, h1)<e(pk a, hy)Y (11.84)

e(u,aco) e(u,Cuit)¥
Hm),

with public datepk: s = h%s; © = e(g,g)%; pk a = §52 andg, g1, 92, U, h,ho, . €r
G1, commitmentsCy = o', Cyit = Witch2; Cr = gi'g;?hi"; E = g ;A =
e(h,0)@" with r; €r Zp and the issuer’s signing secisk s, its opening secregk o
and accumulator secrsk 5.

Equations (11.8a) to (11.8c) prove knowledge of a valid entidl, while (11.8d)

proves that the credential has been accumulatedaiotohence, not revoked. Note
that the proof of knowledge, as presented above, is theatede&ersion as in the full
version of the paper [NguO5b].

11.1.3 CKS Scheme

A more recent scheme implementing dynamic accumulators pvaposed by
Camenisch, Kohlweiss and Soriente [CKS09]. Similar toltNescheme, this scheme
uses a bilinear map: G1 x G; — G1. However, the construction of the accumulator
is different and is based on another assumptionntB#HE assumption. Additionally,
then-HSDHEassumption is required for the proof that a hidden valuedésiailated.
The accumulator is constructed as follows:

Accu :

acc= |;|(9N+1—idi) (11.9)
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Witness : (witc, oc,Uc)

O — gt/ (Ha+/%0) (11.10a)
uc = u’* (11.10b)
ididc
y |'|A (ON+1—id;+idc)
. . 10i€Qa
Witcy = Witc—1 - 15— (11.10c)
M (ON+1-idi+ide)
idieAr
verify :
e(0ig,.,acc .
2 e(Gide ) e(pk aGide, Ic) 2 e(9,9), (11.112)

~ e(g,witc)

with id; € [1..N], g a generator of the grou@;, N, the capacity of the accumulator
such thatX =[g; = ng,...,gN = gVN], state informatior{gs,...,ON,dN+2, - - -, O2N]s
issuer’s secretk , and corresponding public kegk: 4 = g2 and the setd, andA,

of accumulated, resp. revoked values.

Here, contrary to the schemes above, the elements acceth@st group elements
and the accumulator is a product of those (11.9). Updatiegwitiness, based on
state information, only requires a number of multiplicaso(11.10c). A property
of accumulators is that it is infeasible to compute a witnEssan element not
accumulated. Therefore, the scheme uses a signagutdence, to compute a witness
for a revoked element, the adversary would need to compugmatsre forgery.

The credential scheme presented in the paper originatestfie same Boneh and
Boyen signatures as theN scheme, that was further modified by Camenisch et
al. [CLO4] for the issuance of anonymous credentials anggnaecure in [ASMO06]
under theq-SDH assumption. We obtain a credentiadld, o,c,m9 with o =
(Giachoh 'Y/ (€+sk.s) with ho,hy generators ofs1, master secrems issuer's secret
sk s, random numbet, and the accumulated valgg,..
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To prove knowledge of a valid unrevoked credential the foifg signature proof of
knowledge is performed:

SPK{(a,B,y,0.£,{,0,4,n,p,X,w,1) :

C =h%hf A 1=C'h~*h¢ (11.12a)

S s = e(Cou (R el ph ) Ce(f) Ce(huh) 7
(11.12b)

p G2 _ h acove(1/g,R)P (11.12¢)
e(9,Cuit)z ’ ’

A G =g%h® A 1=Cfg*h™' (11.12d)

.Ca e o

A % — e(pkoCi,F)Pe(f, ) Xe(h, Coc)¥ (11.12¢)
ehoCLh) oy s
SN (R h)Ye(1/g, 11.12f

H(ny),

with h,h er G1; C; = hrhopen C,= G'theret:C, = gh'; G = Gih'; Cyit = Witcﬁr’;CaC =
Gcﬁ’”;OUC =Uch™ andr,r,,openoper,r’.r”.r"” eg Zq

Equations (11.12a) and (11.12b) prove knowledge of a genaiadential, while

(11.12c) down to (11.12f) extends the proof with a proof thatcredential has been
accumulated, thus, not revoked. In fact, the latter eqoatimplement a proof of

knowledge of the signatura:

11.2 Implementation

Various protocols are used to prove knowledge of a valid emédl. Most of the

papers use the notation introduced by Camenisch and S{@&#67]. Nevertheless,
the implementation of these schemes was not straightfdnwaie had to deal with
many details and small differences: e.g., some schemes gisrip of known order,
others of hidden order; interactive versus non-interagtikoofs of knowledge; the
length of random values and nonces. In the implementatieptoofs of knowledge
were made non-interactive using the SHA-2 hash functioter&etive proofs can be
converted to non-interactive ones, using the Fiat Shaniristic [FS87].
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For the anonymous credential schemes, only the requirethmairset of attributes

are added to the credentials (i.e., the master secret)., Thei®verhead in storage
and computation, resulting from additional attributes edded in the anonymous
credential, is not reflected in the results. Likewise, faeractive protocols, the
communication overhead is not considered.

To compare the schemes discussed above, they are all imptiedria C++2 We refer
to Appendix A.3 for more details on the implementation andfiguration.

11.3 Results

This section reports the results of three experiments. Thege analysis deals
with the size of key-material in the scheme. The computaticomplexity analysis
illustrates the complexity of the protocols and the timimglgsis validates the results
of the complexity analysis by measuring the actual promcol

11.3.1 Storage Analysis

For each of the implementations, Table 11.1 summarizesitr@zes of the private
and public key of the issuer, one credential, and the accatmul Additionally, the

size of one accumulated value is listed. Pairings geneadlityv better results with

respect to the size of cryptographic keys than other schefitas is reflected in the
paper of Nguyen [NguO5a]. However, as can be seen in Tablg e difference

is less extreme than the paper suggests. SinceRbéd.ibrary does not provide the
pairing proposed in Nguyen’s paper, another type of paiwiag used, resulting in a
larger subgroufis.

A more important observation is the that public key of theigsspkp) in the CKS
scheme contains state information that depends on the ibppfthe accumulator.
Even if this information can be omitted for most of the pratiss it is required to
make witness updates. This will have an impact on how thismehis used in practice.
In the case of massive deployment, for instance, witnesatepdvill require special
purpose update servers.

Finally, the elements accumulated in e andLN scheme are exponents, while in
the CKS scheme they are group elements. This has an impact on therimeptation
of the credential scheme as it makes the proof of credentiaécship more expensive
for the CKS scheme, as the credential needs to be extended to bind thig glement
to the other credential attributes.

2Lines Of Codex7500.
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Table 11.1: Bit-sizes of the Private and Public Key of theiéssthe User’s Credential,
the Accumulator and a Single Element for the Three Accumulathemes.

skp pkip credy acc ik
CL In Th+lp+3ly  2h+k+Iv+1p |y lig
2048 19,730 7719 2048 160
LN 3l; 16lg+ 1 6lg+ 2, 2q Iy
576 16,576 6528 2048 192
CKS  3lr  (16+4N)lg+I; 10g+ 2, 2q 2q
576 16,576+4098k 10,624 2048 2048

Ni:  maximum number of elements accumulated k:  security parameter (160)

In:  size of the RSA modulus (2048) lp:  size of prime order subgroup (498)
ly:  size of the commitment group modulus (1632)l,:  size ofv values in the certificate (2965)
lq:  size of the field used for the pairing (2048) I;: order of the pairing (192)

11.3.2 Computational Complexity Analysis

Table 11.2 presents the most computationally expensiveatipas. As shown in the
table, the complexity of theitness updaterotocol significantly differs for the three
schemes. As each call efithenticate requires an up-to-date witness, the efficiency
of witness updates is very important.

The CL scheme only requires one exponentiation for newly accutedlalements,
and one for newly revoked elements. However, as the sizeeaponents is growing
linearly with the number of accumulated, respectively kawelements (i.eNj - lig;,
resp.N: - lig,), the performance decreases considerably (see Timingysisal The
LN scheme, on the other hand, requires an exponentiation fas&ibG, for every
element accumulatedN§) or revoked N;), since the last witness update. Updating a
witness is more efficient in thEKS scheme, as the most expensive operations are a
number of multiplications linear in the number of accumedband revoked elements.
Moreover, the scheme requires less expensive operatiogimgdhe issuance of the
credential. However, proving knowledge of a valid credaméquires slightly more
exponentiations and pairings than in the other schemes.iJbecausglc is a group
element. The credential proof of possession needs to badedeo show that this
group element is bound to the other credential attributesllly, the table reveals that
optimizations of theauthenticate protocol are possible, especially in thH scheme,

in which twelve pairing operations can be precomputed asdbenot alter during the
lifetime of the credential. Unfortunately, this requiresma storage space. Thus, a
balance must be found between storage space and procefsiegey.
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Table 11.2: The Most Expensive Operations (i.e., expoagatis, pairings,
multiplications) for the Protocols in the Credential Scleerwith A; the Number
of Accumulated and Revoked Values. The Numbers BetweenkBradenote
Operations That Can Be Precalculated.

CL LN CKS
Zn G & ey /e, G G e(xy)
issueCred 18 17 5 10 2
Receiver 10 8 5 4 2
Issuer 8 9 6
revokeCred 1 1 1
updateWit 1+1 M A +1
verify 1 1 2 2
authenticate 52[+2] 25 24 9[+12 31 28 24+4)
Prover 25 [+2] 14 10 3[+5] 19 12 9[+2]
Verifier 27 11 14 6 [+7] 12 16 15[+2]

11.3.3 Timing Analysis

Table 11.3 shows the results of the experiments for all tlwtopols in the three
schemes. The results are averaged over 200 test-runs itamalator scheme with
a maximum capacity of 2500 elements. The witness updatdtseme presented
separately.

The results clearly reflect the analysis of the computationmplexity. The setup

of the CL scheme takes substantially more time than the schemes b#ingar
pairings. CL requires the generation of an RSA-modulus as a product ofsafe
primes, which is dominating the setup. Note that the setuth@CL scheme takes
on average b minutes, while the same algorithm takes aboi&n@nutes in the
Identity Mixer library (which was implemented in Java™). The setup timehef t
CKS scheme, however, includes the creation of state informatitich is computed

by a large number of exponentiations (twice the capacityhefaccumulator). For
accumulators with a large capacity, this may take a substantial amount of the
initialization time. Another interesting fact, not showm the table, is that for the
CL scheme, the generation of the primtakes about A3 of the time needed for the
issueCred protocol. For authentication, tHél. scheme scores best. Nevertheless, an
implementation of the€cG scheme [CGO05] shows an even better performance, with
only 127ms in total for an authentication. This is due to aenefficient proof of
knowledge of the accumulated value. In {Ble scheme presented here, the proof of
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Table 11.3: Performance Results for the Three Schemes fialittation of the
Scheme ifitScheme), Issuing a CredentialigsueCred), Revoking a Credential
(revokeCred), Verifying the Correctness of the Accumulatee(ify) and Showing a
Credential §uthenticate). TheissueCred andauthenticate Protocols Have Also Been
Measured for Each Party Separately.

(ms) CLo INm CKS =
initScheme 97s 1,26s 1,26s
+N;.4ms
issueCred 617 365 219 I—
—
Receiver 274 230 110 [E—
]
Issuer 343 135 109 ]
-
revokeCred 23 14 Q09 ?
verify 1,90 130 93  mmm
]
authenticate 684 754 938 —
]
Prover 389 346 448 [—
E—
Verifier 296 408 490 [E—
EE—
6 2‘50 560 7%0 1006
Configuration

Language: C++

Compiler:  Cygwin C++

OS: Windows 7(64)

Processor: DELL Latitude P9600 @ 2.53GHz with 4GB RAM

knowledge is a combination of @L signature with the proof that a committed value
included in theCL signature is accumulated, while in tA& scheme the accumulated
prime is also the prime used in the credential signaturdtiegun a simplified and
efficient proof of knowledge.

Fig. 11.1 shows the time required for updating a witnesseddimg on the number
of elements (from 1 up to 10,000) that have been revoked shecprevious withess
update. It clearly shows the linear relation with respecthi® number of revoked
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elements. Similar results are found when elements are addbd accumulator. The
figure reveals that thEKS scheme clearly outperforms the others. Nevertheless, the
CL andLN scheme may still be useful in specific settings.

50

—— LN
--- cCL
40 |- n CKS
D 30 B
c
3=
ISl
= 20 - -
[a) YL
e v’
10 |- e -
0 - .
| | | | |

0 2000 4000 6000 8000 10000

Number of revoked credentials

Figure 11.1: Performance Results for Witness Updates watspBct To The Number
of Revoked Credentials, Shown Graphically.

11.4 Discussion

11.4.1 Current Bottlenecks

As the three schemes are based on different security assmspa straightforward
comparison is difficult. While th€L scheme is based on teong RSAssumption,
both CKS andLN schemes are based on #pSDHassumption. However, theksS
accumulator scheme requires two additional assumptitves1-DHE andn-HSDHE
assumption. According to [Che06], tlieSDH assumption is a weaker assumption
than then-DHE assumption. As a result, théKS scheme could have a weaker
security than thé&N scheme. Additionally, the efficiency of the pairing basestams
(i.e., LN and CKS) strongly depends on the efficiency of the selected pairimtyits
implementation.

When we analyze the signatures, we can observe thathand CKS signature
schemes have a similar construction. The most importaigrdiice is that in th€KS
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version, the accumulated value is added as a group elembihe, iwtheLN scheme
it is an exponent. As a consequence, showilfik& credential requires the proof of
a group element. This makes the proof of knowledge (inatithenticate protocol)
more complicated than tHeN version. Nevertheless, thd. scheme outperforms the
others for this protocol.

The benefits and drawbacks of the individual schemes arelcldsstinct. The
construction of the accumulator is important, with a majopact on thaipdateWit
protocol. On the other hand, the efficiencyisfueCred and authenticate heavily
depends on the design of the credential scheme accompatheéngccumulator
scheme. Table 11.4 summarizes the most important botksrméehe schemes.

Table 11.4: Bottlenecksi(:) and Benefits (=) of the Schemes for Each Protocol
Separately.

CL LN CKS
initScheme I 2 safe prime generation ‘s I 2 state info
issueCred I = prime generation (4=}
updateWit I = exponentiations 1’5 (I 2 size of state infp
authenticate I'= I 2 exp’s + pairings

As for efficiency in time and processing, tie, LN andCKS schemes are comparable,
with CL scoring the best on thauthenticate protocol. However, th&N scheme is
faster at the prover side for the same protocol with smatkedentials.

Though still acceptable for most practical applicatiohe,GKS scheme is the slowest
for proving a valid credential. On the other hand, this schetearly outperforms
the others with respect to witness updates: it is the onlgmehthat is practical
for massive deployment. It is about 180 times faster thanLffiescheme, and 22
times faster than th€L scheme. Yet, there is a snag in it. For witness updates, the
CKS scheme requires state information, the size of which isalife the capacity of
the accumulator. For instance, with the configuration abaweaccumulator for 10
million elements, requires aboutGB of storage. However, since the update of the
witness does not require any secret information, specigigae (possibly untrusted)
services may perform the update remotely. With respecbrage, the credentials are
comparable in size, with thieN-credential the smallest with only 6528 bits (i.e., 816
bytes).

Large versus small scale environments. The scheme that will be selected
depends on the characteristics of the application. In sseale environments with a
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limited number of revocations or additions, the efficientihe authenticate protocol

may be more important than the efficiency of tinedateWit protocol. However,
an important reason for doing this experiment is to expldre applicability of

this technology for the use with an electronic identity cétD) in a nationwide
environment. Similar to the previous chapter, we compaith Wie Belgian elD

for which the accumulator size should contain about 10 amllements with about
375,000 revocations a year. As noted before, this large eurabrevocations is
largely due to architectural decisions in the Belgian elfpastructure.

Suppose in an ’'extreme’ case, the elD card is used only onceag Yhis is a
valid assumption as a recent survey on the use of the Beld@nrecorporate
environmentdreveals that 56% of the respondenes/erused it. If we can make an
interpolation, this would mean that in the best case (ijdate time grows linearly)
an update of 375,000 revoked elements takes about 0.5 mjnuseng the fastest
update schemeCKS) and 10 minutes with th€L scheme. While the former may
be acceptable in applications such as elD authenticatieratter certainly is not. In
the example, we only take the revocations into account, @asaticumulator can be
precalculated (selereissuance-Accumulatidrelow).

11.4.2 Practical Solutions

Together with improving the efficiency of the protocols, sonelevant application-
level optimizations can render the schemes practical:

Preissuance-Accumulation. During the introduction of an electronic identity
infrastructure, many users are added to the accumulatoredice the number of
updates, the accumulator could be precomputed. This méahevery required
element is added to the accumulator and stored securelyehbiggber, together with
its respective witness.

The CL scheme does not require this precomputation. As alreadygmbbut by the
authors [CLOZ2], the witness can simply be calculated froendlrrent accumulator by
calculating theidykth root of the accumulator, withdy the new 'accumulated’ value.
This is possible when the factorization of the modulus isvkmo

Delegation of witness updates. To make theCKS scheme practical without loss
of privacy, the witness update should be performed by sppai@ose update servers.
This same strategy may be useful for the other schemes as Wwell instance, a
resource constrained device, such as a smart card, caratietbg calculation to a
more resourceful host.

3SAP Survey: Belgen verdeeld over gebruik van elD op het wgept. 2009 by Indigov).
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11.5 Conclusion

Similar to the previous chapter, these experiments do reltlya straightforward
winner. The revocation of anonymous credentials takes aiderable share in the
efficiency of the overall system.

The efficiency of withess updates is an important propertgéoumulator based
revocation systems, and becomes critical in applicatioitis & substantial amount
of revocations or additions. The construction of the acdatouhas a major impact
on the efficiency of the update. Nevertheless, the witnedsteps also affected by
the design of the credential scheme accompanying the adatonscheme.

Moreover, the computations for proving a valid credentifieio get a substantial
overhead due to the additional proofs of knowledge requicedoroving that the
credential was indeed accumulated. Therefore, althowghdbumulators can be used
as a building block for anonymous credentials, care musakentwhen combining it
with an actual credential scheme.






Chapter 12

Evaluation

The practicality and applicability of anonymous creddrstidemes in real-life settings
are an on-going discussion and important aspects requiresftanalysis. Specifically,
a proper solution for practical revocations is still miggin In this part of the

dissertation, we analyze a number of revocation mechanigsn@der to provide a

better view on the current state of the art and to be able toelehime guidelines on
which mechanisms should be used in a particular setting.

12.1 Revocation — Observations

12.1.1 Crypto Primitives

Groups. Protocols using RSA based groups are often easier to implgmasing
simple primitives. Pairing (i.e., bilinear map) based ¢ogwaphy, on the other hand,
is a relatively young area of cryptography that in contraghie RSA based groups,
requires more complex primitives. A straightforward comgan of RSA and pairing
based cryptosystems is not possible.

For the protocols using bilinear maps, we useRBe library [17] (in C++), which

is one of the few currently available. For Java™ it is evenemmrmbersome. Only
very recently a Java™ library [14] implementing bilinearpaahas been published.
Actually, it is ported from th@BC library. Currently, implementing bilinear maps on a
standard Java Card is even more challenging, if not implesditence, using pairings
for card-based electronic identities is difficult.

137
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Security. All schemes are proved secure with similar properties. Hewehose

proofs are based on a broad range of assumptions, that guefridy hard to compare.
This also implies that selecting concrete system parasétet offer an equivalent
security level can be very challenging. Analogously, atsadtual implementations,
finding comparable system parameters based on a specifidtgguarameter is a
research topic by itself.

Implementation. As expected, Java™, as used for the implementation of the
Identity Mixer library, is substantially slower than the same protocolgten

in C++. For instance, the santd accumulator scheme was implemented in both
Java™ and C++ in Chapter 10, resp. , 11. In the former, showiagedential takes
approximately 38s, while the latter only takes abouf7@ with the same security
parameters and test environment. Moreover, for the Javapfementation, the
implementation of the virtual machine is also important.r Fstance, running the
show protocol partially on an Android mobile device onlyeakd9s (see Sect. 7.1).
The main reason for this is that the Dalvik virtual machineAimdroid implements
theBIGINTEGER class in native code, while the Java™ virtual machine imglets it
entirely in Java™ managed code.

12.1.2 Strategies

For revocation, based on the payload of the parties, weifizhthree classes: in a

first class, comprisinyLR-based schemes, tiwerifier has to check the revocation
status during a credential show; the second class commrisehemes in which the

issuergets the overhead through the generation of credentiategpdice., credentials

with a limited lifetimeLL) or revocation list®kL; and finally the third class comprises
the accumulator based schenfes, in which theuserhas to update his credential.
Each of these strategies have different properties. We mesept the most important
observations.

Credential Updates. LL, Acc andRL based schemes all require updates, be it
of the credential, withesses or the revocation list. WhileandRL based schemes
require the user to only download a small message, accuonidased schemes also
require the user to make additional computations. Thesnsek present an important
change in strategwith respect to standard revocation schemes (e.g., CRL &&8FR)
This may have a major influence on the architecture in whielhctiedentials may be
applied. For instance, witness updates are harder to beingited on Java Cards
as they require a substantial amount of computations. Tigaé this problem, some
accumulator based schemes allow other parties to perfoenwitness update. In
some schemes [CKS09], this may be done by a possibly undrpstety, while other
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schemes require the private key of the issuer. Neverthdlessard needs some kind
of communication with the issuer. On the other hand, in Pawd showed that
a combination of a tamper resistant element with a mobilecdemay make these
schemes feasible.

In contrast, VLR schemes do not need the credential to be updated and allow
credentials to be fixed at issuance, while a public list oktekrelated to revoked
credentials is frequently updated. Hence, these conginscallow an architecture
similar to the current standard revocation systems.

Credential Show. To preserve the properties of the credential system, réiooca
mechanisms often require complex proofs of knowledge, yingl a negative
influence on the efficiency of a credential show. In the crédeshow of VLR based
schemes, this overhead is limited for the user. Moreovespine schemes, the extra
token released during a credential show may be used as agrsgndUnfortunately,
the verifier gets a substantial overhead. CurMoR schemes require a number of
computations linear in the number of revoked credentialhogh some papers
mention batch verification as an optimization, and theeefefer to batch verification
of signatures [BGR98], it is not clear how this could be acadfor the verification
of the revocation status.

The other strategies are more related to each other, mggiritan up-to-date credential
or revocation information. Since current anonymous crédeschemes are often
optimized for efficient proofs of knowledge arld. do not essentially alter the
construction of the credentidll. based schemes allow for efficient credential shows.
On the other hand, revocation lists and accumulator basenirses often result in more
elaborate proofs during a credential show protocol. In cation lists, it requires at
least an additional proof of knowledge of a certificate in tieocation list, while in
most accumulator based schemes, credential shows are anetiai of an existing
and efficient signature scheme with a new construction ofcaaraulator. Only in
the scheme presented by Camenisch and Groth [CGO05], thenatator introduces
practically no overhead in the credential show protocol.

Revocation information. An important observation with respect to efficient
revocation schemes is that, revocation informatiowlifR schemes is the same for all
verifiers, while for the other strategies, revocation infation is user specific. On the
other hand, in/LR schemes, the verifier has to perform revocation checksglednh
credential show, while in the other classes, users only taupdate their credential
or revocation information once per revocation or time indér
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Table 12.1: Feasibility of The Schemes w.r.t. Latency, Gutinity and Resources
(1’5 positive; I = : negative; else: neutral).

Latency Offline Low Resources

u SP U SP
Nym I s 15 1k (€=
VE = 5 &
LL L: s ‘s
RL 2 1B s
Acc ‘s T =R &)
VLR (rs) 5 12 15 >

12.2 Applying Revocation Schemes — Guidelines

It is clear that there is not one strategy superior to all ttrees. Therefore, we
end the analysis with an overview of which strategies aréulige which settings.
Nevertheless, a combination of multiple strategies mayesiones offer the best trade-
off. The guidelines are summarized in Table 12.1 and diszlibslow.

Latency. For high security environments (i.e., requiring low latgnaccumulator
based revocation is the most secure and privacy-frientyesty, closely followed by
some verifier local revocation schemes. For the latter, asadselect ¥ LR scheme
carefully that provides adequate anonymity. On the othadhé#or lower security
environmentsl.L provides a reasonable trade-offL offers a similar solution but is
not restricted to the issuer to act as revocation manager.

Processing Environments. Often a user’s credential is kept in resource con-
strained environments (e.g., a smart card). In this désR,schemes require the least
computational overhead for the user. Alsois a possible alternative. MoRiL and
Acc schemes, however, require complex computations, makiegetkcenarios less
effective in resource constrained environments. On therdthnd, the accumulator
based scheme by Camenisch and Groth [CGO05] in combinatithnwitness updates
performed by another party, may be a good trade-off, witlh Isigcurity and efficient
verification. In other settings, the verifier has limitedaeces (e.g., a door lock). In
this caseVLR is not an option.
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Connectivity. In the case oRL andAcc the user requires frequent communication
with the issuer. On the other hand, for the service providehée case of L and
RL, it is sufficient to keep track of time to be able to verify thevocation status.
This is especially important for service providers withilied connectivity (e.g., no
network coverage). In this case, when computing power isanoissue, the more
secure accumulators may provide an alternative. Then teeauld provide the
latest accumulator, signed by the revocation authoritg Jérifier then simply checks
the validity time of the revocation list.

Online environments offer more freedom. In some schemaspatation may be
outsourced to other possibly trusted environments. Fdaitg, verification in the
VLR setting may be done by an external more powerful party. Whenverifier

outsources this verification to a more powerful trustedypairtactually implements
a kind of OCSP scenario. Related to accumulator schemeg sonemes [CKS09]
also take advantage of remote witness updates.

Clustering. Instead of having a single group for all users, the group nesspiit into

N smaller groups resulting in less revocations per groupirigua credential show, the
verifier only gets to know that a certain prover is part of acfpegroup. For instance,
users could be classified per region or even at random int@eifgpgroup. As a
result, the average number of revocations will be albbtitnes less than would be the
case with a single group. However, this may entail imponaivacy consequences. A
service will always be able to link an anonymous user to anrmactator. In the worst
case, if only one customer of that service is assigned totecpkar accumulator, then
the service can link all the user’s actions.

Combinations. Combinations of multiple strategies may provide solutidos
certain settings. For instance, credential updates caity d@s combined with
accumulator based schemes\WR schemes. Smaller intervals between credential
intervals allow for less witness updates or smaller listgliR andRL based schemes,
hence, less computations.

12.3 Conclusion and Future Directions

Our analysis shows that there is no straightforward winHemvever, using the table
above, for a specific architecture a number of strategiebeanled out.

Nevertheless, for the large scale settings we envisiorguhent revocation strategies
do not provide an easy answ&fLR schemes are closest to standard CRL and OCSP,
but they are only efficient when combined with a strategy tepkéhe number of
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revocations minimal. The other schemes require subsligntimre communication
between the user and issuer. This cannot be neglected, quidega new approach.
For instance, electronic identity cards require frequeninectivity for updates and a
proper bookkeeping system in order to keep the credential. ioreover, allowing
updates on the card requires extra security measures omtdré card. In that sense,
our mobile authentication application may be an intergssigtup.

Based on this research an important conclusion is that te adaantage of YPE 2
anonymous credentials (see Sect. 1.4), of only requirifmggdescredential, is possibly
lost if a revocation scheme (e.Acc, LL, RL) is introduced. On the other hand,
revokingTYPE 1 credentials is also a difficult problem.

Probably the best solution, though still an open problerhésiollowing:
Is there an efficient batch verification mechanism for effityeverifying the revoca-
tion status in a backward unlinkab\&.R scheme?
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Secure Application Modeling
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Anonymous credential systems are complex systems supgoptiivacy-friendly
transactions. However, it makes no sense to use such adivew®ologies, if the
larger system in which the credentials are used, does ntegirthe privacy of the
user, for instance, by requiring additional informatiore(i address or credit card
number) to be disclosed in order to make use of their serviddsnce, to make
anonymous credentials really useful, they should be aceoied by an infrastructure
that provides sufficient guarantees for the service pravaproperly run its business.
However, with the increasing complexity and constrainttheke systems, it is often
not straightforward to set up such infrastructures.

The use of cryptographic protocols is not sufficient to bugkture and privacy-
friendly applications. Moreover, showing that a systemdsuse, is generally a
hard and tedious task. Standard strategies (i.e., ganestpagofs) commonly used
for proving the security of simple cryptosystems often dd poovide sufficient
guarantees in larger settings. Simulation-based stestegay offer a way out. Their
composability properties allow cryptosystems proved s=@u this model, to be re-
used as components in a larger setting. Thus, once such acemghas been proved
secure, it can be used as a building block for building newaark advanced systems,
without the need to re-prove its properties.

In this part, we analyze how simulation-based security nsdan be applied for
building larger complex systems. Particularly, we use tiexhaustible Interactive
Turing Machines (IITM) model by Kusters [Kis06], which emtis and generalizes
existing simulation-based models [Can01, PWO01, CLOSO2VBH. We provide
a number of components/building blocks in Chapter 13, and waalidation of the
framework, and our building blocks, we model the concepted@®blivious Trusted
Third Parties (OTP) first presented by Camenisch et al. [CGHBO08]. The authors
only provide a high-level construction for such a protocat blo not present a
concrete instantiation. In fact, it is not clear whetherirtistrategy indeed fulfills
the requirements. In Chapter 14, we formalize an improvesdiee of this concept
and present an actual implementation using the buildingksipresented before.

Contributions:  This part details a subset of the joint work with Jan Camémisc
Kristyian Haralambiev, Markulf Kohlweiss and Vincent Naess, published in
the proceedings of th€onference on the Theory and Application of Cryptology
and Information SecuritfCHK"11a]. In [CHK"11b], we bring a more detailed
description of our research. In this research a structueegoving encryption scheme
is presented, which is used to implement oblivious trustéd parties. We present a
(simulation-based) model of the OTP functionality and jgrthe realization based on
the public key encryption scheme, secure with respect sontinidel.

We focus on the contributions in which | was mainly involvedmely the modeling
of the ideal and real protocols in the IITM simulation-basaddel. The parts in
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which | was less involved such as the structure preserviogyption scheme and the
efficient zero-knowledge proofs, are for completenessuohed in Appendix C. For

more details on the structure preserving encryption schemeefer to the original
publications [CHK 11a, CHK"11b].






Chapter 13

Modeling Secure Applications

13.1 Introduction

Historically, cryptography was mainly used in military.day, however, partially due
to the increasing connectivity of appliances, cryptogseistused anywhere: for the
protection of communication, authentication of usersadatd software protection,
and many more. Cryptography is that part of information sécthat deals with the

development and analysis of protocols to secure data.

Classicalcryptography was more like an art, relying on creativity aedsonal skill.
Unfortunately, such schemes were eventually broken. Sinedate 20th century,
(modermn cryptography has radically changed, resting on strongeémaore scientific
foundations, into an actual science active in multiple felduch as electronic
engineering, computer science and mathematics. As from #tkhoc systems were
being replaced by systems with proven security guaraniees depending on the
model and assumptions [KMQ7]).

Shannon was the first to defiperfect security However, perfectly secure systems
have fundamental limitations. Instead, this notion of siégis relaxed into a notion of
computational securityin such cryptosystems security is based on the computdtion
infeasibility of breaking the system.

A common strategy in proving the security of a cryptosysteinased on eeduction
from the security of the cryptosystem at hand, to some coatipmal hardness
assumption, for instance, the assumption that factoringoonputing discrete logs
is hard. As a result, if an adversary can break the cryptesyshen it can break the
hard problem.
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Though, in order to proof a system secure, we first need toalefiratsecureactually
means. In other words, we need a formal security model (8gcwation). In addition,
we need to define the computational assumptions, to whichedece our system,
followed by the actual proof.

Currently, there are two main approaches to model securidynely game-based
notions of security andimulation-basedotions of security.

In the former, security is phrased as a game, played betwkgpahetical challenger
and an attacker. The security model is problem specific afidegkby the responses of
the challenger. It defines what is considered to break thteisy@nd also the power of
the adversary. The advantage of game-based definitioretightty are often simple to
understand and manipulate. However, when systems becomertaplex, it is hard to
come-up with a game-based definition that properly definesécurity requirements.
Moreover, a proof based on such definitions does not say iagysbout the security
when itis applied in a larger system.

In simulation based security, on the other hand, securigfimed in terms of aideal
system A real cryptosystem is then assumed to be secure if anykattathe real
system can be translated into an equivalent attack in thed Blstem. Proving the
security of the system then comes down to proving that baghréhal attack and the
ideal attack are indistinguishable.

An interesting property of these models is that simulati@ased definitions guarantee
security under composition. Security is preserved everaigelr settings, where
multiple protocols may run concurrently. Thus, secure gquols can be used as
building blocks for building more advanced secure systdmsed on the security
of those building blocks.

In this chapter, we propose a general approach to simpléynttodeling of ideal
systems. In addition, we provide a number of ideal systemsvfach realizations
exist, as building blocks for more advanced systems.

This chapter is structured as follows. Sect. 13.2 reca#issimulation-based model
being used, followed by Sect. 13.3 proposing some simpiifina in order to make
the modeling easier. Finally, we present a number buildiogks in Sect. 13.4.

13.2 The IITM model

Several simulation-based models have been developed [Cd&W01, BPWO7,
Kis06]. Kusters [Kis06] has proposed a general computtiomodel, that
generalizes most of these existing simulation based moddtzreover, the model
allows to present the relationship between the differenutition-based notions of
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security [KDMRO8]. We now recall the general computatiomaldel as presented by
Kusters [Kis06].

13.2.1 The General Computational Model

In [KUs06] both ideal system$ and their realizations as cryptographic protocBls
are configurations of so-called inexhaustible interactiveng machines (IITMs). An
[ITM M is a probabilistic polynomial-time Turing machine with naghin put and
output tapes. They are called inexhaustible, as the runtimedepend on the length
of the data received on input tapes so far, and in every dictivaf the [ITM it may
perform a polynomial-time computation.

The first ITM to be activated in aun of the systeris called a master IITM. It is also
triggered if no other IITM was triggered. An IITM is triggedéy another [ITM if
the latter writes a message on an output tape that corresporah input tape of the
former. Note that on each activation of an IITM, it can wrideat most one output tape.
If no message was produced at the end of its activation, tretemBATM is triggered.
If the master IITM does not produce output, or an IITM has terita message to an
output tape namedecision the run stops.

The names of the tapes define how IITMs may be connected ingstars of items
S=M|...|MIM|...['M], with M; andM)/- [ITMs such that there are no common
names for input tapes. Moreover, [ITM4; may contain an unbounded number of
copies of [ITMs as indicated by the bang operator (‘'). Karsttherefore proposes a
flexible and generic mechanism for addressing those copiésMs. An IITM may
run in two modes: in th€heckAddress mode the [ITM runs a deterministic algorithm
to verify that a message is in fact addressed to it; inGti@pute mode the IITM will

do the actual processing of the input and possibly writepuiutb one of its output
tapes. If no current instance of the banged IITM acceptsripatj and the default
instance accepts in th&eckAddress mode, a new copy is created.

Input tapes can be eitheonsumind—) or enriching(—>), of which the length of the
inputs on the latter is a bounding factor for the size of theemt configuration and the
output produced by that IITM. In order to ensure that suclesgs run in polynomial
time, well-formedsystems require a graph defined by the enriching tapes tojobac

The model of [Kiis06] further guarantees that well-formestesns of polynomial time

bounded IITMs can be simulated by a single IITM. This allovesta interpret an

ideal system and a protocol either as an interconnecteemytbiat communicates via
input/output tape pairs shared between component lITMssaa single [ITM that

manages all external tapes. This is an important differevite other simulation-

based models, in which the ideal system is only presentediagiz I TM.
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13.2.2 Simulation-Based Security Notion

For simulation-based security definitions, we considerdhypes of systems: real and
ideal protocols, simulators, and environments. The typesggeouped into network
and I/O interfaces. Protocol systems and environmentshmth an I/O and network
interface and adversarial systems (i.e., simulators) bale a network interface.

We recall two definitions in [Kiis06]. The notion of negligétfuinction is standard and
follows [Can01, Kiis06].

Definition 7. Two system$ and Q are called indistinguishablé¢P ~ Q) iff the
function

f(1%,a) = |PiP(1¥,a) = 1] - P{Q(1¥,a) = 1]| is negligible.

The security notion of strong simulatability is depictedRig. 13.1 and formally
defined as follows:

Definition 8 (Strong Simulatability) Let P and Z be a real, resp. ideal protocol
system with the same 1/O interface. TherrealizesZ (P < Z) iff there exists a
simulatorS such that the systenf® and S |Z have the same external interface and
for all environmental systents, connecting only to the external interface?@f(and
henceS |Z), it holds that&|P ~ £|S|Z.

110
i H I

Figure 13.1: A Run of the Environmefitand the Real Protoc@ is Indistinguishable
from a Run of the Environmeudt, the Ideal Protocdl and a Simulatos§, whereS |Z
have the Same External Interface (i.e., network and I/C} as

!

13.3 Simplified Modeling

The framework provided by Kiisters is very flexible. As menéd before, both ideal
and real protocols may be presented as a single ITM but alsaenconnected system
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of ITMs. However, this flexibility makes the modeling of aatuapplication also
challenging, as there are multiple ways to represent the $anctionality.

Before we provide a number of building blocks, we put soméri@®ns on how
we model these ideal and real functionalities. We first preseme extensions
to the notation presented by Kisters, followed by a strategynodel (static)
corruption of ideal systemsbased on a combination of a virtual incorruptible
functionality representing the (ideal) functionality diet system and corruptible
dummy functionalities representing the roles in the systeat may be corrupted.
Communication in this ideal system is then modeled udiglgyed communication
Furthermore, we defineeal systemisealizations as a combination of ideal and real
protocols (i.e., a hybrid system). Therefore, we presentralrer of ideal building
blocks: secure communication, a generic zero-knowledgalifunctionality for
which efficient realizations exist, and an ideal functidtyefor a generic secure two-
party computation. For the latter, we also present a re@izdor a joint ciphertext
computation, based on the structure preserving encryptioeme (see Appendix C.1),
the secure channel functionality, and the generic zeraviedge ideal functionality.

13.3.1 Notation

As a convention, we bundle communication tapes into inteiaf where an interface
consists of named input/output tape pairs. An input/outgpé pair is namethf.R
after a combination of the interface nainé and a role nam&. We refer to the set
of all roles of an interface asf.R. If a system of ITMs implementing an interface
inf is connected to another [ITN then as a convention, we refer to the swapped
input/output tape pair dfl connected to rol® asinf.R.

For each systerfijs implementing a functionalitinf, we distinguish between theP|
inf (called 10 interface in Kusters terminology), defining thesieonmental/trusted
connections ) of the system anchetwork interface ninf defining the adversar-
ial/untrusted connections {») of the system.

For example, if an IITMM wants to send a message to r8lef a system of IITMs
Sin implementingnf, M would write the request to the output tapdmff.R andSins
would read it on the input tape afif.R. To answer the request would write the
response on the output tapeiof.R andM would read the request on the input tape
of inf.R. Similarly, an adversaryl would send messages to the network output tape
of ninf.R andSj,s would read it on the input tape afnf.R.

For simulation-based security definitions the ideal protdc and the real protocol
P that emulates this ideal system have to present the saménARbwards their
environment, i.e., they must b&PI1 compatible We refer to an ideal system and
a protocol that is API compatible with respect to interfaceé as Zjs and Pins
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respectively. In additioff;,; andPi,; must expose different network interfagaatf;
andnintf.

In our notation the definition of strong simulatability cam fewritten as:

Definition 9. A protocol syster?,s strongly emulategi.s, iff there exists a simulator
S connected t& on interface ning and toZiys on interface nintf, such that for all
environmentg that connect to inf and nintf £|Pins = E|S|Zing

Kisters [Kiis06] describes how to turn every systemf ITMs into a multi-session
systemS, by programming each ITM instance to accept only messagdied with

a specific session id, and adding the same session id to allitsyproduced by that
instance. This is denoted by the session operatéior polynomially many sessions
the composition theorem guarantees that gifgin < Zins, 'Pine <!Zins. Informally,
the bang operator ‘!’ denotes on demand creation of sesperific instances.

The default way of obtaining a multi-session version of atgeol by the bang and
session operator requires a fresh copy of all ITMs in a sydtmnevery session.
However, the sessions of a protocol can often make use df jesources. For an
adequate joint-state realizati®n|Zsc|P2|Zcrs Of Pin that, for instance, makes use of
a common reference string functionalttyye can write Py |Zso|P2|Zers <!Zins. For

further information on the joint state theorem for the mod&[Kiis06] we refer
to [KT08].

13.3.2 Corruption

Kusters [KTO8] presents a standard corruption model for $Tkrmalized in
Listing 13.2. Each corruptible party implements this poatoindependent of whether
the party is part of an ideal or a real protocol system. A qaied role, as depicted
in Fig. 13.2, forwards all inputs on I/O tap@&se 7y to ninf;.R and acts as a proxy
that allows the environment to send arbitrary messagesytmfits tapes in7y, by
sending control messages on the network tapg.R.

In our exposition, we consider only static corruption. Téfere, after the first
activation of a corruptible party (i.e., a messageady) was received)orruptibleis
setto true, and as soon as the ITM is activated again (i.ewamessage is evaluated),
corruptibleis set to false.

The Resources) message is more a technicality, to ensure that there afieisot
resources for the ITM to forward messages, since the cortipatiime depends on

1See Listing 9 for the details of tHE, functionality.
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Figure 13.2: Flow of Messages in Case of Corruption.

the size of messages received on enriching tapes. For mforeniation, we refer to
the original paper [Kus06].

Listing 2. Macro Corr(corruptede Bool corruptible € Bool initialized € Bool, msg
inf.R,ninf.R, 7))

Tapes tapesinf.R and7\; are enriching, whilainf.R is consuming.
Initialization: res<«+ 0
Compute:

(*Corruption Requed}

On (Corrupted?) from inf.R whereinitialized:

— send(corrupted to inf.R

(*Corruptiort)

On (Corrupt) received fromminf.R wherecorruptible initialized and notcorrupted
— let corrupted« true; send(Corrupted, msg to ninf.R

(*Forward to ninf.R (Rule takes precedence over all other rutgs)
Onmreceived fromT € 7 wherecorrupted

— letres« 0; send(LeakRecv,m,T) to ninf.R

(*Forward to tapé)

On (Send, m, T) received fromminf.R, T € 7, corrupted 0 < |m| <res
— letres« 0; sendmto T

(*Resourcey

On (Resources, ) received fromnf.R wherecorrupted

— letres« |r| and sendResources,r) to ninf.R
L ]

Note that the IITM framework, although not considered heisp supports more
extensive corruption models, for instance, passive ctionpin which the adversary
only sees the messages sent by or to the corrupted party,Hmtannot modify or
introduce new messages.
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13.3.3 Functionalities for Modeling the Ideal System.

To simplify the construction of the ideal system, we pregbnte different types
of components: a virtual incorruptible party, corruptible dummy partiegsnd
incorruptible delayed communication

Fig. 13.3 illustrates an example ideal system with intexfa€, two dummy parties
representing the roleB, and P, and two delayed communication channels with
network tape€p, andCp,. This approach allows us to break down the tasks of the
ideal system, allowing us to concentrate on the securiticatiparts of the system.
Another advantage of this construction is, that it advarthesconstruction of the
simulator in order to proof that a realization securely eates the ideal system. We
now briefly explain the tasks addressed to each functignalit

inf.Pp inf.P,

- — e e e e = J ninf,.P,

Figure 13.3: Modeling an Ideal System.

Virtual Incorruptible Party Firs. Cryptography has a particular interest in
ideal systems that model a virtual incorruptible pai:. The functionality
Fint implements the security critical parts of an ideal systentheut considering
corruption or communication.

Dummy Parties Dg. The parties representing the different roles of the interfa
only need to implement forwarding and corruption. We refestich a dummy party
for role R asDg. The IITM modelingDg, for static corruption, is then described as
follows:

Listing 3. Dummy functionality:Dummy(inf.R ninf.R, Fins.R):
I 1
Tapes inf.R «— inf.R, ninf.R«--» ninf.R, Fins.R<A+ Fini.R
Initialization: state« ¢;corrupted corruptible+ false
Compute:
On (Ready) from inf.R wherestate= ¢:

— let state« “ready”; letcorruptible« true



SIMPLIFIED MODELING 155

— send(Ready) to ninf.R
Onmfrominf.Rwherestate= “ready”

— letcorruptible + falsg sendmto Fins.R
Oonmfrom Fjn.R wherestate= “ready”
— letcorruptible« false sendmtoinf.R
Corruption:
Corr (corrupted corruptible state# €, €,inf.R ninf.R {inf.R, Fin;.R})

Delayed Communication. Both ideal and real protocols have to model communi-
cation. Ideal protocols model both ideal cryptography, ab &s ideal communication.
A common situation is when the adversary is ideally only ablarbitrarily delay the
delivery of results. This models the restriction that cogpaphy cannot prevent denial
of service attacks against an adversary that is in controbofmunication resources.
We model this commonly recurring pattern as an [ITM that, be Continue)
command on adversarial chan@lcopies messages from one tape to another.

Ol

A
I

T aux Taux T

%

Figure 13.4: Tapes and Message Flow of Function&lithay (T, T,C).

We model enriching delayed communicatl“ﬁmg% T which leaks to network tape
C by the IITM presented in Listing 4. In short, we delay all magpss in the non-
enriching direction (see Fig. 13.4). In our approach for glivd) ideal systems, this
means that messages send out from the virtual incorrupidstg ;s towards dummy
parties is delayed.

- c _
Listing 4. FunctionalityDelay(T,T,C)=T «/~ T
I 1
Tapes Tau)( — T, Taux K T, C €«——2> C
Initialization: buffer« €.
Compute:
Oonm=(...,(MsgName),...) or m= ((MsgName),...) from Tayx:
— letnc be a freshC nonce
— store(nc,m) in bufferand leak(nc, Leak (MsgName), |m|) to C
On (¢, Continue) fromC:

— if (nc,m) ¢ bufferabort

— remove(nc, m) from bufferand sendnto T aux
, Onm from T aux: forwardmto Taux
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13.4 Building Blocks for Real Systems

We now present a number of ideal systems that may be usedldmbuilocks in the
construction of real protocol systems. As mentioned befauereal protocol systems
are hybrid systems, combinations of ideal and real protegstems. This allows us to
build protocols without restrictions on the actual redi@a of the sub-protocols. In
order to practically implement such a hybrid protocol, tedl functionalities must
be replaced by real protocols that securely realize thes# fdnctionalities.

Secure Communication

To make abstraction from communication details in a regksgswe model communi-

cation as functionalities. One important mechanism istenend authenticated secure
(i.e.confidential and integrity protected) communicatiey exchange protocols and
public-key infrastructures allow for the construction afck secure channels. For
simplicity, we model secure channels through an ideal ingible functionality.

Secure Channel Zgc. We model an ideal secure channel, as a channel in which
both the receiver and sender is authenticated. The ideainehgunctionality
Zsc supports only request/response communication and onlypglesmessage can
be sent at a time. We model corruption of sender and receiveugh dummy
usersDs, = Dummy(scS1,nscSy, Fsc.S1) andDs, = Dummy(scS2,nscSy, Fsc.S2):
Tsc= D51|-7:SC|D52'

Listing 5. FunctionalityFsc

I 1
Tapes: Fsc.S1 «/~ Fse.S1, Fse.S2 4/ Fse.S2
Initialization: active< 1.
Compute:
On (Send, m) on Fsc.So_j whereactive=2—i

— setactive+ 1+1i; send end, m) t0 Fsc.S1.4
On (Skip) on Fsc.So_j Whereactive= 2 —i

— setactive+ 1+i; send Bkipped) t0 Fsc.Soj

Modeling Zero-Knowledge Proofs of Knowledge

For the types of relations required in our protocols, theisteractical ZK protocol
realizations. We refer to Camenisch et al. [CCGS10, CKSddfétails. We will be
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proving statements of the form
AW, ... Wn: @(Wy, ..., Wn,bases. (13.1)

Here, we use the symbolN” instead of ‘9" to indicate that we are proving
“knowledge” of a witness, rather than just its existenagare exponents angl is a
predicate defining discrete logarithm representations presently place restrictions
on the form of the domains and the predicate. A witness foagestent of the form
(13.1) is a tupldwy, ..., wy) of integers such thap(w;, ..., wn, base$ holds.

The predicatep(ws, ..., Wy, bases is given by a formula that is built up from “atoms”
using arbitrary combinations of ANDs and ORs. An atom mayespseveral types of
relations among the-s: (i) integer relationssuch as{ =0, >0, =0 (mod m),

or gcd H,m) = 1, whereH{ is an integer polynomial in the variables, . . ., w,, andm

is a positive integer;(ii) group relations such asﬂ'j‘:lg;rtj =1, where thayj € bases
are elements of an abelian group, and#hés are integer polynomials in the variables
W1i,...,Wn.

We define the proof instandest to consist of the set dfasesand of descriptions of
the abelian groups. The proof relati¢fws, ..., Wn),inst) € R holdsiff the predicate
o(wi,...,wh,base$ holds. We call a relatiofR tractable, if such a predicatgand
consequently an efficient proof protocol, exists. Caménéal. [CCGS10, CKS11]
show how to construct efficient protocols for these typestafesnents that, under
reasonable assumptions, multi-realize an ideal funclitynaith joint access to a
common reference string. We refer to the original paper foramtetails.

Zero-Knowledge Functionality F,(9R). We use a zero-knowledge ideal func-

tionality as defined by Listing 6 that is a simplification oétﬁ‘?f functionality of
[CCGS10] for which we consider only static corruption. Taikws us to reuse their
ZK protocol compiler to obtain efficient multi-session iastiationsP,; of Z, (R) in

the hybridZsc and joint-stat&.,s model. The multi-session version of the real protocol
Pk (= Pv|Zso| Vf|Zors) securely realizes the multi-session version of the ideztbgol

T (R) (= Dpy| Fzk (R) | Dys) or more formally: Pv|Zsc|VF|Zers <! T (R).

Listing 6. FunctionalityF (R):
I 1
Tapes: Fy.Pv «— nzk.F, F, Vf «/ F, Vf
Initialization: state« “ready”.
Compute:
On (Prove, inst wit) from F,,.Pv wherestate= “ready” and(inst, wit) € %

— let state< “final”; send (Prove, inst) to F,.Vf
L ]
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Modeling joint ciphertext computation

Before providing the functionality for joint ciphertextegputation, we first present a
more generic functionality. We define the ideal functiotydlbr the joint computation
of any functionf of verifiable inputsinp; andinp,. When performing such a two-
party computation, parts.; is guaranteed thd,_; knows a witnessvit,_; for its
inputinp,_; such thatinst, (wito_j,inp,_;)) € Ro_;. We restrict ourselves to tractable
relationsfR; for which we can give efficient zero-knowledge proofs of kiedge as
discussed above.

Secure two-party Computation Zi,(f,9R1,932). We model an ideal secure two-
party computation systetfi,.( f,%1,9R2) with interfacetpc as the combination of
two dummy PartieDp, andDp, and an ideal two party computation functionality
Fipe, more formallyZi,. (f,981,R2) = Dp, | Frpe(f,R1,R2)|Dp,.

Listing 7. FunctionalityFipc(f, 931, R2)
I 1
Tapes: ]:tpc~P1 €<7L> ]:tpc~P11 ]:tpc~P2 €<7L> ]:tpc~P2
Initialization: inp,, pub, inst<— &; state< “ready”
Compute:
On (Inputy,inst, puld,wit},inp}) from Fipc.P1 Wherestate= “ready” and
(inst, (wity,inpy)) € K1
— letinpy < inp}, inst« inst, pub« pub, andstate« “input1”; send(Input,inst pub)
to ]:tpc~P2
On (Inputy,Wity,inp,) from Fipc. P2 wherestate= “inputl” and (inst, (wit,inp,)) € o

— let state« “final”; send (Result, f(pub,inpy,inp,)) t0 Fipe.P1

Joint ciphertext computation Fj... For the protocol in the next chapter, we
consider a two-party protocol for theint computation of a ciphertextnder a third-
party public keypk. The encrypted value is a function of two secrets, each o€lwhi
remains secret from the other protocol participant. Weysthd case where only the
first party learns the ciphertext, whereas the second hastpoin

The model of our joint ciphertext computation, is fully débed by a secure two
party computation as in Listing 7, wheirg, := (l;,%), pub:= pk, andf := f;c(pk,
(I1,%1), (I2,%) ) = Enc(pk; g2, (g1t gantXen)). We apply the structure
preserving encryption scheme (with labk)sas presented in Appendix C.1.

Implementing Picc. We present the protocol for the special case where theyointl
computed ciphertext encrypts a single message (.e:,1). This can trivially be
extended to the multi-message case.
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The idea of the protocol is as follows. The first party computeartial and blinded
encryption of her secret, she proves that the computatiocariged out correctly, and
sends the partial encryption to the other party. The secarty fakes the values from
the first flow of the protocol and, using its secret and soméaamess, computes
a blinded full encryption of the agreed function of the twaiptext contributions.
Then, the second party sends these values and proves that¢heomputed correctly.
Finally, the first party unblinds the ciphertext and upddtes consistency element
to obtain a valid encryption of the function of the two sesrehder jointly chosen
randomness. The function can be a constant to the power gbalgpomial of the
two secrets; for simplicity, we consider the functigh™2 whereg is a fixed group
element and, X, are the two secrets.

Listing 8. ProtocolPjcc(R1,M2) = P1(R1,M2) | Lz, (Rp, (R1)) [ Lok, (Rp, (R2))]
P2(R1,R2)

PartyP; andP» receive input fronjcc.P1 andjcc. P> respectively and communicate ovgj,,
andZy,.

On (Inputy,inst pk,wity, (I1,%1)) from jec.Py
— if (inst, (wity,l1,x1)) ¢ M1, P1 aborts

— P31 computegmsg ,aux ) < BlindEnc; (pk;11,x1) and proveg(msg, pk, inst), (witg, I1,
X1,aux)) € Rp, (R1) to P2 usingZ,, (Rp, (R1))

— Py learns(msg, pk, inst) from 7, and outputgInput;,inst pk) to jcc.P>
On (Inputs,Wity, (I2,X2)) from jec.P2

if (inst, (witp,12,%2)) ¢ Ro, Po aborts
P2 runs(msg,aux) < BlindEnca (pk;l2,%2,msg )
— Py proves((msg, pk,inst), (witp, |2, X2,aux)) € Rp, (Rz) to Py usingZ,, (Rp, (R2))

P1 learns(msg, pk,inst) from Z,,, computegct) <— UnblindEnc(pk; msg,aux ), and
outputs(Result,ct) to jec.Py

Where abstractly, relatiom8p, (1) andfip, (9>) are defined as

Rp, (R1) = {(msg, pk,inst), (wity,l1,x1,aux)) |

(msg,aux) = BlindEncy (pk;l1,x1) A (inst, (witg,l1,X1)) € R1}
Rp,(R2) = {((Msg, pk;inst), (Witz, 12, X2, au%)) |

(msg,aux) = BlindEnca(pk;l2,%2,msg ) A (inst, (witz,12,%2)) € Ra} .

We show how to efficiently prove the relatiof&, (91)) and9p,(R2)) in a zero-
knowledge proof by giving & language statement in Listing 18 in Appendix C.4.
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Theorem 1. The joint ciphertext computation protocol (Listing 8) stgly emulates
the ideal two-party computation protocol (Listing 7) fonfttion fic: Pjec(R1,R2) <
Tipe(fic, R1,R0).

We refer to Appendix C.2.1 for the details on the construrctié the BlindEnc and
UnblindEnc protocols and to Appendix C.3 for the proof of Theorem 1.

13.4.1 Other Functionalities
Finally, we describe two additional functionalities forethTM model: a common
reference strind..s and a key registration functionaliff.g .

Listing 9. FunctionalityZcs(R,{Dk}ken)

Tapes: {crs.R«— TrE.Riger
Initialization: params« €.
Compute:

On (GetParams) onZ¢s.R, RER

— if params= ¢ sampleparams« Dy

— send Params, paramg to Z.s.R
L ]

Listing 10. FunctionalityZ,es(R)

Tapes: {reg.R «— 1€g.R}cr
Initialization: state< ¢.
Compute:
On (Register,V) fromreg.Re R
— Records the valugR,v)
On (Retrieve,R) fromreg.R € R

— If (R,v) is recorded then returfRetrieve,V) to reg.R’

— Otherwise sen@Retrieve, 1) toreg.R’
L ]




Chapter 14

Oblivious Trusted Third
Parties

14.1 Introduction

Anonymous credentials allow to implement electronic teantions that are unlinkable
and selectively disclose the minimal amount of informatairout the user. At
the same time these transactions have to be accountablen Wéireg anonymous
credentials, transactions are automatically accountalilee sense that the verifier is
ensured that what is being proved during the credential siindeed vouched for
by the issuer. However, many real-life applications haveotusider exceptional cases
in which additional information is required in case of a roilus transaction.

When the conditions for detecting such abuse can be expresathematically and
can be detected inside of the electronic system, one cam wftggate such malicious
transactions cryptographically. Examples for such tratsas are e-cash systems that
can resist double spending and money laundering [CFN90, @K as well as the
ePetition system described in Chapter 4.

In other situations, e.g., when a suspect might have useda@rymous credential to
get physical access to a crime scene, the evidence for alipieirecover additional

information (e.g., the identity of all users that acces$edpremise during a certain
time period), lies outside of the system. The most simpletsni is to reveal a

verifiable encryption of this information during the cretiahshow.

In particular, a uset) would encrypt her true identity with the public key of the
anonymity revocation authoritiR A, a kind of trusted third party (TTP) and provides

161
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this encrypted data to a service providd#?. She then convinceSP in a zero-
knowledge proof of knowledge that this encrypted data doataer valid user identity
that can be opened by the authorRA if it decides that the opening request is
legitimate.

This solution, however, raises several concerns:

« It involves a fully trusted party, the revocation authgrithat is able to link all
transactions with no graceful degradation of privacy aracusgy, should the
revocation authority become compromised.

» Additionally, the solution does not provide the best achide accountability
properties, as especially powerful users could bribe @atem théRA such that
it would refuse to open particular ciphertexts.

« Honest service providers find the traditional system cusdorae because of the
need to involve such highly trusted authorities for evenanilispute cases. For
example, to bring a case to law enforcement in the real welliétély to have a
non-trivial cost, both in the time required, and in suppooti legal counsel.

There are two avenues that can be followed to reduce theitriast trusted third
party like the revocation authority. One is to distribute fRTP such that it does
not run on a single machine but on multiple machines. Eacthmads owned by
an organization that is unlikely to collaborate with the etlorganizations against
the user (e.g., a privacy office, the interior ministry, ahd justice ministry). The
cryptographic protocol that replaces the TTP guarantessathlong as one of these
multiple machines is uncompromised and operates correittyy other machines
cannot infringe the user’s privacy.

Oblivious Anonymity Revocation. The other approach that we apply here is to
design the protocol in such a way that the TTP is as oblivieusassible to the task
it performs, e.g., it does not know which user’s identity @ to reveal: in our
implementation the identity of the user would be protectethio layers of encryption.
The revocation authority can only remove the outer layerhef éncryption. The
second layer is removed by the service provider it self ohecedeives the partial
decryption from the revocation authority.

This Oblivious Trusted Third Parties (OTP) mechanism h@w@chieve some amount
of graceful degradation. Even if the revocation authostgdmpromised, it cannot
learn any useful information. Here, we assume that there flaboration between
the service provider and the revocation authority.

Another aspect in which the revocation authority can be nwddigious, is in terms of
the information it receives from the service provider. Wentw® make sure that the
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original ciphertexts are labeled with the revocation ctindibut are otherwise only
known to the service provider,i.e., they look random to afigible collusions between
users and the revocation authority. This guarantees thveg¢nbol users with special
interests have no way of influencing the revocation authdoiselectively open only
some of the opening requests.

In contrast to the fully trusted third party as discussedvabthis scheme alleviates
the trust assumptions on the TTP, and provides both strgmieacy and stronger

accountability. The OTP revocation authority is a weakelP,Twhose only trust

requirement is to revoke the anonymity of users only in thedgetions in which the

revocation condition indeed holds. To achieve this, thes@hrestricts the revocation
authority to only process blinded information, unknownsexs, and to output blinded
information that can only be decrypted by the service prewid

As a resultRA cannot block requests 8P selectively and cannot collude against any
specific user, nor can it link the transactions of users insyrstem. Furthermore, a
compromised authority remains restricted in the inforovatt could possibly gather,
i.e., it can only gather information if the service providdra particular transaction
consents to remove the remaining blinding.

Essentially, oblivious anonymity revocation resolves tnosour concerns stated
above. Nevertheless, in many scenarios, the cost of praviaga request for
anonymity revocation is legitimate, is not proportionattwihe compensation that
the service provider gets.

A simple example is the following: to use a service, an anamysnuser has to
pay a small fee within 30 days. If the user, however, failedidothis, the service
provider has to prove the non-payment towards the revatatinhority in order to
obtain the user’s identity and take action. Distributing tevocation authority across
multiple machines owned by different organizations doessotve this problem, on
the contrary, now all of these organizations have to checkpayment which further
increases the costs for the service provider.

Oblivious Satisfaction Authority In scenarios similar to the aforementioned
example, it is often easier for the user to prove satisfactthan for the service
provider to do the opposite. Therefore, we shift some resipdities from the service
provider towards the user. Instead of the service provideiny to prove to the
revocation authority that the revocation conditions hageerbmet, it is the user’s
responsibility to prove that the satisfaction conditioagénbeen fulfilled! This change
facilitates a far less complicated resolution of disputed eonflicts, which is both
more economical for the service provider and more privags@rving for the user.

The approach is as follows: upon the user’s request, an iOb$vSatisfaction
Authority (SA) verifies the satisfaction of some condition with respeca tepecific
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service, and provides the user with a satisfaction tokee.sHtisfaction authority can
be made oblivious in the sense ti$# must not be able to link a user’s satisfaction
transaction with the user’s transaction at the serviceigesv Moreover, even if the
oblivious satisfaction authority and the oblivious reviima authority collude, they
should not be able to link satisfaction requests with opgrégquests. This is achieved
in a similar way as for the obliviouRA, the satisfaction token is in fact double
encrypted, and the satisfaction authority is only able taee the outer layer, while
only the user is able to remove the final blinding.

After unblinding the satisfaction token received frd&A, the user publishes this
token, proving satisfaction towards the revocation atithddamely, when the service
provider requests the user’s identity, he has to provides#mee satisfaction token to
the revocation authority. Now, the revocation authorityyatiscloses the (blinded)
identity to the service provider if the corresponding $atison token hasot been

published before some predefined date. If the user, howdeerdes not to fulfill

the contract, and as such cannot publish the correspondiigjastion tokens, the
revocation authority discloses the blinded user’s idgntitvards the service provider.

Since the satisfaction tokens can be machine verified, thieli@ement of the
revocation authority can be reduced significantly and egperexternal authorities
such as law enforcement become obsolete. This combinedagpwith oblivious
revocation and oblivious satisfaction authorities, beserves the needs of service
providers as it keeps the process of revocation and the depey on external
revocation authorities minimal. Furthermore, it providester privacy guarantees
towards the user than the solution with a fully trusted resimn authority.

To achieve this, the scheme restricts the revocation aitjhtoronly process blinded
information, unknown to service providers, and to outpirtded information that can
only be decrypted by the user. As a resti, cannot block requests &f selectively
even when under pressure by the service provider and it taoflade against any
specific user, nor can it link the transactions of users irsytstem.

These strong guarantees do not only protect the user, buttke simplify privacy-

friendly transactions. In particular, we can implementaf@f anonymous payment
based on credit cards rather than anonymous e-cash. WHhsfyisgtthe payment

condition towards the satisfaction authority the user entdied (through her credit
card number), however, because of the unlinkability gugerher transaction with
the service provider remains anonymous.

Camenisch et al. [CGHBO08] were the first to propose this cphafoblivious trusted
third parties (OTP) Unfortunately, the authors only provide a high-level dongtion
for such a protocol but do not present a concrete instaoiafi heir construction has
a number of limitations, e.g., the TTP is required to be antinring user enroliment,
and in factit is unclear whether a full realization of theinlaitious program is possible
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along the lines they propose. In particular, our realizaf@HK™11a] relies crucially
on the CCA security of the encryption scheme, as the TTP &allgracts as a
decryption oracle.

14.2 Modeling Oblivious Third Parties

We now formally model the OTP system that involves both anvihls satisfaction
authority and an oblivious revocation authority. In our myde scenario, after a
service enrollment between a udérand a service providesP, the user ought to
make a payment for the service befdgg.. Upon request, the satisfaction authority
SA checks that the user indeed made the payment and providesaheith a blinded
transaction token. The user unblinds the token and pulgisteeprove the satisfaction
of the payment. Finally, the revocation authoif reveals the user’s identity to the
service provider if no payment has been made before the payeheadline (i.e., no
token corresponding to the enrollment was published).

We model the security and privacy requirements of such a&systith the help of an
ideal functionalityF.tp. As usual, corruption is modeled via dummi@g, Dsp, Dsa,
Dra that allow to access the functionality both over the envinent interface (before
corruption) and the network interface (after corruption).

The Ideal System Z,. The ideal systerfi., is depicted in Fig. 14.1 and consists
of the ideal functionality connected to the dummy partiesralelayed communication
tapes.

The system exports an environment interface nawotedwith roles R := {U,SP,
SA,RA} and a network interface namedtp; with rolesR U {Cr}rer. RolesCg
are for the delays on the channel, while role$P,SA, RA allow to corrupt dummy
parties and remotely control their behavior.

Listing 11 specifies the reactive behavior&f;,. A user that can prove her identity
with the help of a witness such thénst, (id,wit)) € 2, is allowed to enroll. In
particular, this interface supports the case wheiieand inst are the secrets and
the public key of a CL-signature [CLO3] on the user’s ideptite., an anonymous
credential [CLO1, BCKLO8], or they are the opening and a cament to the user’s
identity, i.e., a pseudonym [CLO1]. For all these casesretaions? is tractable (i.e.,
there exists an efficient universally composable proof aividedge).

Enrollment consists of three rounds. The first round comthisuser to her identity.
The second round provides the user with a random satisfatdioel with respect
to which she can satisfy the condition, e.g., make the nacggsmyment. In this
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notp;.U
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Figure 14.1: The Ideal OTP systefg:, = Dy|Fotp|Dsp|Dsa|Dra.-

round the user is also made aware of the due tgtefor the payment. Note that
the user has to check thiat,e fulfills reasonable uniformity constraints to protect her
privacy. The last round gives the service provider the hilityito ask the identity
revocation authority for the user’s identity. As a commanitation with other escrow
mechanisms for anonymous credentials, we cannot extraad&mtity itself, but only
the image of a bijection of it. We model this by giving the slatar the possibility
to choose the bijection. As the identity space of realigtgtems is small enough to
allow for exhaustive search, this is not a serious limitatio

The client interface towards the ideal oblivious parties,,ithe interface of the
user and the service provider respectively, consists of vessage®eqAction
andTestAction, with Action € {Satisfy,Open}. The obliviousness requirement
guarantees that oblivious parties do not learn anythingiathe transactions of their
clients. Indeed the decision of an oblivious party cannahBieenced in a transaction
specific way, even if the other transaction participantumds with the oblivious party.
This is modeled with the help of test requests that are natadlto any transaction.
As these requests are indistinguishable from real requbstsallow the user to check
whether the oblivious party indeed operates as required.

Consequently, the decision of an oblivious party can onlyetel on explicit and
relevant information. Fosatisfaction this is the user known satisfaction lathelvith
respect to which she makes her payment. Foofning it is the transaction token
T that is secret until after satisfaction, when it is learngdhe user. We abstract from
the way through which users makevailable to the revocation authority, but envision

1An extension that allows not only the requester, but antyitexternal parties, e.g. an auditor, to make
test requests is a useful and cryptographically straightfcd extension to this interface.
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some kind of anonymous publicly available bulletin boards lin the responsibility
of the user to make the token, learned during satisfactizailadble toRA, and in the
responsibility ofRA to check its existence. All the protocol guarantees is Réat
learns the sam€& value duringopeningas the user learned durisgtisfaction

Listing 11. FunctionalityFotp

Tapes: see Fig. 14.1 R
Initialization: state« “ready”;L,T,id, T,id,F, T,L, tyye < €.
Compute:

On (SetF,F’, T’,1/) from notp; .F wherestate= “ready”:

— abort if F” is not an efficient bijection of” or I are not of sufficient size;
setF « F/, T« T/, andL « L’

On (EnrollU,inst, (id’, wit’)) from Fotp.U wherestate= “ready”:
— if (inst, (id",wit")) ¢ %) abort;
— setstate« “enrollu”; setid «+ id’; send(Enro11U, inst) to Fotp-SP
On (DeliverEnrollU, ty,d) from Fotp.SP wherestate= “enrollu™
— settgue < tque; SetT, L to random values frorf andLL respectively;
— setstate<— “deliverenrollu”; sendDeliverEnrollU, L, tqe) t0 Forp.U
On (DeliverEnrollSP) from Forp.U wherestate= “deliverenrollu™:
— setstate« “enrolled”; send PeliverEnrollSP) to Forp.SP
On (RegSatisfy) from Forp.U wherel # € andT = ¢:
— setT « T; send(ReqSatisfy,L) to Forp.SA.
On (TestSatisfy,L’,T') from Forp.U whereT = &:
— setT « T’; send(ReqSatisfy,L’) to Forp.SA
On (satisfy,satisfied from Fop.SA whereT # €:
— if satisfied setm« (Satisfy,T), otherwise setn « (Satisfy, ¢); setT « &; sendm
t0 Fotp.U
On (ReqOpen) from Forp.SP wherestate= “enrolled” andid = &:
— setid « id; send(ReqOpen, T, tqye) t0 Fotp.RA
On (TestOpen, T',id’, tgye ) from Forp.SP whereid = ¢:
— setid « id’; send(ReqOpen, T/, tque ) to Fotp-RA
On (Open, open from Fotp.RA whereid # €:

— if open setm « (Open,F(id)), otherwise set « (Open,£); setid « &; sendm to
Fotp-SP
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14.3 Implementing Oblivious Third Parties

In this section, we present an implementation of the obbvthird parties scheme
based on the model above. First, we present an outline ofrtteqwl, followed by a
more detailed discussion.

To construct a protocol that securely emulates the abovetiumality we make
essential use of (adaptive chosen-ciphertext attack spemcryption. As depicted
in Fig. 14.2 the protocol makes use of several cryptographilding blocks. But
at the core of the protocol are two joint-ciphertext compates, that, as described
in the previous chapter, can be efficiently realized thamksttucture preserving
encryption [CHK"11a].

The enrollment protocol has a few more communication ropubéesause of the zero-
knowledge proofs, but otherwise closely follows the thrbages of the ideal system.
In the first phase the user commits to and proves her idenByth the user and
the service provider commit to randomness that they willtogeintly compute the
transaction toke. The user proves knowledge of the opening of her commitment
as part of the joint computation of the satisfaction ciplertt; < Enc(pksa,L,T -

g'). In the second phase, the service provider trangfges completes the joint
ciphertext computation, and starts the computation of éregation ciphertextt, <
Enc(pkgra, g, (g9 T)). In both cases, he proves knowledge of the opening to his
commitment to guarantee that the transaction token is eddubdorrectly into both
ciphertexts. The user outputs the labettifas the random satisfaction lakelln the

last phase the user again proves knowledge of openings faomemitments in the
computation ott, to guarantee that it contains the transaction tokemd a blinded
user identityg'® under labebave,

To satisfy her financial obligations, the user makes a paymwéh respect to label

L and then asks the satisfaction authority to decmtpt The user receives the
blinded transaction token, that she unblinds using hedlipstored randomness to
learnT. She make§ available to the revocation authority, through some odbanfid
anonymous bulletin board mechanism. Test satisfactionastg are just encryptions
of blinded T’ under labell’. To request the opening of a user identity, the service
provider sends the ciphertest, to the revocation authority, which checks the label
L’ = glaue, decrypts the ciphertext to lealhand verifies whetheF was posted by the
user. If not, the revocation authority returns the blindgehitity g’ to the service
provider, which can unblind the identity. Test opening resfs are just encryptions of
T’ and blindecy® under labebjtaue .

The Real System P;,. The real protocdP.:, implements the same API interface
asZetp (see Fig. 14.2), but is realized as a distributed cryptdgjcaprotocol with
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partiesU, SP, SA, andRA each with their corresponding pairs of API tapep.U,
otp.SP, otp.SA, otp.RA, towards the environment.

notpz.U
- == -

otp.SP

- - — =1

Iscz
reg
otp.SA T zkra,

notp SA | SA } otp.RA

Figure 14.2:Potp = SA|Zsq, | Zokgp | U Zsc| Tepe | Tipey | SP 1 Zscy | Lok IRA|Zreg the Real
OTP System: The Realization Makes Use of Ideal ResoW&e Yk, Zreg, Zjcc; fOr
Secure Communication, Proofs of Knowledge, Key Registnatand Joint Ciphertext
Computation Respectively.

The core security guarantees are achieved through the usecofe two-party
computation, secure communication, and zero-knowledgefrotocols. We model
secure communication through ideal systefag, Zse, and Zsq,, zero-knowledge
proofs throughZ,, , Zzkg,» @and two-party computation throudhpc,, Zipc,, which
are instances of respectively, Z,, andZ:,. with renamed tapes. Like in the ideal
system, we model corruption via an adversarial interfatckdqgrotocol partiet, SP,
SA, RA that allows to control corrupted parties. During initialiion, protocol parties
SA andRA register public keypksa andpkra with a key registration authorityreg .

The real protocol has a few more rounds but follows the sameetphases as the
ideal system. In the first phase the user commits to and pferesientity. Both the
user and service provider commit to the randomness thattileyse to compute the
revocation tokerT in commitmentsCorry1 andCony,. The user proves knowledge of
the opening ofCom), as part of the joint computation of the satisfaction cipévetrt
ct;. In the second phase, the service provider trandfges completes the joint
ciphertext computation, and proves that his contributiorihie blinded revocation
token corresponds to the value@ony,. The user outputs the label of this ciphertext
as her random satisfaction label. The last phase does ajphertext computation of
the revocation tokefl and the user’s identitg'® under labebfave,
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Listing 12. ProtocolPotp = SA|Zsq, | Z,

I

Tapes: See Fig. 14.2

Initilization:  Upon initializationSA andRA generate keyésksa, pksa) and(skra, pkra) for
the structure preserving encryption scheme and regitarandpkza with Z,eg. U and
SP retrieve these keys on demand.

Compute:

On (Enrol1U, (id, wit), inst) from otp.U:

| U |ISC3 |Itpc1 |Itpc2 | SP |ISC2 |Iz

ksa krA

RAZ eg
1

— if (inst, (id, wit)) ¢ %), U aborts, els&) generates commitment parameteasams, and
sends them t6P overZsg,.

— SP receivegparamsg;, generates randomy andoper,, computeg Corry, ) < Commit(
paramgy;xz,0per, ), generates commitment parametpssamsp, and sendsCormy,,
paramgp to U overZsg,.

— U receivesComy, and paramsgp, generates randompery, x; and opery , computes
(Comyg) < Commit(paramsp;id,opery), (Comy, ) < Commit(paramgp;x’l,oper;(/l)
and send€omy, Con}d1 to SP overZsg,.

— SP receivesComy, Comd1 and sends an acknowledgement aligy.

— U generates random; and |y and sendgInputi, (inst paramg;,paramsgp,Comg,
Comy, , Com,), pksa, (id, wit, openyy, X, 0pery, ), (11, X1)) t0 Zepc, -P1.

— SPreceiveqInputy, (inst, paramsghparam%P7Comd7Com(/l7Corryz)7 pksa) ONZipc, .P2
and send$Enro11U, inst) to otp.SP.

On (DeliverEnrollU,ty,e) from otp.SP:

— SP sendsgyye overZse andU replies with an acknowledgment.

— SP generates randoig and sendg¢Inputs, (opery,, (I2,%2))) 10 Zipc, -Po.

— U receives(cty) < Enc(pksa,dt*'2, (g - @) and (L) « g+*'2 from Zipc,.P1 and
sendgDeliverEnrollU,L,tqye) to otp.U.

On (DeliverEnrollSP) fromotp.U:

— U sends an acknowledgment $& over Zs,, andSP generates randomd, and sends
(Inpln:ly (param% ) param%P ) Comd ’ Corn(’lv Con‘kszdue): kaA70per;(27 (th& X27X/2)) to
Ttpc,-P1.

— U receives(Inputy, (param@,param%p,Comd,Comdl,Com(z),kaA) from Zipe,.P2
and sendsInputs, (Openy,opery ), (0, X1,id)) t0 Zipe, - Po.

— SP receivescty with (ctp) + Enc(pkga, g, (@472,g9%2)) from Zipe,.P1 and sends
(DeliverEnrollSP) to otp.SP.

On (RegSatisfy) from otp.U wherelL # &:

— Usendg(cty, L) to SA overZsg .

— SAreceivest; from Zsg and if the ciphertext with label validates correctlySA sends
(RegSatisfy,L) to otp.SA.
On (TestSatisfy,E,?) from otp.U:
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— U generates a new cipherteidt; ) < Enc(pksa, L, (T - g %)) with randomx; andx;
and send¢ct;, L) to SA overZg,.

— SA receivesEtlAfrom Zsq, and if the ciphertext with labdl validates correctlySA sends

(RegSatisfy,L) tootp.SA.
On (Satisfy,satisfied from otp.SA

— SA skips a communication round kg, .

— if satisfied SA decryptsct; and proves correct decryption of the blinded toker) <
Dec(L,cty,sksp) to U using Z,,,,. Otherwise,SA provesm = £ with an otherwise

random instance and witness of correct siz8 tosingZ, .

— U receivean as the instance df,,,.

— if m # ¢, U unblinds T « - g% = g% and sends(Satisfy,T) to otp.U;
otherwiseU sendgSatisfy,¢) to otp.U.
On (ReqOpen) from otp.SP wherestate= “enrolled”:

— SP sendg(cty, tque) 10 RA overZsg,.

— RA receives(Cty, tgye) from Zsg,, decryptsctp, under labelle into (T,gid“'Z), it sends
(ReqOpen, T) to otp.RA.
On (TestOpen,'AI', ia,ﬂu\e) from otp.SP:

— SP generates ciphertextty) < Enc(pkga, gl (?,gia”z» with randomx; and sends
(Ct, Tgue) 10 RA overZgg,.

— RA receives(c?tzg\ue) from Zsc,, decrypts the ciphertext under Iak@&e into (?7 m) and
sendgReqOpen, T) to otp.SP.
On (Open, oper) from otp.RA:
— RA skips a communication round fa@kg,.

— if open RA proves correct decryption of the blinded identityto SP using 7, -
otherwise RA provesm = ¢ with an otherwise random instance and witness of correct

size toSP usingZ,y, ;

— SPreceives(cty, pksa, L, ) as the instance &, .

— if m # &, SP unblindsID « gdt% . g% = gl and send0Open, D) to otp.SP;

otherwise it sendépen, €) to otp.SP.
L ]

The two-party computatiofipe, = Zepe( fic, (Pksa, (11,X1), (12,%2)), R1,1,R12) is
parameterized by the functiofyc, and two relationgi; ; and i, for computing
the satisfaction ciphertexdt; that contains an encryption g2 under a jointly
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chosen label = g'+*'2:
M1 = {((inst paramg;, paramsp, Comd,Corryl, Comy,), (id, wit, openy, X,
opery ;l1,x1)) | (inst, (id,wit)) € RA
Comyg) = Commit(paramsp, id,openg)A
Corryl) = Commit(paramgp;ﬁ,operyl)}

Similarly, the two-party computatiofi,c, = Zipc(fic, (PKrA, (€, (X1, id)), (tdue (X2,
X5)),MR1,1,R1,2) is parameterized by the functiohc, and relationsiy 1,01, for
computing the identity ciphertexdt, that contains an encryption c@gx'lJfXZ,gid*’dZ)
under keypkra With public labelgtdue;

M1 = {((paramg, paramsgp, Comy, Cony , Com,, Taue), (0peN,, taue,
X2,%)) | (Comy,) = Commit(paramg; x2,0pen, ) A Taue = gldve} |
R22 = {((paramgy, paramgp, Comy, Cony, , Con,, Tque), (Operi'dvoper;(’la
0,%3,id)) | (Comg) = Commit(paramsgp;id,openy)A
(Cormy, ) = Commit(paramsp; Xy, 0per; ) } -
The commitment scheme can be realized as a simple Pedersenittoent. Given a
tractable relatiofi the relationsiy 1, R1 2, Ra 1, andR, , are themselves tractable.

Satisfaction and opening make use of proofs of correct giony. In cas&A or RA
rejects a request by andSP respectively, we abuse the functionaliy, as a secure
channel, by proving a statement with an arbitrary instanoé, withess. We assume
that the instance is of the correct size to thwart traffic gsial The relation®isa and
PRra for proving correct decryption are defined as follows:

Rsa = {((ctr,Pksa, L, m),sksa) | (M= Dec(L,Cty,skspa) AM#€) VM=¢},
Rra = {((ctz, pkra, g%, m), (Skza, T) | ((M,T) = Dec(g'e, ctp, Skza) A
m#£eg)vm=¢},

An efficient realization ofP,,., < Z, (Rsa) andPoiq, < Lok (RRrA) IS presented
in Appendix C.4.
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Theorem 2. Given the CCA security of the encryption scheme, our ohigidird
party protocol (see Listing 12) strongly emulates the idddivious third party system
(see Listing 11)Pqip(R) < Zotp(R).

A note on using the same group setup. The proofs of Sect. 13.4 can efficiently
deal with different abelian groups. This means that we campase tractable relations
that make use of different group setups and still obtain etdltde relation. This,
however, comes with a cost on the performance of the proofsachieve optimal
performance, parties should use common group parametemsuel as possible.
Such group parameters need to exist both in the real worldtendteal world, so
they can be used by the identity certification system for enpnting the relation
(inst, (wit,id)) € . Two ways of achieving this are: 1) to describe a determnist
procedure for deriving adequate pairing parameters basdbdeosecurity parameter
alone. 2) use a global setup (ef.s) that exists both in the real world and the ideal
world, i.e., we provéPqip(R)|Zers < Zotp (R)|Zers. WhereZ,s only provides a pairing
setup. This can be seen as a variant of the GUC model [CDPW@ hote, however,
that thisZ.,s does not allow us to overcome the impossibility results tieate been
shown for GUC. We still make use of UC common reference striiog the proofs
of knowledge. We leave the construction of an OTP protocseédan an augmented
common reference string as further work, but point to [DSW38a starting point.

Multi-session version of the protocol. In arealistic deployment, a large number
of users will be interacting with a slightly smaller numbérservice providers, the
latter needing to accept multiple enroliment transactionparallel. Moreover, to
achieve real unlinkability between the different trangatg of a user, secure channels
need to be replaced with secure anonymous channels. Téerkdjuire a separation
between network identifiers and session identifiers. Howetree multi-session
functionalitiesZ, andZ;,. do not provide anonymity and cannot be realized without
Tsc which outputs the same session id/address that it recesviepat.

To see that a proof for the single session version of the OBk pol is sufficient to
guarantee the cryptographic property of the multi-sesprmtocol with anonymous
channels, we apply the split functionality theorem of [B@5, CCGS10] that states
that for every functionality realizable with authentiadf®ecure channels, there exists
a corresponding split functionality that is realizable wsiplit authenticated/secure
channels. Intuitively in the split functionality it is thel@ersary that in a multi-session
version controls which parties communicate together ova@ckvfunctionality. By
applying the split functionality theorem and the compaositiheorem multiple times,
a hybrid protocol with multiple split functionalities cae transformed into a protocol,
that contains only split secure channels. After provinglioifpsession disjointness,
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one can achieve a multi-session version of the OTP prothabhtas only local session
ids [KT11].

14.4 Proof of the Oblivious Third Party Protocol

To prove thatP., emulatesZ,, (Theorem 2), we need to prove existance of a
simulatorS that translates messages between the interfaggs andnotp,.

The simulator needs to do some trivial forwarding for eveoyrgpted roleR: it
forwards all messages from the environment leaked throwgh;.R to notps.R;

all messages fromotps.R, addressed to the environment are forwarded to the
corrupted party omotp;.R. The simulator internally simulates most of the real
world ideal functionalities to simulate delays and corioptof submodules. All
messages addressed to another corrupted real world ertityravarded to an internal
simulation of that entity.

For ideal communication between honest roles, the simulsitoply simulates
the delays of the real communication internally based ondélays in the ideal
communication. The simulator creates and registers the &honesSA andRA.
After the keys oRRA are registereds sendgSetF,F,G G to Fot, to setF (id) = g,

As we will see, the two most interesting cases of the simutasire when either the
user or the service provider, but not both are corrupted. @vercthe other corner
cases first.

Listing 13. S if both user and service provider are corrupted
I 1

We only need to simulate for an honé&sk or RA.

— Upon receiving(cty,L) from Zsg, the simulator checks whether the ciphertext cor-
rectly decrypts under label to some valuem, picks a randomT and sends
(TestSatisfy,L,T) tonotps.U.

— Upon receivingSatisfy, L) or (Satisfy, T), it skips a communication round fakg
and either provesn =_ with an otherwise random instance and witness of correet siz
or ((cty, pksa,L,m),sksa) € Rsa respectively.

— Upon receiving(cty, tyye) from Zsg,, the simulator decrypts the ciphertext under label
gleee into (T, m), picks a randonid, and send$TestOpen, T,id, tyue) t0 notp;.SP.

— Upon receiving(Open, L) or (Open,id), it skips a communication round fds, and
either provean =_L with an otherwise random instance and witness of correet Giz
((ct2, pkra, g4, m), (skza, T)) € Rra respectively.
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Figure 14.3: OTP Simulator.

Listing 14. S if both user and service provider are honest

We only need to simulate for a corrupt84 or RA.

— Upon receiving(RegSatisfy,L), the simulator picks a random messagend sends
(Enc(kaA7 L7 m)? L) to ISC1-

— When receivingProve, L), it sends(Satisfy,false) to notp;.SA.
— When receivingProve,cty, pksa, L, m), it sends(Satisfy,true).

— Upon receiving(ReqOpen, T, tque), the simulator picks a random messagand send
Enc(pkga, 9% T,m) to Zsg,.

— When receiving(Prove, L), it sends(Open,false to notp;.RA. When receiving
(Prove, Cty, pkra, glee, m) it sends(Open, true).

Because of the use of ideal functionalities, the simulafmmall of these cases is
perfect. We now consider a corrupted user and an honestegqavider.

Listing 15. S if the user is corrupted, the service provider is honest
I 1
The simulatorS setsstate« “ready" and follows the instructions f&P of the real world
protocol.
On inputparamg; on Zse, with state= “ready";

— generate commitment parametpesamsp andCory, < Commit(params;, Xz, 0pery, )
on randonopery,, and return both tdsc,.
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— wait for Comgy andComd1 overZsg and reply with an acknowledgment.

— wait for (Inputy, (inst, paramsg,,params_gp,Comd,Con}(/l, Comy, ), pksa, (id, wit,openy,
x’l,open(/l),(ll,xl)) on Zipc, .P1, storeid, wit, X, x; and forward the message to the
simulatedFipc, .P1.

— wait for (Inputy, (inst, param@,param%p,Comd,Con}(rl,Conyz),kaA) on Fipe, -Po2,
send(EnrollU,inst, (id, wit)) to Fotp.U, and continue the delay afotp.SP.

— letstate+ “enrollu”.

On a delay orFop.U with state= “enrollu™:

— confirm the delay and wait fqiDeliverEnrollU, L, ty,e) from Fop.U.
— sendty,e OverZsg to notpy.U and wait for an acknowledgment.

— if SA corrupted, sen¢ReqSatisfy,L) to Forp.U, confirm satisfaction, lear(Batisfy,
T)and sem« T.-g4 %,

— otherwise sem+ 1.

— send(Inputa,open,,(I2,X2)) to the simulatedpc,, in which we sett; < Enc(pksa,
L,m) and storect;. Finally, setstate«< “deliverenrollu”.
On the acknowledgment ovég, with state= “deliverenrollu”

— send(Inputy,(params;,paramsp,Comyg, Conyl,Com(Z,Tdue), PkrA,OPEN,, (tdue X2,
XIZ)) to Itpc2~P1-

— wait for (Inputs, (Opefy, openy ), (0, X},id)) onnotpy.U, simulateZ;pc, resulting in the
ciphertextct,.

— finally, set state <« “enrolled" and send(DeliverEnrollSP) t0 Foip.U with a
confirmation on the delay o?-'otp.SP.Z
As the user is corrupted and the service provider is honesxtra simulation is needed for a
corruptedSA, or a honesRA. If SA is honest, we have to handle satisfaction requésts.
On (&1,E) on notp».U with state= “enrolled";

— simulateZsg and ifct; = cty, send(RegSatisfy) to the corruptedFoy,.U, otherwise
if the ciphertext validates with labél, pick a randonT and sendTestSatisfy,L,T).
Finally, confirm the delay otFotp.SA.

On a delay onFop.U

-~

— confirm the delay and wait fqiSatisfy, T) on Fotp.U;

—ifT=¢ prove m=_1 with an otherwise random instance and witness of correet siz

using a simulated,, .

2If openy, and(ﬂ)éryl correspond to thepery, andoper;(«1 sent by the user during tiEnrol1U phase,
this simulation step is perfect. We will show in Lemma 3 thaeg the binding property of the commitment
scheme this is the case except with negligible probability.

3Note that in this case, as we did not know the valug g&t, we used a fake encryption of 1 and rely on
the CCA security of the ciphertext for the indistinguishiépiof the simulation. We describe the reduction
in Lemma 5.
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—if T # &, if this is in reply to aTestSatisfy request, prove correct decryption of the
blinded tokenm = Dec(L, Cty, sksa) usingZ,y,, to notpz.U, otherwise (this is in reply
to aReqSatisfy) prove correct decryption of the blinded token= Dec(L, ct1, sksp) =
T.ga ).

If RA is corrupted, we have to simulate opening requests toward@i$is is done in the same

way as for the case of an honésand an honesgP.* .

Lemma 3. Given the DLIN assumptiohif U is corrupted SP is honest, an@A and
RA are either honest or corrupte®op, (R) < Zotp (R).

For the proof of this Lemma, we refer to Appendix C.5.

Listing 16. S when the service provider is corrupted, the user is honest
I 1
The simulator setstate« “ready" and follows the instructions fad of the real world
protocol.
On a delay onFr.SP with state= “ready":

— confirm the delay and wait fqiEnro11U, inst) from the corruptedFo,.SP, Storeinst

— generat@aramg; and send them ovéfsg, .

— wait for Comy, andparamsp on Zsg, generate random,id, xq,x;, openg andopen(/l,
compute Comg < Commit(paramsgp, id,openy), Comy « Commit(paramsp, Xj,
open(/l) and sendComg andConmy, overZsg,.

— upon receiving an acknowledgement ov&,, set state<« “enrollu”, and send
(IanItlv (inSt7 param@,param%p,Comd,Con’;(rl, COIT](Z), Pksa, (id7Wit70peqd7Xl )
opery ), (11,%1)) t0 Zepe, -

Ontyye 0N Zsg, Wherestate= “enrollu™:

— reply with an acknowledgment.

— receive(Inputy, (open,, (I2,%2,%5))) onnotp,.SP and forward it to the simulatefip.c,
resulting inct; andl « g1tz
— set state« “deliverenrollu”, and sendDeliverEnrollU,ty,e) t0 Forp.SP with a
confirmation on the delay oFtp.U.
On a delay onFotp.SP wherestate= “deliverenrollu”:

— confirm the delay, wait fofDeliverEnrol1SP) from Fotp.SP and send an acknowl-
edgement oveFsgg,

— wait for (Inputy, (params, paramsp, Comg, Con, , Con,, Taue), PKrA, OPEN,,, (tdue
X2,%)), simulateItp.(-_32 and receive messag@nputy,(paramg;,paramsgp,Comg,
Corﬂ(/l,COIT}Q),kaA).

4This aspect of the simulation is perfect.

5See Appendix C.1 for its definition.

6)f o’p@r;2 correspond to thepen, sent by the service provider during tirollU phase, this
simulation step is perfect. We will show in Lemma 4 that gitkea binding property of the commitment
scheme this is the case except with negligible probability.
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— if RA is corrupted, sen@ReqOpen) to Fotp.SP, learnT, confirm the opening, learn
(Open,ID) and sem « (T,ID - g%).
— otherwise sem+« (1,1).
— send(Inputz,(openy,opery ), (0, X;,id)) to the simulated’,., in which we sett; «
Enc(pksa; tdue, M).
— setstate« “enrolled".
As the service provider is corrupted and the user is honesgxtra simulation is needed for

an honesBA, or a corruptedRA. If RA is honest, we have to handle opening requésts.
On (Cty, tyue) ON notp2.SP wherestate= “enrolled”;

— simulate Zse, and if cty « cty, send (ReqOpen) to the corruptedFot,.SP, other-
wise if the ciphertext validates with labgajflee, pick a randomT, id and send
(TestSatisfy,T,id,tgue). Finally, confirm the delay ofFotp.RA.

On a delay onFyyp.SP wherestate= “enrolled":

— confirm the delay and wait fOpen, D) on Fotp-SP.

— if ID = € provem =_ with an otherwise random instance and witness of correet siz

using a simulated, .

— ifiD # g, ifthisis in reply to afest0Open request, prove correct decryption of the blinded
identity m= Dec(tgye Cto, Skza) usingZ,,, to notp2.SP, otherwise (this is in reply to
aReqOpen) prove correct decryption of the blinded identity= Dec(tgye Ct2,Skra) =
ID - g*.

If SA is corrupted, we have to simulate satisfaction requestarsvit. This is done in the

same way as for the case of an hori¢sind an hones§P.8
L ]

Lemma 4. Given the DLIN assumption, $P is corrupted,U is honest, an&A and
RA are either honest or corrupte@o:p (R) < Zotp (R).

The proof follows the proof of Lemma 3.

14.5 Conclusion

Oblivious third parties is a useful mechanism to relievetthst of users and service
providers towards third parties. Moreover, it allows for mefficient systems, in
which the user proves satisfaction of certain requiremirstead of the revocation
authority having to verify if the user really satisfied theue@ements (e.g., paid for
the service).

"Note that in this case, as we did not know the valu& aindid yet, we used a fake encryption (f, 1)
and rely on the CCA security of the ciphertext for the indigtiishability of the simulation. We describe
the reduction in Lemma 4.

8This aspect of the simulation is perfect.
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This complex application is modeled using the general cdatfmnal model of
Kusters [Kiis06]. Based on the structure preserving enianygicheme [CHK 11a],
we provide an actual instantiation of the oblivious thirdtjws. The protocols were
proved secure in the IITM model. Nevertheless, the resalty®ver to the universal
composability model.






Chapter 15

Evaluation

In the previous chapters, a number of ideal functionalitiese provided as building
blocks for modeling applications. An application namellivious trusted third
parties has been modeled and an instantiation was provided. Thikeisfirst
realization of the OTP concept. Based on this research, we exaluate the
simulation-based modeling and analyze the way we handle sssues.

15.1 Modeling

The simulation-based model by Kisters [Kiis06], is very Bixigives the modeler
a large degree of freedom, and offers security even whentarsyis used in a larger
system. Moreover, it is sufficient to prove the security ofrgke session, to reason
about the security of a multi-session system.

Ideal System. The framework allows a more intuitive approach for modeling
ideal protocol than in other simulation based models [Ca@RIDS02] in which the
ideal protocol consists of only a single ITM.

In our approach, we use this flexibility to divide the taskemowell-defined [ITMs.
We briefly recall the different ITMs we use:

Dummy Parties Dg. For each corruptible role involved in the protocol, a single
incorruptible ideal ITMDg, is used.

181
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Ideal Functionality Fins. All security critical parts and the functionality of the
protocol is implemented by a single virtual incorruptib&ety. This party considers
neither corruption, nor communication.

Delayed Communication.For each output tape of the ideal functionalfy; an IITM
(Delay(T,T,C)) allows the adversary to arbitrarily delay messages. Thidafs the
fact that cryptography cannot prevent denial of servicaci against an adversary
that is in control of communication resources.

This approach allows us to focus on the ideal functionabtych that it actually
implements the requirements of the system. It is, for ingasufficient to look at
the outputs in order to verify that no personal informat®ndtrieved by other parties,
or that transactions are unlinkable.

Also corruption and communication is kept simple. Upon gption, the dummy party
simply forwards all messages from I/O tapes to the adveemadhallows the adversary
to send arbitrary messages on behalf of the corrupted party.

Real System. Real systems can be presented as hybrid systems of real eaid id
functionalities. Hence, ideal functionalities can be uggduilding blocks for building
real protocols. Later, upon implementation, the ideal fuiztionalities may be
replaced by any real protocol that securely emulates thettionality. This strategy
should make it easier to develop new applications/systems.

15.2 Concerns

Nevertheless, there remain a number of concerns with respeair approach, but
also with respect to the framework in general.

15.2.1 Our Approach

Corruption of Roles

We use the standard corruption macro for (static) corraptd dummy parties.
Corrupting a role then comes down to a full corruption of thkeywith an adversary
that may influence the corrupted party. However, sometintesr @orruption models
are appropriate. For instance, in some settings, an adyensay only passively
corrupt a party, and only receive information, but has nedirnfluence on the
corrupted party.
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Static Corruption

In our approach, we considered only static corruption. Hawet is not fully clear
what this means in terms of security in real-world settingswhich the corrupted
parties have not decided upon in advance (i.e., adaptivamion).

Ideal communication

Currently, we use ideal delayed communication for modeling ideal system.
However, sometimes this may be too restrictive. In that cdmedelay functionality
should allow for more fine grained definitions of communicatfe.g., allowing some
amount of leakage or influence). Therefore, existing or rdeali functionalities, for
instance, for secure and authenticated communication magéd instead.

Moreover, to make simulation easier, the ideal delay fumetiity currently leaks
some amount of information, namely, the type of messagegbsémt. This in a
sense is acceptable as the length of ciphertexts couldirtigdnformation as well,
unless ciphertext messages have a fixed length. Neverthébesrder to make the
multi-session environment work in an anonymous settingsehmessages have to be
considered as well.

15.2.2 General Concerns

Simulation-based models such as the model of Kusters offerse important
advantages for proving the security of real systems, esalhgaiith respect to game-
based definitions. Nevertheless, simulation-based nmagiéti general also poses
some concerns.

Defining Ideal Functionalities. The mostimportant conclusion when proving the
security of systems is the followingimulation-based proofs do not prove securlty
fact, all it proves is that some real system is — at least agrsexs — the ideal system.
Hence, one should prove in addition to the proof that thesgstem securely realizes
the ideal system, that the ideal system is secure.

The underlying idea is that the model of the ideal system is/ \wmple and
straightforward to understand, such that it is easy to meesmout its security
properties. But in many cases, ideal functionalities bezoather complex, making
it hard to see if an ideal system indeed fulfills the requiretee For instance,
currently we introduce a bijection into the ideal functibtya Here, its use is rather
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straightforward, but other systems may introduce othestrantions which may make
the ideal system insecure.

Moreover, the availability of many different models haveuked in many different
definitions for the same ideal functionality, largely degiexg on the underlying model.
In fact, one may expect a similar evolution for finding propefinitions of basic

functionalities in simulation-based models, as was the &@m3he definitions of attack
models (e.g., CPA, CCA) used in game-based models.

As the number of corruptible parties)(grows, the number of simulations grows
rapidly (n!), making it hard to construct the proofs manually. In faichne considers
adaptive corruption a lot more simulations may have to beiciened.

Implementation — efficiency. Another concern in simulation-based models is that,
even if they allow for composition, developing systems basebuilding blocks may
result in inefficient systems. Since efficiency in cryptqidrais a very important
aspect, it would be useful to have some kind of metrics orctmpatibilityof ideal
functionalities.

For the construction of primitives (e.g., authenticated aecure communication), it
could be better to make a realization of an ideal protocategitas a real protocol (i.e.,
no hybrid protocol), rather than constructing it based dwepideal functionalities. On
the other hand, for larger systems, it may be sufficient tseebose primitives.

15.3 Future Directions

Currently, our OTP application only supports static cotiap It would be interesting
to see the implications on the protocol to also suppdeptive corruption

Another interesting direction is téormalize the relations between protocols with
different communication requiremer(es.g., secure, authenticated, anonymous). For
instance, if we have an ideal system that runs over an insehannel, it should be
possible to reason about the improved security propertfeenvthe same system is
used over a secure or anonymous channel.

In addition, it would be interesting to set udilbrary of (ideal) primitives possible
realizations and their proofs, such that they can be re-biggutotocol developers to
build new systems.

Simulation-based proofs are quite extensive and requitesledge of many different
fields. Many publications use some kind of simulation-basedel for proving their
protocols secure, often by developing new ideal functitieal Unfortunately, since



CONCLUSION 185

publications are often limited in size, the proofs are oftery compressed, leaving
out details or decisions that may be important, and couldiplysmake the results
invalid. Even if a protocol strongly simulates some ideadtpcol, if the latter is

defined inappropriately, the proof says nothing about tlcerdy. As a first step, to
support the comparison and composition of different proigycsomegood practice

guidelinesshould be provided with some kind sfandardization

15.4 Conclusion

In the previous chapters, we have developed a number ofibgitdocks to support the
construction of larger protocol systems in the simulati@sed setting. Nevertheless,
building new protocol systems is not simple and still regsiiboth knowledge of
the underlying model and its implications, and also knowkdf cryptographic
constructions.

An important observation is that since simulation-basexlisty only proves that
attacks in the real world can also occur in the ideal worldpiés not ensure security.
Security is only obtained in combination with the fact thathe ideal case, it should
be much simpler to design a secure protocol.

Unfortunately, the latter is often not the case. Furtheemdris often a trade-off
between an ideal system and what is realizable. A simple phais the following:

in the ideal case, secure communication would only leak #ce that an arbitrary
message is sent froA to B. However, in the real world, this is not possible,
as a ciphertext reveals at least some information aboutethgthh of the message.
Hence, the ideal protocol has to be relaxed such that it alskslthe length of the
message. The same strategy with multiple iterations okagilans is often used
when developing new systems, to allow the real protocol ¢toiisdy realize the ideal
protocol. However, it is not always straightforward to she implications to the
security of the scheme.

Simulation-based security has very interesting propettiehelp proving a protocol
secure. Nevertheless, there are still several concetragplefi that should be addressed.
Moreover, if used inappropriately, it may allow to prove #rigg 'secure’. In fact, if
an ideal functionality is used in the construction of muéipther protocols, and it
turns out to be insecure, all those protocols may get ingezsiwvell.






Chapter 16

General conclusions

16.1 Overview

In contrast to what one could expect from the title, this ihastually takes off with
more practical research, and gradually moves towards tiie theoretical work.

This follows more or less the research track | followed dgnmy research. In that
sense, my personal background made me take a more pragijmalagh to start
from. For instance, practical results showed that theree\géll a number of issues
to be dealt with to make anonymous credentials really praktiln theory there are
already some solutions provided, for instance, to solveaation, but no overview
was available on the usability of those solutions.

For each of the major parts of this thesis, we summarize thelasions and end with
the general conclusion on the research presented in thsthe

Traditional Electronic lIdentities. The major drawback in traditional elD tech-
nologies is the lack of privacy. Currently, the only implemtetion that supports
privacy, though very limited, is the German elD. Howevere thfrastructure is
rather closed, and makes it difficult for service providerstpport the technology.
Other important drawbacks, such as PIN caching and suiceiauthentications are
mainly due to the smart card environment used to carry thaecrtials.

We provided a number of application domains in which thesedtts are mitigated.
They showed how applications may benefit from strong auitetiatn. However, the
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application domains in which traditional card-based elBs be used securely, are
rather limited.

We used the conclusions from this research as the startiimg foo the research on
electronic identities based on anonymous credentials.

Anonymous Mobile Authentication. To tackle the biggest concern in traditional
elDs, we evaluated the possibility to use anonymous crésnfior electronic
identities, offering better privacy properties. Anonyrsocredentials are fairly
new, and mostly a theoretical research topic. In this diaen, we focused on
anonymous credentials @fYPE 2, namely, using zero-knowledge proofs for proving
the possession of a valid credential (ellentity Mixer anonymous credentials).
An important drawback in this type of credentials is theimgdexity. They require
a substantial amount of computational resources. In fadkfléedged Identity
Mixer anonymous credentials (e.g., with interval proofs, vdslaencryption and
proper revocation support), cannot efficiently run enfiah a smart card. Therefore,
we analyze the possibility of using mobile devices to ag$istsmart card in the
computations. The results are promising, and show that fiaéh could be a good
alternative.

Unfortunately, the drawbacks we encountered in traditieiia solutions due to the
smart card environment (e.g., trust in the host), remairtfiermobile solution we
present. Moreover, since mobile devices carry a lot of pekamformation, and
provide increased connectivity, they are a more intergstamget for hackers and
malicious organizations. Only a combination with Truste@&ution Environments
on mobile devices, could make our solution practical. Depelents on this are still
ongoing.

Revocation of Anonymous Credentials. In traditional elD solutions, revocation
is simple and efficient. A service provider may simply chduk tevocation status of
a credential used for authentication by verifying that thenitifier of the credential is
not in the revocation list.

However, for anonymous credentials the case is much morepleam Since
anonymous credentials do not allow such an identifier to lemased, other solutions
had to be found. Therefore, we evaluated a number of rewmtatiategies discussed
in theory, based on both the approach they follow to solveaation and the efficiency
of the solution.

The results show that none of the solutions is fully satisiacfor the use in an
electronic identity infrastructure, especially when gsimart cards. In themart card-
based settingin which the card is used as a standalone technology, thesblkegion
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is to combine VLR with credential updates. However, in orgiekeep it practical,

the number of credential updates should be minimal, butcserffi to keep the number
of tests by the verifier minimal. Nevertheless, VLR requiaesubstantial amount of
additional resources for the verifier to verify the revogatstatus. Moreover, with
respect to user-friendliness and convenience, this saoliginot satisfactory for elDs
as a standalone smart card.

Most strategies, also the one discussed above, requiragnégcommunication of
the user with the issuer, for instance, to update the credemtgather revocation
information. Moreover, some strategies (i.e., accumustmay require an additional
amount of complex computations. Fortunately, the updatekide carried out by a
possibly untrusted party, such as a mobile device. Moredvire issuer carries out
the witness update, it is in fact similar to a credential updas used for limited
lifetime credentials. For these strategiessexure element embedded in a mobile
device as in our mobile authentication scenario, comes back mopicture. The
device may provide both connectivity and possibly assist shcure element for
certain computations. A combination of issuer generatedlemtial updates and
accumulator based revocation may be the better solutioleaat if we assume an
issuer with sufficient computational power to generate fegqy credential updates.
The accumulator may optionally be used for services thatirediigh security. For
low-security environments, it may be sufficient to only peathe validity of the
credential (e.gdateUntil< now).

Nevertheless, credential updates should occur in bateh @veryone gets the same
Valid-Until attribute) such that the lifetime may be revealed, instdamtaving that it

is more than the current time, as the latter would take snbatly more computation
when showing the credential.

Modeling Secure Applications. Once anonymous credentials are ready for
practice, many other concerns still need attention. To fsilipport privacy-friendly
services, service providers may need additional guarardad new systems may
need to be built. Due to the complexity of these systems it gedre difficult

to prove them secure. We therefore analyzed the simuldiémed models, and in
particular the model by Kiisters [Kis06]. We have modeleth suzew system, named
oblivious third parties. In the latter, the service provideay get more trust in the
system since he is assured that unless certain requireamentslfilled, appropriate
countermeasures may be taken, even without expensivedmecigions.

Due to the complexity in the modeling of such systems and isirebancy between
ideal and real systems, modeling systems is not simple aqdires in-depth
knowledge of the model. These frameworks are still sub@chtinge or get extended
to support new constructions. To be really of use, they shpubvide a common
strategy on how to model ideal and real systems. We providédtaattempt using
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dummy parties and a virtual incorruptible ideal functiatyallt tries to simplify the
definition of the ideal functionality by separating corrigptand communication from
the actual functionality. It has shown to be an interestjpgraach, however, it remains
to be verified if the approach remains valid for other systemnsvhen considering
adaptive adversaries.

16.2 Anonymous Credential systems:
From Theory towards Practice

As in traditional elD infrastructures, standalone smartisembedding anonymous
credentials may become practical in the near future. Howéwplementing all the
functionality provided by th@dentity Mixer library on the smart card is currently
impossible. Thus, only a stripped down version with a veficieint implementation
(i.e., smart cards that support efficient modular arithmetich as MULTOS [8]),
could partially support anonymous credentials.

Nevertheless, since the smart card does not provide adruses-interface, the user
does not know what is going on. Hence, the user will never kadwat is really
being proved. It will require even more trust in the host. tRermore, next to
the computational requirements, connectivity is also aompjoblem. To support
revocation, we need frequent credential updates or uategvocation information,
making a smart card solution less favorable, especiallygéé updates are required
frequently.

On the other hand, anonymous credentials would gain a ldtelf twere used in

combination with mobile devices. The computational resesrand mobility makes
them very attractive for elD-based transactions. In faotytmay be a real game-
changer for the adoption of anonymous credentials.

In the introduction, we posed the following question:

Is it feasible to use anonymous credentials as a nation-wldetronic
identity, offering both enhanced privacy and security pmies?

Summarizing the conclusions above, we could positivelywanshis question, if
anonymous credentials are used in combination with moleléces.

But, we have to make some side-notes. Even though mobilee®way support
the use of anonymous credentials, they are already thet @irgdenty of malicious
applications. Even though one could assume that mobiledswan gain more trust,
as it is a personal device, this may be in fact the major readonit is so attractive:
the device being personal makes it valuable for attackeesckl, in order to securely
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support anonymous credentials as an electronic ident&ghwuld use mobile devices
with enhanced security protection against malware by,fstaince, the use of trusted
execution environments.

So, the final answer is: if we can provide trustworthy mobiides, anonymous
credentials as a nation-wide electronic identity, offgrboth enhanced privacy and
security properties are indeed practical.






Appendix A

Implementation Notes

A.1 Implementation Details of Mobile Authentica-
tion towards a terminal

Entities. M is realized with an up-to-date Android 2.2-based smartpforFor
simplicity of the showcaseT, AS, andIP are realized as services on a single $C,
while those services can be easily distributed to multiphehmnes as required in real-
world deployments. On top of the privacy and security frameéwM runs an Android
authentication app. Communication is handled by the ckéte implementation of
the extended RESTIet framework(cf. Sect. 6.2). For thegtype, depending on the
destination specified in the authentication request, thgaese will automatically get
redirected to the correct channel.

With respect to the storage of the credentials, the progosypports both credentials
stored on the device as well as credentials embedded omtipetaesistant chip of a
Secure microSD. We therefore leverage the exteddedtity Mixer, as discussed

in Sect. 6.4.

As secure element, we selected the secure Mobile Secunty €& 1.0 by G&D, a
microSD card comprising a tamper resistant Java Card chip h&Ve implemented
the algorithms discussed above as an applet instantiatetheorsecure element.
The Identity Mixer library on the host has been adapted to invoke the correct
algorithms on the Java Card. The implementation use®¥h€hip 2.0 Bignat library

for computing with arbitrary precision integers on a JavedCa

1samsung Galaxy i9000: 1 GHz ARM Cortex-A8, 512MB RAM, 480880'VGA Super AMOLED
screen, 2592 x 1944 Camera.
2DELL E4300: Intel Core2 Duo P9600 @2.54GHz, 4GB RAM, Winddai(g4), 1280x720 Webcam.
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T is realized as a GWT (v. 2.1.1) browser application, using RESTlet-GWT
module. A Java™-based GWT Widget was developed for settinghe visual
communication channel. Particularly, displaying and sdagn QR codes uses the
PC'’s display, resp. webcam. The terminal communicates awve8SL/TLS channel
with the authorization server.

The serversAS andIP, are both realized as Tomcat (v. 6.0) applications feagurin
the RESTlet communication framework and our privacy andusscframework.
In the RESTlet framework each resource of a party is protebtea guard, also
calledChallengeAuthenticatorThis guard confirms thauthentication requirements
an access requester needs to fulfill in order to get acceskigordsource. We
implemented a guard that delegates the authenticatioroqoist to the security
and privacy framework. Access control at the entitiBsand AS is technically
implemented through such guards.

Communication. We use the extended RESTlet framework, presented in S&ct. 6.
for the communication between the different entities. Fathtscenarios (a) and (b),
the short-range channel is then realized as a QR code-based ghannel between

M andT. For scenario (b), we use a network connection.

A.2 Identity Mixer and DAA in Android™

Identity Mixer. TheIdentity Mixer library is a cryptographic library written
for the Java™ platform implementing the credential systeimCamenisch and
Lysyanskaya [CLO1].

For demonstrating secure and privacy-friendly mobile @pgibns, we made the
library compatible with the Android™ platform. Actuallynty very few changes
were required (some were related to XML, and a few other ypstpd functionalities
on the Android platform). These changes have been requiestBi, and updated in
version 2.3.3 of the library. Meanwhile, we fixed a bug in thequality prover of the
library, since this proof was not linked to the proof of thedential.

A drawback in the library is that using objects (i.e., partare specifications and
credentials) in the library, requires those objects to mdéal from an XML file,
reachable using a Uniform Resource Identifier (URI). In ordemake the library
more flexible and compatible with other technologies sufgabny our framework, we
added an engine that circumvents this requirement. As angieaa credential object
in our framework has a technology agnostic and a technolpggific part. Since the
Identity Mixer library requires the technology specific part to be providedn
XML file, the engine compiles the XML file on-the-fly and loadsdrito the library.
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Although it adds some additional overhead, it makes our é&ark more consistent,
and less dependent on the technology and platform being used

DAA. Direct Anonymous Attestation [BCC04] (DAA), can be seen asripped-
down version ofldentity Mixer anonymous credentials, with no attributes. As
a result, with DAA, one can only prove that it is genuine, andddition that it is
not revoked (based on the Verifier Local Revocation techmi@@CCO04]). In fact,
the Trusted Computing Group (TCG) group has included DAA ifitusted Platform
Modules (TPM), supporting, for instance, anonymous degitestation of personal
computers.

To plug the DAA-based anonymous credentials into the fraonkya DAA credential
object implements an interface towards the Java Card (edelnezh a microSD card),
featuring the algorithms required for implementing DAA. tidhat for DAA, the
computation for showing a credential is partially done oa ttost (in the DAA
credential handler).

A.3 Implementation of Accumulators in C4++

A.3.1 Implementation Notes

To compare the schemes discussed above, they are all imutiednin C++. The
bilinear maps applied in tHeN andCKS scheme, are initialized using tBac Library
[17]. This library is built on top of the GNU Multiple Prece@ Arithmetic Library
(GMP [10]), which performs the underlying mathematical openasi To make the
comparison as fair as possible, thé scheme, which does not use bilinear maps,
is also implemented using theMP library. Where applicable, optimized versions
for applying pairings and multi-exponentiations in botbréiries are used. However,
further optimizations may still be possible.

A.3.2 Configuration

The pairing-based schemds) and CKS are constructed using symmetric pairings.
The pairing used, is alype A pairing, as defined in theBC Library. This pairing

is the fastest, available in the library, and allows the useselect the field-size and
subgroup-size. However, as the implementation is indegetaf the type of pairing,
other symmetric pairings could be used as well. Thge Apairing has the following
propertiese : G x Gy — Gt on a supersingular cun: y? = x>+ x with embedding
degree 2, field-sizk = 1024 bits, and a subgroup of size= 192 bits.
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For theCL scheme, based on thdentity Mixer, the following system parameters
are used |, = 2048k = 80,k” = 80,lc = 8381, = 1201, = 29651 = 16321, =
Im =498 |y = 256ljg, = 160.

The experiments were executed with these security parasn@tea DELL Latitude
P9600 @ B53GHz, 4GB RAM.

3Note that the parameters proposed for @escheme in [Ngu05a] do not satisfy the constraints posed
by the respective scheme.



Appendix B

Smart Card Extension based
on Commitments

The following presents a smart card extension in which tharsigard computes a
commitment and proves knowledge of it, hence keeping théenascret secure on
the smart card. It is based on the commitment scheme presier{ieF02].

It is similar to the construction of Danes [Dan07], but updhto the latesIdentity
Mixer protocol specification. Note that the pseudonym conswads now based on
prime order groups, which we will not consider for our smantccextension.

Our extension consists of the following algorithms runnamgthe card:

initCard(..) initializes the card with fixed system parametgssn, |, andlc. I defines
the length of the master secrét,the size of the modulusd,, the statistical zero-
knowledgeness, and the length of the challenge. The master secret is chosen
uniformly at randonmser [1,2'm] and the issuer’s kegkp = (n,g, ) is stored.

verifyPIN(..) verifies the PIN provided by the user and returns true in chaeorrect
PIN. After a fixed number of invalid tries, the card is blocked

getCommon(..) choose randomv, eg +{0,1}""!e stores it and return€ns =
hT"g"e mod n.

getTValue(..) setsrms€r +{0, 1}'mHotlet ', e +{0,1}n+2o*e and returndms=
hi™sg"e mod n.

getSValues(..) receives the challengeand returnSms = rms-+ ¢-msands,, = ry, +
C- Ve
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Credential Issuance. The credential issuance is then changes as follows: the card
computes a commitment to the master secret and sends tHagtbe host.

Without loss of generality, we assume that the attributdwitdex 1 is the master
secretms

The proof of knowledge towards the issuer is denoted aswstlo

PK{({m :i € An},Ve):

U ==£g*h’™ [ hrjnj mod n
jeAn\{1} (B.1)

m € +£{0,1}mHoHletlyj ¢ A
b
with Ay, the set of hidden attribute indices.

When converting this to actual protocols, we first compugedbmmitment, which
is partially computed on the smart card by invokgeggCommon. The host may then
compute the commitment to the hidden attribufes CmsﬂjeAh\{l}) th-n‘ mod n.

Then, in order to compute the proof of knowledge; T Value is invoked on the card
and the t-valudly is computed as followsty = Ts- Mican (1)) hE‘ mod n, with rj €

+{0, 1}Im+l¢+lc+1_

The host computes the challenge based on the Fiat-Shamisti@usends it to the
card and invokegetSValue, which returns the s-values related to the secrets on the
card. The s-values for the remaining hidden attributes angpeited locally.

Note that in the credential issuance protocol, when theieai obtains a credential
signature(A,e,v), it actually receives, from which it may computes = v¢ + vy,
However, in our cas& = V¢ + v}, is now split over the host (i.evy,) and the smart
card (i.e.vc).

Credential Show. The proof of knowledge of a vali€L-signature changes as
follows: As in the originalldentity Mixer protocol, in order to prove knowledge,
the host first computes a randomization of its signatire, v):

racr {0, 1}l (B.2)
A=Ag”modn (B.3)
V=v—e-ra (B.4)

g=e—2e 1, (B.5)
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However, sincev is partially kept on the Java Card, we slightly modify the
computation: the host computes= v, — e- ra using only thew, value, as received
during issuance.

The proof of knowledge of a vali@L signature is given by formula B.6:

PK{(e{m :icAn},v):
h mi
B, 8% h™ mod n
m 1

Miea N jeAlh_l\{O} :

Vi e Ap:m e {0,1}mtlotler2 (B.6)
e— 2|e—1 c {0 1}|é+|(p+|5+2

b

with A, andA; are the sets of hidden, resp. , revealed attribute indices.

To prove this, the host first invokegrifyPIN, with the correct PIN, followed by
invokinggetTValue. As aresult, the host receivéss Now, the protocol proceeds by
computing the commitmen}, which in the original protocol is computed as follows:

Tz =A%.g" [ h} mod n. (B.7)
je
However, sincensis unknown to the host, we reorder some computations raguitii

Tz = A8 Tins- g |_| h;j mod n. (B.8)
ieAn\{0}

This is easily verified as follows:

Tz =A% Ts-g™n - T h{ mod n (B.9)
jAn\{0}

Tz = A-himsghe.gtn - T hj’ mod n (B.10)
ieAn\{0}

Tz = AS-himsghe ™. hj’ mod n (B.11)
jeAn\{0}

Tz =A%-g". [ h} mod n. (B.12)

i€An

On the host, the protocol proceeds as usual and after comgiht challenge, the host
invokesgetSValues on the card, obtaining the s-valugg ands,.. The host computes
S/h = th +C-Vh
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Finally, the host computess = s, + s, which is exactly the same as in th@entity
Mixer library. This is easily verified as follows:

Sy = Sy + S, (B.13)
= (ry,+C-Vc) + (rv, +C- Vh) (B.14)
=(rye+C-Vc)+ (ry, +C-(Vh—e-rp)) (B.15)
= (ry,+ry,+C-(Vc+Vh—e-ra)) (B.16)
= (ry+c-9). (B.17)

The show protocol further proceeds as would be the case wtithe Java Card. Note
that neithess,, nors,, are sent to the verifier.

Proof. The protocol running on the smart card is actually the irti&ra proof of
knowledge of the opening of a commitment in a hidden ordeugr®F02], as it

is used inIdentity Mixer. In fact, the same, but non-interactive, protocol is part
of the issuance protocol indentity Mixer, where the user proves knowledge of
hidden attributes, which are to be included in the credertience, no information is
leaked to the service provider. We refer to the original p@pe02] for the proof.



Appendix C

Oblivious Third Parties

C.1 Structure Preserving Encryption

Camenisch et al. [CHK11a] present a structure preserving encryption schemst, Fir
recall their definition of structure preserving encryption

Definition 10. Structure Preserving Encryptiosn encryption scheme is said to be
structure-preserving if (1) its public keys, messages, @ptertexts consist entirely
of elements of a bilinear group, (2) its encryption and detign algorithm perform
only group and bilinear map operations, and (3) it is prowabécure against chosen-
ciphertext attacks.

Also, recall the well-known DLIN assumption [BBS04]:

Definition 11. Decisional Linear Assumption (DLIN). L& be a group of prime
order p. For randomly chosenigg»,93 €r G and st er Zp, the following two
distributions are computationally indistinguishable:

(G,01,92. 93,97, 03.05) ~ (G, 01,92, 03,091,093, 05 ) .

The algorithms of their structure-preserving encrypticlnesne are given below. The
scheme uses a grodp of prime orderp generated by and equipped with a non-
degenerate efficiently computable bilinear map G x G — Gt. For simplicity, we
describe the scheme when encrypting a message that is a giogip element i,
but it is easily extended to encrypt vectors of group elesient

 Keygen (1%): Choose random group generatays g»,g3 €r G*. For

randomly choseri g Z3, seth; = gi*g3® andhy = g52g3®. Then, select
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Bo,....Bs €r Z3, and computef 1 = gf“lggm, fio= g§‘»2g§i~3, fori=0,...,5.
OUtPUtpk = (gla 02,93, hla h27 { fi,la fi,Z}?zo) andsk= (aa {BI i5:0)-

* Enc(pk,L,m): To encrypt a messagewith a labellL, choose randoms + Z;
and set
ulzgg_a U2:g§a u3:gg+sv C:mha 37

3
V= I_Le(fir,lfi?Zvui) ~e(f£’1f§72,c)-e(félfgiz,L),
i=

whereup = g. Outputct = (uy, Uy, U3, C, V).

» Dec(skL,ct): Parsect as(uy, Uz, us,c,v). Then check whether
3
v 2 rLe(ulfu,lugu,zu?s’ u) -e(uf“’lug“’zug“’S,c) .e(ufalugs,zugs,s’ L),
=l
whereup = g. If the latter is unsuccessful, reject the ciphertext aaligv

Otherwise, outpuin=c- (ug’lugzug3)*l-

C.2 Joint Ciphertext Computation

C.2.1 Algorithms of Pj.

Below, we give the details for thRlindEncy, BlindEncy, andUnblindEnc algorithms.

Listing 17. Algorithms of Pjc.

(msg,aux ) < BlindEncy (pk,l1,X1)

« parsepkas(g1, 92,93, h1,h2, { i1, fi2}7 ).

* pick {yi}>_, {&}2 1, r1, ands; at random and compute

n=gtgr, Wh=g%gy =gk g3,
l]:‘:gyll.gxl.f'\;.ll'];l7 |j’5:g)"3.g|l7
v, =e(01,0%) - Mizre(fi,g%), V% =e(92,9%) - Mi—1e(fi2,g%).
* outputmsg = (Uj, W, U, U, Us, Vi, V3)
andaux = ({y1}7_1, {8 }f_1.11,51)-

(msg,aux) < BlindEnca(pk, 2, X2, msg )

« parsepkas(gs, o, 93, h1,h2, {fi 1, fi 2}7_ ) andmsg as(y, 0, U, Uy, U, ¥y, V).
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* pickr, ands, at random and compute

m=0-97 U=U0g3 u_r% g7,
u4_u4 g"2~hrfh§2 Us = U - g2,
V= (I_Ilfoe(fl.,lvul)/v:‘l.) (I_II oe(f|2 Ul)/v)
whereug = g.
* outputmsg = (U, Ug, Uz, Us, Us, V) andaux = (rz,Sp).

ct < UnblindEnc(pk,msg, aux )

° parsepk as(glvgz7g37h17h27{fi,lv fi,z}iS:())v msg aS(U_L lT27 U_37 lT47 U_57 \7) and

awq = ({1} {8}y r1.50)-

* compute
w=u01/g" =g, w=U0/9” =05,  Uu3=Us/g»=0d5"
Uy = Ug/gh = glat>e. hrlh37 Us = LTs/gVS g|1+|27
v=V-e(g™,g%) - e(Uagy ®,9%) - Mizoe( 3 %, u),
whereug = g.

* outputct = (ug, Uy, Uz, Usg,V) encrypted with labelis.

Correctness. Recall the structure of the ciphertext of the public-keyrgpton
scheme described in Appendix C.1: for a public ke = (91,02,03,hs1, ho,
{fi1, fi2}i_o), labelus, and randomly chosens « Zgq, the ciphertext is computed
as

5
(Uz,Up, U3, Ug, V) = (91, 03, 05°, m-hih3, |_Le(fir,1ffzaui)> ,whereup = g.
=

Note that the protocol in Listing 8 computes a valid cipherteecausen, = gj for
r=ri+ry Up=g5 for s=s1+%, ug = g5 us = m-hih$ for m= g2, and
V= i—oe(f1f%,ui). To seevis indeed computed this way, note that:

> I'Ii—oe(firiff%,ui)

V= <i|:!)e(fi,1,17i)/\7i> -<i|1e(fi,2,17i)/\7§> = e(gl,g;‘i)rz ~’e(§;2,g52)52

and

ve (grf’gél) (931’9 ) Ve(g o) e(eF. %) = []e(fF%.u).
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C.3 Proof of Theorem 1

Proof sketch of Theorem 1:To prove security of Theorem 1 in Sect. 13.4, we show
that there exists a simulatd¥ connected ta€ on interfacentpc, and toZy,c on
interfacentpc, such thatf|Pjcc =~ £|S|Ztpc. The main cases to be considered for
the security proof are whdpy is corrupted andP, is honest, and vice versa.

For the case wheRy is corrupted by, in the first stegS receiveas, u,, uj, Uy, ug,
Vi, Vo, pkaswell asq,l1,r1,51, 1, as a part ofProve, (msg, pk,inst), (witq, 11, Xy,
aux)) being send to the simulatég,,. Then,S sendgInput,,inst pk,wity, (11,X1))
to Zipc and receives bac{dy, Uy, Uz, Us, Us, V) which is the ciphertextls, Uy, Us, Us, V)
to be computed at the end IR with a labells. Using the values;,s;,r1,S1,01, %
obtained earliekS computes:

TR AP ] 0 — Tis . 11 /a3 T — (s 01 /Al TSt
Ul—El'ul/g]__ra . U2—U2'U2/92, _U3—U3;’U3/|93 )
Us = U - Uy/07", Us = Us - Us/g'L,

- o(e (" ) (. e (1))

and sends those #®, as part of the instance sentZg,,. Thus, the jointly computed
ciphertext obtained bl is the one which was produced by the ideal functiorfagy.

In the case wherP, is corrupt, S chooses randomiy,w, u;, Uy, Uz, <~ G and
Vi,V < Gt, and delivers those t®, via Z,,. In the next step,S receives
(Prove, (msg, pk,inst), (witz,12,x2,aux)) sent to the simulated,, by P,. Finally,
S submits(Input,,Wit, (I2,%2)) to Zypc andP4 obtains the correct ciphertext.

For the case when both; and P, are honest, simulation is easy due to the use of
Ty, andZ,,, which only requires® to receive certain notifications. No meaningful
messages have to be exchanged between the two parties datdments are not
revealed to the environment over the network interfaces.

O

C.4 Efficient Realization of Zero-Knowledge Proofs

Verifiable Encryption. We show how to efficiently prove the relatiotf, (91))
andRp,(R2)). Note thataux, = ({y}2 1, {d}2.1,r1,51) andaux = (r2,s). We
write @, @, andbasedo refer to the formulas of the tractable relatidig, %R, and
the bases iimstrespectively.
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Listing 18. Efficient realization ofP,,, < Z,, (Rp, (R1)) andPy, < Ly, (Rp,(R2))

The proofs of correct encryption are as follows: '

= Awitg, 11, X1, ¥4, -+, 65,11, 51, 01, O © @ (Wity, 11, %, bases A Uy =g"- grl1 A

h=g"2-g AUy=0% g3 A W=g" g hh} Alg=gh- gt A

5 5
V1 = e(g1,9™) - [e(fing") A Vo= e(92,9%) - [etfiz0")

and
o = NWit, 12,%0,12,5 : @a(Witp, 12, X, bases A Uy = Uy g A Up = Uy gF A
G =03 A 0 =g WEhg A
5 ra2 5 S
Us=U5-g2 A V= (_r!)e(fi,lﬂ)/\ﬁ) (_I_Le(fi,27u_i)/\72>
1= 1=
whereug = g.

Verifiable Decryption. Below we present a proof thet= (u1, Uz, us, C,v) decrypts
to m for a labelL with a secret keysk = ({X}]_ 1,{?} (n+4) ) corresponding tek =

({h| ]_,h| 2}| 17{fl 1, fl 2}|n+4 )
Listing 19. Efficient realization ofP,u,, < Zyke, (Rsa) andPoip, < Lokps (RrA)

The proof of correct decryption is as follows:
=, I {hia=01d5° Wiy A {hi2=g5%05° Ly A

{fia=gf gl 1M A { fio=gl2ghe 1 MY A

3 n+3
I_I I_!) uj, ui) y' I_I e UJ C_ 3)y'l e(uJ L)Yn+4).j A
{m=c [Tu™ .,
fa

C.5 Proof of Lemma 3

Proof sketch of Lemma 3We proceed in a sequence of games. We start with a game
where the environment interacts with the real protocol,@maiup with a game where
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the environment interacts with the simulator and the idgstesn. Then we show that
all those games are computationally indistinguishablet Viiedenote the event that
the environmen€ outputs 1 in Game

Game0. This is the real protocol run.

Gamel. This game is the same as Game 0, except that the game abohes if t
environment controlling the corrupted user sends two wffe openings for one
of the commitment£omy or Corr;(/1 as part of its input type, andZy,e,. An
environment that distinguishes between Game 0 and Gameakdtie binding
property of the commitment scheme which for Pedersen comemts would
contradict the Discrete Logarithm assumption. TherefdgW;] — Pri\Wp]| =
neglk).

Game2. This game is the same as Game 1, except that the checks dbmelat
the zero-knowledge functionality and the two party compateare turned off for
honest parties, and that the real commitment of the servioeiger is replaced
by a random commitment. Honest users never do proofs thatiwowerify, and
commitments are perfectly hiding. Thereforévid] = Pr\W,].

Game3. This game is the same as Game 2, except tha# it honest, the ciphertext
cty is replaced with an encryption of 1. By Lemma By\Ws] — PiW5]| = negl(k).

Game4. Game 4 replaces the control logic of the real protocol withaantrol logic
of the simulator and the ideal functionality. No further grygraphic values need
to be changed. Therefore[R4] = Pr\W].

O

Lemma 5. If U is corrupted,SP and SA are honest, andRA is either honest
or corrupted | Pr\s] — PriWs]| = negl(k), if Keygen, Enc, Dec is a CCA secure
encryption scheme.

Proof. The proof is by contradiction, by showing a reduction fromigtidguishing

environment€ to a successful CCA adversad. A receives the public kepk as

input and playing the role of the honesA, registers it withZ,.,. Depending on the
bit b of the CCA challenger, the adversary will (without knowiridhimself) either

simulate Game 2 or Game 3 towaidls

A follows the instructions of the games but uses the decrgpti@acle to decrypt
messages. When the ciphertetstneeds to be created, the CCA adversargsks for
a challenge ciphertexit by sendingmg = g™ andm, = 1 to the CCA challenge
oracle and uses the result@s. For the rest of the interactions with A follows the
joint instructions of the games and forwards the outpuf as its guess.
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If the bit b chosen by the CCA challenge game is 0 the behavior of the CCA
adversary perfectly follows the behavior of Game 2, othseiiticorresponds to Game
3. Consequentlyd has the same advantagefas O
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