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Abstract
The fourth industrial (r)evolution called Industry 4.0 transfers production to a different dimension of productivity, flexi-

bility and also mobility. Enterprises using advanced technologies such as Mobile Technologies, Big Data Analytics, Cloud

Computing, Internet of Things, etc. and using intelligent resources (e.g. mobile devices, mechatronic machines, means of

transport) communicating with each other via the Internet in real time can produce customized products quickly and at low

cost. On the one hand the Industry 4.0 concept creates great benefits for the client, and on the other hand raises challenges

for industrial enterprises. There is a need to improve existing and create new business models that will combine the

potential of many enterprises and together create innovative, very modern production networks based on mobile tech-

nologies and the Internet of Things. The article presents the results of research about the creation of innovative production

networks operating in the environment of advanced technologies within the Industry 4.0. The aim of the research is to

develop the concept of creating temporary Cyber Industry Networks based on e-business platforms that integrate dispersed

enterprise resources through mobile devices and mobile software, creating a temporary network in the situation of

emerging business opportunities. The main benefit of such networks is the ability to manufacture products through

geographically dispersed corporate resources. The Cyber Industry Network allows business processes through the inte-

gration of mobile technologies in real time to be managed, and enables to reduce costs, improve flexibility, and as a result

increase the competitiveness of manufacturing enterprises.

Keywords Industry 4.0 � Industrial management � e-Business platform � Cyber Industry Network (CIN) � Mobility �
Mobile technology

1 Introduction

The development of new, innovative technologies and the

strong competition of Asian countries has led to the need to

seek new solutions that increase the competitiveness of

production companies on the market [1]. The concept of

Industry 4.0 was created, often called the fourth industrial

evolution or revolution. This concept transfers production

to a different dimension of productivity, flexibility and also

mobility. It is based on many different, very modern

technologies at the same time, such as Mobile Technolo-

gies, Big Data Analytics, Cloud Computing, Internet of

Things, etc. It also uses intelligent resources such as:

mobile devices, mechatronic machines, means of transport.

These resources communicate with each other directly or

via the Internet in real time. The Industry 4.0 allows cus-

tomized products quickly, at low cost through a step-by-

& Sebastian Saniuk

s.saniuk@wez.uz.zgora.pl

Anna Saniuk

a.saniuk@iizp.uz.zgora.pl

Dagmar Cagáňová
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step increase in productivity and efficiency to be

manufactured.

The Industry 4.0 provides for the creation of large, very

modern smart factories. It is also an opportunity for small

and medium-sized highly specialized enterprises that

together can create extensive production networks using

digitization, mobile technologies, automation, advanced

data analysis, etc. Such networks can offer many benefits to

customers, enabling them to purchase products tailored to

their tastes and needs and giving them the opportunity to

create their own unique set of features of the product they

buy. At the same time, there is a big challenge especially

for small and medium-sized enterprises, which together in

the form of production networks intend to manufacture

products [2, 3]. There is a need to improve existing and

create new business models that will combine the potential

of many enterprises and together create innovative, very

modern production networks [4].

The article presents the results of research about the

creation of innovative production networks operating in the

environment of advanced technologies within the Industry

4.0. The aim of the research is to develop the concept of

creating temporary Cyber Industry Networks (CIN) based

on e-business platforms that integrate dispersed enterprise

resources through mobile devices and mobile software,

creating a temporary network in the situation of emerging

business opportunities. The main benefit of such networks

is the ability to manufacture products through geographi-

cally dispersed corporate resources. The Cyber Industry

Network allows business processes through the integration

of mobile technologies to be managed in real time, and

enables to reduce costs, improve flexibility, and as a result

increase the competitiveness of manufacturing enterprises.

2 Theoretical basis: Industry 4.0: customized
production

The Industry 4.0 concept imposes the production of cus-

tomized products in which the customer chooses a product

variant suited to his taste and needs. Customization is a

challenge for enterprises, both large smart factories as well

as small and medium-sized ones that together create a

production network. It requires a completely different

organization of production, whose priority is to shorten the

time of the customer’s order realization and low cost,

which will be similar to mass production. In mass pro-

duction, the customer orders the product already manu-

factured, and the fast delivery requirements apply only to

distribution processes. Whereas customization causes that

from the moment of receiving an order in a similar time

and at a similar cost, processes related to production

preparation, manufacturing processes and transport

processes have to be implemented, which in practice is

possible only with the use of many modern, innovative

technologies and a rapid increase in efficiency and pro-

ductivity [5].

As part of the Industry 4.0 concept, a fully integrated

system of suppliers, manufacturers and also customers is

created, called the Cyber-Physical System (CPS), com-

posed of mechatronic, intelligent machines, mobile devi-

ces, robots, means of transport, etc. This system uses the

Internet of Things, Big Data and Cloud Computing [6–8].

Implementation of advanced technologies causes that it is

possible to create extended networks of geographically

dispersed enterprises that jointly produce products and

communicate via the Internet, using Cloud Computing

technology. Such networks are called by the authors of the

article Cyber Industry Networks. The advantage of such

cooperation is the possibility of manufacturing in very

modern supply chains and the use of spare capacity of

individual network partners. Therefore, there is a need to

conduct research on the development of forms of business

cooperation networks that will jointly create a smart fac-

tory [9, 10].

3 Results and discussion

3.1 Problems and challenges of forming
the Cyber Industry Networks

The idea of a production network called the Cyber Industry

Network (CIN) means the manufacturing of joint produc-

tion orders using fully automated processes of individual

network partners, in which communication takes place via

the Internet, and the necessary data is stored in the cloud

(cloud technology) [11].The use of modern communication

technologies ensures that all network partners have access

to the necessary on-line information regardless of their

geographical location. This enables the partnership devel-

opment, which consists in combining the required resour-

ces, competences and know-how in order to better meet the

constantly growing needs and expectations of the customer.

Network partnership focused on the use of business

opportunities also favors an effective competitive advan-

tage in the market. The use of the potential of specialized

network partners’ resources and competences for joint

production projects also increases the flexibility and speed

of introducing new products to the market. It is particularly

important in the case of customized product manufacturing.

There are many obvious benefits of the participation of

enterprises in the network, but a selection process of net-

work partners arises a lot of problems, especially in the

SME’s sector. During a network partner choosing, a

number of functions should be included such as available
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production capacity, know-how, technology, represented

quality level, financial condition, experience, ability to use

the modern communication technologies, etc. Every pre-

sented area has a major impact on the results of joint

implementation of production projects. Trust between

partners, the need to invest in information technology and

problems with its use become a particularly important

aspects of cooperation. High investment costs in new

technologies, including high implementation costs, are a

significant barrier for small and medium-sized enterprises

oriented to a network cooperation.

The research results of the International Federation of

Robotics—IFR from 2017 have shown that the level of

modern technologies use in manufacturing enterprises is

very low. This is particularly visible in the assessment of

the level of automation and robotics in Western European

countries and central European countries. In the global

production sector, there were used on average 85 industrial

robots per 10,000 employees, while in Poland was only 36

robots. Compared with other countries in this part of Eur-

ope, Polish enterprises are characterized by the low results.

For comparison, Czech industrial enterprises have 119

robots, Slovak 151 robots, and Slovenian companies have

144 robots per 10,000 employees. While German compa-

nies have 322 robots. Currently, the most automated

country in the world is the South Korea, where the robo-

tization density index in 2017 was 710 industrial robots per

10,000 employees [12].

Research conducted by Astor in 2015 shows that only

about 15% of Polish industrial enterprises were fully

automated, 76% of enterprises were characterized by par-

tial automation, which means that the level of robotization

and digitization of production is at a low level of

advancement. Only 6% of enterprises in Poland introduce

Industry 4.0. This means that Polish industrial enterprises

are still at the stage of the third industrial revolution [13],

which does not give hope for the rapid implementation of

Industry 4.0. The financial barrier is one of the most fre-

quently highlighted problems in the sector of small and

medium-sized enterprises [11].

Another important barrier limiting the rapid application

of the Industry 4.0 assumptions is the lack of a positive

attitude to cooperation of enterprises, especially in the

group of industrial SMEs. Initial research conducted on a

selected group of 100 Polish enterprises operating in the

industrial metal sector show a number of barriers related to

both the experience of previous cooperation and the diffi-

culties in creating various forms of network cooperation.

Respondents also indicate problems with sell unused pro-

duction capacity which often result from the inability to

accurately estimate their availability and determine the sale

price. 78% of surveyed enterprises need more than 24 h to

check the availability of the device which can be used in

the network. 61% of the surveyed enterprises can estimate

the cost of using the resource. This means the need to

automate the process of identifying the availability of

resources through appropriate sensors of the production

control information system.

Research conducted by ASTOR in 2016 shows that only

about 36% of enterprises declare that their machine control

systems are integrated with industrial software in a fully

automated way, 59% of enterprises—manual input data

into the system and 16% of enterprises—manual records on

paper [14].

The research conducted by the Authors of the paper also

identified a number of other problems related to the for-

mation of cooperation networks. One of the most important

is the search for a partner for cooperation which is often

associated with the need to solve a number of problems

related to both the risk of cooperation with an unknown

company and the lack of methods of searching for a net-

work partner. Based on the respondents’ answers, the key

problems of forming a network of enterprises are

especially:

• lack of information systems (e-platforms) that support

network creation (90% of respondents);

• lack of transparent business models of network func-

tioning (73% of respondents);

• concerns about disloyal behavior of partners involved in

the network (e.g. theft of know-how)—(45% of

respondents);

• problems with quickly finding a new network partner,

especially in the case of a suddenly emerging business

opportunity (41% of respondents);

• low quality of services (products) by potential partners

(36% of respondents).

In Industry 4.0, every enterprise in the network is per-

ceived as an intelligent module that can be used to produce

and deliver products to the customer through the entire

logistics chain. The size of the enterprise is no longer

important. Nowadays, considerations are:

• the level of technology used,

• the level of highly qualified staff,

• openness to unlimited communication using modern

communication networks, block chain or IoT.

A model of enterprise cooperation based on a cyber-

physical system (CPS) is a key condition for a development

of the Cyber Industry Networks (CIN). CPS is open socio-

technical system composed of communicating mechatronic

machines, devices, robots, means of transport, etc. CPS

should ensure the collection and processing of data that

affect physical processes throughout the production net-

work. Due to the unlimited network connections of intel-

ligent resources, it can be created system with a small
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human contribution in the production process, which only

serves as supervisor and/or coordinator. Therefore, there is

a need to conduct research on the development of business

models describing the ways of creating CINs oriented

towards a joint production venture, planning the load of

geographically dispersed resources, production control and

transparent way of financial settlement of partners.

Industry 4.0 requires the flexibility and dynamism for

the formation of production networks of industrial enter-

prises. The accession of the enterprise to such a network

requires, first of all, an initial assessment of the techno-

logical potential of the company, the possessed know-how,

the employees’ competencies and the ability to cooperate

by the availability of resources [15].

3.2 The concept of the e-business platform
model for CIN forming

The authors propose the concept of an e-platform available

to companies with production capabilities that decide to

create temporary Cyber Industry Networks oriented

towards the common implementation of customized prod-

ucts. The platform is to support enterprises in creating and

management of CIN in the event of emerging business

opportunities that require the involvement of resources,

know-how and specialized knowledge of employees,

located in geographically dispersed enterprises. New

technologies related to the Industry 4.0 allow for effective

integration of the customer expecting a customized product

with the production environment through the use of, among

others, integrated e-commerce systems B2C, B2B or vari-

ous types of dedicated e-platforms to support personalized

orders. The customer using his own PC or mobile device

(e.g. smartphone, tablet, etc.) will be able to make the

specification of the ordered product, which will be

designed, manufactured in a network of intelligent

resources and delivered to the customer. The time of pro-

duct delivery and the purchase price will be the decisive

element of using this type of service. Therefore, there is a

need to develop algorithms and tools that allow product

realization in the network of available enterprise resources

while minimizing production costs and logistics cost to be

quick planned.

The concept of the e-business platform model is pre-

sented in Fig. 1.

The customer through electronic sales can determine the

need for a personalized product by using the list of avail-

able options offered on the e-business platform of products.

On this basis, the technological process of the product is

developed, consisting of a set of operations that require the

use of available resources of network partners. Based on

the collected data, a set of network variants capable of

timely project implementation including production and

logistics costs is quickly made. Due to the geographic

dispersion of enterprises, costs and logistic constraints are

included in the network planning. The customer receives

information about the date of product realization and price

and selects one of the acceptable variants. The network

prototyping algorithm is based on a sequence of checks of

sufficient conditions, the fulfillment of which guarantees

the completion of the product and its delivery to the cus-

tomer within specified time. At the same time, a detailed

resource utilization schedule is generated for each of the

permitted CIN variants and information about the produc-

tion plan is sent to network partners. An example of the

schedule from the designed platform system can be seen in

Fig. 2.

Each network variant is a set of selected enterprises for

realization of individual tasks that can guarantee timely

product realization while meeting the low price condition.

Data about enterprise resources (cost of resource use,

availability) are automatically transferred to the platform

and secured against being made available to other network

partners. This increases the security of the system against

unfair competition. Each of the companies registered on

the e-business platform has access only to information

about appearing orders and may issue an available resource

as an offer [16].

4 Conclusion

The concept of forming the Cyber Industry Networks

presented in the paper using e-business platforms allows

small and medium enterprises to combine their potentials

and create smart networks capable of meeting competition

in the era of the development of the idea of Industry 4.0.

Creating common networks centered around the e-business

platform allows for better use of the company’s available

resources, e.g. machines, mobile devices, mobile software,

employees, equipment, tools, know-how, etc. It is an

excellent motivating factor for investing in smart resources,

mobile technologies and other innovation technologies

related to the Industry 4.0 and selecting a development

strategy focused on narrow specialization. Participation in

networks helps to increase the use of resources and the

productivity of partners. Practical formation of the CIN

requires the construction of an e-business platform that

offers customized products and the focus of potential net-

work partners around it, whose intelligent resources will be

used for emerging orders. It should be emphasized that

creating such intelligent network structures consisting of

many small and medium enterprises does not require large

financial outlays. However, it necessary to change the way

of company functioning and openness to unlimited com-

munication between the e-business platform and partners.
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The paper draws attention to the level of non-adaptation

of Polish enterprises from the metal industry to the adap-

tation of the Industry 4.0 idea. The article identified, among

others low level of automation and computerization of

Polish enterprises (lack of trust in other technologies;

employment of qualified engineering staff.

Due to a low level of automation and computerization of

Polish industrial enterprises (including the use of IT sys-

tems for operational management and production control),

Fig. 1 The concept of creating

temporary Cyber Industry

Networks (CIN) based on

e-business platform

Fig. 2 Example of the resource loaded schedule for a specific variant of product realization in the Cyber Industry Network
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lack of trust in other enterprises often resulting from neg-

ative experiences of previous cooperation, lack of climate

for investment in new technologies, low level of employ-

ment of qualified engineering staff, implementation of the

Industry 4.0 assumptions and CIN creating is a huge

challenge, especially in SME’s sector.

The proposed e-business platform is designed to ensure

intelligent communication of resources, in which enter-

prises in the network can safely exchange information in

real time about available resources without a fear of data

theft or know-how. One of the significant advantages of the

network planning system proposed in the paper is the

ability to create dynamic temporary networks of enterprises

that can be simultaneously involved in many different

projects (networks). Therefore, enterprises can easily

establish cooperation and get a high level of use of avail-

able resources.

We believe that this model, especially given that it is

based on the sharing of real time information, is of real

value in the Industry 4.0 as it allows enterprises to exploit

opportunities offered by the Internet of Things and Big

Data in order to improve efficiency and profitability.
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