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Abstract. \!sing a number field s i eve .  discrete logarithms modiilo primes 
of special lorins can be fouiid faster t h a n  st.iiiidard primes. This has raised 
concerns about. trapdoors i n  t1iscret.e log cryptoayst,ems, snch as the  Dig- 
ital Sigiiatiire Staiidard. This paper discusses the practical impact of 
thesf' traI><lool.S. i l - l l l l  h O \ V  1 L J  ;lvC)l(\ r l l C ' l l l .  

1 Introduction 
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v = (y" 'y7" mod p )  mod ( 1 .  
T h e  signature is correct i f  u = r .  

T h e  only# kriowri way to hreak t h i s  system is to find x from g and y (i.e. find 
tjhe discrete logaritliin log, y mod p ) .  Several other schemes (e.g. [3], [6], [IS]) 
also depend on the difficult,y of discrete logsritliriis. Subexponential algorithms 
are known for finding discret.e logarithms modulo large primes, hu t  the largest 
prime for which the problem has  been solved is 224 bits in length, by LaMacchia 
and Odlyzko [9], using the  Gaussian integcr method of Coppersmith, Odlyzko 
and Sctiroppel [S]. 

In [7],  an algoritliin is given for finding discrete logarithms using a number 
field sieve, which is asymptotically faster t,tian other known methods. T h e  general 
number field sieve is impractical, b u t  a variant of the algorithm for primes of 
special forms is pra.cti(cal. Tlie idea of using the number field sieve to make 
t ,rapdoor primrs is ni~iitioned in [ I ] .  page 50. 

I n  Sect.. 2 .  wt' give ;i h r i e f  doscriptiori of how the special n u m b e r  field sieve for 
discwtc logarit liiiis i v i i r l i ~ .  Estiiiiatw for t li(: t i i i i e  to threal; the DSS w i t h  regular 
verstis various ti~itptloor pritiws arc: gil'eii iii Sect. 3 .  T h e  rest of the paper deals 
with how t.o dctect. t.rapcloois, how to const.riict t~rapdoors t.o avoid cletect,ion, 
and how OW or  ito ore people can chnow 1)riines for w h i c h  tlir prohabilit,y of a 
t r ap  do0 r existing is I leg1 1 g i I-, I e . . .  

2 The Number  Field Sieve 
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for fixed c i ~ n d  large range of d .  The smoothi~ess of’ c + dit. a.nd !V(c + dcy) are 
related by t,lie following ( see  [TI, Proposition 2 ) :  

Theorciii 1. If c u n d  d u r e  r e l u l i i ~ l y  p i n i t  and r i  / /  ;V(c + ~ C L )  f o r  a p r i m e  r ,  
lhen ( T ,  a - c,)’ ( 1  ( c  + cla) 171 O,{, f o r  C, f -c /d  (tnod 7.) .  

We will choose 9 ,  the base for the discrete logarit,hni to be sniooth and a 
primitive root modulo p .  Note that this cannot. be the same as the base g for 
the DSA, since that, 9 is a ( p  - l) /qt ,h power. Thus, t.he first step in  breaking 
the DSS would be to find t , l~e  log of it,s h e .  

The precomputatioii st,ep invo lves  sieving tlirougli small c and d ,  looking for 
pairs w i t h  CY + d S  and X ( c  + d a )  both smooth. Each h i t  gives us an equation 
involving loga.rithrns of‘the f x t o r  base. Suppose tha t  we find a c and d for which 
bot,h are srnoot.h. say 

and 
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with each q; is less than  a bound Q .  (This call be improved as in [9]. by finding 
21, z2 = 0 (&) siich tha t  !jay E (mod p ) ,  and testing whether z1 and 22 

are  both Q-smoo t 11. ) 
For each q i ,  we will sieve c antl d for wh ich  t/il(cY + dX), say fixing d and  

taking c = co + e q ; ,  t o  find one value for wh ich  (cY  +d.Y)/qi ant l  N ( c +  da) are 
both  smooth .  Once this happens we are done, since from the  precomputation we 
know the logs of the whole factor base. 

T h e  choices for the size of the factor base and yi's depend on  how time is 
to be divided between the two stages. Enlarging the  fact,or base reduces the 
time needed to  f i i i t l  iiitlividual logarithms. but  a t  the cost of increasing the 
p reco m p u t a t io n ti me. Lc t 

L , [ u ; c ]  = esp{(c + o(1))(Io::11)'jIogIog71)'-u}, 
for ri - mxj. .Assiiniiiig ioiiie reasoiiahlt: Iieurist ics (see [';I), tlic optimal choice of 
pa ra.11 ie t.ers is 

T h e  Gaussian integer iiiethotl is it sp~c.ia1 i i i i i r i l i ~ r  field sieve with k = 2 and 
ii a complex quadratic field. For a n y  c 2 1, t8he Gaussian integer method can find 
logarithim i n  tirile L,[1/'2; 1/(2c)] i f  L,[ l / ' t ;  c] is spent on the  preconiputation. 
Even for fairly small primes wir!i good polynomials, t.he special number field 
sieve is faster than thr C;a.ri II jnt.eger method.  

lor .  primes w l i i c l i  c i i i i i i o t .  l i ~  ~ I ; I I I Y : ~ ~ ~ I I I ~ ~  h y  good [mlynoiriia~ls, a siiiii1a.r pro- 
cedure called t . l i e  gc\iwr;-tl I ~ L J l i i h P I '  field sieve c a i i  be done. T h e  difference is tha t  
the polynomial f will  haw I;trgi: coofficierit.s. sio operations i n  the resulting field 
will be iiiipract~ical. To i1\..oi(l t h e i n ,  the eqiiarioiis iilust be solved over the ratio- 
nals iirst,ead of iiiotlulo p - I ,  1.0 c l i m i i i a t e  ideals and uni ts .  

T h e  better asynipt,ot.ic t inie for t.he general number field sieve comes from 
using different, fields for fiiidiiig inc-IivicIual Iogarit.hms. Inst,ead of sieving through 

I 
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c a n d  d such  t h a t  q i / ( c ' l ' + d S ) ,  we search througli polynomials for which q i l y ( ~ ) .  
This allows us to take Q as big <as ,Y nntl Y ,  which asymptotically speeds up the 
a l g o r i t h m .  The tiirir for tlie general n u m b e r  field sieve is 

Oliver Schirokauer  [17] Iras developed a i i i e t  hod to avoid solving eqiiations over 
the ratioids. so that tlie t i m e  caii be improved to L,[1 /8 ,  1.90'21. T h e  larger 
c o n s t a n t  a n d  o( 1) t,eriiis ii iaIicJ I h e  general riurriher field sieve i inpract ical  for 
n u m b e r s  we a.re incer rskd  i n .  

3 Complexity Estiiiiates 
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Table 1. Statistics for S i L - b i t  prirxies w i t h  good poiynoiriials 

k 
B 

sieve range 

Q 
# ECM trials 
second sieve 

matr ix  size 

> 
I 3 4 

5 x 10; j loti 3 I U ~  
10" .! x 1Ol6 2 x 1 U l 4  

1 O 2 O  10'" 
5,6110, 000 G50.000 400, 000 

29 ,000  78,000 2 x l o 7  
2.5  x 10" i ' :~  x 1 0 ' ~  1.5 x 10" 

1 0 l i  

5 
2 x 1u6 

10" 
1'80,000 

1 o I 3  

2 x 10" 
3 x 1014 

4 Trapdoor Primes and Polynoinials 

Proof Let cp he the root of f mod p congriietit to A l / I ~  mod p The lattice c 
contains (S, Y - ) .  5inc-e (c!,. 1)). = ( c ~ , ) ' ~  J . )  z (,Ys 1 . )  (mod p )  
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5 Protocols for Choosing a Prime 

'The ideal way to avoid worries about, a trapdoor would be to come up  wi th  a 
way of generating primes fur  whicli one c a n  guarantee that no such polynomial 
esist.s. An nlkrnativc: is t.o use a rancloni prime, which is almost certain t o  be 
safe. Call a prime p /Lii.s(lje if a n  f' exists wit.11 Y ' f ( S / L ' )  O (mod p ) ,  where b 
is between 3 and 10, -Y i\nd 1" a.re less than I !  000 p ' i k T  and the absolute values 
of the coeficieiits of 1 are less than 500. Then ~11e fraction of 512-bit primes 
which are unsafe is a t  most 
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These numbers were generated using the b inary  expansions of i~ and e. The 
prirne q is tiw smallest prime great,Pr than [2'j87rn] and ( p  - ~ ) / q  is t,he smallest 
number larger than [.L"%] for which p is prime. There is no reason to suspect 
this number of being any more likely than a random number to have a hapdoor ,  
and tests of 1) by m a n y  polynoniinls have not found any.  

6 Conclusion 
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