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Abstract—In this paper, we consider coding schemes for
computationally bounded channels, which can introduce
an arbitrary set of errors as long as (a) the fraction of
errors is bounded with high probability by a parameter
p and (b) the process which adds the errors can be
described by a sufficiently “simple” circuit. Codes for such
channel models are attractive since, like codes for standard
adversarial errors, they can handle channels whose true
behavior is unknown or varying over time.

For three classes of channels, we provide explicit, effi-
ciently encodable/decodable codes of optimal rate where
only inefficiently decodable codes were previously known.
In each case, we provide one encoder/decoder that works
for every channel in the class.

Unique decoding for additive errors: We give the first
construction of a poly-time encodable/decodable code for
additive (a.k.a. oblivious) channels that achieve the Shan-
non capacity 1 — H(p).

List-decoding for online log-space channels: We give an
efficient code with optimal rate (arbitrarily close to 1 —
H(p)) that recovers a short list containing the correct
message with high probability for channels which read
and modify the transmitted codeword as a stream, using
at most O(log N) bits of workspace on transmissions of
N bits.

List-decoding for poly-time channels: For any constant
c we give a similar list-decoding result for channels
describable by circuits of size at most N¢, assuming the
existence of pseudorandom generators.

I. INTRODUCTION

For the binary symmetric channel which flips each
transmitted bit independently with probability p < 1/2,
the optimal rate of reliable transmission is known to be
the Shannon capacity 1—H (p), where H (-) is the binary
entropy function [24]. Moreover, concatenated codes
approach this capacity and are efficiently decodable [8].
In contrast, for adversarial channels that can corrupt up
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to a fraction p of symbols in an arbitrary manner, the
optimal rate is unknown, though it is known that the
rate has to be much smaller than the Shannon capacity.
In particular, for p > 1/4, the achievable rate over an
adversarial channel is zero, while 1 — H(p) remains
positive. Determining the best asymptotic rate for error
fraction p (equivalently, minimum relative distance 2p)
remains an important open question in combinatorial
coding theory.

Codes that tolerate adversarial errors are attractive
because they can transmit reliably over a large range
of channels whose true behavior is unknown or varies
over time. In contrast, codes tailored to a specific
channel model tend to fail when the model changes.
For example, concatenated codes, which can transmit
efficiently and reliably at the Shannon capacity with
1.1.d. errors, fail miserably in the presence of burst errors
that occur in long runs.

In this paper, we consider several intermediate models
of uncertain channels. Specifically, we consider compu-
tationally bounded channels, which can introduce an
arbitrary set of errors as long as (a) the total fraction
of errors is bounded by p with high probability and (b)
the process which adds the errors can be described by
a sufficiently “simple” circuit. The idea behind these
models is that natural processes may be mercurial, but
are not computationally intensive. These models are
powerful enough to capture natural settings like i.i.d.
and burst errors, but weak enough to allow efficient
communication arbitrarily close to the Shannon capac-
ity. The models we study, or close variants, have been
considered previously—see Section II for a discussion
of related work. The computational perspective we
espouse is inspired by the works of Lipton [20] and
Micali et al. [21].

For three classes of channels, we provide efficiently
encodable and decodable codes of optimal rate (arbitrar-



ily close to 1— H (p)) where only inefficiently decodable
codes were previously known. In each case, we provide
one encoder/decoder that works for every channel in
the class. In particular, our results apply even when the
channel’s behavior depends on the code.

We first describe the models and our results briefly
(Section I-A). In Section II, we describe related lines
of work aimed at handling (partly) adversarial errors
with rates near Shannon capacity. Our results are stated
formally in Section III.

A. Our results

The encoders we construct are stochastic (that is,
randomized). Probabilities are taken over the (local,
unknown to the decoder) coins of the encoder and
the choices of the channel; messages may be chosen
adversarially and known to the channel. Our results
assume no setup or shared randomness between the
encoder and decoder.

Unique decoding for additive channels: We give
the first explicit construction of stochastic codes with
polynomial-time encoding/decoding algorithms that ap-
proach the Shannon capacity 1 — H(p) for additive
(ak.a. oblivious) channels. These are channels which
add an arbitrary error vector e € {0,1}" of Hamming
weight at most pN to the transmitted codeword (of
length V). The error vector may depend on the code
but, crucially, not on the encoder’s local random coins.
Additive errors capture binary symmetric errors as well
as certain models of correlated errors, like burst errors.
For a deterministic encoder, the additive error model
is equivalent to the usual adversarial error model. A
randomized encoder is thus necessary to achieve the
Shannon capacity.

We also provide a novel, simple proof that (ineffi-
cient) capacity-achieving codes exist for additive chan-
nels. We do so by combining linear list-decodable codes
with rate approaching 1 — H(p) (known to exist, but not
known to be efficiently decodable) with a special type of
authentication scheme. Previous existential proofs relied
on complex random coding arguments [2], [18]; see the
discussion of related work below.

List decoding for space-bounded channels: The
additive errors model postulates that the error vector has
to be picked obliviously, before seeing the codeword. To
model more complex processes, we consider a channel
that processes the codeword as a stream, deciding as
it goes which positions to corrupt. The channel’s only
limitation is a bound S(N)) on the amount of work space
it can use (as a function of the block length V). More
precisely, in order to allow nonuniform dependency

on the code, we model the channel as a width-25(V)
branching program that outputs one bit for every input
bit that it reads. Even for constant space .S, this model
captures a wide range of channels considered in coding
theory, including additive channels, discrete channels
with finite memory, echo, bounded delay and arbitrarily
varying channels (see the discussion of related work
below for definitions). As above, we assume that, with
high probability, the channel introduces at most pN
errors.

First, we show that reliable unique decoding with
positive rate is impossible even if one only wants to
tolerate an arbitrary memoryless channel, when p >
1/4. The idea is that even a memoryless adversary can
make the transmitted codeword difficult to distinguish
from a different, random codeword. The proof relies
on the requirement that a single code must work for all
channels, since the “hard” channel depends on the code.

Thus, to communicate at a rate close to 1 — H(p) for
all p, we consider the relaxation to /list-decoding: the
decoder is allowed to output a small list of messages,
one of which is correct. List-decodable codes with rate
approaching 1 — H(p) are known to exist even for ad-
versarial errors [29], [7]. However, constructing efficient
(i.e., polynomial-time encodable and decodable) codes
for list decoding with near-optimal rate is a major open
problem.

Our main contribution for space-bounded channels is
a construction of polynomial-time list-decodable codes
with optimal rate for channels whose space bound is
logarithmic in the block length N. Note that the
decoder need not return all words within a distance p/N
of the received word (as is the case for the standard
“combinatorial” meaning of list decoding for determin-
istic codes), but it must return the correct message as
one of the candidates with high probability. From a
communication viewpoint, this notion of list-decoding
is natural for stochastic codes. In fact, it is exactly the
notion that is needed in constructions which “sieve” the
list, such as [10], [21]; see related work in Section II.

List decoding for polynomial time channels: More
generally, one may consider channels whose behav-
ior on N-bit inputs is described by a circuit of size
T(N). Logarithmic space channels, in particular, can
be realized by polynomial-size circuits. In fact, we do
not know of any channel models considered in the
information theory literature, other than purely adver-
sarial channels, which require more than linear time to
implement. Our construction of list-decodable codes for
logarithmic-space channels can be extended to handle
channels with a given polynomial time bound 7'(n) =



N¢€, for any fixed ¢ > 1, under an additional assumption,
namely, the existence of pseudorandom generators of
constant stretch that output N pseudorandom bits and
fool circuits of size N€. Such generators exist, for
example, if there are functions in E which have no
subexponential-size circuits [23], [15], or if one-way
functions exist [28], [14].

II. BACKGROUND AND RELATED PREVIOUS WORK

There are several lines of work aimed at handling
adversarial, or partly adversarial, errors with rates near
the Shannon capacity. We survey them briefly here and
highlight the relationship to our results.

List decoding: List decoding was introduced in
the late 1950s [6], [27] and has witnessed a lot of
recent algorithmic work (cf. the survey [11]). Under list
decoding, the decoder outputs a small list of messages
that must include the correct message. Random cod-
ing arguments assert the existence of binary codes of
rate 1 — H(p) — ¢ for which error-correction against
adversarial errors is possible in this model when the
decoder is allowed to output a list of size O(1/¢) [7],
[29], [12]. If a small amount of auxiliary information
can be communicated on a noiseless side channel,
then it becomes possible to pick the correct element
from the list with high probability [10]. The explicit
construction of binary list-decodable codes with rate
close to 1 — H(p), however, remains a major open
question. We provide such codes for the special case
of corruptions introduced by space- or time-bounded
channels.

Adding Setup—Shared Randomness: Another re-
laxation is to allow randomized coding strategies where
the sender and receiver share “secret” randomness, /id-
den from the channel, which is used to pick a particular,
deterministic code at random from a family of codes.
Such randomized strategies were called private codes
in [17]). Using this secret shared randomness, one can
achieve the capacity 1 — H (p) against adversarial errors
(for example, by randomly permuting the symbols and
adding a random offset [20], [17]). Using explicit codes
achieving capacity on the BSC, [8], one can even get
such randomized codes of rate approaching 1 — H(p)
explicitly (although getting an explicit construction with
o(n) randomness remains an open problem [25]). A
related notion of setup is the public key model of Micali
et al. [21], in which the sender generates a public key
that is known to the receiver and possibly to the chan-
nel. This model only makes sense for computationally
bounded channels, discussed below.

AVCs: Oblivious, nonuniform errors: A different
approach to modeling uncertain channels is embodied
by the rich literature on arbitrarily varying channels
(AVCs), surveyed in [19]. Despite being extensively
investigated in the information theory literature, AVCs
have not received much algorithmic attention.

An AVC is specified by a finite state space S and
a family of memoryless channels {W, : s € S}
The channel’s behavior is governed by its state, which
is allowed to vary arbitrarily. The AVC’s behavior in
a particular execution is specified by a vector § =
(s1,...,5n) € SN: the channel applies the operation
W, to the ith bit of the codeword. A code for the
AVC is required to transmit reliably with high prob-
ability for every sequence s, possibly subject to some
state constraint. Thus AVCs model uncertainty via the
nonuniform choice of the state vector 5 € S™V. However
— and this is the one of the key differences that makes
the bounded space model more powerful — the choice
of vector 5in an AVC is oblivious to the codeword; that
is, the channel cannot look at the codeword to decide
the state sequence.

The additive errors channel we consider is captured
by the AVC framework. Indeed, consider the simple
AVC where S = {0, 1} and when in state s, the channel
adds s mod 2 to the input bit. With the state constraint
Zf\il s; < pN on the state sequence (s1, 2, ...,Sy) of
the AVC, this models additive errors, where an arbitrary
error vector e with at most p fraction of 1’s is added to
the codeword by the channel, but e is chosen obliviously
of the codeword.

Csiszdr and Narayan determined the capacity of
AVCs with state constraints [3], [4]. In particular, for
the additive case, they showed that random codes can
achieve rate approaching 1 — H(p) while correcting
any specific error pattern e of weight pN with high
probability.! Note that codes providing this guarantee
cannot be linear, since the bad error vectors for all
codewords are the same in a linear code. Langberg [18]
gave another proof of the above claim, based on a
different random coding argument.

As outlined above, we provide two results for this
model. First, we give a new and simpler existential
proof. More importantly, we provide the first explicit

IThe AVC literature usually discusses the “average error criterion”,
in which the code is deterministic but the message is assumed to
be uniformly random and unknown to the channel. We prefer the
“stochastic encoding” model, in which we consider the worst-case
message, but allow the encoder some local random coins. This is a
strict strengthening of the model as long as the decoder recovers the
random coins 7 along with message m. The results of [3], [18] also
apply to this stronger model.



constructions of codes for this model which achieve the
optimal rate 1 — H (p).

Polynomial-time bounded channels: In a different
vein, Lipton [20] considered channels whose behavior
can be described by a polynomial-time algorithm. He
showed how a small amount of secret shared random-
ness (the seed for a pseudorandom generator) could
be used to communicate at the Shannon capacity over
any polynomial-time channel that introduces a bounded
number of errors. Micali et al. [21] gave a similar result
in a public key model; however, their result relies on
efficiently list-decodable codes, which are only known
with sub-optimal rate. Both results assume the existence
of one-way functions and some kind of setup. On the
positive side, in both cases the channel’s time bound
need not be known explicitly ahead of time; one gets a
trade-off between the channel’s time and its probability
of success.

Our list decoding result removes the setup assump-
tions of [20], [21] at the price of imposing a specific
polynomial bound on the channel’s running time and
relaxing to list-decoding. However, our result also im-
plies stronger unique decoding results in the public-key
model [21]. Specifically, our codes can be plugged into
the construction of Micali et al. to get unique decoding
at rates up to the Shannon capacity when the sender has
a public key known to the decoder (and possibly to the
channel). The idea, roughly, is to sign messages before
encoding them; see [21] for details.

Logarithmic-space channels: Galil et al. [9] con-
sidered a slightly weaker model, logarithmic space,
that still captures most physically realizable channels.
They modeled the channel as a finite automaton with
polynomially-many states. Using Nisan’s generator for
log-space machines [22], they removed the assumption
of one-way functions from Lipton’s construction in the
shared randomness model [20].

We add nonuniformity to their model to get a com-
mon generalization of arbitrarily varying channels. Our
code construction for logarithmic-space channels re-
moves the assumption of shared setup in the model of
[9], at but achieves only list decoding. This relaxation
is necessary for some parameter ranges, since unique
decoding in this model is impossible when p > 1/4.

ITII. STATEMENTS OF RESULTS

Recall the notion of stochastic codes: A stochastic
binary code of rate R € (0,1) and block length N
is given by an encoding function Enc : {0, 1}V x
{0,1}* — {0,1}" which encodes the RN message
bits, together with some additional random bits, into

an N-bit codeword. Here, N and b are integers, and we
assume for simplicity that RV is an integer. Throughout
the paper, N will denote the block length of the final
code we are interested in.

A. Codes for worst-case additive errors

Existential result via list decoding. We give a novel
construction of stochastic codes for additive errors by
combining linear list-decodable codes with a certain
kind of authentication code called algebraic manipu-
lation detection (AMD) codes. Such AMD codes can
detect additive corruption with high probability, and
were defined and constructed for cryptographic appli-
cations in [1]. The linearity of the list-decodable code
is therefore crucial to make the combination with AMD
codes work. The linearity ensures that the spurious
messages output by the list-decoder are all additive
offsets of the true message and depend only on the
error vector (and not on m,r). An additional feature
of our construction is that even when the fraction of
errors exceeds p, the decoder outputs a decoding failure
with high probability (rather than decoding incorrectly).
This feature is important when using these codes as a
component in our explicit construction, mentioned next.

The formal result is stated below. Due to space
limitations, details of the proof are omitted and can
be found in the full version [13]. The notation €2, .
expresses an asymptotic lower bound in which p and ¢
are held constant.

Theorem 1. For every p, 0 < p < 1/2 and every € > 0,
there exists a family of stochastic codes of rate R >
1 — H(p) — ¢ and a deterministic (exponential time)
decoder Dec : {0, 1}V — {0, 1}ENU{ L} such that for
everym € {0, 1} and every error vector e € {0, 1}V
of Hamming weight at most pN, Pr,.[Dec(Enc(m, r) +
e) = m] > 1-2"%(N) Moreover, when more than a
fraction p of errors occur, the decoder is able to detect
this and report a decoding failure (L) with probability
at least 1 — 2= S%p(N),

Given an explicit family of linear binary codes of rate
R that can be efficiently list-decoded from fraction p of
errors with list-size bounded by a polynomial function
in N, one can construct an explicit stochastic code of
rate R — o(1) with the above guarantee along with an
efficient decoder:

Explicit, efficient codes achieving capacity. Explicit
binary list-decodable codes of optimal rate are not
known, so one cannot use the above connection to
construct explicit stochastic codes of rate ~ 1 —
H(p) for pN additive errors. Nevertheless, we give



an explicit construction of capacity-achieving stochastic
codes against worst-case additive errors. The construc-
tion is described at a high-level in Section IV and in
further detail in Section V.

Theorem 2. For every p € (0,1/2), every € > 0, and
infinitely many N, there is an explicit, efficient stochas-
tic code of block length N and rate R > 1— H(p) —¢
which corrects a p fraction of additive errors with prob-
ability 1 — o(1). Specifically, there are polynomial time
algorithms Enc and Dec such that for every message
m € {0,1}N and every error vector e of Hamming
weight at most pN, we have Pr,.[Dec(Enc(m;r)+e) =
m] =1 — exp(—Q(N/log? N)).

A slight modification of our construction gives codes
for the “average error criterion,” in which the code
is deterministic but the message is assumed to be
uniformly random and unknown to the channel.

B. Codes for online log-space bounded channels

We generalize the model of Galil et al. [9] to capture
both finite automaton-based models as well as arbitrarily
varying channels. To model channels (as opposed to
Boolean functions), we augment standard branching
programs with the ability to output bits at each step.

Definition 1 (Space bounded channels). An online
space-S channel is a read-once branching program of
width < 2% that outputs one bit at each computation
step. Specifically, let Q = {0,1}° be a set of 2° states.
For input length N, the channel is given by a sequence
of N transition functions F; : Q x {0,1} — @ x{0,1},
fori=1to N, along with a start state qo € Q. On input
r = (m129---2n) € {0,1}Y, the channel computes
(@i, y:i) = Fi(qi—1,z;) for i = 1to N. The output of the
channel, denoted A(x), is y = (y1y2 - - yn) € {0, 1},

A randomized online space-S channel is a probabil-
ity distribution over the space of deterministic online
space-S channels. For a given input x, such a channel
induces a corresponding distribution on outputs. A
randomized channel A is pN-bounded with probability
1 — B if, for all inputs x € {0,1}V, with probability at
least 1 — (3, the channel flips fewer than pN bits of «,
that is, Prsc a[weight(z & A(z)) > pN] < B.

We exhibit a very simple “zero space” channel that
rules out achieving any positive rate (i.e., the capacity is
zero) when p > 1/4. In each position, the channel either
leaves the transmitted bit alone, sets it to 0, or sets it
to 1. The channel works by “pushing” the transmitted
codeword towards a different valid codeword (selected
at random). This simple channel adds at most n/4

errors in expectation. We can get a channel with a
hard bound on the number of errors by allowing it
logarithmic space. Our impossibility result can be seen
as strengthening a result by Dey et al. [5] for online
channels in the special case where p > 1/4.

Theorem 3 (Unique decoding is impossible for p > %).
For every pair of randomized encoding/decoding algo-
rithms Enc, Dec that make N uses of the channel and
use a message space whose size tends to infinity with N,
for every 0 < v < %, there is an online space-[log(N)]
channel Wy, that alters at most N (% +v) bits and causes
a uniformly random message to be incorrectly decoded
with probability Q(v).

For list-decoding, we provide a positive result,
namely, a construction of codes with rate approaching
1 — H(p) that efficiently recover a short list containing
the correct message when the channel uses logarithmic
space. The structure of the code is similar to the
uniquely decodable code for additive errors; however,
additional work is needed to make the codewords appear
pseudorandom to the channel, and the analysis is more
subtle.

Theorem 4. For every p € (0,1/2) and constant
€ > 0, there is an efficient Monte Carlo construc-
tion of a stochastic code with encoding/decoding al-
gorithms (Enc, Dec) such that for every message m €
{0,1}A=H@®)=2IN and every randomized online space-
S channel Wg on N input bits that is pN-bounded
(where Q(logN) < S < o(N/logN)), with high
probability over the choice of coins r and the errors
introduced by Wg, Dec(Wg(Enc(m;r))) outputs a list
of at most poly(1/e) messages that includes the real
message m.

The probability of incorrect decoding is at most
N2-ES) 4 9=QEN/S)  qnd the running time of
(Enc, Dec) is is polynomial in N and 2° (and therefore
polynomial in N for log-space channels).

C. List-decoding for Time-bounded Channels

Finally, we prove a similar result for time-bounded
channels, assuming the existence of certain pseudoran-
dom generators (which in turn follow from standard
complexity assumptions). The model here is easy to
describe: it suffices that the channel be implementable
by a circuit of size N¢ for some ¢ > 1.

Theorem 5. Assume either E ¢ SIZE(25°™) for some
€o > 0 or the existence of one-way functions. For all
constants ¢ > 0, p € (0,1/2), and ¢ > 1, and for
infinitely many integers N, there exists a Monte Carlo



construction (succeeding with probability 1 — N—%(1))
of a stochastic code of block length N and rate R >
1 — H(p) — € with NO©) time encoding/list decoding
algorithms (Enc, Dec) that have the following property:
For all messages m € {0,1}N, and all pN-bounded
channels W that are implementable by a size O(N€)
circuit, Dec(W(Enc(m;7))) outputs a list of at most
poly(1/e) messages that includes the real message m
with probability at least 1 — N~

The proofs of Theorems 4 and 5 can be found in
the full version [13]. In the remainder of the paper,
we describe the high level approach behind our code
constructions, and present some details of the proof of
Theorem 2 on correcting additive errors.

IV. CONSTRUCTION OVERVIEW

Codes for Additive Errors: Our result is obtained
by combining several ingredients from pseudorandom-
ness and coding theory. At a high level the idea
(introduced by Lipton [20] in the context of shared
randomness) is that if we permute the symbols of the
codewords randomly after the error pattern is fixed,
then the adversarial error pattern looks random to the
decoder. Therefore, an explicit code Cggc that can
achieve capacity for the binary symmetric channel (such
as Forney’s concatenated code [8]) can be used to
communicate on ADV,, after the codeword’s symbols
are randomly permuted. This allows one to achieve
capacity against adversarial errors when the encoder
and decoder share randomness that is unknown to the
adversary causing the errors. But, crucially, this requires
the decoder to know the random permutation used for
encoding.

Our encoder communicates the random permutation
(in encoded form) also as part of the overall codeword,
without relying on any shared randomness, public key,
or other “extra” information. The decoder must be able
to figure out the permutation correctly, based solely on
a noisy version of the overall codeword (that encodes
the permutation plus the actual data). The seed used to
pick this random permutation (plus some extra random
seeds needed for the construction) is encoded by a low
rate code that can correct several errors (say, a Reed-
Solomon code) and this information is dispersed into
randomly located blocks of the overall codeword (see
Figure 1). The locations of the control blocks are picked
by a “sampler” — the seed for this sampler is also part
of the control information along with the seed for the
random permutation.

The key challenge is to ensure that the decoder can

figure out which blocks encode the control information,
and which blocks consist of “data” bits from the code-
word of Cpgc (the “payload” codeword) that encodes
the actual message. The control blocks (which comprise
a tiny portion of the overall codeword) are further
encoded by a stochastic code (call it the control code)
that can correct somewhat more than a fraction p, say
a fraction p + ¢, of errors. These codes can have any
constant rate — since they encode a small portion of
the message their rate is not so important, so we can
use explicit sub-optimal codes for this purpose.

Together with the random placement of the encoded
control blocks, the control code ensures that a rea-
sonable (€2(¢)) fraction of the control blocks (whose
encodings by the control code incur fewer than p 4 ¢
errors) will be correctly decoded. Moreover, blocks
with too many errors will be flagged as erasures with
high probability. The fraction of correctly recovered
control blocks will be large enough that all the control
information can be recovered by decoding the Reed-
Solomon code used to encode the control information
into these blocks. This recovers the permutation used
to scramble the symbols of the concatenated codeword.
The decoder can then unscramble the symbols in the
message blocks and run the standard algorithm for the
concatenated code to recover the message.

One pitfall in the above approach is that message
blocks could potentially get mistaken for corrupted
control blocks and get decoded as erroneous control
information that leads the whole algorithm astray. To
prevent this, in addition to scrambling the symbols of
the message blocks by a (pseudo)random permutation,
we also add a pseudorandom offset (which is nearly
t-wise independent for some ¢ much larger than the
length of the blocks). This will ensure that with high
probability each message block will be very far from
every codeword and therefore will not be mistaken for
a control block.

An important issue we have glossed over is that a
uniformly random permutation of the n bits of the
payload codeword would take ©(n logn) bits to specify.
This would make the control information too big com-
pared to the message length; we need it to be a tiny
fraction of the message length. We therefore use almost
t-wise independent permutations for ¢t ~ en/logn.
Such permutations can be sampled with ~ en random
bits. We then make use of the fact that C'ggc enables
reliable decoding even when the error locations have
such limited independence instead of being a uniformly
random subset of all possible locations [25].



DS

Rate € Reed-
(@), f(a2), oy fan)]

Solomon code
Encoding to handle
|0k f ((u)l

constant-rate
code that

corrects p+e
adversarial

|0|~f(0411 leﬁf((l’zi

insertions/deletions
SC

SC/SC\

errors

o n ity-
*"Payload" codeword app rgzg;ﬂ;vcode
| wise indep. errors
% REC 4
]
1 REC(m) t-wise
' independent
) permutation 77
' ' of{1,..n}
Chop ' 3
into . - REC (m)
blocks of { *
length  |* twise
O(log(n)) : z {(REC(m) + A inc(l;fpszr:iem
bits  / »

LG | G |- |

blocks of length
O(log(N)) bits

Final codeword. Control information accounts
for an ¢ fraction of blocks

Figure 1.

Extending the Construction to log-space and poly-
time channels: The construction for additive channels
does not work against more powerful channels for (at
least) two reasons:

(1) A more powerful channel may inject a large num-

ber of correctly formatted control blocks into the
transmitted word (recall, each of the blocks is quite
small). Even if the real control blocks are uncor-
rupted, the decoder will have trouble determining
which of the correct-looking control blocks is in
fact legitimate.
Since the channel can decide the errors after seeing
parts of the codeword, it may be able to learn
which blocks of the codeword contain the control
information and concentrate errors on those blocks.
Similarly, we have to ensure that the channel does
not learn about the permutation used to scramble
the payload codeword and thus cause a bad error
pattern that cannot be decoded by the standard
decoder for the concatenated code.

(i)

The first obstacle is the easier one to get around,
and we do so by using list-decoding: although the
channel may inject spurious possibilities for the control
information, the total number of such spurious can-
didates will be bounded. This ensures that after list
decoding, provided at least a small fraction of the true
control blocks do not incur too many errors, the list of
candidates will include the correct control information
with high probability.

To overcome the second obstacle, we make sure,
using appropriate pseudorandom generators and em-
ploying a “hybrid” argument, that the encoding of the
message is indistinguishable from a random string by a

Schematic description of encoder from Algorithm 1.

computationally limited channel (such as one restricted
to be online log-space or polynomial time bounded),
even when the channel has knowledge of the message
and certain parts of the control information. (For con-
creteness, let us focus on the online log-space case in the
following discussion.) This ensures that the distribution
of errors caused by the channel on the codeword is
indistinguishable by online log-space tests from the dis-
tribution caused by the channel on a uniformly random
string. Note that the latter distribution is oblivious to
the codeword. If these error distributions were in fact
statistically close (and not just close w.r.t. online log-
space tests), successful decoding under oblivious errors
would also imply successful decoding under the error
distribution caused by the online log-space channel.

The condition that enough control blocks have at
most a fraction p + € of errors can be checked in
online log-space given non-uniform knowledge of the
location of the control blocks. We use this together with
the above indistinguishability to first prove that enough
control blocks are correctly list-decoded, and thus the
correct control information is among the candidates
obtained by list decoding the control code. Towards
showing that the payload codeword is correctly decoded
given knowledge of the correct control information, we
argue that certain events that imply successful decoding
of the concatenated payload codeword, and which we
showed to occur with high probability against oblivious
errors, also happen with good probability against errors
caused by the online log-space channel. The natural
approach towards this is to show that assuming this
is not the case, one can construct an online log-space
distinguisher for the error distributions thereby contra-



dicting their computational indistinguishability. Indeed,
this can essentially be shown in the case of polynomial-
time bounded channels. This part is harder for the space-
bounded case, since Nisan’s generator only ensures
that the error distribution caused by the channel is
indistinguishable from oblivious errors by online space-
bounded machines. However, the unscrambling of the
error vector (according to the permutation that was
applied to the payload codeword) cannot be done in
an online fashion. So we have to resort an indirect
argument based on showing limited independence of
certain events related to the payload decoding.

V. EXpLICIT CODES OF OPTIMAL RATE FOR
ADDITIVE ERRORS

This section provides a brief sketch of our construc-
tion of codes for additive errors. Details and full proofs
appear in the full version [13].

A. Ingredients

Our construction uses a number of tools from coding
theory and pseudorandomness.

e A constant-rate explicit stochastic code SC :
{0,1}° x {0,1}> — {0,1}%®, defined on blocks of
length cob = ©(log N), that is efficiently decodable
with probability 1—c; /N from a fraction p+O(e) of
additive errors. decodable with probability 1 —c; /N.
These codes are obtained via Theorem 1.

e A rate O(e) Reed-Solomon code RS which encodes
a message as the evaluation of a polynomial at points
Qi, ..., in such a way that an efficient algorithm
RS-DECODE can efficiently recover the message
given at most £/ /4 correct symbols and at most €/24
incorrect ones.

e A randomness-efficient sampler Samp : {0,1}7 —
[N]¢ , such that for any subset B C [N] of size
at least IV, the output set of the sampler intersects
with B in roughly a p fraction of its size, that is
|Samp(s) N B| ~ p|Samp(s)|, with high probability
over s € {0,1}7 (e.g., due to Vadhan [26]).

e A generator KNR : {0,1}? — S,, for an (almost)
t-wise independent family of permutations of the set
{1, ...,n}, that uses a seed of o = O(tlog n) random
bits (Kaplan, Naor, and Reingold [16]).

e A generator POLY; : {0,1}° — {0,1}" for a ¢-
wise independent distribution of bit strings of length
n, that uses a seed of o = O(tlogn) random bits.

e An explicit efficiently decodable, rate R = 1 —
H(p) — O(e) code REC : {0,1}7** — {0,1}" that
can correct a p fraction of ¢-wise independent errors,

that is: for every message m € {0, 1}7", and every
error vector e € {0, 1}" of Hamming weight at most
pn, we have REC-DECODE(REC(m) + 7(e)) = m
with probability at least 1 — 272" over the choice
of a permutation 7 € range(KNR). (Here m(e)
denotes the permuted vector: m(e); = er(;).) A
standard family of concatenated codes satisfies this
property (Smith [25]).

B. Analysis

The encoding algorithm is given in Algorithm 1 (page
9). The corresponding decoder is given in Algorithm 2
(page 9). Also, a schematic illustration of the encoding
is in Figure 1. The reader might find it useful to keep in
mind the high level description from Section IV when
reading the formal description.

First, note that the rate R of the overall code ap-
proaches the Shannon bound: R is almost equal to the
rate R’ of the code REC used to encode the actual
message bits m, since the encoded control information
has length O(eN). The code REC needs to correct
a fraction p + 25Ae of ¢-wise independent errors, so
we can pick R > 1 — H(p) — O(e). Now the rate
R =8N — R(1-24Ae) > 1 — H(p) — O(e) (for
small enough ¢ > 0).

We now turn to the analysis of the decoder. Fix a mes-
sage m € {0,1}%" and an error vector e € {0,1}¥
with Hamming weight at most p/N. Suppose that we
run Enc on m and coins w chosen independently of
the pair m, e, and let z = Enc(m;w) + e. The decoder
parses x into blocks xi,...,z,4¢ of length Alog N,
corresponding to the blocks output by the encoder.

The three lemmas below, proved in the full version,
show that the decoder recovers the control information
correctly with high probability. We then sketch why the
payload message is correctly recovered.

The lemmas illuminate the roles of the main pseudo-
random objects in the construction. First, the sampler
seed is used to ensure that errors are not concentrated
on the control blocks. We say a sampled set T' is good
for error vector e if the fraction of control blocks with
relative error rate at most p + ¢ is at least 5.

Lemma 6 (Good sampler lemma). For any error vector
e of relative weight at most p, with probability at least
1 — exp(—Q(e2N/log N) over the choice of sampler
seed s, the set T is good for e.

Given a good sampler seed, the properties of the
stochastic code SC guarantee that many control blocks
are correctly interpreted. Specifically:



Algorithm 1. ENCODE: On input parameters N,p,e (with p + ¢ < 1/2), and message m € {0,1}Y, where
R=1-H(p) — O(e).

I: A — 2co [> Here cq is the expansion of the stochastic code from Theorem 1 that can correct a fraction p + & of
€ITorS.
n<—x 1(])\7 [> The final codeword consists of n blocks of length A log N.
l— 248]\7 / log N D> The control codeword is £ blocks long.
n—n—~¢and N «—n’. (Alog N) > The payload codeword is n” blocks long (i.e. N” bits).

. . 2
2: Select seeds s, sa, s7 uniformly in {0,1}° V.
Set the control information w to be the concatenation (sx, sa, ST).

3: Encode w with a Reed-Solomon code RS to get symbols (a1, ..., ar).
> RS is a rate § Reed-Solomon code which evaluates polynomials at points (a1, . .., ) in a field F of size &~ N.
4: Encode each symbol together with its evaluation point: For i =1, ..., ¢, do
° Az‘ — (ai, ai)
o C; «— SC(A;,r;), where r; is random of length 2log N bits. > SC corrects additive errors with high probability.
5: Encode m using a code that corrects random errors:

o« P REC(m), > REC: {0, 1}R N, {O I}N is a code that corrects a p 4+ 25A¢ fraction of t-wise independent
errors. Here R’ = &%

6: Expand the seeds s7,sa, s to geta set T = Samp(sT), offset A = POLY(sa), and permutation 7 = KNR(sx).
7: Scramble the payload codeword:
71 (P) « (bits of P permuted according to 7~ ")
e Qe—n1 (P A
e Cut Q into n’ blocks Bz, ...B,, of length Alog N bits.

8: Interleave control blocks C1, ..., Cy with payload blocks Bi, ..., B,, using control blocks in positions from 7" and
payload blocks in remaining positions.

Algorithm 2. DECODE: On input x of length N:
1: Cut z into n/ 4 £ blocks 1, ..., x,,s1¢ of length Alog(n) each.
2: Attempt to decode control blocks: For i = 1,...,n' + £, do
o E; < SC-DECODE(z;).
> With high prob, non-control blocks are rejected (Lemma 8), and control blocks are either correctly decoded or discarded (Lemma 7).

o If F; %1, then parse F} as (&, a;), where &;,a; € F.

[95)

(SN’T, SA, §7r) «— RS-DECODE (pairs (6(1, CNLZ) output above) . > Control information is recovered w.h.p.

4: Expand the seeds §7, Sa, S, to get set T, offset A, and permutation 7.
5. () + concatenation of blocks x; not in T’
6: P«—m (Q &) A) > If control info is correct, then errors in P are almost ¢-wise independent.

7: 1 « REC-DECODE(P)

Lemma 7 (Control blocks lemma). For all e, T outputs neither | nor the correct message.)
such that T is good for e, with probability at least )
1 — exp(—Q(53N/ log N)) over the random coins The offset A is then used to ensure that payload

(r1,72,...,70) used by the £ SC encodings, we have: blocks are not mistaken for control blocks:

1) The number of control blocks correctly decoded — Lemma 8 (Payload blocks lemma). For all m, e,

by SC-DECODE is at least %f. 2) The number of s s with probability at least 1 — 2~ Q(e? N/ log? N))

erroneously decoded COntrOl blOCkS iS ZeSS than % over the Ofﬁet Seed SA, the number Ofpayload blocks

(By erroneously decoded, we mean that SC-DECODE  jncorrectly accepted as control blocks by SC-DECODE



. el
is less than 5.

The two previous lemmas imply that the Reed-
Solomon decoder will, with high probability, be able
to recover the control information.

It remains to analyze the final decoding process.
First, suppose that the correct control information w =
(S, 8A, s7) is handed directly to the decoder— i.e.,
assume we are in the “shared randomness” setting. Fix
m, e, and s7, and let eg be the restriction of the error
e to the payload codeword. The relative weight of eg
is at most ’])\,]\,] < p(1 + 25A¢) for sufficiently small e.
Consider the string P that is input the the REC decoder.
We can write P = 7(Q ® A) = 7(Q @ eq ® A) =
P@®m(eq). Since s is selected independently from T,
the permutation 7 is independent of the payload error
eq. and so the input to REC is corrupted by at most
p(1425Ae) N’ errors which are ¢-wise independent, for
appropriate ¢. By the properties of REC, with probability
at least 1 — e~ 2" N/log N ), the message m is correctly
recovered by DECODE.

The real error probability is slightly higher since
we must condition on correct recovery of the control
information; see the full version for details.
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