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Abstract. This work defines a notion of secure multiparty computation:
MPC with fall-back security. Fall-back security for an n-party protocol is
defined with respect to an adversary structure Z wherein security is guar-
anteed in the presence of both a computationally unbounded adversary
with adversary structure Z, and a computationally bounded adversary
corrupting an arbitrarily large subset of the parties. This notion was
first considered in the work of Chaum (Crypto 89) via the Spymaster’s
double agent problem where he showed a semi-honest secure protocol for
the honest majority adversary structure. Subsequent works extend this
to give maliciously secure protocols tolerating threshold adversaries.
Our first main result is a compiler that can transform any n-party pro-
tocol that is semi-honestly secure with statistical security tolerating a
general adversary structure Z to one that (additionally) provides semi-
honest fall-back security w.r.t Z. The resulting protocol has optimal
round complexity, up to a constant factor, and is optimally general in
assumptions and the adversary structure. Our second result fully char-
acterizes when malicious fall-back security is feasible. More precisely, we
show that malicious fallback secure protocol w.r.t Z exists if and only if
Z admits unconditional MPC against a semi-honest adversary (namely,
iff Z ¢ Q%).

Keywords: MPC with Fall-back Security- Best of Both Worlds - MPC Proto-
cols Compiler

1 Introduction

The problem of secure multiparty computation (MPC) considers a set of parties
with private inputs that wish to jointly compute some function of their inputs
while preserving certain security properties, like privacy (nothing but the out-
put is learned), and correctness (output is computed correctly according to the
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specified function). These properties are required to hold in the presence of an
adversary that controls a subset of the parties and launches an attack on the
protocol in an attempt to breach its security (e.g., to learn more than it should
about the honest parties’ inputs).

A standard classification distinguishes adversaries that are computationally
unbounded from those that are computationally bounded (i.e., probabilistic poly-
nomial time algorithms). MPC protocols secure against the former can be de-
signed only when the adversary corrupts fewer than half of the parties but un-
conditionally, whereas MPC protocols secure against the latter can be designed
for arbitrary corruptions (i.e., up to all-but-one of the parties) but require mak-
ing cryptographic assumptions (such as the hardness of factoring or discrete
logarithm). In this work, we revisit the question of achieving the “best of both
worlds”, as considered in the work of Chaum [Cha89] motivated by the following
scenarios:

1. Bringing people of different beliefs. Is it possible to design an MPC
protocol where some of the parties want unconditional security while some
parties demand security against arbitrary collusion?

2. Resistance to future attacks. Can we design an MPC protocol with
security against arbitrary collusion that offers some security even when the
underlying cryptographic assumption is broken? For example, can we build
an MPC based on quantum un-safe primitives that can offer some protection
should quantum computers become feasible?

3. David versus many Goliaths. Can we design an n party MPC protocol
where a single (designated) party can be unconditionally protected against
an (unbounded) adversary colluding with the rest of the world (i.e. remaining
n — 1 parties)?

We answer all these questions in the affirmative for general adversary struc-
tures by studying MPC protocols that offer best of both worlds security, namely,
unconditional security against minority collusion and computational security
against arbitrary collusion.

Chaum in [Cha89] motivated this notion of security via the “Spymasters dou-
ble agent problem” where a set of countries are willing to perform an MPC to
identify “double agents”. The main concern for spymasters is that a majority of
the countries could collude or a minority of them could break the cryptosys-
tem to uncover secrets. In the same work, Chaum designed an “optimal” n-party
MPC protocol in the passive (semi-honest) setting, namely, security holds uncon-
ditionally against fewer than n/2 corruptions, whereas computational security
holds against arbitrary corruptions in the presence of a passive adversary. In the
active setting, Chaum constructed a protocol with unconditional security against
fewer than n/3 corruptions and computational security against fewer than n/2
corruptions. However, this protocol was subsumed by later results that provided
a stronger security guarantee, namely, unconditional security against fewer than
n/2 corruptions. Thus, the main challenge of designing an MPC protocol with
best-of-both-worlds security against an active adversary still remains open. More
precisely, we investigate in this work the following question:
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Under what circumstances can we achieve best of both worlds security
against an active adversary?

1.1 Owur Contributions

In this work, we completely characterize when best of both worlds security is fea-
sible for general adversary structures. Roughly speaking, any adversary structure
that admits an information-theoretically secure MPC against a passive adver-
sary can be compiled into one that simultaneously provides information-theoretic
security against an active adversary w.r.t the same adversary structure and ad-
ditionally provides computational security against arbitrary corruptions. In fact,
for this reason, we call our best-of-both-worlds security notion as fall-back secu-
rity.

MPC wiTH FALL-BACK SECURITY. We define a new notion of secure multiparty
computation for general adversary structures: MPC with fall-back security. Fall-
back security for an n-party protocol is defined with respect to an adversary
structure Zs wherein security is guaranteed in the presence of both a compu-
tationally unbounded adversary with adversary structure Zs, and a computa-
tionally bounded adversary corrupting an arbitrary subset of the parties. We
consider this definition in the context of semi-honest and malicious adversaries.

FALL-BACK SECURITY W.R.T SEMI-HONEST ADVERSARIES. We show that for
any adversary structure Zs that admits an MPC protocol with unconditional
security in the presence of a passive adversary, we can compile it to another
MPC protocol that additionally provides computational security w.r.t arbitrary
corruption of parties (again with a passive adversary). We build our compiler in
two steps:

— First, we design an MPC protocol for a specific adversary structure. In fact,
this will correspond to the "David vs many Goliaths" setting. More precisely,
consider the adversary structure Z over n parties such that one designated
party can never be corrupted. We describe an n-party protocol that can
compute any functionality with semi-honest fall-back security tolerating Z.

— Let I, be an m-party protocol that is secure in the presence of a semi-
honest unbounded adversary with adversary structure Zs. We use the pro-
tocol designed in the first step as a building block to compile I/, into a
protocol with semi-honest fall-back security tolerating Zs.

More precisely, we achieve the following theorem:

Theorem (Informal) 1.1 Assuming the existence of an ror-round oblivious
transfer (OT) protocol with one-sided statistical security (i.e., statistical sender
security or statistical receiver security) against a passive adversary. Then, any n-
party function that can be securely implemented via an r-round n-party protocol
Ilgat, that is secure in the presence of an unbounded semi-honest adversary w.r.t
adversary structure Zs, can be compiled to an O(r - ror)-round n-party protocol
for the same functionality with semi-honest fall-back security tolerating Zs.
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We remark that the existence of OT with one-sided statistical security is nec-
essary and, therefore, minimal assumption. This result re-establishes the result
of Chaum [Cha89] for threshold adversary structures. The main difference is that
our construction is round optimal up to a constant factor, relies on the under-
lying assumption in a black-box manner, and generalizes to arbitrary adversary
structures. Moreover, we achieve optimality in terms of adversary structures
since we can compile any information-theoretic MPC for Zs to one with fall-
back security. Recalling from [HM97] that an MPC protocol is feasible in the
semi-honest setting iff the adversary structure Zs € Q2 where Zs € Q2 if for any
two Zy,Z5 € Zs, it holds that Z1UZy # {1,...,n}. Thus, we have the corollary:

Corollary 1.2 We can securely compute any functionality with semi-honest fall-
back security w.r.t Zs if and only if Z5 € Q2.

FALL-BACK SECURITY W.R.T MALICIOUS ADVERSARIES. Next, we construct a
protocol that can compute any functionality with maliciously secure fall-back
security tolerating any possible adversary structure for statistical security. We
use the SPDZ-type paradigm [DPSZ12], where we first generate authenticated
Beaver triples and then use that to securely compute a function. Since the SPDZ
online phase is essentially information-theoretically secure against arbitrary cor-
ruption by an unbounded adversary, it will suffice to design an MPC protocol
with fall-back security with respect to malicious parties, for the authenticated
Beaver triples functionality. We use a variant of the [HVW20] compiler (which,
in turn, is a variant of [IPS08]) that “generically” compiles semi-honest protocols
to malicious ones in a “modular” way. Formally, we prove the following theorem:

Theorem (Informal) 1.3 Assume the existence of an OT protocol with one-
sided statistical security against semi-honest adversaries. Then if the authen-
ticated Beaver triples functionality can be securely implemented via a m-party
protocol g secure in the presence of an unbounded semi-honest adversary
w.r.t adversary structure Zs, then any function can be compiled to an n-party
protocol that computes the same functionality with malicious fall-back security
tolerating Zs.

We remark that our result is optimal in terms of adversary structure and
assumptions. Since any MPC protocol that is malicious fall-back secure w.r.t Zs
is also information-theoretically secure w.r.t Zs against a passive adversary and
as alluded before, implies OT with one-sided statistical security. Therefore, both
assumptions are necessary. Thus, we have the following corollary.

Corollary 1.4 We can securely compute any functionality with malicious fall-
back security w.r.t Zs if and only if Zs5 € Q2.

We remark here that [HM97] showed that malicious security in the information-
theoretic setting is achievable iff Z5 € Q3. Our result does not violate this since
we only achieve security w.r.t abort in both the information-theoretic and com-
putational settings.
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1.2 Related Work

Several variants of best-of-both-worlds notions have been considered in the lit-
erature. The works of [Kat07,IKK"11] consider achieving full security and is
closest to our security notion. In these works, the authors consider an MPC pro-
tocol that provides guaranteed output delivery when there is an honest majority
and security with abort against arbitrary corruption. They identify the necessary
conditions for feasibility and design a protocol that offers only computational
security in both corruption scenarios. Our work, in contrast, does not offer guar-
anteed output delivery but achieves unconditional security when a minority of
the parties are corrupted.

In [KM20], Khurana and Mughees studied the round complexity of designing
a 2PC protocol that offers unconditional security against one party and com-
putational against the other (which is optimal as we cannot achieve statistical
security against both parties). They showed that 4 rounds are sufficient to de-
sign such a protocol where the output is delivered to one designated party and
5 rounds if both parties receive output. This is optimal as previous works have
shown matching lower bounds that hold even for the standard computational
security against both parties [KO04, GMPP16]. This work has been improved
more recently by [BPS22] showing a wide variety of assumptions to design such a
protocol. A recent work [CMPR23]| constructs communication optimal 2PC with
one sided statistical security from staged homomorphic secret sharing schemes
for a restricted class of functions. For the class of log log-depth circuits, their
protocols make black-box use of HSS and have communication complexity linear
in the input length of the party with the shorter input. Their general result is
for layered arithmetic circuits of size s and makes non-black-box use of Paillier
encryption to provide sub-linear communication of O(s/loglog s). Our work can
be viewed as a generalization from the two-party to multiparty setting.

The work of Chaum et al. [CDvdG87] shows how to construct a protocol
in the dishonest majority setting where one designated party’s view is uncon-
ditionally hidden from the rest of the parties. Their protocol solves our third
motivating question of David versus many Goliaths, however, their protocol is
based on a specific assumption and proceeds in a round-robin fashion. Our pro-
tocol is optimal in round complexity up to a constant factor, and can be based
on the minimal assumption of existence of oblivious transfer with one-sided sta-
tistical security.

In the threshold setting and not assuming broadcast, Fitzi et al. [FHHWO03|
designed secure n-party broadcast protocols. They considered two thresholds
t < T where for corruption < t, broadcast is achieved with GOD; whereas for
corruption < T', broadcast is achieved with unanimous abort; and for corruption
beyond that, either broadcast is achieved if the dealer is honest, or all the parties
only reach an agreement. As a corollary to this, [FHHWO03] also characterized
the conditions under which MPC is achievable in this setting: that is, when
either ¢ = 0 or t + 2T < n. In [FHWO04|, Fitzi et al. designed secure n-party
broadcast for the setting of ‘hybrid-secure MPC’. They presented a protocol in
the presence of a threshold adversary considering two thresholds: ¢ for security in
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the presence of unbounded malicious adversaries and T > ¢ for PPT adversaries.
In more detail, [FHWO04] considers MPC for 3 thresholds ¢,, t, and T where
tp,te < T. For t < min(t,,%,) corruption their protocol provides unbounded
security; for ¢, < t < T the protocol is as secure as the PKI; and for t, <
t < T the protocol is as secure as the underlying signature scheme. They also
characterize that MPC in this setting without assuming broadcast is achievable
only iff (2T + ¢, <n)N (T + 2t, < n).

In the threshold setting assuming broadcast, Lucas et al. [LRM10] consider
a more general setting than ours, namely, where security holds for unbounded
and PPT adversaries; and with GOD, fairness and abort — depending on how
many parties are corrupted. In particular, Lucas et al. [LRM10] showed that
for malicious adversaries and any p < %, unbounded secure MPC with GOD is
achievable for corruption less than p parties, unbounded secure MPC is achiev-
able with fairness for corruption less than § parties, and PPT secure MPC is
achievable with security with abort for corruption less than n — p parties. Their
protocols are in the CRS-model, assume the existence of enhanced trapdoor
permutations and make non-black-box use of the underlying primitives. In con-
trast, in our work, we provide protocols for secure n-party computation assuming
broadcast and with security with abort in the presence of malicious adversaries
where we consider general adversary structures for the unbounded adversary as
opposed to only the threshold setting, are black-box in the use of primitives
and show that we can construct such protocols that are additionally secure for
arbitrary PPT corruption.

1.3 Technical Overview

We define our notion of MPC with fall-back security. We also construct protocols
that satisfy this in the presence of semi-honest and malicious adversaries.

FALL-BACK SECURITY. For an n-party functionality F, we define the notion of
Fall-Back security with respect to an adversary structure Zs. Let P be the set
of n parties executing a protocol to realize this functionality. We say that the
protocol achieves fall-back security if it is secure in the presence of a compu-
tationally unbounded adversary corrupting any subset of parties Z € Zs. The
protocol is additionally secure in the presence of a PPT adversary corrupting
any Z C P. We state formally two flavours of fall-back security, one in the pres-
ence of semi-honest adversaries and one in the presence of malicious adversaries
in Section 3.

PrOTOCOLS WITH FALL-BACK SECURITY: THE 2PC CASE. Before describing
our n-party protocol that achieves fall-back security, let us examine the toy case
of the 2-party setting. Recall that the standard 2-party Yao’s Garbled circuit
protocol where one party, referred to as the garbler, creates a garbled circuit
computing the function and gives this to the other party, referred to as the
evaluator, along with the input labels corresponding to its inputs. Then both
parties engage in multiple instances of oblivious transfer (OT) through which the
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evaluator securely learns input labels corresponding to its inputs. The evaluator
evaluates the garbled circuit and shares the output with the garbler.

In this protocol, suppose we instantiate the OT protocol with one that is
secure in the presence of a semi-honest unbounded corrupt sender, then the view
of the garbler contains the garbled circuit and input labels corresponding to its
inputs (which are both independent of the evaluator’s inputs) and the messages
in the OT protocol that statistically secure against the sender. Therefore, we can
argue that this protocol is secure against a semi-honest unbounded adversary
corrupting the garbler and computational security against the evaluator, thus
fall-back secure. We extend this to the multiparty setting for the "David and
multiple Goliaths" case.

secure protocol for Zg

n-party semi-honest fall-back
Figure 6

> Theorem 4.1 %

n-party semi-honest unbounded
W : secure protocol for Zg

n-party semi-honest
fall-back security compilerJ

i

[n—party semi-honest fall-back secure}

. -out-of- t-shari
protocol for Z computing any f | n-out-oln secret-sharing K

Figure 4

Lemma 3.4 |

i

n-party semi-honest Fgs : 2-party OT with semi-honest
protocol with n — 1 Garblers fall-back security for sender :
[BLO16] [EGL82|

Fig. 1. An overview of the building blocks of the construction in Section 4. Z is an
adversary structure over n-parties having all subsets that don’t include a designated
party. Dotted boxes indicate primitives from prior work.

WARMUP: SOLVING THE DAVID AND MULTIPLE GOLIATHS PROBLEM. Let P =
{P;}iem) be a set of n-parties and let Z be an adversary structure containing
all subsets of P that do not include P,. We describe an n-party protocol that
can compute any function with semi-honest fall-back security tolerating Z. We
remark that the work of [CDvdG87] solves this using a specific assumption and
proceeds in a round-robin manner. Here, we describe a protocol that proceeds
in O(r)-rounds, assuming an r-round OT protocol with one-sided statistical se-
curity, that is optimal in rounds and assumptions.

The protocol designates the first n — 1 parties as garblers and P, as the
evaluator. First, the parties in {P;};c,—1) jointly compute a garbled circuit for
the computed function using a distributed garbling protocol such as [BLO16]
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and hand it to P,. This computation also produces certain ‘masking bits’ such
that each party can XOR its inputs and masking bits to create a ‘masked input’
that reveals no information about the input itself. Each garbler then gives its
masked input to P,, which engages in multiple instances of oblivious transfer
as the receiver, with each garbler being the sender. After these executions, P,
has received the input labels corresponding to all the masked inputs from each
garbler. Finally, it uses these input labels to evaluate the garbling and sends the
output to all the other parties.

The protocol is secure in the presence of a semi-honest unbounded adversary
corrupting any subset of the garbling parties. This follows from the fact that a
simulator for such an adversary would just need to honestly participate in the
garbling, the oblivious transfer is secure in the presence of an unbounded sender
and, since the adversary does not corrupt P,, it never gets to see the masked
inputs or input labels used for evaluation. The protocol is also secure in the
presence of a semi-honest PPT adversary corrupting an arbitrary subset of P.
Hence any n-party function can be computed with semi-honest fall-back security
tolerating Z. Details for this protocol can be found in Section 3.1.

COMPILING TO SEMI-HONEST FALL-BACK SECURITY. The protocol above can
be used as a building-block to construct a compiler that can convert any n-party
protocol I, that satisfies semi-honest security in the presence of an unbounded
adversary tolerating an adversary structure Zs, to a protocol II;, that satisfies
semi-honest fall-back security tolerating the same adversary structure Zs.

The idea is to first parse It as a sequence of next-message functions, one
for each party 7 in round j. For each such function, we define a functionality
that receives as input from n parties corresponding to the shares of the view of
party i, reconstructs this view, computes the next-message function, and shares
the output among n parties using n-out-of-n secret-sharing.

Our compiler works by first having each party P; € P secret-share its in-
puts to Ilgat, to all other parties using n-out-of-n secret-sharing. Then for each
next-message function for the i*” party in ITgat, we use the protocol IIpg from
the “David and multiple Goliaths” setting outlined above to compute the cor-
responding functionality with party P; as David, i.e. the designated evaluator.
Once this has been executed for all next-message functions, all parties have a
share of the output of every party in protocol Ilg,:. Then, all parties (except P;)
give the shares of the i*" party in Il to P;. Each P; reconstructs and obtains
the output of the protocol.

We argue the security of the protocol in the presence of computational and
unbounded adversaries. The computational setting follows directly as the next-
message functions of Ilg,: can be viewed as a functionality that computes the
same functionality as the target functionality on secret shares and we rely on
our warm-up protocol that offers security in the dishonest majority setting to
implement each step in IT;,. Thus, essentially by composition, we obtain that
every internal computation and message in the emulation of I1g,; remains hidden
to any subset of the parties.
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To argue security against a semi-honest unbounded adversary tolerating Zs,
we analyze the case when the adversary corrupts a subset Z € Zs. For every
i & Z, it holds that the next-message computations of the virtual party S; in
II;, has P; as the Evaluator when executed via our warmup protocol. We have
that the evaluator P; is not corrupted by the adversary, and the security of
the warmup protocol guarantees that the view of the virtual party .5; will be
statistically hidden from Z (as Z does not include P;). However, when i € Z,
an unbounded adversary controls P;, and the warmup protocol is secure only if
an unbounded adversary corrupts everyone but P;. Since we are in the passive
setting, we can conclude that each of these instances of the warmup protocol will
proceed correctly. Still, an unbounded adversary can obtain the entire view of
the virtual party S;. This amounts to corrupting all parties indexed i € Z in the
virtual protocol. We conclude from the statistical security of the virtual protocol
IT;, against Z that the compiled protocol will also offer statistical security with
respect to Z.

n-party maliciously fall-back secure
protocol for Zs computing f

l—) Theorem 5.5 <—|

n-party maliciously fall-back n-party maliciously fall-back
secure online phase for Zs secure pre-processing for Zs
comp}lting any f computing FauthTriples
Figure 13 Protocol 5.4
T\I—) Lemma 5.6 <—|
n-party unbounded t| m-party fall-back n-party semi-honest
maliciously secure maliciously secure || adaptive fall-back secure
online protocol in g;t[;ftoiln;og__zs PTOttQCOI ;—9r Zs
B : ‘ Com computing J~AuthTriples
»]—'Com hybrid [DPSZIZ]._ Figure 10 Section 5.9

Fig. 2. An overview of the building blocks of the construction in Section 5. Dotted
boxes indicate primitives from prior work.

MALICIOUSLY SECURE FALL-BACK SECURITY. Next, we describe our protocol
that achieves malicious fall-back security with respect to an adversary structure
Zs. The classical GMW paradigm is to rely on coin-tossing and distributed zero-
knowledge proofs to compile a semi-honest secure protocol to a malicious one.
Such an approach will require designing distributed commit-and-prove protocols
with fall-back security with respect to Zs and typically results in a non-black-
box construction in the underlying primitives. Instead, we will pursue another
approach pioneered by Ishai, Prabhakaran, and Sahai [IPS08] that is based on
player virtualization and allows compiling a “semi-honest” protocol to malicious
in a modular way. This will have the benefit of not relying on distributed zero-
knowledge proofs. We will use a slight variant of the compiler designed by Hazay
et al. [HVW20], which is based on the IPS compiler.
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In slightly more detail, we will rely on the offline-online paradigm refined
in the SPDZ line of works [DPSZ12], where the parties first generate so-called
authenticated Beaver triples in an offline input-independent phase and then con-
sume them in an online phase. The main feature of this protocol relevant to
our setting is that once the offline protocol is executed, the online protocol is
unconditionally secure, assuming commitment schemes. Therefore, designing a
malicious protocol with fall-back security reduces to designing a malicious fall-
back secure protocol for the authenticated Beaver triples functionality and dis-
tributed commitment scheme with fall-back security. For our protocol to realize
the authenticated triples functionality, we will need the following ingredients:

1. Fall-back secure extractable commitment scheme: We need a scheme where a
single committer commits a value v to the n—1 parties that is unconditionally
secure against Zs, and computationally secure against arbitrary collusion.
We will additionally need the commitment to be extractable.

2. Fall-back secure coin-tossing and coin-tossing-in-the-well protocols. We can
use standard applications of Fcom to obtain these protocols.

3. Semi-honest fall-back secure protocol for a simple functionality (closely re-
lated to the authenticated Beaver triples functionality).

REALIZING Fcom- In the fall-back setting, the committer and (any one of) the
receivers could be corrupted by an unbounded adversary (depending on Zs). Re-
call that it is impossible to design a commitment scheme that is simultaneously
unconditionally hiding and binding. Instead, we will rely on both a statistically
hiding commitment Comsy and a statistically binding commitment Comsg. Addi-
tionally, we will need a secret-sharing scheme with respect to adversary structure
Zs. First, we design a fall-back secure extractable commitment scheme and then
compile it to a protocol that realizes Fcom.

The committer takes its value v, secret shares it to vq,...,v,, and commits
to v;, with P; being the receiver, using a statistically binding scheme, and com-
mits to v using a statistically hiding commitment scheme. This scheme is hiding
against a dishonest majority as both commitments are hiding against a compu-
tational adversary. This is statistically hiding against an unbounded adversary
since it can only break the statistically-binding commitment scheme and learn
secret shares of v that statistically hid it against corruption in Zs. This commit-
ment is binding in the dishonest majority setting because the committer uses a
statistically hiding commitment scheme to commit v to every party. When an
unbounded adversary corrupts in Zs (that includes the committer), the values
of the secret shares committed to the honest parties and the statistically binding
commitment statistically bind the value v. To make the scheme extractable, the
committer uses computational zero-knowledge proof-of-knowledge (¢ZKPOK)
to prove the knowledge of the values committed within Comgg and a statisti-
cal zero-knowledge argument-of-knowledge (sZKAOK) to prove the knowledge
of the values committed via Comsy. The simulator invokes the extractor of the
sZKAOK in order to extract the inputs in the dishonest majority case and that
of the cZKPOK to extract the input shares in the statistical case.
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Next, to realize Fcom, we will rely on the lookahead trapdoor commitment
scheme of [PW09]. Roughly speaking, in this commitment scheme, the commit-
ter, instead of committing to a bit ¢, commits to k£ 2 X 2-matrices

(m i D a)

ni i ©o

where k is the statistical security parameter and 7);’s are chosen uniformly at
random. Then the receiver provides a random k-bit challenge to determine which
columns in each of the xk matrices should be decommitted by the committer. The
receiver accepts the commitment if the decommitment values in each column
are equal. In the decommit phase, the committer picks a random row in each
matrix and decommits the remaining value. This commitment can be made
“equivocal” by having the receiver commit to its challenge before the committer’s
first commitment. This allows a simulator to “look ahead” the challenge and
rewind to provide an equivocal commitment. Namely, each matrix will have
identical values in the opened column and different bits in the unopened column
so that in the decommitment phase, the simulator can choose the right opening
depending on what value it needs to decommit to.

In our setting, we can essentially rely on this protocol, where in the first
round, we have n — 1 parties commit to a random string which it will decommit
to in the third round, and the challenge will be the XOR of all strings. Next,
the committer will use the weak-extractable commitment described above to
commit to each entry of the matrices. The weak extractability suffices to extract
the value, and the lookahead trapdoor property will help to equivocate.

FALL-BACK SECURE COIN-TOSSING AND COIN-TOSSING IN THE WELL. Once we
have a commitment scheme, we can rely on the standard mechanisms to design
coin-tossing and coin-tossing-in-the-well schemes.

PUTTING IT TOGETHER. In the IPS-type compiler, the parties emulate a virtual
“outer” malicious information theoretic MPC protocol among m parties (also de-
noted by servers) by maintaining each party’s view in a secret-shared state and
securely computing the next message functions via semi-honest “inner” protocol.
In this work, we will rely on a vanilla outer protocol (such as BGW [BGWSS]),
whereas the inner protocol is instantiated using our semi-honest fall-back secure
protocol. Since we are only implementing the authenticated Beaver triples func-
tionality with a small depth, we can consider an outer protocol where the parties
do not communicate with each other (i.e., all computations are local). This is
not necessary for our compiler but simplifies our description and analysis.
On a high-level, our protocol proceeds in the following phases:

— Phase 1: The parties commit to a coin-tossing (by simply having each party
commit to a random string) that will be opened in Phase 5.

— Phase 2: The parties secretly share their inputs for the m virtual parties
and then commit to the shares using our fall-back extractable commitment
scheme.
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— Phase 3: The parties execute a coin-tossing-in-the-well protocol to generate
randomness for the m virtual parties.

— Phase 4: All parties engage in m execuctions of the semi-honest fall-back
secure protocol to emulate the m virtual parties.

— Phase 5: The parties open the coin-tossing and sample ¢ of the m virtual
parties where all parties open the randomness and inputs used for emulating
those t parties.

The security proof follows a similar approach to [IPS08] and [HVW20]. We
remark that (similar to [IPS08]), we will need the inner protocol to meet some
adaptive security guarantees. We describe our protocol assuming this property
but later argue that we can use an inner protocol without additional assumptions.

In more detail, in Phase 1, the simulator executes the coin-tossing honestly
but extracts the outcome of the coin-toss and identifies the virtual servers whose
views will be opened (referred to as watched executions) in the cut-and-choose
phase (Phase 5 above). In Phase 2, the simulator extracts the adversary’s in-
puts, sends the adversary’s triples shares to the ideal functionality, and receives
the offset as the output. Before discussing Phase 3, we mention that the idea
for simulating Phase 4 is to have the simulator simulate the messages for the
honest parties in the watched virtual parties honestly and rely on a simulation
of the semi-honest fall-back secure protocol for the unwatched sessions. Since
the outputs of the watched sessions are fixed, the simulator first generates the
outputs for all of the remaining virtual parties in the outer protocol so that it is
consistent with the output received from the ideal functionality and the output
of the watched sessions. Next, it runs the semi-honest fall-back secure protocol
simulator for the unwatched sessions to determine the randomness of the parties
corrupted by the adversary in the unwatched sessions. Now, it proceeds with
simulation, where in Phase 3, it will manipulate the coin-tossing-in-the-well pro-
tocol to fix the adversary’s random tape in the unwatched sessions corresponding
to the simulated views. Next, it will simulate Phase 5, hoping the adversary will
not deviate in the unwatched sessions. If the adversary does indeed deviate in
the emulation of one of the virtual parties, the simulator will invoke the adaptive
simulation for that instance.

We will consider an outer protocol that is ¢ private with ¢/2 sessions to
watch. This will allow the simulator to generate inputs of the virtual parties (by
simply sampling them uniformly at random) for up to ¢/2 more sessions where
the adversary deviates. If it deviates in more than t/2 unwatched sessions, the
simulator fails (where this will happen only with negligible probability due to
the cut-and-choose check).

As with the analysis in [IPS08], proving security additionally requires the
“inner” protocol, i.e. the semi-honest fall-back secure protocol to be adaptively
secure where an adversary can eventually corrupt all parties. However, our semi-
honest fall-back security does not satisfy this guarantee. In Section 5.5, we show
how to modify our semi-honest protocol (without incurring any additional as-
sumptions) to additionally satisfy a weaker adaptive security guarantee that will
be sufficient to prove the security of our whole protocol.
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2 Preliminaries

We denote by x a computational security parameter and s a statistical security
parameter that captures a statistical error of up to 27°. We assume s < k.

Definition 2.1 Two probability ensembles X = {Xp}tneny and Y = {YV,}nen
defined over a finite domain D are statistically indistinguishable, denoted
X = Y, if every positive polynomial p(-) and all sufficiently large n’s,

1
A(X,,Y,) < m

where,

A(Xy, Yy) = % : Z |P1"[Xn = Oé} — Pr[Yn = og“
acD

Definition 2.2 Two probability ensembles X = {Xp}tneny and Y = {V,}nen

are computationally indistinguishable, denoted X = Y, if for every PPT
distinguisher D, every positive polynomial p(-) and all sufficiently large n’s,

| Pr[D(X,,1") = 1] — Pr[D(Y,, 1) = 1]| < o)

SECURE MULTIPARTY COMPUTATION. Let P = {P;};c[n) be a set of n parties.
MPC involves the computation of a random process that maps a tuple of in-
puts to a tuple of outputs (one for each party). This random process is referred
to as a functionality f : {0,1}* x --- x {0,1}* — {0,1}* x --- x {0,1}* where
f = (f1,-.-, fn). Each party P; has input x;. For simplicity and without loss
of generality, we work over functionalities for which x; € {0,1}. For every tu-
ple of inputs & = (z;,...,x,), the vector output by f is a random variable
(f1(Z),..., fn(Z)) ranging over tuples of strings where P; receives f;(Z). The
following notation describes a functionality:

(@1, oy zpn) = (f1(D), ..., fu(@))

We prove the security of our MPC protocols in the presence of semi-honest and
malicious adversaries in the dishonest majority setting.

In the semi-honest setting, an adversary can control a subset of the partici-
pating parties and always follows the protocol specification but may try to learn
additional information from the transcript of messages received and its internal
state. Let f = (f1,..., fn) be a multiparty functionality and IT be an n-party
protocol computing f in ¢ rounds. The view of party P; in an execution of IT on
inputs = (z1,...,2,) is,

VieWH,i("fa f) = (f@ Ty Tiy {mi%}je[t],k;ﬂe[n])
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where & is the security parameter, r; is the content of P;’s internal random
tape, and each mj_,, represents the message received from party Py in round
J- The output of P; in an execution of /T on ¥ is denoted output; ;(Z) and can
be computed from Viewjr;(k,Z). The set of corrupted parties is denoted by
Z C P and the set of honest parties by Z. We extend the view notation to
capture any subset of parties, denoting by View r(x,Z) the joint view of all

parties in ' C P on (k, Z).

Definition 2.3 Let f and IT be as above, and let Zc C 2F be an adversary
structure. The protocol II is said to securely compute f in the presence of a
PPT semi-honest adversary tolerating adversary structure Zc if there exists
a PPT simulator Sim such that for every Z € Zc,

{Sim(l“7 Z Az, [i(@) Yiez), {fi(f)}ieZ}

reEN,Z€{0,1}*

é{Viewn,Z(m, Z),output ; 7 (k, Z) }
i k€N,7€{0,1}*

where K is the computational security parameter. The distribution is considered
over the randomness of the simulator and random tapes of parties in the protocol.

Definition 2.4 Let f and IT be as above, and let Z5 C 2F be an adversary
structure. The protocol I is said to securely compute f in the presence of an
unbounded semi-honest adversary tolerating adversary structure Zs if there
exists a PPT simulator Sim such that for every Z € Zs,

{Sim(l“"7 Z{xi, [i(Z) }iez), {fi(f)}iQZ}

seN,Ze{0,1}*

[

{Viewnz(s, @), output; (s, %) }
’ sEN,Z€{0,1}*

where s is the statistical security parameter. The distribution is considered over
the simulator’s randomness and the parties’ random tapes in the protocol.

In the malicious setting, an adversary controlling a subset of the participat-
ing parties can have them deviate arbitrarily from the protocol specification.
Security in this setting is defined by a comparison between an execution of the
functionality in an ideal model and an execution of the protocol in the real model.

Execution in the ideal model. An ideal execution is an interaction between
all the parties in P and a trusted party F, wherein the parties submit their input
to the trusted party that computes the output and returns it. An honest party
receives input for the computation and forwards it to the trusted party. In con-
trast, a corrupt party can replace its input with an arbitrary value of the same
length. On receiving these, F computes the output and first sends the outputs
of the corrupt parties to the adversary. The adversary then decides whether the
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honest parties will receive their outputs from F or an abort symbol L. For a
multiparty functionality f = (f1,..., fn), let A be a non-uniform probabilistic
machine and Z C P be the set of corrupted parties. Then the ideal execution
of f on inputs (k, &), auxiliary input z to A and security parameter « is defined
as the output tuple of the honest parties and the adversary from this execution
and is denoted as IDEALy 4(.),z(k, Z).

Execution in the real model. This is an interaction directly among the parties
in P wherein the honest parties follow the instructions in the protocol II. The
adversary A sends all messages in place of the corrupted parties and may follow
any arbitrary strategy. Letting IT be a protocol that computes f as above, A
be a non-uniform probabilistic machine, and let Z C P be the set of corrupted
parties, the real execution of IT on inputs (k, ), auxiliary input z to A and
security parameter s is defined as the output tuple of the honest parties and the
adversary from this execution and is denoted as REAL 7 4(.),z(k, T).

Definition 2.5 Let f and II be as above, and let Z¢ C 2% be an adversary
structure. The protocol II is said to securely compute f with abort in the pres-
ence of PPT malicious adversaries tolerating adversary structure Zc if there
exists a PPT adversary Sim in the ideal model such that for every PPT A in the
real model and Z € Zc,

[lo

{IDEALfySim(Z)’Z(Ii,f)} {REALHyA(Z)_’Z(KZ,f)}

KEN,Z,z€{0,1}* KEN,Z,z€{0,1}*

where K is the computational security parameter. The distribution is considered
over the adversaries’ randomness and all the parties’ random tapes.

Definition 2.6 Let f and IT be as above, and let Zs C 27 be an adversary struc-
ture. The protocol IT is said to securely compute f with abort in the presence of
unbounded malicious adversaries tolerating adversary structure Zs if there
exists an adversary Sim in the ideal model such that for every computationally
unbounded A in the real model and every Z € Zs,

[l

{IDEALf,Sim(z),Z(S,f)} {REALH,A(Z),Z(Svf)}

seN,Z,z€{0,1}* seN,Z,z€{0,1}*

where s is the computational security parameter. The distribution is considered
over the adversaries’ randomness and all the parties’ random tapes.

OBLIVIOUS TRANSFER. This is a 2-party functionality Fot between a sender S
and a receiver R of the form:

OT : ((s0,81),b) — (L, sp)

S has two strings sg,s; € {0,1}¢ as inputs and R has a choice bit b € {0,1}.
The functionality gives s, as output to R. In our construction, we require a sub-
protocol IIot that computes FoT and is secure even when the sender is corrupted
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by a computationally unbounded adversary (and a receiver is corrupted by a
PPT adversary). We require such a protocol in the semi-honest [EGL82]| setting.

GARBLING SCHEMES. For a function f: {0,1}" — {0,1}™, let C be its circuit
representation. A garbling scheme [BHR12] is a cryptographic primitive that has
the following structure:

Definition 2.7 (Garbling Scheme) Let f : {0,1}" — {0,1}™ be a func-
tion. Let k be a computational security parameter. A garbling scheme GS =
(Gb, En, De, Ev) consists of four polynomial-time algorithms:

— (F,e,d) < Gb(1%, f): returns a garbling F, input encoding set e, and output
decoding set d.

— X + En(e, x): returns the encoding X for function input x.

— Y « Ev(F, X): returns the output labels Y by evaluating F' on X.

— {L,y} < De(Y,d): returns either the failure symbol L or a value y = f(x).

These algorithms must satisfy the following properties:
— Correctness: For every k, function f and input x,
Prly = f(z) : (F,e,d) < Gb(f), X =En(e,z), Y =Ev(F, X), y=De(d,Y)] =1

— Privacy: Let Algorithm 1 denote the actions of the challenger C in a sim-
ulation game. For all PPT adversaries A there exists a PPT simulator Sim
such that for all f and x, for a negligible function u, A’s advantage is,

Adv(k) = | Pr[A(f,z, F, X,d) = b] — % < u(k)

Algorithm 1 Privacy

1: proc Challenger(f, z)

2 b+ {0,1}

3 ifb==0,

4: (F,e,d) + Gb(1", f)

5: X = En(e, z)

6. ifb==1,

7: (F, X, d) < Sim(1", f(2), f)
8:  Return (F, X, d)

MULTI-PARTY GARBLING. For a function f : {0,1}"™ — {0,1}™, let C be its
circuit representation. Let ¢ be the number of gates in C. Each gate g € [q] is
defined by a gate functionality f, € {AND, XOR}, two input wires A, B and an
output wire g where, A, B, g € [n + ¢| and topological ordering holds: A, B < g.

A multi-party garbling protocol is one in which a set of parties use their
combined randomness to create a garbled representation of a function. In such
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Distributed Garbling

Setting: Let f be a function with input x = {:}c},) and circuit representa-
tion C. Let k = ¢ be a security parameter and Pn = {P;};cnj be the set of gar-
blers where Py C P = {P;}ie[n)- Let PRF : {0,1}7 x {0, 1}" x {0, 1}losatloeN
{0,1}"™* be a pseudo-random function. The functionality Fgs operates as fol-
lows:

— Inputs: Each party P; € Py has the following inputs:
e for each input wire w € [n], if w = i or w ¢ [N], then A, + {0,1};
else A}, =0
e for each gate output wire w € [g], sample A}, < {0,1}
e for each wire w € [n + ¢|, sample labels kfu’o, kfi,’l «— {0,1}*
e for all j € [N], (a,b) € {0,1}* and gate g € [g] with inputs A and B,

Fg;q = PRFkix,avkﬁa,b (9”])
Fes gets from P;:

N K0y kw1 Ywenras 1F28 7 Y gelalieNg (a.p)e{0,132

Each party P; € P — Py does not provide any input.
— Computation: The functionality F¢s computes for all gate g € [g] with
functionality f,, V(a,b) € {0,1}2,Vj € [N]:

N
¢, = <@F;;g;g) & (\o & Jo @)K 0
=1

— Outputs: Fgs gives to all parties P; € P:
e The garbling

{Gaptiem et @betony?
e For each circuit output wire w € [n 4+ q¢—m,n + q], Aw = @2\':1 AL
Each party P; € P — Pn gets for input wire w =1, Ay = @?‘:1 AL
Each garbler P; € Py sets for input wire w = i, Ay = Ay,

Fig. 3. Distributed Garbling

17

a protocol, it should hold that even when all-but-one of the garblers collude,
no information about the randomness contributed by the non-colluding party
is revealed beyond what can be deduced from the final garbling. There exist

protocols in the literature [BMR90, BLO16] that compute this for an n-party

garbling protocol in the presence of a semi-honest corruption of any n—1 parties.
In our construction, we require a multi-party garbling functionality that operates

as in Figure 3. Our protocols use a multi-party garbling protocol that implements
the functionality Fgs (Figure 3) as a sub-protocol where N = n — 1 parties
participate in the joint garbling process. We require one such protocol that is

secure in the presence of PPT semi-honest adversaries.



18 Authors Suppressed Due to Excessive Length

ZERO-KNOWLEDGE PROOFS. Zero-Knowledge Proofs of Knowledge are an in-
teraction between a prover P and a verifier V' such that the interaction convinces
V that for a public value z, P has a secret witness w such that (x,w) € R for a
public relation R but the interaction reveals nothing beyond that fact. We use
two variants of zero-knowledge proofs. The first is a statistical zero-knowledge
argument of knowledge where the prover is computationally bounded, but the
protocol is zero-knowledge even in the presence of an unbounded verifier.

Definition 2.8 Let p be a negligible function, and for computational security
parameter k, let € = p(k). A pair of machines SZKAoK = (P, V) is a statistical
zero-knowledge argument of knowledge for a relation R if for every V,

— Perfect Completeness: For every (z,w) € R,
Pr[(P(w),V)(z)=1]>1—¢

— e-Soundness: For every x such that Aw for which (z,w) € R, and every
malicious PPT P*,
Pr(P*,V)(z)=1] <e

— Statistical Zero-Knowledge: For every unbounded V* there is a PPT S*,
{(P(w), V) (@)} an)er = {5 ()} ww)er

Knowledge Soundness: There exists a PPT E* such that for every PPT
prover P*, if Pr[(P*,V)(x) = 1] > 1 — € then,

Pr(P",E*)(z)=w]>1—€c—0
where o (negligible in k) is the knowledge error.

The second variant is a computational zero-knowledge proof of knowledge
protocol between an unbounded prover and a computationally bounded verifier.

Definition 2.9 Let u be a negligible function, and for computational security
parameter K, let € = p(k). The tuple ZKPoK = (P,V) is a computational
zero-knowledge proof of knowledge for a relation R if for every PPT V

— Perfect Completeness: For every (x,w) € R,
Pr[(P(w),V)(z)=1]>1—¢

— e-Soundness: For every x such that Aw for which (x,w) € R, and every

malicious P*,
Pr[(P*,V)(z)=1] <e

— Computational Zero-Knowledge: For every PPT V* there is a PPT S*,

{(P(w), V) @)} wyer = {5 (@)} wwer
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— Knowledge Soundness: There exists a PPT E* such that for every prover
P*, if Pr[(P*,V)(z) = 1] > 1 — € then,

Pr(P*",E*)(z)=w]>1—€e—0

where o (negligible in k) is the knowledge error.

COMMITMENT SCHEMES. A commitment scheme Com is a 2-party protocol be-
tween a committer C with an input x and a receiver R in which C samples
randomness r and creates a ‘commitment’ to the value z. This commitment
should be hiding: no information about x should be revealed. At a later point in
time, C can send a ‘decommit’ to message to R showing that the value commit-
ted to was indeed x. This property by which C cannot deceive R into believing
that the value committed to was something different 2’ # x is called the bind-
ing property of the commitment. In our protocols, we use statistically binding
commitments to ensure that an unbounded malicious adversary cannot deviate
from the protocol.

Definition 2.10 Comgg(m;r) is a Statistically Binding Commitment for
messages m € {0,1}¢ if it satisfies:

— Statistical Binding: For all messages mg,m; € {0, 1}5 it holds that,
{Comsg(mo; 1) }refo,13- N {Comsp(mi;8) bscfo,1} = @

— Computationally Hiding: For all choice of mg,m1 € {0,1} it holds that,

C
{Comsg(mo;7)}refo,13+ = {Comsg(ma; s)}seqo,13-
— Decommitment to a commitment T is (m,r) such that 7 = Comsg(m;7)

Since the binding and hiding properties of commitments are contradicting, a
commitment scheme cannot be both statistically binding and hiding. But there
exist commitment schemes that are either statistically hiding and computation-
ally binding, or statistically binding and computationally hiding. In our work,
we require both kinds of commitment schemes.

Definition 2.11 A non-interactive Statistically Hiding Commitment scheme
for a message space {0,1} is a PPT algorithm Comsy satisfying:

— Computationally Binding: ¥V PPT adversaries A there exists a negligible
function p such that,

Pr[A(1%) — (¢, mo, 10, m1,71)|Comspu(mo; ro) = ¢;
Comsy(mi;r) = ¢

mo,my € {0,1} ] < u(k)
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— Statistically Hiding: For all choice of mg,my € {0,1}* it holds that,

{Comsp(mo; ™) }reqo.1y = {Comsu(1m1;$) }ee (o1}~

— Decommitment to a commitment c¢ is (m,r) such that ¢ = Comgy(m;r)

SECRET SHARING. A secret-sharing scheme is a tuple of PPT functions SS =
(Share, Recon). Tt is defined with security against an adversary structure Z C
27 over n parties. For a message m, the function Share(m) returns n values
{[m]i}ic[n) such that for any set Z € Z, the set of shares {[m];}p,cz reveal no
information about m, even to a computationally unbounded adversary. How-
ever, for any set Z ¢ Z, the set of shares {[m];}p,cz reveal the message:
m = Recon({[m]i}p,cz)-

Let SS,,, = (Share, ,,Recon,, ;) be an n-out-of-n secret-sharing scheme.
That is, for any message m, the tuple {[m];};cn) < Share, ,(m) is such that
any proper subset of this set of shares reveal no information about m to an
unbounded adversary. However, it holds that m = Recon,, ,,({[m]: }ic[n]). Such a
scheme exists [Sha79] and it is also additively homomorphic:

{[m1]i}i€[n] — Sharen,n(ml)
{[mQ]i}’LE[n] — Sharen,n(mQ)
Vi € [’I’L]7 [ml + mg]i = [ml]i + [mg]z s.t.

mi + mo = Reconn,n({[ml + mg]i}ie[n])

Similarly, we denote by SS;, = (Share;,,Recon;,) an t-out-of-n thresh-
old secret-sharing scheme. That is, for any message m, the tuple {[m];};c[n)
Share; ,,(m) is such that any subset of ¢ elements of this set of shares reveal no
information about m to an unbounded adversary. However, for any set Z C P
where |Z| > ¢, it holds that m = Recon, ,,({[m];} p,ez). Such a scheme exists for
any t < n [Sha79| and it is additively homomorphic. It is also homomorphic over
multiplication at the cost of increasing the threshold:

{[m1]i}icn) < Sharet n(m1)
{[m2]i}ie[n] — Sharet,n(mZ)
Vi € [n], [ml * mg}i = [ml]l * [mg]z s.t.VZ € P, ‘Z| > 2t,

my * my = Recony , ({[m1 * mali }icz)

Finally, in its complete generality, for an adversary structure Z C 27, we
denote by SSz = (Sharez,Reconz) a secret-sharing scheme that tolerates Z.
That is, for any message m, the tuple {[m];};c},) < Sharez(m) is such that for
any Z € Z, the elements of this set {[m];}p,cz reveal no information about
m to an unbounded adversary. However, for any set Z ¢ Z it holds that m =
Reconz ({[m]:} p,ez). Such a scheme exists for any Zs [BK95] that is an adversary
structure under which there exist MPC protocols realizing general functionalities
in the presence of a semi-honest unbounded adversary.
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3 MPC with Fall-Back Security

We define a new notion of multi-party computation: MPC with fall-back security.
Informally, a multi-party protocol satisfies fall-back security if it is secure when
certain subsets of parties are corrupted by a computationally unbounded adver-
sary. However, if more parties than that are corrupted, computational security
is still guaranteed.

Definition 3.1 (Semi-Honest Fall-Back Security) For a set of parties P =
{P;}icn) where P; has input x;, let IT = (P) be an n-party protocol computing
a function f with input ¥ = {;}iem). Let Zc = 2P and Zs C Z¢ be adversary
structures for PPT and unbounded semi-honest adversaries, respectively. The
protocol II satisfies fall-back security in the semi-honest setting tolerat-
ing Zs if there exists a PPT Sim such that for every Z € Zc,

{Sim(l"7 Z Az, [i(Z) }iez), {fi(f)}iQZ}

rEN,Fe{0,1}*

é{Viewn,Z(/@, ), output; (K, Z) }
’ KEN,Z€{0,1}*

where Kk is the computational security parameter; and there exists a PPT simu-
lator Sim such that for every Z € Zs,

{Sim(ls7 Z{xi, [i(Z) }iez), {fi(f)}iQZ}

seN,ze{0,1}*

%{Viewnz(s, ), output; (s, %) }
' sEN,Z€{0,1}*

where s is the statistical security parameter. The distribution is considered over
the randomness of the simulator and all random tapes of parties in the protocol.

MarLicious FALL-BACK SECURITY. Fall-back security can be similarly defined
also in the malicious setting.

Definition 3.2 (Malicious Fall-Back Security) For a set of parties P =
{P;}iem) where P; has input x;, let II = (P) be an n-party protocol computing
a function f with input & = {x;},cn). Let Zc = 2P and Z5 C Zc be adver-
sary structures for PPT and computationally unbounded malicious adversaries,
respectively. The protocol I satisfies fall-back security in the malicious set-
ting tolerating Zs if there exists a PPT adversary Sim in the ideal model such
that for every PPT A in the real model and every Z € Zc,

[llo

{IDEALf,Sim(z),Z(H7f)} {REALH,A(z),Z(K»f)}

KEN,Z,z€{0,1}* KEN,Z,2€{0,1}*
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where Kk is the computational security parameter; and there exists an adversary
Sim in the ideal model such that for every computationally unbounded A in the
real model and every Z € Zs,

[l

{IDEALLSim(z)’Z(S,f)} {REAL]LA(Z)}Z(S,f)}

seEN,Z,z€{0,1}* seN,Z,z€{0,1}*

where s is the statistical security parameter. The distribution is considered over
the randomness of the simulator and all random tapes of parties in the protocol.

3.1 Example Protocol with Semi-Honest Fall-Back Security

The protocol in Figure 4 is an n-party protocol IT in the (For, Fes)-hybrid
that can compute any function f. In the protocol, out of the set of parties
P = {Pi}ic[n), the parties {P;};c[,—1) are designated the garblers and P, is the
evaluator. The garblers collectively create a garbled circuit F' for the function
f. This garbled circuit F' and the output decoding information d are given to
P,,. The evaluator P,, also receives from each garbling party P; a ‘masked value’
A; that hides its private input z;. It then engages as a receiver in an OT pro-
tocol with each garbling party P; as the sender and receives the active labels
corresponding to all the masked values. P,,, with all the active labels, evaluates
the garbled circuit to derive the output f(Z). It then sends f(Z) to all the other
parties.

Figure 4 is a protocol with fall-back security against an unbounded adversary
corrupting any subset of Py and a PPT adversary corrupting any subset of
parties in P. This also holds in the plain model when Fot is replaced with
a semi-honest secure OT protocol that is secure against an unbounded sender
and PPT receiver [EGL82]; and when Fgs is replaced by a multiparty garbling
protocol [BLO16] that involves only the parties in Py for garbling the circuit.

Remark 3.3 (On the necessity of OT.) One may initially assume that, as
in a protocol secure in the presence of PPT adversaries, once a garbler P; € Py
publishes A;, then every other garbler can publish its labels corresponding to
these values without requiring OT. However, this violates privacy in the case of
an unbounded adversary corrupting a strict subset of the garblers. Here, there
exists an honest garbler participating in the Garbling Phase. However, since the
security of garbling holds only under computational assumptions, the adversary
can derive (brute-force) all the randomness of this honest garbler, including the
masking bit A\;. In such a case, the adversary can easily derive the input of this
honest party, violating privacy.

Lemma 3.4 Let Zs be the set of all subsets of {P;}icin—1]-

— Let Ilgs be an n-party protocol computing Fgs that is secure against a semi-
honest PPT adversary corrupting any subset of n — 1 parties, with Py =
{P;}icn—1) as the set of garblers.



Best of Both Worlds: Revisiting the Spymasters Double Agent Problem 23

Semi-honest Fall-Back Secure Protocol

Setting: Let P = {P;};c[n) be such that P; has input z;. Let f be a function,
& = {@i}icn) be its input and the protocol outputs f(&) to all parties in P.

1. Garbling Phase: Letting the garblers be Py = {P;};cn_1], P invokes
the garbling functionality Fes as in Figure 3 for N =n — 1.
— Each P; € Py inputs to Fgs:
e for each wire w € [n + ¢], values )\fp, S A
o Vj € N)(a,0) € {0, 1} g € [g], Fi7¥ = PRF,s o (gll)
— All P; € P get output from Fecs: ’ ’
e the garbled circuit {G?, ,};en gelql,(a,b)e{0,1}2
o colour bit for each output wire {Aw bwentq—m,ntq]
e for input wire 4, colour bit \;
2. OT Phase:
— Each party P; € Py sends A; = z; & A; to P,
— P, computes A, =z, ® A\,
— Vi € [n],j € [N], For is invoked where P, is the receiver with input
A; and Pj is the sender with inputs (sz’o, kfl)
— After all For calls, P, receives {kg,Ai}je[n—l],ie[n]
3. Evaluation Phase: P, evaluates the garbled circuit:
— for each gate g € [q] in topological order, and public values a and b
on the input wires A and B, for all j € [N], compute

n—1
k=G, @ (EB PRFk;,a,mB,b<g|j>)
=1

— for each output wire w with value A,,, compute actual value A, & Ay
— P, sends f(%) to all parties

Fig. 4. Semi-honest Fall-Back Secure Protocol

— Let IloT be a protocol computing For that is secure against a semi-honest
unbounded sender and a semi-honest PPT receiver.

Then Figure 4 securely computes any function [ with fall-back security (Defini-
tion 3.1) tolerating Zs for semi-honest adversaries in the plain model when the
functionalities For and Fgs are replaced by ot and Ilgs respectively.

The complete proof for this can be found in Appendix A.1.

PrOOF OUTLINE. The protocol in Figure 4 is an n-party protocol in which
the first n — 1 parties engage in a multi-party garbling protocol that is secure
in the presence of a PPT adversary corrupting any subset of these garblers.
This sub-protocol outputs a garbling that is given to the last party. Each party
additionally gives this last party a bit representing its input (but masks it). The
last party uses this set of bits to engage in n instances of oblivious transfer with
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all other parties as senders to get the input labels for the garbling. Finally, this
party evaluates the garbled circuit and gives everyone the output.

Firstly, note that this protocol is secure in the presence of a PPT semi-honest
adversary corrupting any subset of the parties. This is derived from the fact that
both the multi-party garbling sub-protocol and all instances of the OT protocols
are secure in the presence of a PPT adversary corrupting any of the parties. A
simulator, for this case, works by making black-box calls to the simulators of
these sub-protocols.

It remains to handle the case of corruption by an unbounded adversary.
We need to show that the protocol in Figure 4 is secure in the presence of an
unbounded semi-honest adversary corrupting any subset of the garblers. To this
effect, note that in all the OT protocol executions, the garblers only act as
senders. The OT protocol is secure in the presence of an unbounded adversary
corrupting the sender. The receiver is always the last (evaluating) party and this
is never corrupted by the adversary. Next, note that the multi-party garbling
sub-protocol only involves each garbler’s randomness and is independent of the
function input.

So a simulator in the presence of an unbounded adversary would work by first
participating in the garbling protocol on behalf of the honest garblers, exactly
as in the real protocol execution. Next, it would make black-box calls to the OT
simulator for each execution of OT involving a corrupt garbler. Finally, it would
send the output f(x) to all corrupt parties.

4 Compiling to Semi-Honest Fall-Back Security

In this section, we will describe an MPC protocol for general functionalities that
satisfies semi-honest fall-back security for Zs containing any subset of less than
5 parties. At the heart of this protocol is a compiler that we construct that
can upgrade any MPC protocol that is secure against semi-honest unbounded
adversaries with an adversary structure Zs to a protocol with semi-honest fall-
back security for Zs. The final protocol combines two components: a ‘virtual
protocol’ that is secure in the presence of semi-honest unbounded adversaries;
and a ‘real protocol’ compiling this into a protocol with fall-back security.

VIRTUAL PROTOCOL. Let V = {V;};c[n) be a set of n virtual parties. Let gt
be an n-party protocol executed among V with security against a semi-honest
unbounded adversary corrupting < § of the parties in V. For any function f
there exists such a protocol [BGWS88| that computes it. For a party V; € V, we
refer to its complete view in Il as Viewp,,, ; and by Viewhm ;» we refer to
the partial view of V; in the protocol up to round j. This includes the security
parameter k, the input x;, contents of the random tape r;, and all the messages

received from all parties in V up to round j.

. -/
s J — R R J X B .
VleWHsta“i = (K, 4,75, {mkﬁi}j,e[]],kile[n])
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Here mf; _,,; Is the message that party Vj sends V; in round j’. Let NxtMsg be
the next message function such that,

NxtMsg] (Viewy; | ) = {m]_ }izieln)

This function is parameterized by 4 € [n] that indexes the virtual party V; € V.
It takes as input the view up to round 7 — 1 and creates all the messages to be
delivered to all the parties in round j. Note that after each round,

s  Viawd—l J
Viewy, ;= Viewy  U{mi_,;} eziem

Letting r be the number of rounds in Ilg,;, the complete protocol ITg,; itself can
be described as a set of the next message functions,

e = {Nxtlvlsgg(Viewg;jhi)}ie[n],je[r]

Finally, for any subset of parties Z C V we denote by View__ » the combined

staty

view of Il for all the parties in Z and similarly, we denote by Viengmh 4 the
combined view up to round j in the protocol.

REAL PROTOCOL. Let P = {P; }ic[,) be n parties that need to compute a multi-
party function f on & = {;},c[n). Each party P; € P has input x;. Let It be
an n-party protocol for the function f defined as follows:

— Each party V; € V has the input bit x; and this is given to F.
— F uses T = {Z;}ie[n) to compute f(Z) and gives it to each party V; € V.

This protocol Il,: can be re-written as a set of next message functions I, =
{NxtMsg? }icin).jerr]- Let SSnn = (Share, ,,Recon,, ;) be an n-out-of-n secret-
sharing scheme. For each i € [n],j € [r] let Fy 7 De a functionality as in

i

xtMsg
Figure 5.

Note that Fy . sg! is a functionality whose output is symmetric. Let IT be a

protocol that computes any functionality exactly as in Figure 4. For each i € [n],
let II; denote the protocol IT with party P; playing the role of the evaluator and
all other parties as the garbler. Let HNxtMSg; denote a protocol II; executed to

«tMsg That is, it is an n-party protocol with n — 1
garblers and one evaluator that is secure against the corruption of any subset
of the garblers by a semi-honest unbounded adversary, and the corruption of

any subset of parties by a PPT semi-honest adversary. The protocol HNxtMsg]_-

compute the functionality Fy

is executed by the parties P = { Py }je[n) and the party P; is designated as the
evaluator, while all other parties are the garblers.

CoMBINED PROTOCOL. The complete protocol IT;, is the set of all the protocols
{IT, NxtMsg’ Yiem),jer for any virtual protocol IT,: with r rounds computing F.
It is formally described in Figure 6.
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Next Message Functionality }—NxtMsg?

Setting: Let P = {Pi}ic[,) be n parties. Let SS,, » = (Share, », Recon,, ».) be
an n-out-of-n secret-sharing scheme. For a protocol Ils.: computing F let

NxtMsg’ (View{{s;’i) = {mzﬁk}k;ﬂe[n]

be the next message function for party V; in round j. The n-party functionality
]:NxtMsg{ operates as follows:
— Inputs: Each party Py € P has:
o Let ¢ = |{[m’_ |k} ricn)|- Sample a random mask M, + {0,1}".

e Share of the view of V; until round (j — 1) in Isat,

[Viewiéhi]k = (m, [k, 73]k, {[mg/ﬁi}k}j’e[jfl],i’sﬁiG[n])

Py gives to fotMsgj the inputs,

. j—1
[Vlewﬁstani} k> Mk

— Computation: The functionality fotMsgj computes:

i

. g1 S
Vlewhtahi — Reconnm({[Vlewhtahi] k}keln])

{mZei’}i/¢i€[”] = NXtMng (View%_stit»i)
i—i/ Z’—}i’)

Vi' #i € [n],  {[m)_ . ]k}repn) < Sharen,,(m]
&= {cx = My ® {[m]_ )|k }irpicin) been)

— Output: ‘FNxtMngf gives ¢ to each P, € P.

Fig. 5. Next Message Functionality

Theorem 4.1 Let Il be a n-party protocol that securely computes a function
f in the presence of an unbounded semi-honest adversary with adversary struc-
ture Zs. Assuming protocol IT is an n-party protocol that computes any function
with fall-back security with respect to 25 = {Z C {P;}ien-1)}, the protocol in
Figure 6 securely compiles Igar to compute f with fall-back security (Defini-
tion 3.1) tolerating Zs in the presence of semi-honest adversaries.

A detailed proof for this can be found in Appendix A.2.

PrOOF OUTLINE. Firstly, the compiled protocol as in Figure 6 is a sequence
of protocols IT that are composed using n-out-of-n secret sharing of the views
of the parties participating in the virtual protocol Ilg,:. Each such protocol IT
satisfies fall-back security in the presence of semi-honest adversaries. This, along
with the fact that an adversary not corrupting all the parties does not learn
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Compiler for Semi-honest Fall-Back Security

Setting: For function f on & = {@i}icin), let Hsar = {NxtMsgg}ie[n]ﬂjem be
a protocol computing the functionality 7 among V = {V;};cn]. Ilstat securely
computes F against a semi-honest unbounded adversary corrupting < 7 par-
ties. Let P = {Pi}ie[n] be the set of real parties where P; has input x;.

1. Initialize shared state. Each party P; € P does the following;:
— Compute Sharey, (@) = {[zi]ir }iren]
— Sample 7; - R(x) and compute Share,, »(7:) = {[ri]i }ire[n)
— Vi’ #i € [n], send ([zi]sr, [ri]ir) to Py
— Vk € [n], set the share of the initial state of virtual party Vi € V as,
[Viewrr,. sl = ([za]i, [re]:)
NxtMsg'Z be an
n-party protocol as in Figure 4 with P; as the evaluator and Py = P—{P;}
as the garblers. Each party P;; € P does the following:
— Py has input [Vieng:m]i/ and samples M < {0,1}"
— P,/ participates in an execution of IT, j with input

i

2. Compute virtual protocol. For each Nxtl\/lsgf € Igat, let 11,

NxtMsg
s -1
[Vlewnmhi]ir, M

Let View be the view of P, in this protocol.

NxtMsgg L7

P, gets the output ¢ = {cx = My ® {[mgﬁk/}k}k/#ie[n]}ke[n]

P; extracts {[mz_)k/]i/}k/;ﬁie[n] =cy & My
— P, updates the view for each virtual party Vi € V — {V;},

o o o ,
[Viewy, ki = [Viewy, i U{[Viewy i, [mi,Jo}

HNxtMngf is computed for all V; € V and rounds indexed j € [r] in Ilsat

3. Derive the output. After the complete virtual protocol is computed,
each party P; € P has a share of the view of each virtual party,

{[Viewrr,, ili}jem
— Each party P; € P extracts the shares of the output:
{1 (@]ikiem) < {[Viewn, jli}jem

— P; sends [f;(Z)]; to P; € P
— On receiving {[fi(Z)];},em], P reconstructs the output f;(Z) = f(Z)

Fig. 6. Compiler for Semi-honest Fall-Back Security
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any information about a secret from its shares, guarantees that the compiled
protocol, Figure 6, is secure in the presence of a semi-honest PPT adversary

corrupting any subset of the parties in P.
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It remains to handle the case of corruption by an unbounded adversary.
The protocol IT tolerates an adversary structure of the form Z¢ that includes
all subsets of P that exclude a designated party P;. Intuitively, in Figure 6, if
a semi-honest unbounded adversary A corrupts any subset of parties Z € Zs
where Z C P, this corresponds to corrupting every execution of IT in which a
corrupted party P; € Z is the party excluded in the adversary structure Z¢. That
is, the adversary has in its view all the inputs, randomness, and messages for all
these executions. Corrupting each such P; in II;, corresponds to corrupting V;
in I, since the corrupt executions of IT completely reveal the view of V;.

For every P; ¢ Z, no information about view of V; is revealed. This is due to
the fact that the views of all virtual parties are shared using n-out-of-n secret
sharing and the unbounded adversary, not having the honest parties’ shares,
has no information about the view. Furthermore, for every execution of II cor-
responding to such a NxtMsg/, the set of corrupt parties Z € P are such that
Z € Z¢. Finally, note that the view of parties Z € Zs where Z C V is simulatable
since It tolerates Zs. So it follows that the view of the compiled protocol is
also simulatable.

For any protocol Ilg,: for any set of parties Z € Zg, there would exist a PPT
simulator Simg,: that can simulate the view of the protocol in a way that is
statistically close to the real view. This simulator can also be written in terms of
next-message functions. The protocol IT computes any n-party functionality and
so can compute these simulated next-message functions as well. A simulator for
the compiled protocol, Figure 6, in the presence of an unbounded semi-honest
protocol, would make black-box calls to simulators for the view of IT executing
the simulated next-message functions of the virtual protocol. This can be shown
as statistically close to the view in the real execution of the protocol using a
sequence of hybrids first replacing each simulated view of II with the real view.
Finally, the set of next-message functions of the virtual protocol simulation are
replaced by the next-message functions of an actual virtual protocol execution.

RounD COMPLEXITY. In Figure 6, let » be the number of rounds that the
virtual protocol ITg,: takes. Let ¢ be the number of rounds of protocol IT (Fig-
ure 4). Then Figure 6 requires ¢r + 2 rounds. Our result implies that assuming a
constant-round statistical oblivious-transfer, then protocol IT (Figure 4) is con-
stant round and our compiler (Figure 6) yields a protocol with linear round
complexity in the number of rounds in the virtual (information-theoretic) proto-
col. In comparison, previous work [CDvdG87] solves the former with a number of
rounds proportional to the number of participating parties. Using their protocol
within our compiler would yield a number of rounds proportional to both the
number of parties and rounds in the virtual protocol. We remark here that we
essentially achieve the best possible round complexity (up to constant factors).

Corollary 4.2 Let Il be a n-party protocol that securely computes a function
f in the presence of an unbounded semi-honest adversary with adversary struc-
ture Zs. For each i € [n], let II; be an n-party protocol that can compute any
functionality with semi-honest fall-back security with respect to the adversary
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structure Z¢ = {Z : Z € Zs,P; ¢ Z}. Then Figure 6 securely compiles Ilsa to
compute [ with fall-back security (Definition 3.1) with respect to Zs and in the
presence of semi-honest adversaries.

5 MPC with Fall-Back Security — Malicious Security

This section will describe an MPC protocol for general functionalities that sat-
isfies malicious fall-back security. Let Zs be any adversary structure for which
there exists a protocol for computing any functionality in the presence of a mali-
cious unbounded adversary tolerating Zs [HM97]. We construct a protocol that
is maliciously fall-back secure with respect to Zs.

Our protocol works in the offline-online paradigm with a function-and-input-
independent pre-processing phase based on [HVW20]. This phase has an n-party
protocol computing the authenticated triples functionality FauthTriples a5 given in
Figure 7 with malicious fall-back security tolerating Zs. Then, given the output
of this phase, we use a protocol in the online phase, based on that in [DPSZ12],
that computes any function f with malicious fall-back security. Our focus here
is on designing the protocol for the pre-processing phase and providing a con-
struction for the commitment scheme used in the online phase.

PRE-PROCESSING. This phase contains an n-party protocol for computing au-
thenticated multiplication triples with malicious fall-back security tolerating Zs.
The protocol conceptually contains three main components:

— Authenticated Triples Generation Functionality. Our starting point is
the Authenticated Triples functionality FauthTriples @s given in Figure 7. This
is the n-party functionality that the pre-processing phase aims to realize.
Details can be found in Section 5.1.

— Semi-honest adaptively secure protocol with fall-back security. We
require a protocol realizing FauthTriples that is fall-back secure tolerating Zs
in the presence of semi-honest adaptive adversaries. Our starting point for
this is an n-client-m-server protocol realizing FauthTriples in the presence of
an unbounded semi-honest adversary that can corrupt any number of the
clients and up to a threshold ¢ of the servers (Protocol 5.1). In this protocol,
each server works by receiving inputs from all the clients, performing local
computation, and giving outputs to these clients. As such, the actions of
each server can be abstracted into a functionality Fs (Figure 8). The final
semi-honest fall-back secure protocol for FauthTriples that we need works by
having all the n parties act as the clients and also jointly compute Fg for
each of the m servers. This computation of Fg is done by a semi-honest fall-
back secure protocol that is secure in the presence of adaptive adversaries.
This is discussed in detail in Section 5.2.

— Compiling to maliciously secure fall-back security. The adaptively
secure protocol with semi-honest fall-back security as described above is then
lifted to provide malicious fall-back security tolerating the same adversary
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structure Zs. This is done using an n-party commitment protocol with fall-
back security tolerating Zs as a building block. The construction for this is
discussed in Section 5.3. The details of the final pre-processing protocol can
be found in Section 5.4.

ONLINE PHASE. Given the output of the pre-processing phase, our online pro-
tocol (Figure 13) follows the online phase closely in [DPSZ12] that can compute
any functionality in the presence of an unbounded malicious adversary corrupt-
ing any subset of the parties in the Fcom-hybrid, with Fcom being an n-party
commitment functionality. We describe our protocol in the plain model, instan-
tiating Fcom with a commitment protocol with fall-back security tolerating Zs.

5.1 Authenticated Triples Generation

We describe an n-party Authenticated Triples Generation functionality FauthTriples
(Figure 7). Let f be a function and Z be its input. Let P = {P;};¢[) where each
party P; has private input z; € & such that x; € {0,1}. Let C be a circuit
representing f using only binary addition and multiplication gates. Let T € N
be the number of multiplication gates in C. The functionality FauthTriples Creates
an n-out-of-n additive sharing of T random multiplication triples of the form
{a?, b7, ¢! = (a’ - V)};em) and gives one share to each party. Additionally, it
additively secret-shares a MAC key A and MACs on the multiplication triples
{MAC(a’) = (a’ - A), MAC(H") = (b - A), MAC(¢?) = (¢/ - A)}jeqr) among the
parties. Finally, for each input bit x;, it samples a random number r; and gives
it to P;. It distributes among all parties a sharing of 7; and MAC(r?) = (1% - A).
The functionality first allows corrupted parties to sample their own shares and
then samples shares for the honest parties, setting the shares of a designated
party P; such that the constraints are met.

5.2 Authenticated Triples with Semi-Honest Fall-Back Security

In this section, we describe the protocol computing FauthTriples With semi-honest
fall-back security tolerating Zs for adaptive corruption. This is the starting point
from which we lift semi-honest to malicious security. However, before discussing
the fall-back secure protocol, consider the semi-honest protocol as in Proto-
col 5.1.

For a security parameter k, let ¢ = k be a threshold and set m = 16t.
Protocol 5.1 is a semi-honest secure protocol for computing FauthTriples 2n0Ng 7
clients P = {P;}ic[,,) and m virtual servers S = {S}}jcpm). In this protocol, the
clients have the inputs and receive the outputs of the functionality and the servers
only aid in computation. The protocol works by having each client sample its
inputs and use t-out-of-m threshold secret-sharing to share it among the servers.
Then each server performs some symmetric local computation to produce shares
of the outputs of the functionality. The actions of each server can be captured
by an n-party functionality Fs (Figure 8). Each server then gives these shares
to the respective clients and each client reconstructs its outputs.
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Authenticated Triples Generation FauthTriples

Setting: Let P = {Pi}ic(n] be a set of parties. Let f be a function and
Z € {0,1}" be its input such that each party P; € P has input z; € Z. Let
F be a field and T € N be the number of multiplication gates in a circuit C
representing f. Let Z C P be the corrupt parties. The functionality FauthTriples
operates as follows:

— Inputs: Each corrupt party P; € Z samples:
e Vj € [T], triples shares a’, b7, f, MAC; ( 7),MAC;(V), MAC;(c?) € F
e Vk € [n], input mask shares 7%, MAC; (") € F
o key share A; € F
— Computation: The functionality FautnTriples cOmputes,
e VP, € P— Z, sample

Ay F, {r{ MAC;(r") - F}, |

DR 77

{ad,b], ¢, MAC;(a?) MAC; (b"), MAC, (¢/) < F}

e Compute,

VEk € [n], = Z rf
i€[n]
MAC'(r) = (30 F) - (30 A) = (32 MAC(H)
i€[n] i€[n] i€[n]
vj e [T, F () ()= ( 3 e
i€[n] i€[n]
MAC'(a)) = (3 a) (ZA>— > MACi(a
i€[n] i€[n] i€[n]
MAC' (67) = ( D>~ bd) - ( Z Ai) = (D MAG (b))
i€[n] i i€[n]
MAC' () = (> ad) - ( Z b1) - (D Ai) = (DD MAGi(cY))
i€[n] i€[n] i€[n] i€[n]

— Outputs: FaunTriples gives to each P # P1 € P,
Ai,ri,{r?,MACi(rk’)}ke[”] { vaiv 1,MAC (a]) MAC; (bJ) MAC; (¢ )}
fAuthTripIes giVeS to Pl,

Ay, et {8, MAC (7F) =MAC (rF) + MAC (7)Y e ),
{ad, b, c] = ¢l + 7, MAC, (a?) = MAC; (a’) + MAC' (a?),
MAC; (b7) = MAC; (b7) + MAC’ (b7),MAC; (¢’) = MAC; (¢?) + MAC’ (¢ )}]E[T

Fig. 7. Authenticated Triples Generation

Protocol 5.1 For a security parameter k, let t = k be a threshold and for m >
16t, let S = {S;}icm) be a set of m virtual servers. Let SS; ,,, = (Sharey ,,,, Recony ,,)
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be a t-out-of-m threshold secret-sharing scheme [Sha79]. Let V = {Vi}icpn) be a
set of n wvirtual parties.

— Fach party V; € V first samples,
A; + F {rf MAC; (1) + F}ke
{a] v, MAC; (a?),MAC;(1"), MAC;(c") < IF}

(R R

JE[T]

It then computes a 3t-out-of-m threshold secret-sharing of each element in
{MACi(Cj)}je[T] and a t-out-of-m threshold secret-sharing of all other ele-
ments.

— Each party V; € V gives to server S; € S the shares,

(AL, {181, MAC )]} e

{015,167 152 1621, IMACH (@7 )] [MAC, ()], IMAC, ()]}
— Each server S; € S computes the functionality Fs (Figure 8). It gives to
party Vi € V the values,
15, {IMAC' ()] Y keims { €715 IMAC ()], IMAC' ()], IMAC' ()3}
It gives each party V; € V the share [r'];.
— The party V1 reconstructs,

Aq,rt, {rf, MAC: (r7) =MAC; (%) + MAC (%)} e ),
{a],b],c] = c] + 7, MAC; (a?) = MAC,(a’) + MAC'(a?),
MAC; () = MAC; (vY) + MAC'(),MAC; (/) = MAC, (/) + MAC’(cj)}jem

— FEach V; # Vi reconstructs rt,

Lemma 5.2 Protocol 5.1 securely realizes functionality FauthTriples (Figure 7)
in the presence of an unbounded semi-honest adversary corrupting all-but-one
parties in YV and any subset of t servers in S.

The semi-honest secure Protocol 5.1 is secure in the presence of a semi-honest
unbounded adversary corrupting all-but-one of the clients and up to ¢ servers. We
define a protocol ITg to be an n-party protocol realizing Fs (Figure 8) with semi-
honest fall-back security tolerating Zs in the presence of adaptive corruptions.
Given such a protocol, we can define a protocol ITauthTriples that realizes FauthTriples
with semi-honest fall-back security tolerating Zg for adaptive adversaries. This
protocol would work by first having each of the n parties generate their inputs
and create t-out-of-m threshold secret-shares. Then execute m instances of ITg,
each with a different set of shares as input. The output of these executions is
reconstructed to get the output of FaythTriples-
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Virtual Server Functionality Fgs

Setting: Let k be a computational security parameter, T € N and F be a field.
Let V = {Vi}icn) be a set of parties. The functionality Fs operates as follows:

— Inputs: Each party V; € V has:
[Ai]j7 {[ ]]7[MAC ]J}ke[n]
{lad'1;, 167 15 [e] 15, IMACi(@ )], IMAC, (b)), IMAC ()], } e oy

as in Protocol 5.1.
— Computation: The functionality Fs computes,

vken),  [fl= 3 [k
i€[n]
[MAC'(r*)]; = (D0 Iri15) - (D [4dly) = (D2 IMAC (™))
i€[n] i€[n] i€[n]
vitem, = (el (B (Z[ei’m
i€[n] i€[n] i
MAC'(a”)]; = ('3 [al'];) - (Z [A) — (3 IMACi(a”)];)
i€[n] i€n] i€[n)
IMAC’ (67)]; = (32 b0, Z [Ai;) = (32 IMAC (v )];)
i€[n] i i€[n]
MAC (! )]; = ( 3" [a?'];) - (Z B1) - (S 1ady) = (30 IMAC (7))
i€[n] i€[n] i€[n] i€[n]

— Outputs: Fgs gives to Vi:
(115, {IMAC (7)) ey (167 15, IMAC (a7)], IMAC' (7)), IMAC (7)) } 57 ¢y

It gives [r]; to each V; # V4 € V.

Fig. 8. Virtual Server Functionality

Remark 5.3 (A note on adaptive security.) Note that our final protocol re-
quires this semi-honest secure protocol to satisfy adaptive security for the same
reason the IPS compiler does. Recall that every virtual party is emulated via this
semi-honest secure inner protocol, where the adversary can choose to deviate at
any point. This implies that the simulator of this virtual protocol needs to provide
the randomness for these corrupted parties consistent with the inputs provided
by the real protocol simulator upon corruption. In Section 5.5, we show that
such a simulation can be performed without actually requiring adaptive security
for the individual primitives (garbled circuit and oblivious transfer) by carefully
considering the different adaptive corruption scenarios.
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Commitment Functionality Fcom

Setting: Let P = {P;};c[) be a set of parties. Let C' € P be the committer
with input x € X. The functionality Fcom operates as follows:

— Inputs: C has input z. All other parties have no input.
— Commit Phase: C gives x or L to Fcom.
— Decommit Phase: Fcom gives z to all parties in P if input is not L.

Fig. 9. n-party Commitment Functionality

Commitment Protocol with Fall-Back Security

Setting: Let P = {P;};c[n) and Zs C 27. Let C € P be the committer with
input z € X. There exist secure point-to-point and broadcast channels for all
parties. Let Comsg (Definition 2.10) be a statistically binding commitment.
For the adversary structure Zs let SSz; = (Sharezg, Reconz,) be a secret-
sharing scheme over X. Let Comsy (Definition 2.11) be a statistically hiding
commitment. The commitment protocol IIcom operates as follows:

1. Commit Phase.
— C computes shares {[z]x}re[n) < Sharezg(x).
— For each P, € P such that P, # C, C samples randomness 7£,,, and
computes céomSB = Comsg ([&]; TEom)-
— C samples Tcomg, and broadcasts ccomsy = Comsh (Z; Tcomgy )-
2. Decommit Phase.

— C sends 78, to each P, € P and broadcasts (rcomey, T, {[T]k }re(n))-
— Each party P, # C € P, checks if

x == Reconzg ({[z]k }ren))
CComgy == Comgp (5 TComSH)
k k
CComgg —— ComSB([m]k; TCom)

If this holds, accept = as output.

Fig.10. Commitment Protocol with Fall-Back Security

5.3 Commitment Protocols with Fall-Back Security

Both the pre-processing and online phases require commitment schemes that are
maliciously fall-back secure tolerating Zs. Let Fcom be an n-party commitment
functionality (Figure 9). Note that this functionality proceeds in a ‘Commit
Phase’ and a ‘Decommit Phase’. We realize this functionality with an n-party
maliciously fall-back secure protocol. For this, we need to define simulators for
the case where the adversary does not corrupt the committer C, where it needs
to de-commit to the correct value without the knowledge of the input committed
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Extractable Commitment with Fall-Back Security

Setting: Let P = {P;};c[n) and Zs C 27. Let C € P be the committer with
input x € X. There exist secure point-to-point and broadcast channels for all
parties. Let Comsg (Definition 2.10) be a statistically binding commitment. For
the adversary structure Zs let SSz; = (Sharez,, Reconz,) be a secret-sharing
scheme over X. Let Comsy (Definition 2.11) be a statistically hiding commit-
ment and let SZKAoK be a statistical zero-knowledge argument of knowledge
protocol (Definition 2.8) for the statement:

3z, 7 s.t. CComgy = Comsh(z;T)

For each k € [n], let ZKPoK be a zero-knowledge proof of knowledge (Defini-
tion 2.9) for the statements of the form:

k k k
El[-'r]kar(:om s.t. CComgg — ComSB([x]k; TCom)
The extractable commitment protocol ITgcom Operates as follows:

1. Commit Phase.
— C computes shares {[z]x}re[n) < Sharezg(x).
For each Py € P such that P, # C, C samples randomness rg, ., and
computes c’éomSB = Comsg ([&]1; TEom)-
— For each P, € P such that P, # C, C executes ZKPoK as the prover
and P, as the verifier.
C samples rcomg, and broadcasts ccomg, = Comsy(Z; rcomsy )-
C executes SZKAoK as the prover with all other parties as verifiers.
2. De-commit Phase.
— C sends 7,y to each P € P and broadcasts (rcomgy, T, {[T]k }re(n))-
— Each party P # C € P, checks if

x == Reconzg ({[z]k }re(n))
CComgy == Comsy (:E; TComSH)
C’éomSB == COmss([Qf]k; 7‘](§orn)

If this holds, accept x as output.

Fig.11. Extractable Commitment with Fall-Back Security

to and without being able to rewind to the previous phase. As building-blocks,
we first describe an n-party commitment protocol (Figure 10) between one com-
mitter and n — 1 viewers that preserves fall-back security. This protocol oper-
ates in a commit phase and a decommit phase. It uses as its building-blocks a
2-party statistically binding commitment scheme, a statistically hiding commit-
ment scheme, and an n-party secret-sharing scheme for which a secret cannot
be reconstructed for adversary structure Zs.

We also require another variant (Figure 11) that is extractable: there exists a
PPT extractor that can extract the value committed to while playing the role of
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one of the viewers. We rely on a statistical zero-knowledge argument of knowledge
and a computational zero-knowledge proof of knowledge to achieve extraction.
We remark that, since we only need weak extraction, we can achieve this by
simply having the committer commit to multiple 2-out-of-2 secret sharings of
the message where the receiver challenges the committer to open one out of the
two in each of those sharings (e.g., see [PW09]).

n-PARTY COMMITMENT WITH FALL-BACK SECURITY. Given the two fall-back
secure protocols described above, we construct in Figure 12 a protocol that real-
izes Fcom (Figure 9) with malicious fall-back security. It allows us to equivocate
the committed message in the decommit phase of the simulation. This proto-
col realizes the required functionality but only for binary inputs in {0,1}. For
it to work for any input domain, we convert the required input into a binary
string and execute multiple executions of this protocol to bit-wise commit to the
complete string. In our final construction, we denote by Ilcom this commitment
protocol for an arbitrary input domain.

5.4 Malicious Fall-Back Secure Protocol for Authenticated Triples

We compile ITaythTriples s given in Section 5.2 to provide malicious fall-back
security tolerating Zs. This requires putting mechanisms in place that ensure
that all the parties execute the protocol ITauthTriples in @ semi-honest manner.
This is done in three steps.

1. Randomness Generation. For each of the n parties and each of the m
executions of ITg, all the parties execute a coin-tossing in-the-well protocol to
sample uniformly the random tape to be used by a party in the execution of
IIs. In each such execution, a designated party receives the random tape and
all other parties receive a commitment to this randomness. This is done in
a way that preserves malicious fall-back security tolerating Zs and uses the
commitment and extractable commitment protocols described in Section 5.3.
Executing n - m such protocols determines all the randomness to be used in
the execution of IlauthTriples, With the exception of the randomness involved
in secret-sharing the inputs of each party to create the inputs for each I1g.

2. Input Commitment. Each of the n parties sample their inputs to I7authTriples
and creates a t-out-of-m threshold-secret-sharing of each of these values as
given in Protocol 5.1. The party then uses the fall-back secure extractable
commitment protocol to commit to these shares to all other parties.

3. Consistency Checks. Intuitively, compiling the semi-honest protocol to
malicious security involves first having all the parties commit to all their
inputs and randomness and then executing the protocol with the values
committed. Owing to the t-out-of-m secret sharing, the semi-honest protocol
ITauthTriples is secure in the presence of up to ¢ failed executions of IIg. So
an adversary corrupting too few of these executions cannot affect security.
First, a degree-test needs to be conducted to ensure that the inputs to all the
instances of ITg when looked at collectively are indeed a t-out-of-m secret
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n-party protocol realizing Fcom

Setting: Let P = {P;};c[n) and Zs C 27. Let C € P be the committer with
input « € {0,1}. There exist secure point-to-point and broadcast channels
for all parties. Let Com (Figure 10) be a fall-back secure commitment protocol
and ECom (Figure 11) be an extractable fall-back secure commitment protocol
tolerating Zs. Let k be a security parameter.

The commitment protocol IIcom operates as follows:

1. Commit Phase.

— Each party P; € P such that P; # C samples a string r; € {0,1}" and
executes the ‘commit phase’ of Com with this as input.
For each j € [k], C samples v; and creates a matrix:

M, = [Vj, Vj +x}

Vi, Vj +x

Execute the ‘commit phase’ of ECom with each element of M} as input.

— For each party P; € P such that P; # C the ‘decommit phase’ of Com
is executed and all parties learn r;.

— C can compute r = >°p ocpri- For each j € [x], For the r5]t"
column in Mj, the ‘decommit phase’ of ECom is executed and all
parties learn (vj,v;™).

— For each P; € P where P; # C, for each j € [s], P; checks if v] == v™.
If all checks pass, it accepts {M;};c[.) as the commitment to z.

2. De-commit Phase.

— For each j € [k], C samples b; < {0,1} at random and executes the
‘decommit phase’ of ECom for the commitment in the b;h row of the
(=r[j])*" column. All parties learn v/} and compute z = v} — v}.

— If Vj € [k], ) is equal to the same value x, accept & as the output.

Fig.12. Realizing Fcom with malicious fall-back security

sharing of the inputs of ITauthTriples-

Next, for malicious security, % out of the m instances of the ITs executions
are chosen at random, and all the parties need to decommit to the inputs
and randomness used for these executions. All parties then check if these
have been computed correctly where security in the presence of a malicious
adversary is based on the fact that if the adversary deviates in the protocol
in more than ¢ of the instances, it would, with overwhelming probability, be
detected within the opened executions.

Protocol 5.4 describes the final pre-processing protocol realizing FauthTriples-
For completeness, Figure 13 describes the online phase protocol.

Protocol 5.4 Let P = {P;};cy) and Zs C 27 Let f be function and T € {0,1}"
be the input such that P; € P has input xz; € T. Let F be a field and T € N be the
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number of multiplication gates in circuit C representing f. There exist secure
point-to-point and broadcast channels for all parties.

Let k be a security parameter, t = k and m > 16t. Let IIauthTriples be a semi-
honest fall-back secure protocol tolerating Zs for adaptive adversaries. For each
J € [m], let IT], denote the Gt instance of g in M auwhTriples- Let Icom (Figure 12)
be a protocol realizing Fcom with fall-back security for any input domain.

1. Coin Toss Phase. Execute the commit phase of a coin-tossing protocol.
Let Ry = {0,1}° where s = %log m. Let ¥ € Ry be a vector containing %
elements 7 = {j € {0,1}1°8™} indicating the set of IT} executions to be
opened in the ‘Watch-list’ step of the ‘Check Phase’.

— Inputs: Each P; € P generates randomness 1; < R;.
— Protocol Il.,;, — Commit Phase:
o Sequentially for each P; € P, execute the commit phase of Ilcom

with P; as the committer and input 7;.
o Let Viewéc’fmm denote the view of party P, # P; in this execution.

— Qwutputs: Every P; € P accepts {Viewlégmyr}ke[n] .

Let F2n+6T+1 be the space of inputs of each party P; to IT.. Ezecute the
commit phase of I, as above:

— Inputs: Each P, € P samples d; + F2H6T+3 yhere d = Picin i
becomes the randomness used in the ‘Degree Test’ step of the C’heck
Phase’ to verify the correctness of threshold secret-sharing.

— Outputs: Every P; € P accepts {VleWCom dtkeln]

2. Input Commitment Phase. Vi € [ |, P; commits to zts inputs in ITauthTriples-

— Inputs: P; generates a vector ¥; containing the random elements,

A; « F, {rF MAC;(r¥) HF}kE[ |
{al,b],c],MAC,(a?),MAC; (), MAC;(¢) ¢~ F} .,

(R RS

— Protocol II¢ . — Commit Phase:
e P; computes for each v € U; the shares {[v];}jcpm)  Share; m(v).

Let v = {[v]; }ves be Pi’s inputs to IT%.
e Sequentially for each j € [m], execute the commit phase of Ilcom

where P; is the committer with input vj Let View"" be the view

Com,j,v
of each Py # P; in this execution.
— Outputs:
e Every P, # P; accepts {VleWCDm jwlicm]-

e P, sets for each j € [m], the input to Hfg the vector vf of the form,

-

vl = ([, {5, IMAC,( }ke [n]’ Al AR AINCA

MAC,(a”)]. [MAC, (57, [MAC (¢ >1j}j/em)

3. Randomness Generation Phase. Sequentially Vi € [n],j € [m], the com-
mit phase of a coin-tossing-in-the-well protocol I3, is executed.
Let P; € P be the receiver, R be the space of random tapes.
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— Inputs: Fach Py € P generates randomness rﬁj +—R.
— Protocol Hé’-f;w — Commit Phase:

o Sequentially for each Py € P, execute the commit phase of Ilcom
where Py is the committer with input rﬁj. Let Viewlé’oﬁ’i’j be the
view of each Py # Py.

o VP, # P;, execute decommit phase of Ilcom with committer Py.

— Outputs: ‘
o P setsr;j = Zke[n] rﬁj as its randomness for Hé,
e Every P, # P; accepts (Viewéfr’rf’j, {rf Y porpiep).
4. Compute Phase. Vj € [m], execute Hg (functionality Fs — Figure 8).
— Inputs: Each P; € P uses Ug as the input to Hé.
— Outputs: Party P; € P gets the output vector sf
Each P; € P computes §; < Reconys ,n({s] biemm])-
5. Check Phase. Perform consistency checks on the execution of IIanuthTriples-
(a) Degree Test:
— Fach P; € P samples zg, 21 < F.
It computes zy <— Sharey ., (z0) and Zi < Share; p,(21).
— Complete the ‘reveal phase’ of I sn with domain F27+6T+1;
o Sequentially for each P; € P, execute the decommit phase of
I com where P; is the committer and receive J;
Every party P, € P accepts d = > ken] dy, € F2n+6T+3,
— Vj € [m], P, € P broadcast d; ; = (d, st) where s = (20[j], 21[5],v%).
— All parties check Ji € [n],Recon v, ({d;i ;};jem)) ==L then ABORT.
(b) Watch-list:
— Complete the ‘reveal phase’ of Ilcoin with domain R;:
e Sequentially for each P; € P, execute the decommit phase of
Icom where P; is the committer and receive 7.
e FEach party P; € P accepts 7= Zke[n] rL.
— For each j € 7, VP; € P, execute the ‘reveal phase’ of Hé%w
e Ezxecute the decommit phase of Ilcom where P; is the committer
and recetve r;j.
e Fach P, # P; accepts r; j = Zk,e[n] rf;
— For each j € 7, VP; € P, reveal the input commitments in Héom :
e Broadcast zo[j] and z1[j] and execute the decommit phase of

I com where P; is the committer and receive vf .

— Vj € 7, check if the view of the execution of Hg in the Com-
pute Phase equals the view produced on computing IT] with inputs
{vf}ie[n] and randomness {1 j}icpn). Also for each i € [n], check if

d;.; == (d. st). If the check fails, ABORT.

Theorem 5.5 For a set of n parties P = {P;}icpn, let Zs C 2% be an adversary
structure for unbounded malicious adversaries.
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— Let IauehTriples be an m-party protocol that realizes Fautnriples (Figure 7) with
semi-honest fall-back security tolerating Zs for adaptive adversaries.

— Let Ionjine be an n-party protocol that can compute F with malicious fall-back
security tolerating Zs, in the FauthTriples-hybrid.

Then Protocol 5.4 and Figure 13 can compute any function f with malicious
fall-back security (Definition 3.2) tolerating Zs.

The proof for Theorem 5.5 follows from the fact that Ilnine computes any
function in the FaythTriples-hybrid with malicious fall-back security. So it remains
to prove the following lemma.

Lemma 5.6 For a set of n parties P = {P;}ic[n), let Zs C 27 be an adversary
structure for unbounded malicious adversaries. Let IautnTriples be an n-party pro-
tocol that realizes FauthTriples (Figure 7) with semi-honest fall-back security tol-
erating Zs for adaptive adversaries. Then Protocol 5.4 realizes FputhTriples With
malicious fall-back security (Definition 3.2) tolerating Zs.

The complete proof for this can be found in Appendix A.3. The main theorem
requires the semi-honest fall-back secure to be adaptively secure. We argue in
Section 5.5 how to relax this requirement and design a protocol without any
additional assumptions.

5.5 Removing the Adaptive Security Requirement

We now provide an overview of how to remove the adaptive security requirement
on the semi-honest fall-back secure protocol in the malicious compilation.

Let us recall our protocol on a high-level. We emulate a virtual outer protocol
where the state of the virtual party is secret shared among the set of parties,
and each step of the virtual party in the outer protocol is emulated via an inner
protocol. The virtual parties can either be “watched”, i.e., the adversary has “full
view” of the virtual party, or “unwatched”. In particular, for watched parties,
the adversary has full information about their input and randomness. In the
simulation, the simulator emulates the actions of the honest parties following
an honest algorithm for all instances of the inner protocol corresponding to
watched virtual parties, but relies on the semi-honest adaptive simulation of the
inner protocol to generate the honest parties’ messages in the inner protocol
executions corresponding to the unwatched virtual parties.

We need the inner protocol simulation to tolerate adaptive corruption to
simulate the scenario when the adversary deviates in any inner protocol corre-
sponding to an unwatched virtual party. Specifically, we rely on two properties
to simulate when such a deviation occurs: (1) The simulator can identify the
precise step when the adversary deviates since it extracts the input and ran-
domness the adversary is supposed to use in emulating all virtual parties at the
beginning of the protocol, and (2) When a deviation occurs, the simulator can
obtain the real inputs of the honest parties in that inner protocol execution be-
cause with high probability the number of unwatched virtual parties on which
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Online Protocol using Authenticated Triples Iloniine

Setting: Let P = {Pi}ic[n) and F be an n-party functionality with input
& = {x'}icn) where each party P; € P has z'. There exist secure point-
to-point and broadcast channels for all parties. Let IIcom (Figure 10) be a
commitment protocol with malicious fall-back security with a ‘commit’ phase
and ‘de-commit’ phase. Each party P; € P has:

S = {Ai,ri, {rf, MACi(rk)}ke[n],
{al,bl,cl, MAC;(a’), MAC;(b’), MAC;(c’)}

PRI

J E[T]}
The parties compute F step-by-step using the following:

1. Input Sharing. All parties create authenticated shares of their inputs.
— Let 2* be the input of party P; to be shared.
— P has i, r, MACi(ri), A; € §; and broadcasts d; = (x’ — ri).
— P, computes z! = ! +d; and MAC;(z") = MAC, (") + (A; - dy).
— Each party P; # P; € P has rj, MAC;(r"), A; € ;.
It computes z; = r; and MAC;(z") = MAC;(r") 4+ (4; - ds).
2. Addition Gate Evaluation. Let the secret inputs be = and y.
— Each P; € P has (z;, MAC;(z)) and (y;, MAC;(y)).
— Each P; € P computes (z +y); = z; + y;
and MAC; (z + y) = MAC;(z) + MAC;(y).
3. Adding Public Constant. Let d be a public constant and x be a secret.
— Each P; € P has (z;, MAC;(z)) and A; € §;.
— Py computes (x+d)1 = z1+d and MACy(z+d) = MACy(z) + (A1 -d).
— Each P; # P; € P computes (z +d); = z;
and MAC;(z + d) = MAC;(z) + (4; - d).
4. Reconstruction. Let x be the secret value to be reconstructed.
Each P; € P has (z;, MAC;(x)) and A; € §;.
Each P; € P broadcasts z; and then computes ' = Zke[n] Tk
— Each P; € P computes d; = A; - ¥’ — MAC;(z) and commit to it.
— Each P; € P decommit to d; and checks if Zke[n] dr == 0. If this
is true, accept z’' = x.
5. Multiplication Gate Evaluation. Let the secret inputs be = and y.
— Bach P; € P has (z;, MAC;(z)) and (y;, MAC;(y)).
— Each P,' cP also has Ai, a;, bi, Ci, I\/IACi(a), MACl(b), MACI(C) S S_é.
— Each P; € P follows the steps in ‘Addition Gate Evaluation’ to
compute e; = (z — a); and MAC;(e); and d; = (y — b); and MAC;(d).
— Each P; € P does ‘Reconstruction’ to get e and d, and compute ed.
— Each P, # P € P computes (zy); =c;i+e-b; +d-a;
and MAC;(zy) = MAC;(c) + e - MAC;(b) + d - MAC;(a) + ed4;
— Each P; computes (zy)1 =c1+e-b1+d-a1+ed
and MAC; (zy) = MACi(c) + e - MAC1(b) + d - MAC1(a) + edAq

Fig. 13. Online Protocol using Authenticated Triples

41
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the adversary deviates is bounded and we can rely on the adaptive simulation of
the outer protocol to generate their inputs and randomness. Therefore, when the
deviation occurs, the simulator obtains the actual inputs for the honest parties
for that inner protocol execution and provides it to the adaptive simulator to
complete the simulation.

[IPS08] proved the security of their protocol, assuming honest parties can
erase data. Our main observation is that it suffices that the inner protocol admits
adaptive simulation with erasures, but the honest parties in the real world do
not have to erase anything. Before we argue this, we briefly explain how our
inner protocol, namely the semi-honest fall-back secure protocol, can be modified
slightly to admit adaptive simulation with erasures.

ADAPTIVE ERASURES PROPERTY OF THE INNER PROTOCOL. Recall that the
warmup protocol proceeds in two phases. First, a designated subset of n — 1 par-
ties jointly build a garbled circuit. Then the designated nth party executes multi-
ple oblivious transfers as a receiver (that is secure unconditionally against passive
senders) with the remaining n — 1 parties as senders. We modify the warmup
protocol by having the n —1 parties execute sufficiently many oblivious-transfers
on random inputs with the n!* party in the first phase and then use a reduction
to random OTs in the second phase when executing the actual OTs. Observe
that the first phase is input independent (for both the garbling and random
OT). Therefore, we will have all the parties erase their local randomness used
in the first phase and only carry forward the garbling result and the inputs and
outputs of the random OTs. This variant of the inner protocol admits adaptive
simulation with erasures. Observing that semi-honest protocols of Yao’s garbled
circuits and GMW have been previously observed to be adaptively secure in the
presence of erasures [IPS08|, we briefly explain why our protocol satisfies adap-
tive simulation with erasures as well. In the first phase, the simulator simulates
the honest parties honestly; thereby, any corruption can be simulated perfectly.
In the second phase, any adaptive corruption will require the simulator only to
reveal the garbled circuit and the random OT inputs and outputs, but not the
randomness used to generate them as they have been erased.

HONEST PARTIES DO NOT HAVE TO ERASE IN THE REAL WORLD. Finally, we
argue why the honest parties do not actually have to erase their data in any
of the executions of the warmup protocol in our main protocol. The idea here
is that when the adversary deviates in an inner protocol instance, it does not
actually (adaptively) corrupt any honest party in the real world. So it does not
obtain the view of any honest party. Hence, we only need a mechanism for the
simulator to continue simulating the honest parties and not have to share the
internal state of the honest parties with the adversary (which is required if the
adversary corrupted the honest parties). Our main observation is that we can
rely on the adaptive simulation assuming erasures for such a mechanism.

More precisely, in the simulation, when the adversary deviates in an instance
of the internal protocol, the main simulator invokes the adaptive simulation
of the outer protocol to obtain the partial view of the corresponding virtual
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party. From this view, the main simulator can obtain the inputs of the honest
parties within the inner protocol instance on which the adversary deviated. We
recall here that each inner protocol instance corresponds to some next-message
computation of a virtual party, and the parties hold secret-shares of the state of
that virtual party. Thus, determining the inputs and outputs of the honest parties
in an inner protocol instance becomes sampling shares for the honest parties that
reconstruct to the right value (i.e., the inputs and outputs inferred from the view
of the virtual party). Given the inputs and outputs of the honest parties in the
inner protocol instance, the main simulator emulates an adaptive corruption of
the honest parties in that instance. Now, we rely on the adaptive simulator of the
inner protocol (with erasures), where the main simulator provides the inputs and
outputs of the honest parties to provide a view of the honest parties consistent
with the simulation thus far. From there on, the main simulator uses the honest
algorithm to generate the honest parties’ messages for the adaptively corrupted
instance. We emphasize that the main simulator obtains the view of the honest
parties but does not share that with the adversary.

To argue security, we observe that any adversary A that can distinguish the
real world from this simulation can be transformed into another adversary B that
can break the adaptive security with erasures property of the warmup /inner pro-
tocol. This is because B can emulate the adversary A, and whenever a deviation
occurs, it will adaptively corrupt the honest parties and receive their internal
state of the honest parties but ignore it as A does not need it. If A breaks the
security in an execution of our protocol, it will imply an instance of the warmup
protocol where the B breaks the adaptive security with erasures property.
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A Omitted Proofs

A.1 Proof of Lemma 3.4

Proof. The proof of this lemma follows in two parts. First we show that there
exists a PPT simulator Simg that for any subset of parties Z € Zs can output
a view whose distribution is statistically close to the view in the real protocol
in the plain model. Next, we go on to show that there exists a PPT simulator
Simc that for any subset of parties Z € Zc = 27 can output a view that is
computationally indistinguishable from the distribution of the view in the real
protocol.

In order to examine the security of Figure 4 in the plain model, it becomes
necessary to describe the properties of its various building blocks:

1. Fgs used in Figure 4 is replaced by protocol ITgs [BLO16] that computes a
multi-party garbling and decoding information for the function f. Since Fgs
does not take the function inputs Z, the execution of I1gs is also independent
of it. The protocol requires each of the garblers in Py to sample randomness
and create the inputs that are listed in the description of Fgs. Then the
garblers execute a protocol that generates output of the functionality and
this is also given to the evaluator P,. The complete protocol Ilgs is secure
against a semi-honest PPT adversary corrupting any subset Z of n—1 parties
in P. Therefore, there exists a PPT simulator SimgS that takes the inputs
and outputs of all the corrupt parties and produces a view of the protocol
that is computationally indistinguishable from the real view:

~ Z ) . .
. . GS
VleWGS — SImC (lﬁv {A?wa k’iu,Ov kfu,l}we[n-i-q],Pi €Z>
%,7,9
{F07 YoelaieN, (ab)ef0,1}2, Piez,

{Go o }ieNLgelal.(ab)ef0,1}25

{)\w}we[n+q7m,n+q]a {)\i}FkEZ)

Here, Viéwgs denotes the view of Z C P output by simulator Sim>.

2. Fot used in Figure 4 is replaced by a protocol ITot [EGL82| that computes
2-party oblivious transfer. ITgt is a protocol that is secure in the presence
of a computationally unbounded semi-honest adversary corrupting the OT
sender. That is, there exists a simulator SimgT that takes the inputs of the
sender and produces a view of the protocol that is statistically close to that
of the real view: s

Viewgr « SimdT (1%, 50, 51)
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Ilo7 is also secure in the presence of a PPT semi-honest adversary corrupting
the OT receiver. That is, there exists a PPT simulator Sim2" that takes the
input and output of the receiver and produces a view of the protocol that is
computationally indistinguishable from the real view:

~ R
Viewgr < Sim2T(1%,b, s3)

Given the sub-protocols IIgs and IloT as above, we are now ready to prove our
theorem in the plain model.

Let us first consider the case of statistical security against any Z € Zs where
Z C {P;}ign—1)- In the plain model, the PPT simulator Sims for Figure 4,

making black-box calls to SimgT, operates as follows:

1. Simg has the input of all the corrupt parties {z;}p,cz and the function
output f(x). Let R be the domain of each party’s randomness. Simg samples
randomness {r; <~ R} p,cz for all corrupt parties.

2. In the Garbling Phase of Figure 4, Sims samples {r; <~ R}p,c[nj—z on
behalf of all the honest garblers. It executes IIgs as in the real execution
with inputs derived from 7 = {r;} p,c[n). Let ViewZs denote the view of Z
in this execution of Ilgs.

3. In the OT Phase of Figure 4, first Simg computes {A;} p,cz for the corrupt
parties. It then samples A; + {0, 1} uniformly at random for each honest
party. Next, for each i € [n], P; € Z, Sims makes black-box calls to SimgT,
obtaining the views:

~ 8 P
Vi€ [n], P € 2, Viewor,; ; < SimgT(lé,k{wk&)
4. Finally, in the Evaluation Phase, Sims sets f(Z) as the output.

Let x be the computational security parameter. The view of the adversary in
the above execution of Simg is distributed as,

o . s S
{{xz‘}PieZ, [(@){ritpez, VlewgSa {VleWOT,i,j}iG[n],PjEZ}
KEN,FERNP

Note that this view differs from the real view only in the view of the oblivious
transfer. Let d = |Z]. For each i € [n|,P; € Z, let Viengvm- be the view of
oblivious transfer in the real OT execution where P; is the sender and P, is the
receiver for the choice bit A;. In order to show that the simulated view and the
real view of the protocol is statistically close, consider dn+ 1 hybrids of the form:

— Hybrid Hg . This is the distribution of the output of Sims. This is identical

to the view in the real execution up to before the OT executions.

. . ~ S
Ho,o = {{%}Pjezv f(@)Ari}pez, Vlewg& {VIeWOT,i,j}iE[n],Pjez}
KEN,FER™
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— Hybrid H; ;. For ¢ € [n] and corrupted party P; € Z, this hybrid experiment
contains the real execution of Protocol 4 up to the OT execution where P;
is the sender and A; is the input bit of P,. The rest of the OT execution
views are created as in the simulation using calls to SimgT.

Hi, — {{x Voo f(@) {ro Yo ens Viewds,
{Vieng,i’,j/ }i’e[i—l] (i=1,5<4)»

~ S
{VleWOT,i’,j’}i’>i,(i’—i,j/>j)}
KEN,FER™
— Hybrid H,, 4. This has the distribution of the view in the real execution of
Protocol 4.

Hn7d = {{xi}PiEZ7 f(f)7 {ri}Pi€Z7 VieW(Z;S7 {Vieng,i,j}iG[nLP] EZ}
KEN,FER™

Claim. Assuming that the OT protocol IToT is secure against an unbounded
semi-honest adversary corrupting the sender, the view in the hybrid distribution
H; ; is statistically indistinguishable from the view in H; j41.

Proof. Note that each adjacent pair of hybrids H; ; and H; ;41 (similarly, Ho o
and Hy 1, and each H; 4 and H; 41 1) differ only in the view of one OT execution. In

A5
H;,j, the view of the OT execution Viewqy ; ; is the simulated OT view output

by SimdT. In Hi j+1, this is Vieng,i’j, as in the real OT execution. The rest of
the hybrid is created and distributed the same way. We already have that the
view produced by SimSO T is statistically close to the real view of OT. Let ¢ be the

~ S
statistical difference between the distributions {Viewgr ; ;} and {Viengyi’ i)
of the simulated and real OT execution. Then the statistical difference between
the hybrid distributions H; ; and H; ;41 is no more than e.

It follows from the triangle inequality of statistical differences that the difference
between the distribution of the simulated view Hg ¢ output by Sims and the real
view H,, 4 in Figure 4 is < nde. Therefore, the distributions of the real and
simulated views are statistically close.

It remains to handle the case of security against any Z € Z¢. Here a PPT semi-
honest adversary has in its view Z C P. The difference between this case and
the previous case is that the evaluator of the garbling, P,, can also be corrupted
by the adversary. As such the PPT simulator Sim¢ needs to give the adversary
a garbled circuit that evaluates to the correct function output, without knowing
the inputs of the honest parties to this function. The simulator Sim¢ for Figure 4
in the plain model, making black-box calls to SimgS and SimgT, works as follows:

1. Sim¢ has as input the input of all the corrupt parties {z;}p,cz and the
function output f(Z). It samples randomness {r; } p,c 7 for all corrupt parties.
If P, is not corrupted, Sim¢ behaves the same as Sims.
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2. Otherwise, in the Garbling Phase of Figure 4, Simc first samples random-
ness on behalf of all the honest garblers and creates a garbling that always
outputs f(Z). This is done by computing,

N
G, = (@FJ%’Q) ® (\ollkl o) Vj€N] g€ [q],(ab) € {0,1}2

i=1
AL:AwEByw’ Vyw'Gf(f)»w:n‘Fq—m‘Fw/

That is, for a garbled gate g € [¢] and j € [N], all the 4 ciphertexts mask the
same label kfu,o' Finally, for each circuit output wire, the apparent value A,,
is mapped to the output bit y € f(&) by setting A\, = A, @ y.

Next, Simc makes a black-box call to Sim(G;S with the inputs of the corrupted
parties and the above garbling:

o Z . K [yi 14 i
VleWGS — Slmgs(l ) {Aw’ kw,07 kw,l}WE[nJrq]yPiEZ’
{E7 Ygelal deNy (ab)ef0,1)2 Pie 2,
{Go 5y iem.gelal (ab)ef0,1)2;

{)‘:u}wG[n+qu,n+q]7 {)\i}PiGZ)

Such a simulator exists [BLO16] and produces a view Viéwgs that is com-
putationally indistinguishable from the view of Z in a real execution of Ilgs.

3. In the OT Phase of Figure 4, first Simc samples for each honest party
P; € P — Z, arandom bit A; < {0,1}. Next, for each i € [n],P; € P — Z,
Simc makes black-box calls to SimT, obtaining the views:

A R .
Vi€ [n],P; € P— Z Viewor, ; + Simg" (1%, A, k] ;)

4. Finally, in the Evaluation Phase, Simc accepts f(Z) as the result of gar-
bling evaluation.

Let xk be a computational security parameter and 7 be the randomness sampled
for all the corrupt parties and internally in the garbling simulator Simgs. The
view of the adversary in the above execution of Simc is distributed as,

o s Z s R
{{xz‘}PieZ, f(@),{ri}p,ez, Viewgs, {VleWOT,i,j}iG[n],Pjez}
KEN,FER™

It remains to argue that the above distribution is computationally indistinguish-
able from that of the real view of the adversary in Figure 4. This view differs

-~ Z

from the real view in that the garbling view Viewcg and the view of the OT
~ R

executions {Viewgr ; ;}bic[n),p;¢z are created differently. Let d be the number

of corrupt parties. In order to show that the distribution of the output of Simc

is indistinguishable from the real view, consider the following set of n(n —d) 4 2
hybrids:
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— Hybrid Hg. This is the distribution of the output of Simc.

HO = {{xi’}Pi/ €7y f(f)7 {Ti'}Pi/EZ7

- Z ~ R
Viewcs, {Viewor ;v j birepn), P, g2
KEN,FER™
— Hybrid H;. This is an intermediate distribution where the view is generated
by first executing the real Protocol 4 up to the end of IIgs. Then the views
of the OT protocols are generated as in the simulation Simc.

Hy = {{ﬂfi'}Pi,eb J@){ri}p,ez,

View(s, {Vieng,i’,j/ Yireml,py eZ}
reEN,FeER™
This distribution differs from Hg only in that the view Viewgs here is derived
from a real execution of I1gs.
— Hybrid H; ;. For i € [n] and honest party P; ¢ Z, this hybrid experiment
contains the view of the real execution of Protocol 4 up to the OT execution
where P; is the sender and A; is the input bit of P,. The rest of the OT

execution views are created as in the simulation using calls to SimgT.

Hij = {{xz‘/ Ypoez, f(@) {ri}p, ez, Viewds,
{ViewGr i ji Yorci(ir=igi<iys

~ R
{VleWOT,i’,j’}i’>i,(i'—i,j/>j)}
KREN,FER™
— Hybrid H,, (;,_q). This has the distribution of the view in the real execution
of Protocol 4.

Hn,(n—d) = {{xi’}Pi/ €Z> f(f)a {T’i’}PL-/GZ7

. Z s R
Viewgs, {VleWOT,i’,j/}i’e[n],Pﬂ gz}
’ KEN,FER™
Claim. Assuming that the protocol IIgs is secure against a PPT semi-honest
adversary corrupting any subset Z C P of the parties, the view in the hybrid
distribution Hy is computationally indistinguishable from that in Hj.

Proof. We show that if there existed a PPT distinguisher D that can distinguish

between Hy and H; with non-negligible advantage €, then D can be used in a

black-box way by a PPT adversary Ags that distinguishes between the distribu-
-~ Z

tions {Viewgs},{eN,FGRn from the real execution of IIgs and {Viewgg}ren rern

from the output of Simgs. The adversary works as follows:
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— The adversary Ags has the values (Z, f(#)) and samples the randomness
7 < R"™ for all parties.

— Ags sends (f(Z),7) to the challenger C that internally samples a bit b.

— If b =0, C computes,

N
G, = (EBF;;?,’9> @ (Mollkl ) Vie Nl geld (a,b) € {0,1}?
=1

/

Ao = A © Yur Yy € f(T),w=n+qg—m+w

Viewcs <+ Simgs(lﬂa {)\fm ;707k;,1}w€[n+q]}Pi€Za
{Fob Y oetaie . (an)efo.1)2, Piezs
(G2} jemoclal (@ bye o112
{Notweintrg—mmiqy {Ni}Pez)

Otherwise, C computes Viewgs to be the view of the parties in Z in the real
execution of I1gs.

— C gives Viewgs to Ags and, with this, Ags computes the rest of the view
View as in Simc. Note that if b = 0, View is distributed as in Hy and if
b =1, it distributed as in Hy.

— Finally, Ags passes View on to D and outputs whatever D outputs.

In the above strategy, Ags has the same distinguishing advantage as D, which is
non-negligible. However, since the protocol Ilgs is secure against a PPT semi-
honest adversary corrupting any subset Z C P of the parties, no such Ags
can exist [LPSY15, BLO16], and it follows that no such D can exist. So the
distributions Hy and H; are computationally indistinguishable.

Claim. Assuming that the OT protocol IIgT is secure against a PPT semi-
honest adversary corrupting the receiver, the view in the hybrid distribution
H; ; is computationally indistinguishable from the view in H; ;1.

Proof. Note that each adjacent pair of hybrids H; ; and H; ;1 (similarly, H; and
Hi,1, and each H; (,,_q) and Hit1,1) differ only in the view of one OT execution.
In H; j_1, the view of the OT execution ViAeng,m- is the simulated OT view
output by Sim&". In H,;, this is Viewg‘Tﬂ-,j, as in the real OT execution. The
rest of the hybrid is created and distributed the same way.

We show that if there existed a PPT distinguisher D that can distinguish be-
tween H; ; and H; ;_; with non-negligible advantage €, then D can be used in a
black-box way by a PPT adversary Aot that distinguishes between the distribu-
tions {VieWgT,i,j}neN,reR from the execution of ITot and {ViAengvi,j},ﬁeN’reR
from the output of SimgT. The adversary works as follows:

— Aot has the indices 4,j and the values (&, f(£)). It samples randomness
7 < R"™ and computes Viewgs as in a real execution of the protocol Ilgs.
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— Then, for all OT instances (¢’, j') where i’ < i or i’ =4 and j' < j, it creates
ViewoR-,-,i,, i+ as in the real OT execution. For all OT instances (¢, j') where

i >iord =iandj > j, it creates ViAeng’i,)j, as in the simulated OT
execution. . )

— Corresponding to the (i, )" OT execution, Aot sends inputs k] o, ki 1 and
A; to the challenger C.

— C internally samples a bit b and if b = 0, it computes,

Viewor « Simg" (1%, A;, k] ;)

Otherwise it computes ViewgT to be the view of the receiver in the real
execution of IlgT.

— C gives ViewoT to Aot and, with this, Aot completes the view View to
be input to D. Note that if b = 0, View is distributed as in H; ;_; and if
b =1, it is distributed as in H; ;.

— Finally, Aot passes View to D and outputs whatever D outputs.

In the above strategy, Aot has the same distinguishing advantage as D, which is
non-negligible. However, since the protocol IIoT is secure against a PPT semi-
honest adversary corrupting the receiver, no such Aot can exist, and it follows
that no such D can exist. So the distributions H; ; and H; j_; are computationally
indistinguishable.

Since none of the listed set of adjacent hybrids are distinguishable, it fol-
lows that the real view of the protocol H,, ,,—qy and the simulated view Hy are
computationally indistinguishable.

A.2 Proof of Theorem 4.1

Proof. The proof of this theorem follows in two parts. First, we show that there
exists a PPT simulator Simc that for any subset of parties Z € Z¢ = 27 can
output a view that is computationally indistinguishable to the view in the real
protocol. Next, we show that there exists a simulator Simg that for any subset
of parties Z € Zs can output a view that is statistically close to the view in the
real protocol.

In order to examine the security of Figure 6 in the plain model, it becomes
necessary to describe the properties of its building blocks:

1. Iy is a virtual n-party protocol computing the function f on input . g
is secure in the presence of a semi-honest unbounded adversary corrupting
any subset Z C V of the parties where Z € Zs. This means that there exists
a simulator Simg,; [BGW88] that, given the inputs and outputs of the parties
in Z can generate a view of this adversary that is statistically close to its
view in the real execution of ITg,t.

sz . s o
View,,, < Simgiat (1%, {Zi}v,ez, f(Z))

{View.,,} 2 [ViewZ,,)

KEN,FER™ KEN,FERM
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Much like how 1.t can be written as the set of functions {NxtMsgg Yielnl i€l
the simulator Simg,: can also be written as,

Simgar = {NXtMng*}ZG[n] JE[T]

Here, for_ each corrupted party V; € Z, the functions {NxtMsgg*}jEm =
{NxtMsg] }je) are as in the real protocol Ig.t. However, for each honest
party V; & Z, for each round j € [r], the next-message function has the same
structure as the real function but produces simulated messages that do not
depend on the party’s input:

i’ i oo g1
{mz—%‘}k;ﬂe[n] — NXtMSgg*(Vlewstat,i)

N =1
Here View:tatyi is the simulated view with all the messages that the corrupt

party sends to V; up to round j — 1. The set {mg/_)k}k#ie[n] is the set of
simulated messages output on behalf of V; to the other parties in round j.

The real protocol IT;, is composed of the set of protocols {HNxtMsgj Yiein) i€l
NxtMsg? works as
described in Figure 4 with P; as the evaluator and the rest of the parties
as the garblers. Due to Theorem 3.4, we know that for a PPT semi-honest

corresponding to the I, in question. Each sub-protocol IT

j
adversary corrupting Z C P there exists a simulator SimgXtMsgi that given
the inputs and outputs of the parties in Z can produce a view that is compu-
tationally indistinguishable to the distribution from a real execution of the
sub-protocol:
o Z . NxtMsg? N
VleWNxtMsgg A SImC>< s (1H7{[V16W375:t71‘]k7 Mk}Pk €Z>

{exr = My @ {[ml_,; Ik }irzicin) Yeemn))

Vie Z £ View?
{ leWNxtMsgi}ﬁeNfeRn =1{ leWNxtMsgz}neN,FER"

We also have that for an unbounded semi-honest adversary corrupting Z C

j
P — {P;} there exists a simulator SimQXtMsgi that, given the inputs and
outputs of the parties in Z, can produce a view that is statistically close to
the distribution from a real execution of the sub-protocol:

s Z . NxtMsg,]: s . j—1
Viewy,imeg? < Simg H(1° {[View

stat;?

Ik, My} Pz,

{ew = My @ {[mi_ ]k}t sicin) bren)

z = {ViewZ

{VIeWNxtMSg{ }xeN,FeR" - NxtMsg? }KGN,FER"

Similarly to the above, if this simulator is given the inputs of the adversar-
ial parties and the outputs are based on {[m]_, |x}iricin) tken), as output
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by the simulator of the virtual protocol NxtMsgg * € Simgat, the view simu-
lated is a view that is still statistically close to that in the real execution of
HNxtMsgg :

S 2 . NxtMsgj s S g1
VIeWNxtMsgg* — SImS ! (1 a{[VIewstat,i]k; Mk}Pk€Z7

{ew = My ® {[ml_, ;) Yirsticin] Yeepn))

View,, 2 [View?
{ leWNXtMSgZ*}nEN,Fe’R” = { leWNxtMsgf}meN,F&'R"

Given these building-blocks, we can prove the theorem in the plain model.

Let us first consider the case of security against a PPT semi-honest adversary
that corrupts any subset Z C P of the parties. The simulator for Figure 6,

making black-box calls to simulators in {SimEIXtMng }ieln),jelr]> works as follows:

1. Simc has the input of all the corrupt parties {z;}p,cz and the function
output f(Z). It samples randomness {r;} p,cz for all corrupt parties.

2. In the ‘Initialize shared state’ phase, Simc, on behalf of each honest
party Py ¢ Z, samples a random input x; < {0,1} and creates shares
{[zs]i}icn) « Share, n(xi). For each i € [n], it creates shares also of
the randomnesses {[ry]i}icin) < Share,,(ri). It sends the set of shares
{[zs]i,[rir]i} P, gz to the corrupt party P; € Z.

3. For each virtual party V; € V and each round j € [r] of the virtual protocol
I, for the protocol HNxtMSg{ as in Figure 4, Sim¢ makes a black-box call

j
to the PPT simulator SimQXtMsgi that can simulate the view of the corrupt
parties in a way that is computationally indistinguishable from the real view.
Let this set of views be,

~ Z
{VlewNXtMsgg Yienl,jelr]

4. In the phase to ‘Derive the output’, Simc gives the adversary shares of
the output such that they reconstruct to {f(Z) = fi(Z)}pez

This completes the simulation. The view of the adversary in the above execution
of Simc is distributed as,

o ~ Z
{{xi}PiEZa [(@),{ri}pez. {VIEWNxtMsgg }ie[n],je[r] }
KREN,FER™

It remains to argue that the above view is computationally indistinguishable
to the real view of the adversary in Figure 6. Note that this view differs from

the real view in the protocol in that the views of the next-message protocols

j
are composed of calls to Sim?XtMsg" in the simulation. In order to show that the

output of Simc¢ is indistinguishable from the real view, consider the following set
of rn 4 1 hybrids:



54 Authors Suppressed Due to Excessive Length

— Hybrid Hg. This is the distribution of the output of Simc.

— o Z
Ho = {{%‘}Piez, f@),{ritpez, {VleWNxtMsg{ }ie[n],je[r] }
KEN,FER™

— Hybrid H; ;. For each i € [n] and j € [r], this hybrid experiment contains the

view of parties in Z in the real protocol execution up to the execution of the
sub-protocol IT NxtMsg? The rest of the view is generated as in the simulation
Simc. '

H,, = {{%:/}Pi,ez, f(@),{ri}p, ez,

. Z
{Viewy, e Fir<intir=ii<i)»
K3

~ Z
{Viewn,imsg, Firsi,(i7=ij7>5)
kEN,FER™
— Hybrid H, ,. Note that the last hybrid of the above form is distributed
exactly as the real execution of Protocol 6.

Hp,r = {{Ii}aez, f(@),{ri}tpez, {ViewﬁxtMsgg Yiemnl jelr] }
KEN,FER™

Claim. Assuming that the protocol I1 NxtMsg! 1S secure in the presence of a PPT
semi-honest adversary corrupting any subset Z C P of the parties, the view in
the hybrid distribution H;; is computationally indistinguishable from that in
Hi,j—l-

Proof. Note that in the hybrid distributions described above, each pair of ad-
jacent hybrids H; ; and H; ;1 (similarly, Hy and H; ;; and each pair H;, and
Hit1,1) differ only the view of the execution of the sub-protocol HNxtMsg{. In
H; j—1, this view is the simulated view ViAewﬁxtMsgg output by SimEXtMsgg. In
H; ; this is the view of the parties in Z in the real execution of HNxtMsgg.

We show that if there existed a PPT distinguisher D that can distinguish
between the hybrid distributions H; ; and H; ;_; with non-negligible advantage

€, then D can be used in a black-box way by a PPT adversary A that distinguishes
between the distributions {ViAewﬁxtMsgg }ren,rern from the output of SimgxwIsgg
and {ViewﬁxtMsgg}ReN,;Eng from the real execution of the sub-protocol as in
Figure 4. The adversary A works as follows:

— A has the indices (4, ), the set of corrupted parties Z C P and (Z, f). Tt
samples randomness 7 < R for all parties.
— For the next message functions NxtMsg?, of IIg.; where ¢/ < i or i =i and

j' < j, it creates the view as in the real protocol: ViewﬁxtMsgj,. For the

instances where i’ > i or ¢/ = ¢ and j' > j, it creates the view as in the

. . 'A Z
simulation VleWNXtMSgJ,’ .
i
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— Corresponding to the (4, 7)*" instance, A sends all the inputs and outputs to
the challenger C that samples a bit b. If b = 0, C computes,

Vi Si NxtMsgg 1% {[Vi j—1 M
ieWnximsg < Sime (1" {[Viewy .k, Mk} peez,

{er = My, © {[mj_ i ]k biriem) bren))

Otherwise it computes Viewnymsg to be the views of the parties in Z in the

real execution of Iy, .-

— C gives Viewnumsg to A and, with this, A completes the view View to be
input to D. Note that if b = 0, View is distributed as in H; ;_; and if b = 1,
it is distributed as in H; ;.

— Finally, A passes View to D and outputs whatever D outputs.

In the above strategy, A has the same distinguishing advantage as D, which is
non-negligible. However, since the protocol HNxtMSg; is secure in the presence of
a PPT semi-honest adversary corrupting any subset Z C P of the parties, no
such A can exist and therefore no such D can exist. So the distributions H; ; and
H; j—1 are computationally indistinguishable.

Since none of the listed set of adjacent hybrids are distinguishable, it follows
that the real view of the protocol H, , and the simulated view Hy are com-
putationally indistinguishable. Therefore, it follows that the view produced by
Simc is overall computationally indistinguishable to that of the real execution
of Figure 6 for any Z € Zc.

Let us now consider the case of statistical security against an unbounded semi-
honest adversary corrupting any Z € Zs. Let Zy C V be the set of cor-
rupted parties such that Zy = {V;}p,cz. The virtual protocol ITg4a is secure
against an unbounded semi-honest adversary corrupting Zy since Zy € Zs.

The simulator Simg for protocol 6, making black-box calls to the simulators in

{Sim's\b(t'vISgg }Yicin),jelr]> operates as follows:

1. Simg has the input of all the corrupt parties {z;}p,cz and the function
output f(Z). It samples randomness {r;} p,cz for all corrupt parties.

2. In the ‘Initialize shared state’ phase, Simg, on behalf of each honest
party Py ¢ Z, samples a random input x; < {0,1} and creates shares
{[zi]iYiem) « Share, n(xi). For each i" € [n], it creates shares of the ran-
domnesses {[ry]; }ic[n] < Share, »(rir). It sends the set {[zi];, [ri’]i}p, ¢z to
the corrupt party P; € Z.

3. For each round j € [r], for each virtual party V; € V where P; ¢ Z is honest,
Simg computes the inputs and outputs of the simulator Simg,; of the virtual
protocol,

i’ j % Py Jj—1
{mgﬂk}k;éie[n] « NxtMsg; (Vlewstat,i)
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Then, shares of these inputs and outputs are used to generate the view in
the real protocol:

Sz . NxtMsg? /. o R
VleWNxtMsg,Ji* A SImS (1 a{[VIeWstat,i]k’Mk}Pkezv

{erw = My ® {[m]_, ) )k Yirsticin] Yeepn))

For each round j € [r], for each virtual party V; € V where P, € Z is
corrupted, Simg computes the inputs and outputs of the real-world execution
of the virtual protocol,

: i i1
{mg—ﬂg}k#ie[n] <~ NXtMSgg (Vlewstat,i)

Then, shares of these inputs and outputs are used to generate the view in
the real protocol:

. 4 ; s g1
VleWNxtMsgj A HNxtMsg{ (167 {[Vlewstat,i]k7 Mk}ke[n])

i

In the end of this phase, the adversary’s view consists of,

Viewy, View”
{Viewy, g - }je[r],PigZ’ { 1EW N xtMsg? }je[r],P,;GZ

4. In the phase to ‘Derive the output’, Simg gives the adversary shares of
the output such that when combined with the shares that it derives from its
own views, they reconstruct to {f(Z) = fi(Z)}p,cz

This completes the simulation. The view of the adversary in the above execution
of Simg is distributed as,

— e Z
{{Ii}PieZa f(,I), {Ti}Pi,GZv{VIeWNxtMsgg* }jE[T],Pi€Z7

.z
{VleWNxtMsgg }je[r},ﬂ-ez}
KEN,FER™

It remains to argue that the above view is statistically close to the real view of
the adversary in Figure 6. For this, consider the following hybrids:

— Hybrid Hp. This is the distribution of the output of Simg.
— ~Z
Ho = {xi}Pi€Z3 f(x)v {Ti}P1€Z7{VIeWNXtMng* }jE[TLPiQZ’

.z
{VleWNxtMsg-g }je[r],PiEZ}
KEN,FER™

— Hybrid H;. An intermediate hybrid distribution with the simulated virtual
protocol Simg,t for the view of Zy but with each protocol execution among
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the real parties P being a real execution:
Hi = { {zi}pez, f(@), {ri} pez {View] . .}
1 [BPAIA 5 iSSP, €EZ> NxtMsgg* JE],Pig 2’

{ViewﬁxtMsg{ }je[r],P,,eZ}
KEN,FER™
This differs from Hg in that the view of real protocol corresponding to the
next-message functions of the simulator of the virtual protocol is generated
as in a real execution of Protocol 4, instead of using the simulation.
— Hybrid Hs. The distribution of the view of the parties in Z in a real execution
of Protocol 6.

H2 = {{xi}P¢€Z7 f(f)v {Ti}P71€Z7 {ViewﬁxtMsgz }je[r],ie[n]} B
KREN,FER™

Claim. Assuming that for each ¢ € [n] and j € [r], the protocol [T\ s as in
Protocol 4 is secure in the presence of a semi-honest unbounded adversafy that
can corrupt any subset of P — {P;}, the view in the hybrid distributions Hy and
H; are statistically close.

Proof. Let (n — d) be the number of honest parties and let r be the number of
rounds in Ilg,. In order to show that the hybrids Hy and H; are statistically
close, consider the following set of r(n — d) + 1 hybrids:

— Hybrid Agy. This is a hybrid that is distributed identically to Hg.
S ~ Z
Ao = {{xi}PieZaf(x)a {Ti}PieZa{VlewatMsg'Z*}je[eriQZv

s Z

{VleWNxtMsgg’ }je[r],PiGZ}

kEN,FER™

— Hybrid A; ;. For each ¢ € [n —d] and j € [r], this hybrid distribution is
derived using the next message functions of the simulated virtual protocol
Simgat where for the sub-protocols up to I7, NxtMsg?® & view of the parties in
Z of the real execution of the protocol is included, instead of a simulated
one as in Hy. The rest of the view is generated as in Simg.

Aij = {{xi’}PyGZ:f(f)v{Ti/}Pi/eZa
s 7
{VlewatMng,/* }i’<i,(i’:i,j/Sj)7

~ Z
.
{VleWNxtMng/ }i’>i,(i’:i,j/>j)’

. A
{VlewatMng,‘,/ }j'E[T],Pi/ EZ} .
g KEN,FER™
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— Hybrid A,,_4 . Note that the last hybrid distribution as above is distributed
the same way as in Hj.

o .z
An—d,r = {{xi}Pi6Z7 f(l‘), {ri}PiEZa{VlewatMng*}je[r]’pigza

. 7
{VleWNxtMsgj }je[r],P,; eZ}
KEN,FER™

In the above set of hybrids, note that adjacent pairs of hybrids A;; and
A, j_1 (similarly, Ag and A;; and each A;, and A, ;1) differ only in the view
of one execution of the sub-protocol HNxtMsg-?'* where NxtMsgz* € Simgat. In

-~ Z
A j—1, the view of this execution is the simulated view Viewy,sgis- In A j,
. . . Z
this is VlewatMsgg*,
tributed the same way. We already have that the simulated view produced by
j
SimgI XMEL i distributed in a way that is statistically close to the real view of the
protocol 17, Let € be the statistical difference between the distributions

as in the real execution. The rest of the hybrid is dis-

NxtMsg{* :
sz . 7z
{Viewp,msgi* brenrern and {VIeWNxtMsgfﬁ*

executions respectively. Then the statistical difference between the hybrids is no
more than e. It also follows from the triangle inequality of statistical differences
that the difference between the simulated view Hy output by Simg and the hybrid
H; is < r(n — d)e. Therefore, these hybrid distributions are statistically close.

}ren,Fern of the simulated and real

Claim. Assuming that the protocol Il is secure in the presence of a semi-
honest unbounded adversary with adversary structure Zs, the view in the hybrid
distributions H; and Hs are statistically close.

Proof. We already have that the distribution of the view produced by Simg;
is statistically close to that in the real execution of the protocol Il ;. Let € be
the statistical difference between these views. Since this is the only difference
between the two hybrids H; and Hs, the statistical difference between them is
also no more than e. Therefore, these hybrid distributions are statistically close.

So it follows that the view produced by Simg is statistically close to that of
the real execution of Figure 6 for any Z € Zs.

A.3 Proof of Lemma 5.6

Proof. The proof for Lemma 5.6 follows in two parts. First we show that Pro-
tocol 5.4 is secure in the presence of a PPT malicious adversary corrupting any
subset of the parties Z C P. Next, we show that the same protocol is secure in
the presence of an unbounded malicious adversary corrupting a subset of parties
Z € Zs. In order to examine the security of Protocol 5.4 in the plain model, it
becomes necessary to first prove the following lemma:
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Lemma A.1 Let Comgsg be a statistically binding commitment. Let Comgy be a
statistically hiding commitment and let SZKAoK be a statistical zero-knowledge
argument of knowledge protocol. Let ZKPoK be a zero-knowledge proof of knowl-
edge protocol. Then the n-party commitment protocol Ilcom tn Figure 12 is a
maliciously fall-back secure realization of Fcom tolerating Zs.

Proof. The proof for this lemma follows in 2 parts. First, we need to show that
Figure 12 securely realizes Fcom in the presence of a PPT malicious adversary
corrupting any subset of the parties Z C P. Next we need to show that the same
protocol realizes the functionality in the presence of an unbounded malicious
adversary corrupting a subset of parties Z € Zs.

SECURITY AGAINST A PPT ADVERSARY. Let A be a PPT adversary corrupting
any subset of parties Z C P. There exists a PPT simulator Simc that simulates
the view of A in the protocol in the ideal world, in a way that is computationally
indistinguishable from the view in the real execution. Simc would operate as
follows:

— If C is honest,

1. In the commit phase of Ilcom, first for each P; € Z participate honestly
in the commitment protocol Com with P; as the committer. Note that
for each such corrupted committer, this sub-protocol is computationally
binding:

e A PPT adversary corrupting an arbitrary subset of parties in P
including the committer cannot equivocate the view of an opening
to the commitment to the honest parties. This holds due to the fact
that the statistically binding commitment used here for the input
shares is also computationally binding. Further, the protocol also
uses a statistically hiding commitment to commitment to the input
as a whole, to each viewer. This scheme is computationally binding
and so a PPT adversary cannot equivocate, no matter how large the
collusion set.

Then for each P; ¢ Z, such that P; # C, it acts honestly as in the
protocol and creates the commitments with Com. Note that for each
such honest committer, this sub-protocol is computationally hiding:

e A PPT adversary corrupting an arbitrary subset of parties in P ex-
cluding the committer cannot know any information about the value
committed to. This holds directly from the fact that a statistically
hiding commitment is also computationally hiding and the statisti-
cally binding commitment is computationally hiding as well. So there
must exist a simulator SImE®™ that can simulate the view of the ad-
versary in a way that is computationally indistinguishable from the
real view.

2. For each j € [k] it samples z* at random and honestly computes what
the committer C' would with input z*.

3. All parties decommit to Com from step 1 and Simc learns r.
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4. Now Simc rewinds to Step 2 and for each j € [k], it first samples v;
{0,1} at random and for the matrix M; both elements in the r[j]t"
column is set as v;. In the other column, at random, one element is set
as v; and the other is set as v; + 1.

5. Then the rest of the commit phase is executed honestly. Note here that
the protocol ECom is also computationally hiding:

e This is true due to the same reasons as for Com. Additionally, the
SZKAoK and ZKPoK protocols used are zero-knowledge in the pres-
ence of PPT verifiers.

6. In the decommit phase of IIcom, simulator Simc learns x from Feom.

7. Now, for each j € [k], in the (—r[j])"" column of matrix M;, the simulator
de-commits to the element containing v; + z[j].

— If A corrupts C,

1. In the commit phase of I1¢com, first for each P; € Z participate honestly
in the commitment protocol Com with P; as the committer. Then for each
P; ¢ Z, such that P; # C, it acts honestly as in the protocol and creates
the commitments with Com.

2. For each j € [k] it engages with the adversary A corrupting C' in the 4
executions of ECom where,

e Along with being computationally binding, the value committed in
ECom is extractable. That is within the ‘commit phase’, when a PPT
adversary is corrupting an arbitrary subset of parties in P including
the committer, there exists an extractor that can interact with the
adversary in the ideal execution and extract the input of the com-
mitter. Such an extractor ECom.E¢ would make a black-box call to
the extractor of the SZKAoK, deriving the input to the statistically
hiding commitment.

So the simulator extracts from ECom all the elements of {M;} ¢, that
C commits to.

3. These are used to derive x and this is given to Fcom- If this extraction
fails, or the matrices are not well-formed, send L to Fcom-

4. The rest of the protocol is executed honestly by the simulator on behalf
of the honest parties.

Let View%?;“ (x) be the view of the adversary in a real execution of the proto-
col Com where party P; is the committer with input x. Similarly, let View%?f M(x)
be the view of the adversary in a real execution of the protocol ECom where party
P; is the committer with input x. For the case that the committer C' is honest,

the view produced by Simc is distributed as:
{{View%?;“(m)}ie[n] T {View%?fm(M; [a,B]) }jeln),abef0,1}

{M;Irl5)s al}jeranac o,y {5 1= 5) 01} jetnl byends [l g [rm’a]—z}

This differs from that in the real distribution only in Step 4 where for all
j € [k], in one column, M}[=r[j],-], of matrix M}, the two values committed
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to using ECom are not equal. This is not the case in the real distribution where
both values in the column not checked in M; are equal and they equal the sum
of the value opened and the committer’s input to the commitment protocol.
This amounts to having « different commitments ECom in Sim¢ with different
messages from that in the real view. Everything other than these commitments
are created identically. In order to argue that the view produced by the real
protocol is distributed computationally indistinguishable from in the simulation,
consider the following set of k + 1 hybrids:

— Hp : Let this be the distribution of the view as produced in the simulation.
— Vj € [k],H; : Let this be the distribution of the view in which the first j
matrices committed to M, -, M; are created as in the real distribution
and the rest are created as in the simulation.
The last such hybrid H,; is distributed as in the real view.

Note here that adjacent hybrids Vj € [],H; and H;_; differ only in the value
of one element in the matrix M;. A PPT distinguisher that can distinguish be-
tween these views with non-negligible advantage can be used in a black-box way
by a PPT adversary A to break the computational hiding property of ECom.
This is done by A first constructing the complete view except M;, then the
three other elements of M, (the ones opened in the cut-and-choose, and the
one opened in the release phase) and committing to them. The last element of
Mj is directly replaced by the challenge commitment. If the underlying message
equals the value opened in the release phase, the hybrid is H;. Otherwise, this
forms hybrid H;_;. The adversary A passes this to the distinguisher and outputs
whatever it outputs. Such an adversary would have the same advantage as the
distinguisher, which is non-negligible. But since ECom is computationally hiding
and no such adversary can exist, no such distinguisher can exist. Hence the dis-
tributions of the simulated and real views are computationally indistinguishable.

For the case that the committer C' is corrupted, the view produced by Simc¢
as indicated above, differs from that in the real distribution only in Step 2 where
for all j € [k], the extractor for ZKPoK is executed for all ECom executions for
each element in the matrix M;. This is not the case in the real distribution
where the ECom protocol is honestly executed. This amounts to having 4« dif-
ferent commitment executions ECom in Simc. However, the transcripts produced
by these are identical to that in the real execution. Therefore, the real and sim-
ulated views are identically distributed. This holds for all executions for which
a cheating committer is caught cheating in the cut-and-choose. If, however, a
committer cheats in the cut-and-choose execution and is not caught in the real
execution, its view would differ from the simulation where cheating will always
be detected. The probability of success corresponds to the event in which it can
guess the complete challenge r correctly and this happens with probability 2%
which is negligible in x.

SECURITY AGAINST AN UNBOUNDED ADVERSARY. Let A be an unbounded
adversary corrupting any subset of parties Z € Zs. There exists a PPT simulator
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Simg that simulates the view of A in the protocol in the ideal world, in a way
that is statistically indistinguishable from the view in the real execution. Simg
would operate as follows:

— If C is honest,

1. In the commit phase of Il¢com, first for each P; € Z participate honestly
in the commitment protocol Com with P; as the committer. Note that for
each such corrupted committer, this sub-protocol is statistically binding:

e An unbounded adversary corrupting any Z € Zs that includes the
committer cannot equivocate the view of an opening to that com-
mitment to the honest parties. This is ensured owing to the fact that
the committer uses a 2-party statistically binding commitment to
interact with all other parties. It shares its input using SSz, and so
it follows that the shares of the honest parties, when reconstructed
uniquely determine the input. Therefore, corrupted viewers cannot
change this value by falsely claiming to have shares.

Then for each P; ¢ Z, such that P; # C, it acts honestly as in the
protocol and creates the commitments with Com. Note that for each
such honest committer, this sub-protocol is statistically hiding:

e An unbounded adversary corrupting any Z € Zs not including the
committer cannot know any information about the value committed
to. This holds since the 2-party commitment used to commit to the
input is statistically hiding. While it may be true that the statis-
tically binding commitment is not hiding for this adversary, this is
only used to commit to shares of the input. As such, since SSz, is
used for secret-sharing, the adversary corrupting Z will never have
enough shares to reconstruct the secret. So there exists a simulator
Sim(S:Om that can simulate the view of the adversary in a way that is
statistically close to the real view.

2. For each j € [k] it samples z* at random and honestly computes what
the committer C' would with input x*.

3. All parties decommit to Com from step 1 and Simg learns r.

4. Now Sims rewinds to Step 2 and for each j € [x], it first samples v; +
{0,1} at random and for the matrix M; both elements in the r[j]t"
column is set as v;. In the other column, at random, one element is set
as v; and the other is set as v; + 1.

5. Then the rest of the commit phase is executed honestly. Note here that

the protocol ECom is also statistically hiding:

e This also holds the same way as in Com. Additionally, although the
ZKPoK used is only zero-knowledge for a PPT verifier, an unbounded
adversarial verifier getting the witnesses still only gets shares of a
SSz, secret-sharing and cannot reconstruct the input.

. In the decommit phase of IIcom, simulator Simg learns x from Fcom.

. Now, for each j € [x], in the (—r[j])!"* column of matrix M;, the simulator
de-commits to the element containing v; + z[j].

— If A corrupts C,

N
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1. In the commit phase of II¢com, first for each P; € Z participate honestly
in the commitment protocol Com with P; as the committer. Then for each
P; ¢ Z, such that P; # C, it acts honestly as in the protocol and creates
the commitments with Com.

2. For each j € [k] it engages with the adversary A corrupting C' in the 4
executions of ECom where,

e ECom is statistically binding for Z, same way as Com is. Additionally,
note that the SZKAoK used is only sound for a PPT prover, but an
unbounded adversarial prover still cannot cheat as it can’t equivocate
in the statistically binding commitment.

e Within the ‘commit phase’ of ECom, when an unbounded adversary
corrupts any Z € Zg including the committer, there exists an ex-
tractor that can interact with the adversary in the ideal execution
and extract the input of the committer. For this case, such an ex-
tractor Igcom.£2¢ would work by participating in the commit phase
on behalf of all the honest parties and making black-box calls to the
extractor of the ZKPoK, deriving the shares that were committed to
in each statistically binding commitment. Once all the honest par-
ties’ shares have been extracted, these can be reconstructed to get
the committer’s input.

So the simulator extracts from ECom all the elements of {M;} ¢, that
C commits to.

3. These are used to derive x and this is given to Fcom. If this extraction
fails, or the matrices are not well-formed, send L to Fcom-

4. The rest of the protocol is executed honestly by the simulator on behalf
of the honest parties.

Let View%ﬁ’f‘ (x) be the view of the adversary in a real execution of the proto-

col Com where party P; is the committer with input . Similarly, let View%?f ()
be the view of the adversary in a real execution of the protocol ECom where party
P; is the committer with input x. For the case that the committer C' is honest,
the view produced by Simg is distributed as:

{{Viewg?zm (Ti)}ie[n] T {Viewg?zom (M]* [a7 bD}jE[N],a,bE{O,l}a

{M;[rl5], al}seray,aeto.0ys A M (73] 051} jer) by s [l ) - 03 [rm,a]—z}

This differs from that in the real distribution only in Step 4 where for all
J € |k], in one column of matrix M, the two values committed to using ECom
are not equal. This is not the case in the real distribution where both values in
the column not checked are equal and they equal the sum of the value opened
and the value committed to. This amounts to having x different commitments
ECom in Simg with different messages from that in the real view. In order to
argue that the view produced by the real protocol is distributed statistically
indistinguishable than in the simulation, consider the following set of k + 1
hybrids:
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— Hg : Let this be the distribution of the view as produced in the simulation.
— Vj € [k],H; : Let this be the distribution of the view in which the first j
matrices committed to Mj,--- , M; are created as in the real distribution
and the rest are created as in the simulation.
The last such hybrid H,; is distributed as in the real view.

Note here that adjacent hybrids Vj € [s],H; and H;_; differ only in the value of
one element in the matrix M; and M7 respectively. Such hybrid distributions are
statistically close since ECom is a statistically hiding commitment. Since there
are k many such hybrids, it follows that the real and simulated distribution are
statistically close.

For the case that the committer C is corrupted, the view produced by Simg
differs from that in the real distribution only in Step 2 where for all j € [&],
the extractor for SZKAoK is executed for all ECom executions for each element
in the matrix M;. This is not the case in the real distribution where the ECom
protocol is honestly executed. This amounts to having 4« different commitment
executions ECom in Simg. However, the transcripts produced by these are iden-
tical to that in the real execution. Therefore, the real and simulated views are
identically distributed.

It therefore follows that Figure 12 realizes Fcom with fall-back security in the
presence of malicious adversaries.

PROOF OF SECURITY FOR THE OFFLINE PHASE AGAINST A PPT ADVERSARY.
We start by showing that for any PPT malicious adversary A corrupting any
subset of parties Z C P, there exists a PPT simulator Sim¢ that can interact
with it for an ideal execution of FaythTriples (Figure 7) and produce a view that
is computationally indistinguishable from the real view of Protocol 5.4. The
simulator Sim¢ works by playing the adversary in the execution of ITauthTriples
and simulates the execution of the compiled protocol to A. Sim¢ works as follows:

1. Simulating the Coin Toss Phase. In both the executions of the commit
phase of IT.n, Simc participates honestly with the following exception:
— Simc uses IIcom-Simc in each commitment protocol to extract the inputs
of the corrupt parties. If this succeeds, compute 7 for the watch-list or
d for the degree test in the Check Phase as required.
— If extraction fails and returns L, then Simc sets 7 =1 or d=1 as required
and continues the execution.
2. Simulating the Input Commitment Phase. For all i € [n], Sim¢ par-
ticipates in the commit phase of each execution IT¢_ as follows:
— If P; is honest, then Sim¢ samples the elements in ¥; at random and hon-
estly computes the protocol on its behalf, giving {Viewéffm’jw }iemm],Peez

. ik
to A. Here, each View¢, .,

corresponding to the j* virtual server execution.

contains commitments that P; gives to P
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— If P, € Z, Simc receives {Viewéfm’jm}je[m]’pkep,z. For each j € [m)],

-

makes a black-box call to the extractor ITgcom.Simc and collects {vf } jelm]-

— If this extractor fails and returns 1, then Simc stores vi. =1 as the
extracted input for this execution of I1¢,.

At the end of this phase, Sim¢ has the set of inputs {vf}je[m])ie[n] out of
which the adversary’s inputs are extracted and that of the honest parties is
generated by Simc. Note again that this set may contain multiple 1 symbols
corresponding to executions in which extraction had failed.

3. Input Extraction.

— Simc computes for each P; € Z, the inputs v; <« Recont’m({vf}je[m})
where reconstruction is done with error-correction.

— If reconstruction succeeds for all P; € Z, Simc gives {0; } p,cz t0 FauthTriples
and receives the tuples {$;}p,cz as output. It sets Flag = TRUE.

— Iffor any P; € Z, the reconstruction fails, then Simc sends L to FauthTriples
and does not receive an output. It internally sets Flag = FALSE.
For each P; € Z, it samples r® + F uniformly at random and assigns it
to the output vector §;. All other elements of this vector are as in the
(partially reconstructed) input vector oj.
If P, € Z, it samples c{/7 MAC, (a?"), MAC; (b"), MAC, (¢/") + T also uni-
formly at random and assigns it to si. The remaining elements of this
vector are as in the (partially reconstructed) input vector vj.

4. Setting the Inputs and Outputs of each II7. This is a step in which Sim¢
performs some internal computation, without interacting with the adversary
A, in preparation for the Compute Phase.

— If Flag = FALSE and the interaction with FaythTriples Was not successful,

then on behalf of each honest party P; € P — Z, Sim¢ sets vf as sampled
and committed to in the Input Commitment Phase as the input to
the execution IT fq The randomness used is r; ; as will be derived in the
Randomness Generation Phase next.

— If Flag = TRUE but 7 =_1, then also the same actions as above are taken.

— Otherwise if Flag = TRUE and 7 #_L, then Sim¢ knows which executions
of IT} will be checked in the watch-list step and which will not.

The details of the simulators actions for the last case are given below:

— For each watched instance j € 7, Sim¢ internally simulates the actions
of the adversary assuming it is semi-honest (not by interacting with the
malicious adversary A), and derives the outputs and randomness of the
malicious parties.

e Simc sets {r; j }ic[n) sampled uniformly at random as the randomness
used by e_&'xch party in this execution.

o It sets {vf }icln) as derived from the Input Commitment Phase
as the input used by each party in this execution.
e Simc internally computes IT using this input and randomness to get

{sg}ie["]. Let View 1 be the view generated in this computation.
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The outputs of these executions and the output of FaythTriples are required
to set the outputs of the corrupt parties in the un-watched instances, that

need to be input to Simgé.
— For each un-watched instance j € [m] — 7, it suffices to initially only
compute the output of the corrupted parties.

e For each P; € Z, Simc has ¢ € §; from FAuthTriples; OT otherwise, sam-
pled at random. It computes {[r"];};epm) < Share n,(r*) under the
constraint that {[r];} ;e are exactly as in the view of the watched
executions {Viewné }jer computed above.

e For each P; € Z such that i # 1, set the input as sz as extracted
from the Input Commitment Phase. Set the output as,

'), 10, 1)y € o Vil e [T]

[ J

5 _ )5 MAC(M); € o] vk € [n]
o ]
[MAC;(a?")];, IMAC, (b)), IMAC;(c¢i)]; € v! V5’ € [T]

e Ifparty P is corrupted, then V& € [n], Simc has received MAC, (rF) €
1. It computes {[MAC;(r*)];};e(m) < Sharess ,n(MAC;(r*)) such
that {[MAC;(r*)];} e are exactly as in the watched execution views
{Viewng }j€F~
Similarly, V4’ € [T], Simc has received the computed values for
c{/, MAC; (a’), MAC; (7"), MAC,(¢’") € §i. Tt computes the sharings,

{[e] 1} jepm + Sharessm(c])
{IMAC1(a7)];}jem] 4 Shares; . (MAC, (a?"))
{IMAC1(¥")];} jcim) + Sharea; ., (MAC, (1))
{IMAC1 ()]} jcim) < Shareas . (MAC, (&)

such that the shares corresponding to j € 7 are exactly as in the
watched execution views {View 1 }jer Then the output is set as,

Aq]j € EZL [r];
rf]; € i, [MAC, ()] Vk € [n]

115167 € vl vj' € [T]
c} 1, IMAC (¢7')], IMACy (a7")];, [MAC, (b)) V4" € [T]

—

S

=,

Q

[
_ )l
[
[

e Sim¢ internally executes Simgjs with these inputs and outputs and
generates the random tapes {r; ;} p,cz of the corrupt parties.
5. Simulating the Randomness Generation Phase. For all i € [n], j € [m],
Simc participates in the commit phase of each execution II:7,, as follows:
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— For each honest party P, € P — Z such that k& # i, Simc executes the
simulator for commit phase Ilcom.Simc.

— For each corrupt party P, € Z such that k& # ¢, Simc receives from
A the set of views {Viewégf;’i’j }p,ep—z. Each such view contains the
commitments that Py gives to Py.

— It also makes a black-box call to the extractor IIcom.Simc and receives
¥ ;- If this extractor fails and returns L, then Simc stores r; ; =L as the

extracted randomness for this execution of I é-f-w

— Then Sim¢ sets the input in IIcom.Simc for each honest party such that
they sum to r; ; as given in Step 4. This execution is completed until the
end of the commit phase.

— For each P, € P such that k # i, Sim¢ performs the decommit phase
of each IIcom-Simc and receives from A the randomness {rﬁj}pkez. If
the adversary fails to decommit properly, Simc sends ABORT on behalf
of the honest parties and halts the execution.

— If extraction had succeeded for the execution of ITgcom.Sime, Simc com-
putes r; ; = Zke[n] rﬁj.

At the end of this phase, Simc has the set of randomness {r; ;}icn],je[m]
where the adversary’s input randomnesses are as decided in Step 4. Note
that this set may contain multiple L symbols corresponding to executions
in which extraction had failed.

. Simulating the Compute Phase. If Flag = FALSE, or Flag = TRUE but
7 =1, then for each j € [m], Simc participates honestly in an execution of
IT}, as in the real execution, on behalf of each honest party. It runs each

honest party P; € P — Z using the input v/ and randomness r; ;.
Otherwise, if Flag = TRUE and 7 #_L, then for each j € [m], Simc simulates
the watched and un-watched instances IT differently.

— For each watche_gl instance j € 7, Simc uses the honest party’s generated

input shares {v/}p,cp_z and randomness {r; ;}pep_z and interacts
with the adversary A as in a real execution of the protocol IT. Let
View*ng be the view of the adversary in this interaction.
— For each un-watched instance j € [m] — 7, »
e Simc internally uses the PPT semi-honest simulator Simlgg with the
adversary A’s inputs as {U_j}piez, the randomness {r; ;}p,cz and

output as {s?} p,cz. Let this view be Viewﬂg.

e Note that Simc, in its interaction with A, can detect where A devi-
ates from semi-honest behaviour as it can compare the messages in
the interaction with the expected messages in the view generated in
View 1

e If there is an inconsistency and A has behaved maliciously, this cor-
responds to that execution IT} being corrupted. Since the protocol
ITauthTriples is secure in the presence of semi-honest adaptive corrup-
tion, this corresponds to Sim¢ adaptively corrupting all the honest



68 Authors Suppressed Due to Excessive Length

parties P — Z in the execution of IJauthTriples- Simc uses {s{, ’U{}Piez
to create the inputs of the honest parties as follows:
— Let P~ € P — Z be a designated honest party. For all honest

parties P; # P;«, sample the values in vf uniformly at random.
— It remains to determine the inputs for P;~. This is set as follows:

- Foreach Py, € Z, get [*]; € 5], and the set {[rF]; € v!} pzp,. ep-

Set each [rE]; = [r*]; — Zi;éi*e[n] [r¥]; and assign [rk]; to vf

l—

<

- If P, € Z, then sample the rest of the values in v’. uniformly
at random. ,

- Otherwise, sample [A;-]; < F and for all 5/ € [T], [al.];, [bf/]J —

N

-

F uniformly at random and assign them to vf
For each k € [n], set [MAC;«(r*)]; such that computation in
functionality Fg (Figure 8) for [MAC'(r*)]; is the difference

between [MAC, (r¥)]; € v] and [MAC, (r¥)]; € s7.

Similarly, for each j' € [T], set the shares ([cL];, [MAC;- (a?")];,

[MAC;- (67)];, [MAC;- (¢/")];) such that the computation in Fg

(Figure 8) gives the difference in the output shares in s_]; and

input shares in v?. These are also assigned in U? v
Sim¢ sends the inputs of the honest parties {’U_g}pie'p_z to Simlgjs.

° Simlc7 s gives to Sim¢ the randomness that explains the transcript thus
far with respect to these inputs. Then Simc uses this to continue the
the execution of IT}, by interacting with A.

7. Simulating the Check Phase. Here, Simc first honestly executes the pro-
tocol by emulating the honest parties in the interaction with A. If any of the
checks fail or ¥ =, the simulator sends ABORT to the adversary.

If Flag = FALSE then also Sim¢ sends ABORT to the adversary. Sim¢ addi-
tionally checks if among all j € [m] — 7, there exist more than ¢ instances
of ITZ in which A has deviated from the protocol. If this holds, Sim¢ sends
ABORT in the interaction with the adversary.

Otherwise Simc accepts.

Note that for every adversary, if the execution of the protocol in the real world
aborts, so does the simulated execution in the ideal world. Additionally, with
negligible probability, it may be the case that the simulation aborts but the
real execution does not. This happens when there is no ABORT in the check
phase, but more that ¢ un-watched executions of IT, are corrupted. Another case
where possibly the real execution can be accepting but the simulation aborts is
if Flag = FALSE in the simulation but there is no abort in the check phase.
However, note that if Flag = FALSE, this would imply that the inputs of the
corrupted parties could not be extracted and are therefore not well-formed. If
this occurs the degree-test would fail except with negligible probability in the
size of the field F. If the execution doesn’t abort, the view generated by Simc is
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distributed as,

{ {VieWHéT;W }ie[n] jE€[m]> {VieWHéom }ie[n]a {ViewHZZ: , VieWH]C;O?:+6T+3 },
{View}}é < Hfg ({UZ }le[n] ; {r’i,j }ie[n] ) }jE’F’

. NP 3
{View,;; « Simc*({v!}pezi{rij}trez: {Sf}Piez)}je[m]_;}

It remains to argue that the above view is computationally indistinguishable
from the real view in Protocol 5.4. For this, consider the following hybrids:

1.

2.

Hybrid Hp. This is constructed as the view of the environment in the real
execution of the protocol.

Hybrid H;. This is constructed in the same way as Hg, with the exception
that in this experiment, the protocol aborts even in the case where there is
no ABORT in the check phase, but more than ¢ un-watched executions of
IT}, are corrupted.

The distribution of this view is statistically close to the that of the real
distribution of hybrid Hy. This stems from the fact that, as stated above,
the probability of the difference in the abort conditions is negligible in the
security parameter k.

Hybrid Hy. This is constructed in the same way as Hi, except for the view
in each un-watched execution of IT}. For each of these executions, the view

is generated using a call to the PPT semi-honest adaptive simulator SimlcYg
with the correctly committed inputs and randomness, and outputs as would
have been generated in H; for the corrupted parties.

The distributions of H; and Hs can be shown as computationally indistin-
guishable using a set of m — % + 1 intermediate hybrid distributions wherein
each hybrid H; has real executions views for each un-watched execution up
to the j'" run, and the rest of the views are simulated. Adjacent such hy-
brids differ only in one execution of an un-watched II%. Such hybrids can
be shown as computationally indistinguishable by reducing to the fall-back
security of protocol IT}. Hence, it follows that H; and Hs are also computa-
tionally indistinguishable.

Hybrid Hs. In this hybrid, in the ‘Input Commitment Phase’, on behalf of the
honest parties, different inputs are used corresponding to all the un-watched
executions as compared to the inputs to the real protocol. The rest of the
distribution is created using these inputs of the honest parties, as in Hs.
The distributions of Hy and Hs can be shown as computationally indistin-
guishable by reducing to the ‘fall-back secure hiding property’ of the n-party
commitment I1com. Let s be the number of executions of such commitment
protocols where an honest party is a committer. Then we can define s + 1
different hybrids where in each hybrid H) all the executions of ITcom up to
the k" execution uses the real inputs of the honest parties in the protocol
execution. Each execution beyond this generates its inputs independently
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and as in the simulation Simc. Each pair of adjacent hybrids differ only in
the input to one execution of I1coy, and such adjacent hybrids can be show as
computationally indistinguishable by reducing to the fall-back secure hiding
property of Ilcom.

Hybrid Hy. In this hybrid, in the ‘Randomness Generation Phase’, for all the
parties, the commitments are created just as in Simg cem_ The rest of distri-
bution is created as in Hg.

The distributions of H; and H3z can be shown as computationally indistin-
guishable by reducing to the indistinguishability of the real execution of the
n-party commitment Ilco, and the output distribution of Simg com. Let s
be the number of executions of such commitment protocols. Then we can
define s + 1 different hybrids where in each hybrid Hj, all the executions
of Hcom up to the k' execution is the real execution of the commitment
protocol. Each execution beyond this generates its inputs independently and
as in the simulation Simc. Each pair of adjacent hybrids differ only in the
input to one execution of I1com and such adjacent hybrids can be show as
computationally indistinguishable by reducing to security of the simulation
of HCom~

Hybrid Hs. This hybrid is distributed in exactly the same way as the the
output of Simc. This conceptually differs from the distribution of Hy in that
the honest parties’ inputs are never used in creating its contents and the

J
randomness for all corrupt parties is generated by the simulator Simgs .
In both hybrids, the watched executions are generated and distributed the
same way. For the un-watched executions, the output of corrupt parties

that is input to the semi-honest simulator Simgé is generated using the
output of the functionality FauthTriples instead of being directly generated
from the inputs of the honest party in the real protocol. However, both
of these are identically distributed since in the real protocol, the complete
protocol output would be generated in the same way as FaythTriples does. For
each individual execution of Hé, the output is set as a share of a correct
t-out-of-m secret-sharing in the simulation, same as in the real execution.
Hence the hybrids H; and Hy are identically distributed.

Claim. The view in the hybrid distributions Hg and H; are statistically close.

Proof. The hybrid Hy is distributed as in the view of the environment in the real
execution of the protocol. The hybrid H; differs from this only in that for the
protocol execution where it has not aborted in the check phase, but more than
t un-watched semi-honest executions of IT} are corrupted, the complete offline

phase protocol execution aborts. Let X be the set of indices of corrupted IT %
executions and 7 be the set of % checked instances. This case happens with the
following probability over a random choice of 7

(")

t
2
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Ar [(Xnr=2) A (X]>1)] < (
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This is negligible in the security parameter x = t. It therefore follows that the
two distributions are statistically close.

Claim. Assuming that the protocol IT fg is secure in the presence of a semi-honest
PPT adaptive adversary arbitrarily corrupting the set of parties, the hybrid
distributions H; and Hs are computationally indistinguishable.

Proof. In order to show that the distributions of H; and Hs are computationally
indistinguishable consider the following set of m — % + 1 intermediate hybrid
distributions:

— Hybrid H = Hs. This hybrid distribution contains simulated views of all the
un-watched protocol executions of ITg.
— Hybrid H}. For each j € [m — %], this hybrid experiment has real executions

views for each un-watched execution of IT{ up to the 4t run, and the rest
of the views are simulated.
— Hybrid H;n_l = H;. In this last hybrid, the views of all the un-watched
2

executions of the protocols Ilg are real views of the semi-honest protocol
execution.

Adjacent such hybrids above differ only in one execution of an un-watched IT g
We show that if there existed a distinguisher D that can distinguish between
the adjacent hybrid distributions H} and H’;_; with non-negligible advantage e,
then D can be used in a black-box way by a PPT adversary A that distinguishes

J
between the simulated distribution {Viewﬂg }ren,Fern output by Simgs and

the real distribution {View,, }.en 7ern of the protocol ng. The adversary A
S
works as follows:

— A has the index j, the set of corrupt parties Z C P and the complete set of
inputs. It samples randomness for all the parties.

— It begins generating the view of the offline protocol exactly as in the real
execution until before the compute phase. In the compute phase, for all the
watched instances of the semi-honest virtual protocol, it creates a real view
of the protocol. For each un-watched instance up to the execution of IT gfl,
the view is generated according to the real execution again.

— For the execution of IT é, give the input and randomness of all the parties
to the challenger. It will interact with the adversary (on behalf of all the
honest parties) and return a view View’ that is created either according to
the real or the simulated distribution by the adaptive corruption simulator.

— The rest of the un-watched execution view are created as in the simulation
of the virtual protocol. The view of the whole protocol is then completed as
in the real distribution, except that the execution aborts each time it would
have aborted in the simulation.

— This completed view is passed onto the distinguisher D and then A outputs
whatever D outputs.
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In the above strategy, A has the same distinguishing advantage as D, which is
non-negligible. However, since the protocol I is secure in the presence of a PPT
semi-honest adaptive adversary corrupting any subset Z C P of the parties, no
such A can exist and therefore no such D can exist. Hence, it follows that Hy
and Hs are also computationally indistinguishable.

Claim. Assuming that the protocol Ilcom securely realizes Fcom producing a
computationally hiding view in the presence of a malicious PPT adversary arbi-
trarily corrupting any set of the parties, the hybrid distributions Ho and Hs are
computationally indistinguishable.

Proof. Let s be the number of executions of IIcom in the protocol where an
honest party is the committer. The distributions of Ho and Hjz can be shown
as computationally indistinguishable by considering the following set of s + 1
intermediate hybrid distributions:

— Hybrid Hj, = Hs. This is the hybrid distribution where all the inputs used
for the honest parties are as in the protocol simulation Simc, independent of
the real protocol inputs. The view produced here is composed of the view of
these commitment protocols, and that of the rest of the real offline protocol
created depending on these inputs, with the exception, of course, that all
the un-watched executions of the virtual protocol are replaced by simulated
views, and the protocol aborts whenever the Sim¢ aborts.

— Hybrid HY,.. For each k € [s], in this hybrid, in up to the k" execution of the
commitment protocol, all the inputs used for the honest parties are as in the
real execution and the rest are as in the protocol simulation Simc.

— Hybrid H/, = Hs. This hybrid distribution contains all honest party inputs
and commitment executions as in the real execution of the protocol. The
rest of the view of the offline protocol is generated with this as the basis.

Note that for k € [s], each pair of adjacent hybrids Hj and Hj_, differ only
in that the k** execution of ITcom uses a different input. The rest of the view
is generated on its basis, in the same way. Let x be the input to this protocol
in the real execution and z’ be this input in the simulation. We show that
if there existed a distinguisher D that can distinguish between the adjacent
hybrid distributions Hj, and Hj,_; with non-negligible advantage €, then D can
be used in a black-box way by a PPT adversary A that distinguishes between
the distribution {Viewp ()}xen7ern as in Simc and the real distribution
{Viewp,, (2')}ven,7ern. The adversary A works as follows:

— A has the index k, the set of corrupt parties Z C P and the complete set of
inputs including x and z’. It samples randomness for all the parties.

— It begins generating the view of the offline protocol exactly as in the real
execution until before the input commitment phase. In this phase, for all
instances of IIcom where an honest party is the committer, up to the k — 1"
execution, the view is generated using the inputs as in the real execution.

— For the k" execution of ITcom, give the inputs z and 2’ to the challenger. It
will return a view View" that is created either using = as the input to the
commitment or with z’.
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— The rest of the commitment execution views are created as in the simula-
tion Simc. The view of the whole protocol is then completed as in the real
distribution, except that all the un-watched virtual protocol executions are
replaced by their simulations and the execution aborts each time it would
have aborted in the simulation.

— This completed view is passed onto the distinguisher D and then A outputs
whatever D outputs.

In the above strategy, A has the same distinguishing advantage as D, which is
non-negligible. However, since the protocol Ilcom is secure in the presence of
a PPT malicious adversary corrupting any subset Z C P of the parties and
will produce a view that computationally hides the input, no such A can exist
and therefore no such D can exist. Hence, it follows that Hsz and Hs are also
computationally indistinguishable.

Claim. Assuming that the protocol Ilcom securely realizes Fcom in the presence
of a malicious PPT adversary arbitrarily corrupting any set of the parties, the
hybrid distributions Hsy and H4 are computationally indistinguishable.

Proof. Let s be the number of executions of IIc,y, in the protocol in the ran-
domness generation phase. The distributions of Hy and Hz can be shown as
computationally indistinguishable by considering the following set of s+ 1 inter-
mediate hybrid distributions:

— Hybrid Hjy = Hy. This is the distribution in which all the commitment proto-
col executions in the randomness generation phase are replaced by executions
of Simé7 Com,

— Hybrid Hj. For all k € [s], in this hybrid, in up to the k'" instance of
the commitment protocol, the real protocol Ilcom is executed, and all other
executions are replaced by executions of Simg com,

— Hybrid H, = H. In this distribution, all the commitment protocol executions
in the randomness generation phase are executions of the real protocol Ilcom-

Note that for k € [s], each pair of adjacent hybrids Hj and Hj_, differ only
in the view of the k' execution of ITcom in the randomness generation phase.
We show that if there existed a distinguisher D that can distinguish between
the adjacent hybrid distributions H) and Hj,_; with non-negligible advantage e,
then D can be used in a black-box way by a PPT adversary A that distinguishes
between the distribution {Viewr }ren rern as output by Simg cm and the real
distribution {View;_ }.en,7ern in the protocol IIcom. The adversary A works

as follows:

— A has the index k, the set of corrupt parties Z C P and the complete set of
inputs. It samples randomness for all the parties.

— It begins generating the view of the offline protocol as in the simulation
until before the randomness generation phase. In this phase, for all instances
of IIcom up to the k — 1*" execution, the view is generated as in the real
execution.
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— For the k" execution of ITcom, give the input and randomness to the chal-
lenger. It will return a view View” that is created either according to the
real protocol execution or the simulation Simlc7 Com,

— The rest of the commitment execution views are created as in the simula-
tion Sim¢. The view of the whole protocol is then completed as in the real
distribution, except that all the un-watched virtual protocol executions are
replaced by their simulations and the execution aborts each time it would
have aborted in the simulation.

— This completed view is passed onto the distinguisher D and then A outputs
whatever D outputs.

In the above strategy, A has the same distinguishing advantage as D, which is
non-negligible. However, since the protocol Ilcom is secure in the presence of a
PPT malicious adversary corrupting any subset Z C P, no such A can exist
and therefore no such D can exist. Hence, it follows that H3 and Hy are also
computationally indistinguishable.

Since we have now shown that hybrid Hg = H; and Hy = Hs, it holds that
the simulated and the real view of the protocol are computationally indistin-
guishable.

SECURITY FOR THE OFFLINE PHASE AGAINST AN UNBOUNDED ADVERSARY.
Next we need to show that for any unbounded malicious adversary A corrupting
any subset of parties Z € Zs, there exists a PPT simulator Simg that can interact
with it for an ideal execution of FaunTriples (Figure 7) and produce a view that is
statistically indistinguishable from the real view of Protocol 5.4. The simulator
Simg works in exactly the same way as Simc described above, with the following
exceptions:

— In the Randomness Generation Phase, Commit Phase, and Coin
Toss Phase, for each instance of the ‘commit phase’ of the commitment
protocol Ilcom, input extraction for the corrupt parties is no longer done
using calls to ITcom.Sime. Instead, for each honest party P; € P — Z, Simg
works by calling ITcom.Sims to extract the inputs.

If this extraction or reconstruction fails, then Simg works the same way as
Simc would if a call to ITcom.Sime returns L.

— Simulating the Compute Phase. When Flag = TRUE and 7 #.1, then
for each un-watched instance j € [m] — 7, Simg works by using the PPT
j j
semi-honest simulator Simgs instead of Simgs . It is used in the same way
as Sim¢ does in the above simulation.
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If the execution does not abort, the view generated by Simg is distributed as,

coin

{ {VieWHé',T]W }ie[n] J€[m]> {Viewnéom }ie[n], {Viewnzzs s VieWHF2n+6T+3 },
{View}g < H?} ({Uf }7,6 [n] ; {7‘77] }’LE[n] ) }jG’F’

. LI 3
{View; « Simg*({v{}pez;{ri;}rez: {S?}Piez)}je[m]_;}

It remains to argue that the above view is statistically indistinguishable from
the real view in Protocol 5.4. For this, consider the following hybrids:

1.

Hybrid Hg. This is constructed as the view of the environment in the real
execution of the protocol.

Hybrid H;. This is constructed the same way as Hg, except that in this
experiment, the protocol aborts even in the case where the check phase does
not ABORT, but more than ¢ un-watched executions of IT} are corrupted.
The distribution of this view is statistically close to the that of the real
distribution of hybrid Hy. This stems from the fact that the probability of
the difference in the abort conditions is negligible in the security parameter
k. It has been formally shown in the security proof in the presence of a PPT
adversary.

Hybrid Hy. This is constructed in the same way as Hi, except for the view
in each un-watched execution of IT}. For each of these executions, the view

is generated using a call to the PPT semi-honest adaptive simulator Simgg
with the correctly committed inputs and randomness, and outputs as would
have been generated in Hy for the corrupted parties.

The hybrid distributions H; and Hy can be shown to be statistically in-

distinguishable owing to the fact that each Simé7 5 produces a view that is
statistically close to the real view of the semi-honest protocol for any Z € Zs.
Hybrid Hs. In this hybrid, in the ‘Input Commitment Phase’, on behalf of
the honest parties, different inputs are used corresponding to all the un-
watched executions as compared to the inputs to the real protocol. The rest
of distribution is created as in Hs.

The distributions of Hy and Hs can be shown as statistically indistinguishable
owing to the ‘fall-back secure hiding property’ of the n-party extractable
commitment Ilcom.

Hybrid Hy. In this hybrid, in the ‘Randomness Generation Phase’, for all
the parties, the commitments are created just as in Simgc"’“. The rest of
distribution is created as in Hs.

The distributions of H4 and H3 can be shown as statistically indistinguishable
owing to the security of the simulation Simgc"’“ of the m-party extractable
commitment Ilcom.

Hybrid Hs. This hybrid is distributed in exactly the same way as the the
output of Sims. This conceptually differs from the distribution of Hy in that
the honest parties’ inputs are never used in creating its contents and the
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randomness for all corrupt parties is generated by Simg 5 .

However since the outputs of the corrupt parties derived from the ideal
functionality and that in the real execution are identically distributed, it
follows that both hybrids Hs and Hy are identically distributed.

Claim. Assuming that the protocol IT fg is secure in the presence of a semi-honest
computationally unbounded adaptive adversary with adversary structure Zs, the
hybrid distributions H; and Hs are statistically close.

Proof. In order to show that the distributions of H; and Hy are statistically close
consider the following set of m — % + 1 intermediate hybrid distributions:

— Hybrid Hjy = Hs. This hybrid distribution contains simulated views of all the
un-watched protocol executions of I1g.
— Hybrid HY. For each j € [m — §], this hybrid experiment has real executions

views for each un-watched execution of IT é up to the j** run, and the rest
of the views are simulated.

— Hybrid H! 1 = H;. In this last hybrid, the views of all the un-watched
executions of the protocols ITg are real views of the semi-honest protocol
execution.

Adjacent such hybrids above differ only in one execution of an un-watched IT %

Let € be the statistical difference between the view output by SingS and that
in the real execution, which is negligible. Then the statistical difference between
the adjacent hybrids can be no more than e. It also follows from the triangle
inequality of statistical differences that the difference between the hybrid distri-
butions Hy and Hy is < (m — %)e Therefore these distributions are statistically
close.

Claim. Assuming that the protocol Ilcom securely realizes Fcom producing a sta-
tistically hiding view in the presence of a malicious computationally unbounded
adversary with adversary structure Zs, the hybrid distributions He and Hs are
statistically close.

Proof. Let s be the number of executions of IIcom in the protocol where an
honest party is the committer. The distributions of Hy and Hjz can be shown as
statistically close by considering the following set of s + 1 intermediate hybrid
distributions:

— Hybrid H, = Hs. This is the hybrid distribution where all the inputs used
for the honest parties are as in the protocol simulation Sims, independent of
the real protocol inputs. The view produced here is composed of the view of
these commitment protocols, and that of the rest of the real offline protocol
created depending on these inputs, with the exception, of course, that all
the un-watched executions of the virtual protocol are replaced by simulated
views, and the protocol aborts whenever the Simg aborts.
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— Hybrid HY,. For each k € [s], in this hybrid, in up to the k" execution of the
commitment protocol, all the inputs used for the honest parties are as in the
real execution and the rest are as in the protocol simulation Sims.

— Hybrid H/, = Hs. This hybrid distribution contains all honest party inputs
and commitment executions as in the real execution of the protocol. The
rest of the view of the offline protocol is generated with this as the basis.

/

Note that for k£ € [s], each pair of adjacent hybrids Hj and Hj_, differ only
in that the &*" execution of ITcom uses a different input. The rest of the view
is generated on its basis, in the same way. Let = be the input to this protocol
in the real execution and z’ be this input in the simulation. Let € be the sta-
tistical difference between the distribution {View . (2)}ren rern as in Simg
and the real distribution {Viewp (') }cen rern. Then the statistical differ-
ence between the adjacent hybrids can be no more than e, which is negligible. It
follows from the triangle inequality of statistical differences that the difference
between the distributions Hy and Hs is < se. Therefore, these distributions are
statistically close.

Claim. Assuming that the protocol I1com securely realizes Feom in the presence
of a malicious computationally unbounded adversary with adversary structure
Zs, the hybrid distributions Hsy and H,4 are statistically close.

Proof. Let s be the number of executions of IIc,y, in the protocol in the ran-
domness generation phase. The distributions of Hy and Hz can be shown as
statistically close by considering the following set of s + 1 intermediate hybrid
distributions:

— Hybrid Hjy = Hy4. This is the distribution in which all the commitment proto-
col executions in the randomness generation phase are replaced by executions
of Simgc"m.

— Hybrid Hj. For all k € [s], in this hybrid, in up to the k" instance of
the commitment protocol, the real protocol IIcom is executed, and all other
executions are replaced by executions of Simgcm.

— Hybrid H, = Hj. In this distribution, all the commitment protocol executions

in the randomness generation phase are executions of the real protocol Ilcom-

Note that for k € [s], each pair of adjacent hybrids Hj and Hj_; differ only in
the view of the k*" execution of ITcom in the randomness generation phase. Let e
be the statistical difference between the distribution {View . }renrern as in
Sims and the real distribution {Viewy;_ }cenrern. Then the statistical differ-
ence between the adjacent hybrids can be no more than ¢, which is negligible. It
follows from the triangle inequality of statistical differences that the difference
between the distributions Hs and Hy is < se. Therefore, these distributions are
statistically close.

Since we have now shown that hybrid Hg = H4 and Hy = Hs, it holds that
the simulated and the real view of the protocol are statistically close.
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