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Abstract
Introduction  Protecting digital health data from unauthorized access, alteration, and destruction is a crucial aspect 
of healthcare digitalization. Currently, digital security breaches are becoming more common. Healthcare data 
breaches have compromised over 50 million medical records per year. In Ethiopia, health digitization has grown 
gradually. However, there is a limitation of study in digital health security. Studying digital health data security helps 
individuals protect digital data as a baseline and contributes to developing a digital health security policy.

Objective  To assess the practice of healthcare professionals in digital health data security among specialized 
teaching referral hospitals in Amhara Region, Ethiopia.

Method  A cross-sectional study design supplemented by a qualitative purposive sampling method was used 
to measure the digital data security practices of health professionals. The sample size was determined via single 
population proportion formula. A simple random sampling technique was used for the study participants. Then, self-
administered questionnaires were administered. Multivariable logistic analysis was used to identify associated factors 
using STATA software. For the qualitative study, key informant interviews were used and analyzed using thematic 
analysis approach via open-code software.

Results  Out of the 423 health professionals, 95.0% were involved in the survey. The finding indicates digital health 
data security practice of health professionals working at specialized teaching hospitals were 45.0%, CI: (40, 50). Health 
professionals 41–45-year age group (AOR = 0.107), master’s degree (AOR = 2.45), postmaster’s degree (AOR = 3.87), 
time to visit the internet for more than two hours (AOR = 2.46), basic computer training (AOR = 2.77), training in 
digital data security (AOR = 2.14), and knowledge (AOR = 1.76) were associated with the practice of digital health data 
security. For the qualitative study, three teams were prepared. The findings indicate digital health data security can be 
improved through training, advanced knowledge and working with digital security.
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Introduction
Healthcare digitization is one of the pillars of the infor-
mation revolution agenda, which requires every insti-
tution to improve the flow of information through the 
digital space [1, 2]. The protection of health data needs 
security to maintain data integrity, availability, and con-
fidentiality to prevent unauthorized access, alteration, or 
destruction and ensure an optimal level of risk percep-
tion [3, 4]. In institutions, digital security breaches are 
increasing globally, costing approximately $3.49  million 
per breach, which has threatened nearly $5.2 trillion in 
global value between 2019 and 2023 [5, 6].

In the context of developing countries, including 
Africa, digitization has grown rapidly, especially in terms 
of cybersecurity activity [7]. However, more than 90% of 
African companies operate without the required digital 
security [8]. As a result, online scamming, business email 
compromise (BEC), and ransomware are the most com-
mon digital threats affecting African institutions. More 
specifically, healthcare settings are the dominant area 
[8, 9]. Therefore, healthcare data are a popular target for 
hackers, and digital criminals are primarily interested in 
digital health data containing protected health informa-
tion (PHI) [10].

Data breaches in healthcare organizations were 1.25 
times more common in 2016 than they were five years 
ago [11]. Even though the health industry is undergoing a 
significant digital shift, security is a critical issue for orga-
nizations working in a networked environment [12, 13]. 
Over 45.7  million medical records were compromised 
in 2021, the second-highest number of records breached 
since 2015 [14]. To protect data, researchers have advo-
cated advancing knowledge and providing training on 
digital health data security [15]. Previous studies have 
suggested that improving digital health data security sta-
tus, educational status, health professionals’ knowledge, 
computer training, risk perception, motivation, and atti-
tudes were contributing factors [3, 16, 17, 18, 19, 20, 21, 
22, 23].

The Federal Minister of Innovation and Technology 
drafted the Data Protection Proclamation in Ethiopia as 
a result of digital attacks [13, 24]. According to the find-
ings, 11.6% of Ethiopian public agencies have trial-level 
legal frameworks, with 87.4% having no recognized legal 
frameworks to counter attackers [13]. The Health Infor-
mation Management System Society (HIMSS) Health-
care Digital Data Security Survey for 2021 revealed that 

digital data security, outdated infrastructure, a rise in 
social engineering, and ransomware assaults are difficul-
ties for the healthcare industry [25].

However, in Ethiopia, the Ministry of Health (MOH) 
has focused on digital health innovation [26]. However, 
health data are exchanged via digital technology, digital 
data security is a challenge in the healthcare setting [27]. 
The main points associated with the loss of health records 
are viruses, poor backup systems, and software corrup-
tion [28]. Furthermore, a qualitative study revealed that 
the usability of security measures is a rich topic in light of 
current advanced system security breaches and suggested 
identifying the factors of security challenges for e-health 
security improvement [29].

Therefore, studying the digital health data security 
practices of health professionals has a significant pur-
pose for healthcare digitization because health profes-
sionals are the main targets of cybercriminals [28]. A 
study aimed to assess the digital data security practices 
of healthcare professionals working at specialized teach-
ing hospitals in the Amhara Region, Ethiopia. This study 
helps improve the practice of digital data security mea-
sures. The findings will be used as a baseline for future 
studies and will help the responsible body guide digital 
health security policy.

Methods
Study design
The study was conducted in the Amhara region of Ethi-
opia. It is located 173  km from Bahir Dar and 493  km 
from Addis Ababa. Each hospital serves as a teaching and 
referral center for more than 3.5 million people. A hos-
pital-based cross-sectional study supplemented with a 
qualitative method was conducted to assess the practices 
of the health profession on digital data security. The study 
was carried out via a cross-sectional study design and a 
phenomenon approach. All participants provided written 
informed consent to participate in the study (Appendix 
I). The study was conducted at specialized hospitals from 
June to July 2022 G.C.

Study participants
All health professionals who had worked in a specialized 
teaching hospital in the Amhara region were the source 
population, and health professionals who had used digital 
devices in a specialized teaching hospital were selected 
for the study population. Healthcare professionals who 

Conclusion  The practice of digital health data security in specialized teaching hospitals in the Amhara region was 
inadequate. Therefore, it can be improved through enhancing education status, increasing the time needed to visit 
the internet, providing computer training, and updating health professionals’ knowledge toward digital health data 
security.

Keywords  Practice, Digital health, Digital data security, Health profession



Page 3 of 11Gebeyew et al. BMC Medical Informatics and Decision Making           (2025) 25:60 

used digital health data from a specialized teaching hos-
pital were included in the study.

Sample size determination and sampling procedure
The sample size was determined via a single population 
proportion. It was calculated using the assumption of 
a significance level of 95%, a 5% margin of error, a 50% 
population proportion, and 10% contingency [30]. The 
total sample size was 423. All the study participants were 
chosen via simple random sampling at specialized teach-
ing hospitals, with proportional allocation for each health 
institution (Fig. 1). To ensure the robustness of the find-
ings of the study, a qualitative method was used, and the 
results were measured via key informant interviews until 
data saturation was reached, with seven key informant 
interviews. Purposive sampling was used to select the 
study participants. Then, a phenomenology approach was 
used. This approach helps to get the lived experiences 
of health professions toward digital health data security. 
Hence, detail experience of health professionals towards 
digital health data security were collected.

Operational definition
Practice digital health data security: Health profession-
als who practice electronic countermeasures to protect 
digital health data from unauthorized access, alteration, 
and loss. This scale is measured via ten items with a score 
of yes or no question. The data were distributed normally 
by checking the Shapiro‒Wilk test (p value > 0.05), skew-
ness, and kurtosis. Therefore, it selects the mean over the 
median for the outcome variable, and scoring above the 

mean value of 5.19 ± 2.1 (SD) has good digital data secu-
rity practice, whereas scoring below the mean has not 
been practiced [19, 20, 21]. The motivation to practice 
digital security refers to an individual’s commitment to 
engage in or strive to practice digital security techniques 
when health data are used and scoring above the median 
value of 23 (IQR 20–24) using six-item Likert scale ques-
tions that have good motivation, whereas those below 
the median value are poor motivation [23]. Knowledge 
of digital data security refers to the know-how of health 
professionals to practice security techniques when health 
data are used. It is measured via ten items with a Likert 
scale, and a score above the median value of 35 (IQR 
31–40) indicates good knowledge, whereas a score below 
the median value indicates poor knowledge [23, 31]. Atti-
tudes toward digital data security refer to how individual 
health professionals feel when handling health data using 
data security techniques. It is measured via eight-item 
Likert scale questions. A score above the median value of 
31 (IQR 27–33) indicate favorable attitudes, and a score 
below the median value indicate unfavorable attitudes 
toward digital health data security [23, 32].

Data collection procedure and quality assurance
A structured, self-administered questionnaire was 
adapted and modified using data from various sources 
[3, 23, 32, 33, 34, 35]. The questionnaire was prepared 
in English. It was judged by research consultants and 
research teams to ensure its quality. Then, a pretest was 
conducted. A Cronbach’s alpha above 70% was included. 
The data were collected by five trained data collectors 

Fig. 1  Sampling procedure of digital data security practice among health professionals in healthcare at specialized teaching hospitals in Amhara Region, 
2022
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and guided by two supervisors. Health informatics pro-
fessionals have collected the questionnaire. Then, the 
investigators performed overall supervision. Data incom-
pleteness and data entry errors were checked using statis-
tical software to minimize errors.

For the qualitative study, the questionnaire was devel-
oped in English and translated into the local language. 
The investigator used key informant interviews with semi 
structured, open-ended interviews. Purposive hetero-
geneous sampling was used to choose individuals who 
had experience with digital data security practices. The 
interviews were conducted in a secure setting, recorded 
via a suitable sound recorder, and transcribed and trans-
lated into English by language experts. To ensure the 
reliability and validity of the qualitative data, the study 
was conducted from multiple perspectives via triangu-
lation techniques, and moderators were employed to 
reduce personal bias. The incoming data were checked 

to address the research questions adequately. In addition, 
the completeness of the data has been checked. This is 
accomplished through the clustering of data in groups. 
Finally, the data saturation was optimized.

Statistical analysis
Epi Data Version 4.6 software was used to enter the data 
and exported to Stata software Version 16. Cleaned data 
were produced by checking the assumption of logistic 
regression. Binary logistic regression was used to identify 
the associated factors. Then, variables with a p value less 
than or equal to 0.2 were selected as candidates for mul-
tivariable analysis. Using adjusted odds ratios with a 95% 
confidence interval and a p value < 0.05, the outcome vari-
able was determined by controlling confounding effects. 
To check the goodness of model fit, the Hosmer- Leme-
show test is a more trustworthy indicator of the outcome 
variable. Therefore, the goodness of the model fitness 
has been checked using the Hosmer-Lemeshow test. The 
p-value is greater than the significant level (p ≤.05). Thus, 
the model fits the data. For qualitative data, Open Code 
software version 4.02 was used to analyze the results via 
thematic analysis.

Results
Sociodemographic characteristics
Among the 423 study participants, only 5.0% did not 
complete the survey. Hence, 402 participants were 
included in the analysis. The average age of the study par-
ticipants was 34.5 ± 5.87 (SD) years. The majority of the 
participants were male, accounting for 63%. The major-
ity of health professionals were between the ages of 36 
and 40, accounting for 30% of all health professionals. 
Among the participants with respect to marital status, 
the majority were married, accounting for 47.5% of them. 
With respect to educational status, a high proportion of 
health professionals had a bachelor’s degree, accounting 
for 72%. Among professionals, 30.35% were physicians 
(Table 1).

Behavioral and organizational characteristics
In terms of behavioral factors, 53.98% of health profes-
sionals had favorable attitudes toward practicing digi-
tal data security. In terms of knowledge, 51.24% of the 
participants had poor knowledge compared with those 
who had good knowledge. Additionally, 52.74% of the 
participants were highly motivated, and 50.25% of the 
respondents perceived risk when they practiced digital 
data security. This study also revealed that 81.34% of the 
respondents had not received security training, whereas 
57.96% agreed that there was a workload in the organiza-
tion (Table 2).

Table 1  Socio-demographic characteristics of health 
professionals practice digital data security in healthcare at 
specialized teaching hospitals in Amhara Region, Ethiopia 
(n=402)
Variables Frequency Percent
Gender
   Male 254 63.18
   Female 148 36.82
Age
   20-25 16 3.98
   26-30 115 28.61
   31-35 93 23.13
   36-40 121 30.10
   41-45 40 9.95
   46-47 17 4.23
Marital status
   Single 166 41.29
   Married 191 47.51
   Other 45 11.19
Educational status
   Bachelor degree 293 72.89
   Master’s degree 55 13.68
   Post master’s degree 54 13.43
Work experience
   ≤ 3 years 138 34.33
   4-6 year 138 34.33
   6-9 year 82 20.40
   > =10 year 44 10.95
Monthly Salary
   ≤ 10,000 273 67.91
   < 10000-15000 97 24.13
   > 15,000 32 7.96
Have smartphone
   Yes 290 72.14
   No 112 27.86
*Post master’s degree (specialist, subspecialist), *Other (Separated, windowed)
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Technological characteristics
In terms of technological characteristics, 92.29% of the 
participants handled health data using a digital device 
daily, 98.01% used the internet, 55% accessed the inter-
net for more than two and a half hours, 97.0% used social 
media, 56.97% had basic computer training, and 63.18% 
had basic computer skills (Table 3).

Digital health data security practice
This diagram shows that, digital health data security 
practice of health professional in specialized referral 
teaching hospital in the Amhara region, Ethiopia was 
45.0%, (95% CI [40, 50]) with a mean score of 5.19 ± 2.1 
(SD). Among those, 28.11% were males, and 16.92% were 
females. The variation is due to the number of females in 
the healthcare institution is limited. Whereas 54.9% of 
the respondents poorly practiced digital health data secu-
rity (Fig. 2).

Thematic analysis
Key informant interviews were used to conduct qualita-
tive studies. The key informant persons were responsible 
and had a head role in the working area. These persons 
had good knowledge about the digital data security 
practices of health professionals. Seven key informant 
persons (KIP) were interviewed. The mean age and work-
ing experience of the health professionals were 30 and 5 
years, respectively. The study took an inductive approach. 
On the basis of the data, three themes were created. 
These were digital health data security practices, chal-
lenges, and alternative solutions.

Table 2  Behavioural and organizational characteristics of health 
professionals’ practice of digital data security in healthcare 
at specialized teaching hospitals in Amhara Region, Ethiopia 
(n=402)
Variables Freq. Percent
Attitude
   Unfavourable 185 46.02
   Favourable 217 53.98
Knowledge
   Poor 206 51.24
   Good 196 48.76
Motivation
   Low 190 47.26
   High 212 52.74
Perception of risk
   Low risk 200 49.75
   High risk 202 50.25
Trained in digital data security
   Yes 75 18.66
   No 327 81.34
Health care workload
   Low 169 42.04
   High 233 57.96

Table 3  Technological characteristics of health professionals’ 
practice of digital data security in healthcare at specialized 
teaching hospitals in Amhara Region, Ethiopia (n=402)
Technological variables Freq. Percent
Use internet
   Yes 394 98.01
   No 8 1.99
Time spent on internet per a day
   ≤ 2.5 h. 180 44.78
   > 2 h. 222 55.22
Use social media
   Yes 390 97.01
   No 12 2.99
Took basics computer training
   Yes 229 56.97
   No 173 43.03
Shared digital device in the working area
   No 74 18.41
   Yes 328 81.59
Handle (process) health data using digital device daily
   No 31 7.71
   Yes 371 92.29
Trained in digital data security
   Yes 75 18.66
   No 327 81.34
Computer skill
   Poor 148 36.82
   Good 254 63.18

Fig. 2  Magnitude of digital data security practices among health profes-
sionals in healthcare at specialized teaching hospitals in the Amhara Re-
gion, Ethiopia (n = 402)
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Theme 1: digital data security practice
Healthcare digitization has been introduced in each 
healthcare unit. Hence, health professionals have been 
close to digital health technology. However, they shared 
health data via digital devices, and the data were not 
secured. The interviewees responded that health profes-
sionals have little practice in digital health data security 
techniques. Thirty-one years of age feel that “… we down-
load everything… & like it subscribes… the expert is not 
as knowledgeable as to handle system security problems” 
(Respondent 2). Radiology suggests that “… we do not 
use data encryption because we do have not enough skills 
to practice” (Respondent 1). A man who had worked in 
monitoring and evaluation responded, “…I think many 
experts about digitalization already have a lot of recogni-
tion.… a lot of people are now turning a lot of data into 
digital; I trust they have a good level of recognition for 
that,…. However, their understanding of digital security is 
not significant. Because there are so many techniques out 
there that only a few have a good look at it, for example, 
using a password” (Respondent 6).

Theme 2 challenge
Subtheme 2.1 sociodemographic challenges
Security has been a concern for health professionals, 
who update their data to maintain and prevent data loss. 
Therefore, age and educational status influence digi-
tal data security practices. A person working in radiol-
ogy states that “… data security… adults are more likely 
to do.… It is a challenge for old ones like professors…” 
(Respondent 1). Pharmacy professionals believe that “…a 
person who has received special computer training has 
better access.… the degree level and diploma level vary 
with the master’s level because the study of the course…” 
(Respondent 3).

Subtheme 2.2 behavioral challenges
Health professionals are interested in being familiar with 
digital data security. However, they have little knowledge 
of digital data security techniques.

The pharmacy team leader said, “Now this time is a 
digital age, so everyone has… good attitudes and moti-
vations…” (Respondent 3). A health information profes-
sional said, “… many professionals… very limited ability to 
handle information, even back up, the knowledge itself is 
low, how to handle it, how to manage… (Respondent 4).

Subtheme 2.3 technological challenges
Health professionals have tried to use digital data from 
different sources. They were also favorable for using 
social media and visiting the internet frequently. This 
made them more vulnerable to digital hackers. A plan 
and program officer stated that “…everyone is close to 
technology and has an opportunity to use it three or four 

times a day… However, it seems a little to maintain, 
secure…” (Respondent 7).

Subtheme 2.4 organizational challenge
Institutions focus on digitization, and some problems 
exist. These problems included poor IT infrastructure 
and a lack of experts in digital applications and training. 
A monitoring and evaluation professional said that “there 
is a shortage of infrastructure for many institutions… and 
then there is the absence of trained professionals in each 
institution. This is a fundamental problem” (Respondent 
6).

Theme 3 solutions for improving security practices
Healthcare digitalization smooths the flow of health data 
exchange within the working area and across health insti-
tutions. A pharmacy suggested that “… online theft is on 
the rise…Additionally, if you do not maintain the privacy 
setting properly… go online and they will keep track of 
what I do…” (Respondent 3). Another person stated, “… 
no one has taken ICT special training but…I mean while 
watching YouTube in its way…” (Respondent 3). Similarly, 
the Radiologist stated, “… many of the things we want to 
fill are those that require a wireless connection…. to net-
worked… if connecting… the directory will be processed 
elsewhere…” (Respondent 1).

Factors associated with digital health security practices
The factors of health professionals toward digital health 
data security practices are assessed using binary and 
multivariable logistic regression. Based on this, the find-
ings of this study revealed that computer skills, motiva-
tion towards digital data security, attitude, perceived risk, 
monthly salary, owner ability of smartphone, and sharing 
digital devices in the working area are identified as non-
significant factors for digital health data security practice. 
Hence, this needs further investigation in different set-
tings using different methods. The significant factors are 
also presented as follows.

The findings of this study identified age as a signifi-
cant factor for data security practice; professionals in 
the 41–45 age category was 89.3% (AOR = 0.107, 95% CI 
[0.023–0.51]) less likely to practice digital data security. 
Health professionals with master’s degrees were 2.45 
(AOR = 2.45, 95% CI [1.138–5.3]), and those with post-
master’s degrees were 3.87 (AOR = 3.87, 95% CI [1.3–
11.5]) times more likely to practice digital data security. 
The professionals who visited the internet for more than 
two and a half hours per day were 2.46 (AOR = 2.46, 95% 
CI [1.45–4.097]) more likely to practice digital data secu-
rity than those who visited the internet for less than or 
equal to two hours per day. The other finding indicates 
that those who received basic computer training were 
2.77 (AOR = 2.77, 95% CI [1.62–4.73]) times more likely 
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to practice digital data security than those who did not 
receive basic computer training. The findings show that 
those trained in digital data security were 2.14 times 
(AOR = 2.14, 95% CI [1.1–4.16]) more likely to prac-
tice digital data security. Finally, professionals who have 
knowledge of digital data security were 1.766 times 
(AOR = 1.76, 95% CI [1.01–3.10]) more likely to practice 
digital data security than who have not knowledge on 
data security (Table 4).

Discussion
This study aimed to assess the practice of digital health 
data security in healthcare settings. Digital security tech-
nology is still evolving rapidly [36]. However, this study 
revealed that 45.0% of health professionals practice dig-
ital data security. This result is consistent with those of 
studies conducted in Australia [37], Canada [23], and the 
USA [38]. This similarity is due to health care organiza-
tions prioritizing the security of health care digitization. 
However, this contradicts the findings of a study con-
ducted in Europe, which reported 34% [39]. Hence, this 
may be due to variation in the sampling methods used. 
Previous studies conducted in specialized teaching refer-
ral hospitals in the Amhara region revealed that there 
was high utilization of health information, accounting 
for 70.8% of all health information [40]. However, com-
pared with the utilization of health information, the level 
of digital data security practice is not sufficient. In addi-
tion, the qualitative findings also indicated that “health 
professionals are not very familiar with digital security 
technology and do not practice digital data security well” 
(Respondent 3).

The findings revealed that the 41–45-year-old group 
had 89.3% lower odds of practicing digital data security 
than did the 20–25-year-old group. These findings indi-
cate that young adults are more likely to practice digital 
data security than those aged 41–45 years. This is in line 
with a study conducted in Australia [37]. Furthermore, 
this finding is consistent with a study in India in which 
young people benefit from practicing digital data security 
to protect themselves from digital threats [35]. In addi-
tion, the qualitative findings show that “young adults are 
more active in technology and practice digital data secu-
rity techniques” (Respondent 2).

The study revealed that master’s and postmaster’s 
degree professionals were 2.45 and 3.87 times more likely 
to practice digital data security, respectively. This finding 
contrasts with a study conducted in India that showed 
that educational status was not significant for practicing 
digital security [35]. This could be due to variation in the 
samples used to represent the populations. However, the 
key informant said that the “…education level influences 
the practice of digital health data security because the 
study of the course is different across levels of education…” 

(Respondent 3). The findings show that health profes-
sionals who visited the internet for more than two and a 
half hours per day were 2.46 times more likely to prac-
tice digital data security. This finding is consistent with 
a study conducted in India [35]. A key informant also 
said that “professionals have an opportunity to use search 
engines three or four times a day…so, they practice digital 
data security more” (Respondent 4).

The findings revealed that those who received basic 
computer training were 2.77 times more likely to prac-
tice digital data security. This result was supported by 
a key informant, who explained that “people who have 
taken special computer training are more likely to practice 
than others” (KIP7). The findings also show that trained 
health professionals in digital data security are 2.14 times 
more likely to practice digital data security than those 
not trained in digital data security. However, only 18.66% 
of the participants were trained in digital data security. 
This shows that health care management pays little atten-
tion to digital data security [15]. As a guideline, standard 
ISO 27,799 recommends that to prevent the exposure 
of sensitive data, healthcare personnel should receive 
affordable security training when they begin working as 
professionals in a hospital [36].

Finally, health professionals who have knowledge of 
digital health data security were 76.6% more likely to 
practice digital data security. However, only 48.76% of 
the participants have knowledge of digital data security. 
This result is in line with a previous study in Canada 
that revealed that knowledge was the strongest predic-
tor of practicing digital security countermeasures [23], 
and other studies also reported that knowledge related to 
digital security was determined to play a significant role 
in the practice of digital security [38]. This finding was 
supported by a qualitative study in which key informant 
interviewees explained that “there was a lack of training 
due to this, there is lack of knowledge and consequences 
of the poor practices in digital data security” (Respondent 
4).

Limitations and recommendation
However, the study was triangulated by using a quanti-
tative study supplemented by a qualitative study, and a 
cross-sectional study was used. This limits the determi-
nation of the causal relationships between predictors 
and outcome variables. A small sample size in some sub-
groups was the confidence made wide.

The purpose of this study is to improve health profes-
sionals’ practices in terms of digital health data security. 
Hence, they update their knowledge of digital security 
to secure data in the digital space. Specialized teach-
ing hospitals should provide training on the basis of 
age and educational status with respect to digital data 
security so that health professionals can develop a safe 
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Table 4  Bi-variable and multi-variable analysis of factors with the practice of digital data security among health professionals working 
at a specialized teaching hospital in the Amhara region, Ethiopia (n=402)
Variables Poor practice (%) Good practice (%) COR (95%CI) AOR (95%CI)
Age
   20-25 7 (1.74) 9 (2.24) 1 1
   26-30 49 (12.19) 66 (16.42) 1.045 (0.037 - 3.01) 0.901 (0.262- 3.18)
   31-35 56 (13.93) 37 (9.20) 0.514 (0.176 - 1.50) 0.430 (0.119- 1.58)
   36-40 74 (18.41) 47 (11.69) 0.494 (0.172 - 1.42) 0.330 (0.09 - 1.21)
   41-45 27 (6.72) 13 (3.23) 0.374(0.114 - 1.23) 0.107 (0.023- 0.51) ***
   46-47 8 (1.99) 9 (2.24) 0.875 (0.222 - 3.45) 0. 288 (0.048- 1.72)
1Educational status
   Bachelor 178 (44.28) 115(28.61) 1 1
   Master’s 28 (6.97) 27 (6.72) 1.493 (0.837 - 2.661) 2.45 (1.138 - 5.3) **
   Post masters 15 (3.73) 39 (9.70) 4.024(2.122 - 7.632) 3.87 (1.3– 11.5) **
Monthly salary
   ≤ 10,000 160 (39.80) 113 (28.11) 1 1
   < 10000-15000 51 (12.69) 46 (11.44) 1.277(0.802 - 2.035) 1.165(0.573- 2.37)
   > 15,000 10 (2.49) 20 (4.98) 3.115 (1.42 - 6.832) 1.29 (0.331- 5.01)
Have their own smartphone
   No 81 (20.15) 31 (7.71) 1 1
   Yes 140 (34.83) 150 (37.31) 2.8(1.743 - 4.496) 1.07 (0.594- 1.93)
Share digital device in the working area
   No 21(5.22) 10 (2.49) 1 1
   Yes 200 (49.75) 171 (42.54) 1.795(0.823 - 3.918) (1) 24(0.628- (2) 45)
Process health data using digital device daily
   No 46 (11.44) 28 (6.97) 1 1
   Yes 175 (43.53) 153 (38.06) 1.436(0.856 - 2.41) 0.79(0.294- 2. 156)
Visit internet per day
   < 2.5 h 126 (31.34) 54 (13.43) 1 1
   ≥ 2.5 h 95 (23.63) 127 (31.59) 3.119(2.06 - 4.724) 2. 46 (1. 45- 4. 097) ***
Took basic computer training
   No 132 (32.84) 41 (10.20) 1 1
   Yes 89 (22.14) 140 (34.83) 5.064 (3.262 - 7.862) 2. 768 (1. 62- 4.73) ***
Trained in digital data security
   No 198 (49.25) 129 (32.09) 1 1
   Yes 23 (5.72) 52 (12.594) 3.47 (3.262 - 7.862) 2.14 (1.1 - 4.16) **
Computer skill
   Poor 109 (27.11) 39 (9.70) 1 1
   Good 112 (27.86) 142 (35.32) 3.543 (2.278 - 5.511) 1.507 (0.853- 2.66)
Attitude towards digital data security
   Unfavourable 119 (29.60) 66 (16.42) 1 1
   Favourable 102 (25.37) 115 (28.61) 2.03(1.36 - 3.03) 0.79 (0.449- 1.391)
Knowledge about digital data security
   Poor 140 (34.83) 66 (16.42) 1 1
   Good 81(20.15) 115(28.61) 3.01(2.003 - 4.529) 1.766 (1.01 - 3. 10) **
Motivation to practice digital data security
   Low 120 (29.85) 70 (17.41) 1 1
   High 101 (25.12) 111 (27.61) 1.884(1.264 - 2.809) 1.11(0.633- 1.958)
Perceive risk on digital data security
   Low 127 (31.59) 73 (18.16) 1 1
   High 94 (23.38) 108 (50.25) 1.99(1.34 - 2.98) 1.617(0.92- 2.821)
1Educational status describes the level of education. These are bachelor degree, master’s degree, and post master’s degree

*** p<.01, ** p<.05, * p<.1
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digital environment. Finally, the Amhara Regional Health 
Bureau and Minister of Health should use the findings to 
guide digital health strategies to harmonize health pro-
fessionals with digital security while practicing digital 
health applications.

Implications for health care practice and policy
Digital health data security is the hottest issue, especially 
in healthcare settings. Knowing digital health security 
practices strengthens health information systems, espe-
cially in resource-limited settings, because there is insuf-
ficient evidence on digital health security. This study 
revealed that healthcare professionals need to practice 
digital health security through continuous training and 
knowledge about digital security. This finding also reveals 
that health professionals have paid little attention to the 
safety of digital health data. Health policymakers should 
take this study as input and guide policies on digital 
health.

Conclusion
A previous study revealed that the digital health data 
security practices of health professionals were relatively 
inadequate. The candidate variables of age, education 
level, time spent visiting the internet, basic computer 
training, training in digital data security, and knowledge 
are significant for improving the practice of health pro-
fessionals toward digital health data security. A qualita-
tive result shows that these obstacles can be solved by 
providing appropriate digital health data security train-
ing, fulfilling the IT infrastructure, and improving the 
knowledge of health professionals related to digital data 
security. Therefore, improving and synchronizing health 
professionals with digital health data security is needed.

Summary table
What was already known on the topic:

 	• Digital health data security is an essential component 
for delivering efficient and effective healthcare 
services.

 	• Several digital data breaches have involved 
tracking sensitive health information for monetary 
importance.

 	• In resource-limited settings, there is a lack of 
security-keeping measurement tools to keep 
healthcare data/information.

What this study added to our knowledge:

 	• The study indicates that 45% of health professionals 
have practiced digital health data security tools 
inappropriately.

 	• To improve the level of digital health data security 
practice of health professionals, training, education, 
and updated knowledge constitute the core of the 
digital health system.
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