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Abstract

Background Despite recent progress in misinformation detection methods, further investigation is required

to develop more robust fact-checking models with particular consideration for the unique challenges of health
information sharing. This study aimed to identify the most effective approach for detecting and classifying reliable
information versus misinformation health content shared on Twitter/X related to COVID-19.

Methods \We have used 7 different machine learning/deep learning models. Tweets were collected, processed,
labeled, and analyzed using relevant keywords and hashtags, then classified into two distinct datasets: “Trustworthy
information”versus “Misinformation’, through a labeling process. The cosine similarity metric was employed to address
oversampling the minority of the Trustworthy information class, ensuring a more balanced representation of both
classes for training and testing purposes. Finally, the performance of the various fact-checking models was analyzed
and compared using accuracy, precision, recall, and F1-score ROC curve, and AUC.

Results For measures of accuracy, precision, F1 score, and recall, the average values of TextConvoNet were found
to be 90.28, 90.28, 90.29, and 0.9030, respectively. ROC AUC was 0.901. Trustworthy information” class achieved an
accuracy of 85%, precision of 93%, recall of 86%, and F1 score of 89%. These values were higher than other models.
Moreover, its performance in the misinformation category was even more impressive, with an accuracy of 94%,
precision of 88%, recall of 94%, and F1 score of 91%.

Conclusion This study showed that TextConvoNet was the most effective in detecting and classifying trustworthy
information V.S misinformation related to health issues that have been shared on Twitter/X.

Keywords COVID-19, Convolutional neural networks, Deep learning, Health information management, Information
dissemination, Misinformation, Machine learning, Trustworthy information
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Background

The dissemination of information has increasingly
occurred through digital media [1]. In recent years, the
use of social media platforms has become a significant
source for gathering and studying health information. On
these digital platforms, users actively share their infor-
mation, opinions, and experiences regarding diseases,
treatments, and other health-related topics [2]. Twitter/X
is one of the most popular social media that has shared
a large amount of health-related information [3]. This
social media is a valuable tool for real-time monitoring of
public health, including early detection and intervention
for infectious diseases such as COVID-19 [4].

However, the reliability of the information dissemi-
nated on social media can be occasionally questionable,
leading to the generation and spread of misinformation
[5]. The proliferation of health-related misinformation
on social media poses a significant threat to public health
and government stability and circulates rapidly across
various platforms [2]. Such unreliable information can
have long-lasting negative effects on the lives of people.
Particularly in the healthcare domain, this may lead to
serious damage. So accurate detection is important but,
retrieving reliable and trustworthy information from the
web takes time and effort and acts as an essential first
stage in monitoring public health online [6]. Therefore,
it is crucial to determine the accuracy of the information
shared about COVID-19 to warn media users to suspect
content [7]. Retrieving information from document col-
lections containing misinformation is a major and big
challenge. Users may need to help differentiate between
accurate and inaccurate health information when using
social media. The presence of misinformation may lead
users to make poor decisions about their health situa-
tion. The TREC Health Misinformation track encourages
research on information retrieval techniques that favor
accurate and reliable information [8].

The most effective strategy for preventing the spread of
misinformation is to fact-check the claims with reliable
information from credible sources. Thus, false or misin-
formation, credibility, and fact-checking are interrelated
terms [2]. Fact-checking is the process of evaluating the
accuracy of information to determine its truthfulness
and involves examining the facts to verify the legiti-
macy of the given information (9-10). Fact-checking
can be achieved through automated text classification
approaches which can be broadly categorized into rule-
based, data-driven-based (Machine Learning/Deep
Learning-based approaches), and hybrid approaches
[11-13]. Automated fact-checking not only addresses
the challenge of news integrity verification but also,
helps to combat the spread of misinformation in today’s
fast-paced media landscape. Thus, this approach has
received considerable attention due to the proliferation
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of unreliable information (e.g., fake News, misinforma-
tion) on social media [10, 14]. Machine learning-based
approaches have been significantly effective tools for dis-
tinguishing reliable information from misinformation in
recent years [15]. These algorithms can verify the truth of
data by comparing it to previously confirmed facts, and
then categorize it as legitimate or illegitimate [16].

Despite the advantages of these approaches in detect-
ing misinformation, they can lead to less accuracy or bias
when handling sparse data, null values, or term frequen-
cies. Addressing these challenges remains an active area
of research [16]. The results of recent systematic reviews
analyzing COVID-19 and other health-related datasets
revealed differences in lexical and affective features [16,
17]. These analyses identified challenges in automatically
detecting health-related misinformation and provided
recommendations for future research. Studies high-
lighted the growth of content in social media during the
pandemic, emphasizing the need for improved natural
language understanding and text classification, especially
in non-English languages [16]. Convolutional Neural
Networks (CNN) based models, a type of deep learn-
ing architecture, have emerged as a powerful tools for
text classification, particularly for short texts like tweets.
Their ability to automatically identify patterns and key
phrases in text makes them well-suited for this task [4,
18].

Previous studies have indicated that Twitter/X is a rela-
tively fair social media platform with more than 199 mil-
lion daily active users who can post, retweet, like, and
comment within 280 characters, including links, videos,
or images. Most of the messages are publicly available
[19]. However, the rapid dissemination of misinforma-
tion about COVID-19 through this platform has resulted
in several adverse consequences, including increased
vaccine hesitancy, inappropriate medication use, and
decreased trust in public health institutions [20—-24].

Such misinformation can have life-threatening conse-
quences by discouraging essential preventative (25-26).
Assessing the extent and influence of misinformation is
important for policymakers and public health organiza-
tions to predict population health behaviors. Therefore,
in this study, we used Twitter/X to evaluate and com-
pare different fact-checking models. This social media
presents unique constraints due to the high volume,
real-time nature, and inherent ambiguity of health infor-
mation disseminated. We aimed to identify a more accu-
rate and efficient approach to detecting health-related
misinformation on this social media by performing a
comparative analysis of the performance of these mod-
els. To achieve this, we collected, processed, labeled, and
analyzed COVID-19 tweets collected from Twitter/X
using relevant keywords and hashtags. The tweets were
then classified into two distinct datasets: “Trustworthy
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information’, and “Misinformation’; through a label-
ing process. We employed the cosine similarity metric
to address oversampling the minority class about tweets
labeled as “Trustworthy information’, ensuring a more
balanced representation of both trustworthy information
and misinformation for training and testing purposes.

Finally, we analyzed and compared the performance
of the various fact-checking models using standard per-
formance metrics. These metrics included accuracy,
precision, recall, and F1-score ROC curve, and AUC. By
evaluating these metrics, we aimed to identify the model
that demonstrated the most effective performance in
detecting health-related misinformation about COVID-
19 within the several proposed models.

The main Contributions of this study were:

1. Identifying the most effective approach
for classifying reliable information versus
misinformation health content shared on Twitter/X
related to COVID-19.

2. Comparison of performance across different
machine learning and deep learning models for
evaluating fact-checking models.

3. Implementation of a novel approach to handle
imbalanced datasets using cosine similarity.

4. Validation of the TextConvoNet model as the most
effective for misinformation detection.

This paper is organized as follows:

Section II reviews previous studies related to detect-
ing and fact-cheking health-related misinformation on
social media and CNN-based models for text classifica-
tion. Section III describes study method, the experimen-
tal setup and the fact-checking models used. Section IV
discusses the results obtained. Section V is Discussion,
Limitations, Implications of Researchand Future Works.
Finally, Section VI provides the research conclusion.

Literature review

Despite recent progress in misinformation detection
methods, it seems that further investigation is required
to develop more robust fact-checking models. Barve and
Saini (2021), developed a healthcare misinformation
detection model using machine learning classifiers like
Naive Bayes, which outperformed others in accuracy by
analyzing sentimental and grammatical features [2]. Zeng
et al. (2021), reviewed automated fact-checking and iden-
tified challenges such as narrow domains and imbalanced
datasets [10]. Schlicht et al. (2024), highlighted the focus
on COVID-19 misinformation detection, with limited
studies on other health topics [13]. Anusree et al. (2022),
introduced a social media fact-checking model, while
El Kah and Zeroual (2023), reviewed Arabic COVID-
19 datasets, guiding researchers toward trustworthy
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resources [14, 16]. Ni et al. (2023), found many health
misinformation datasets emerging since 2020, espe-
cially for COVID-19, though definitions of misinforma-
tion remain unclear [27]. Khemani et al. (2024), showed
superior performance of Graph Convolutional Networks
(GCNs) in detecting misinformation [28]. Hangloo and
Arora (2021), emphasized the role of CNN and RNN
models in multimodal misinformation detection, while
Comito et al. (2024), reviewed deep learning methods
and called for addressing issues like explainability and
cross-domain detection (29-30). Sikosana et al. (2024),
evaluated machine learning (ML) and deep learning
(DL) models for classifying COVID-19 misinformation
on social media platforms, including Twitter/X [31].
Their findings indicated that advanced neural network
approaches surpass traditional ML algorithms in detect-
ing health-related misinformation. The study empha-
sized the need for optimized models capable of adapting
to evolving misinformation narratives on social media
platforms. Hussna et al. (2024), revealed that approxi-
mately 80% of studies on fake news detection related to
COVID-19 on Twitter employed Deep Neural Networks
[32]. While these networks enhance performance, they
face challenges such as overfitting and higher predic-
tion times. The study highlighted the necessity for large,
robust training datasets and deeper community investi-
gations to improve the classification and fact-checking
of health-related information on social media. Chen et
al. (2023), examined the adaptability and effectiveness
of various deep learning models, including Long Short-
Term Memory (LSTM), Bi-directional LSTM (Bi-LSTM),
and Gated Recurrent Unit (GRU), across different text
lengths and languages [33]. Their models achieved higher
performance for English text compared to Chinese,
underscoring the importance of linguistic adaptability in
misinformation detection. Roy et al. (2023), developed
an automated model using LSTM networks, integrat-
ing word embeddings such as CountVectorizer and TF-
IDF [34]. Their model achieved an impressive accuracy
of 99.82%, surpassing traditional ML models and exist-
ing DL approaches, thus demonstrating the potential of
LSTM networks in capturing the nuances of misinforma-
tion in textual content. Conversely, Akhter et al. (2024),
employed a CNN-based DL model for detecting COVID-
19 fake news, achieving significant metrics such as a
mean accuracy of 96.19%, a mean F1-score of 95%, and
a high AUC-ROC of 98.5% [35]. These results illustrate
the CNN model’s capability in handling the complexity of
fake news content.

While the aforementioned studies demonstrate the
efficacy of their respective models, a critical limitation
lies in their applicability to real-world scenarios. Misin-
formation often involves evolving narratives and diverse
formats, which present challenges for maintaining model
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accuracy in dynamic and heterogeneous online environ-
ments. Although achieving high accuracy, these models
could benefit from broader evaluations of their perfor-
mance in such scenarios.

This study seeks to address the gaps identified in prior
research by uniquely integrating cosine similarity for data
augmentation. This approach facilitates balanced datas-
ets for trustworthy and misinformation classes, thereby
enhancing classification performance. Furthermore, the
proposed TextConvoNet model, with its parallel convo-
lutional pathways, demonstrates superior performance
compared to existing machine learning and deep learn-
ing techniques, offering a novel solution to the challenges
of misinformation detection in complex, real-world
contexts.

Methods

Study design and setting

This study aimed to identify the most effective approach
for detecting and classifying reliable information versus
misinformation in health content shared on Twitter/X,
related to COVID-19 from 1 Jan 2020 to 30 June 2022.
We used seven different machine learning/deep learn-
ing models. Tweets were collected, processed, labeled,
and analyzed using relevant keywords and hashtags.
Then classified into two distinct datasets: “Trustworthy
information” versus “Misinformation’, through a label-
ing process. The cosine similarity metric was employed
to address oversampling the minority of the trustworthy
information class, ensuring a more balanced represen-
tation of both classes for training and testing purposes.
Finally, the performance of the various fact-checking
models was analyzed and compared using accuracy, pre-
cision, recall, F1-score, the ROC curve, and AUC.

Data gathering

Firstly, we checked the literature and extracted a hashtag
list about COVID-19. For data gathering, we used Lopez
& Gallemore (2021) dataset, publicly available on Git
Hub (https://github.com/lopezbec/COVID19_Tweets_D
ataset) [29]. This dataset contains 2020-2022 COVID-1
9-related tweets published on Twitter/X. We have col-
lected 11,896,788 tweets text using Twitter API software
(https://developer.twitter.com/docs/twitter-api),  from
this data set with the below criteria:

English language tweets containing the following
hashtags and with more than 5 likes and retweets were
considered for review.

Hashtag lists: 2019_ncov, 2019ncov, corona, coronavi-
rus, ncov2019, ncov_2019, coronaviruses, coronavirus_
outbreak, coronavirus outbreak, coronavirus_updates,
coronavirus updates, covid_19, covid19, ncov19, wuhan_
virus, wuhan-virus, wuhanvirus, omicron_variant,
omicronvariant.
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For a comprehensive performance evaluation of vari-
ous fact-checking approaches for text clustering, we used
seven different machine learning/Deep learning tech-
niques namely, Decision Tree (DT), Random Forest (RF),
Support Vector Machine (SVM), Gated Recurrent Unit
(GRU), Long Short-term Memory (LSTM), TextCon-
voNet, and a stacking ensemble learning with DT, RF, and
SVM. Using these techniques helps establish the usability
of the better model and increases the generalization of
the results.

The stacking ensemble learning paradigm, such
as DT, RF, and SVM as basic clustering models, can
improve prediction accuracy [30, 36]. Previous research
depicted that this approach leverages the complementary
strengths of different models to construct a metamodel
capable of capturing complex patterns in data [37].

Implementation environment

All the experiments to examine the models’ performance
are carried out on a system with a Dual-Core Intel Core
i7 processor, 12 GB RAM, running Windows 10 operat-
ing system, with a 64-bit processor and NVidia K80 GPU
kernel. All experiments were performed in the Google
Colab environment with the use of Keras and Scikit
Learn from Python 3.0 V.

Used datasets

To conduct training and testing we used 7 various datas-
ets containing labeled short texts and publicly available.
The details of the used datasets are given in Table 1. In
these datasets, usually more than two labels are provided
for the data. Notably, only English-language cases and
labels with certainties such as True and False have been
extracted and used from this dataset.

Data cleaning and preprocessing

Data preprocessing is performed firstly by removing
irrelevant data such as, duplicates, converting text to
lowercase, and eliminating punctuations, stop words,
single characters, and numbers. We extracted features
from original datasets including tweet ID, body text,
and labels, then we used tokenization and vectoriza-
tion techniques to transform the word sequence into
numerical representations. Basic vectorization meth-
ods such as TF-IDF and bag of words operate based on
the frequency of word occurrences. The problem with
these methods for large corpora is the creation of a high-
volume sparse matrix as the final vector matrix. When
hardware resource constraints exist, these methods are
not practical or usable [44]. Therefore, in such cases,
the use of Word embedding methods such as Skip-gram
with negative sampling and GloVe, which assign numeri-
cal representations to words, are recommended. These
methods are effective in quantifying societal biases and
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stereotypes in texts by overcoming the limitations of
frequency-based approaches [45]. For applying Text-
ConvoNet to generate word vectors from sentences, we
used GloVe a pre-trained word embedding model [46]. In
GloVe vectorization each word is associated with a vec-
tor representation based on co-occurrence probabilities
of word pairs. This vectorization approach computes
word vectors by considering the likelihood of simultane-
ous occurrences of two words, ultimately deriving the top
300 words with the highest co-occurrence probabilities
for each word [47]. TextConvoNet recommends utilizing
a vector length of 300 for each word [15].

To optimize hardware resources in this study, the vec-
torization of each word has been performed using only
the initial 100 words. As a result, each text is transformed
into a 100*100 matrix, reflecting the consideration of the
initial 100 words in each text and a vector length of 100
for each word, thus leading to the mapping of each word
to a 100-dimensional vector. After preprocessing, the
tweet topics were extracted from the texts and classified
as trustworthy information or misinformation.

Cluster analysis to handle imbalance dataset

Cluster analysis refers to the application of computa-
tional and statistical methods to classify data. The goal of
this process is to classify data into different clusters and
make the similarity of cluster data as big as possible. In
text clustering, some characteristics of data, such as the
distribution of words, are used to facilitate classification
[48]. Conventional text clustering methods are usually
classified into four groups namely feature selection and
transformation methods, distance-based clustering algo-
rithms, word and phrase-based clustering, probabilistic
clustering and topic models [49].

Due to the scarcity of data labeled as “Trustworthy
information” compared to the data labeled as “Misinfor-
mation,” and highly imbalanced dataset. To address the
oversampling of the minority class and increase the num-
ber of tweets in this class, we have utilized cosine similar-
ity distanced-based clustering to identify more accurate
data and ensure a more balanced representation of both
classes, injected them into existing data resources with
“Trustworthy information” label.

The utilization of the cosine similarity metric in text
clustering provides the advantage of reducing the empha-
sis on irrelevant words and shows robustness against
noisy data. This method has been leveraged for initial
classification, improving the identification of precise
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data, and their integration into current data resources.
Studies have shown that cosine similarity is effective in
comparing textual content [50]. For this purpose, we ran-
domly selected 250 tweets from Dataset 7 by Lopez and
Gallemore (2021) using the shuffle function in Python
[29]. These tweets were labeled using FactCheck.org and
reuters.com tools. Subsequently, 180 tweets were labeled
as “Trustworthy information” and 70 were labeled as
“Misinformation”

Trustworthy information labels were selected from
this data and compared with tweets from the initial 6
months of 2020 to identify more trustworthy samples.
In this comparison, all tweets that had a cosine similar-
ity of over 0.3 were added to the final dataset for training
and testing the network. The appropriate threshold for
computing cosine similarity (0.3) was determined using
trial and error. To do this, several thresholds (from 0.1 to
0.4 respectively) were measured and 2 medical librarians
and information specialists familiar with fact-checking
compared the validity of the results. These thresholds are
reported in Table 2.

The initial step involved the computation of the cosine
similarity between each tweet and the entirety of the
tweet corpus. Subsequently, the data was partitioned into
two distinct clusters: one comprising tweets with simi-
larity values less than the designated threshold, and the
other encompassing those with similarity greater than
the threshold. The target threshold was selected based
on the precision parameter, which serves as a proxy for
the classification accuracy of the trustworthy information
class. To this end, the number of True Negatives (TN)
and False Positives (FP) were tallied following each clus-
tering iteration, enabling the calculation of the precision
metric for each threshold considered.

A comparative analysis of the True Positive (TP) and
False Positive (FP) rates was conducted across the vari-
ous thresholds evaluated. At the 0.2 threshold, the data
exhibited a heightened propensity for the injection of
misinformation-labeled instances into the trustworthy
information class, as evidenced by the elevated FP rate.
Conversely, thresholds exceeding 0.4 were found to yield
a negligible number of highly similar tweet clusters, ren-
dering them unsuitable for practical application.

The 0.3 and 0.35 thresholds evaluation revealed no
substantial difference in the percentage of positive and
negative data injection. Importantly, the results were
simultaneously reviewed by two medical librarians
and information science specialists. The independent

Table 2 Comparison of true positive and false positive in studied thresholds for “Trustworthy information” class

Threshold 0.1 0.15 0.2 0.25 0.3 0.35 0.4
True Negative 173 167 145 98 54 27 11
False Positive 66 61 48 33 18 9 6
Precision 0.67 0.73 0.75 0.74 0.75 0.75 0.64
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evaluations corroborated the findings and provided addi-
tional insights to inform the final threshold selection.

In regards to these findings, with 0.75 precision, 54
TP & 18 FP a threshold of 0.3 was ultimately chosen as
the optimal parameter for identifying trustworthy infor-
mation in our dataset. This decision was predicated on
the need to strike a balance between minimizing the
risk of contaminating the trustworthy information class
and maximizing the injection of reliable data samples to
enhance the training dataset.

After enhancing tweets in the “Trustworthy informa-
tion” cluster, we tried to perform fact-cheking of main
tweets with cosine similarity, so we categorized the main
dataset into two clusters (Trustworthy information VS.
Misinformation) with binary class text. then fact-cheking
was performed.

Implementation of the model

Of 7 experiment models, each model is characterized by
specific hyperparameters. In machine learning, adjusting
hyperparameters specific to the model is crucial for opti-
mal performance, because these hyperparameters play
a crucial role in controlling the complexity and overfit-
ting of the models. For instance, in Convolutional Neu-
ral Networks (CNN), these hyperparameters include the
number and type of layers, the number of convolutional
operators (filter size), dimensions of convolution ker-
nels (kernel size), training epochs, batch size, and other
related factors, but in Decision tree-based models, hyper-
parameters include maximum tree depth and the number
of trees used. In the context of this study, default parame-
ters have been employed for DT, RF, SVM, and ensemble
learning models. GRU and LSTM models were imple-
mented using one and two-layer recurrent networks with
varying numbers of cells. (16, 32, 64, and 128). To prevent
overfitting, common methods like Dropout and regular-
ization techniques such as L1 and L2 were employed, but
it was not successful and overfitting occurred [51].

TextConvoNet model

Convolutional neural networks are one of the text clas-
sification methods that are very effectively used to solve
the problem of text classification [52]. The result of the
classification is the distribution of the probabilities that
the text belongs to be forehand defined classes. We used
the TextConvoNet model that was proposed by Soni
et al.(2023) [15],. Their proposed architecture uses a
2-dimensional convolutional filter to extract the intra-
sentence and inter-sentence n-gram features from text
data. First, it represents the text data as a paragraph-
level (multi-sentence) embedding matrix, which helps in
applying 2-dimensional convolutional filters. Thereafter,
multiple convolutional filters are applied to the extracted
features. The resultant features are concatenated and fed
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into the classification layer for classification purposes.
TextConvoNet architecture, illustrated in Fig. 1, includes
four parallel convolutional subnetworks known as path-
ways. Each pathway contains three 2-dimensional convo-
lutional layers, one Relu layer, and a 2-dimensional Max
pooling layer.

The first two pathways, which conduct data as a main
pathway, are concatenated and utilized to obtain an
intra-sentence relationship. Meanwhile, the second two
pathways, also known as the second main pathway, are
concatenated to obtain an inter-sentence relationship.
Finally, these two main pathways are concatenated, and
the classification is carried out in a fully connected layer.
TextConvoNet did not suggest utilizing dropout. Drop-
out means temporarily leaving out some neural network
neurons from calculations in each iteration of the train-
ing phase. These neurons are randomly selected and
removed from the network architecture. This method
has been very successful in preventing overfitting. Since
some neurons are removed from the process of training
and calculations of network weights, excessive training
will not happen on these neurons, and eventually over-
fitting is avoided [53]. However, in this study dropout
was used before the Relu layer in all pathways to pre-
vent overfitting. The dropout rate of 0.5 was selected in
this research. The model was trained on a batch size of
128 with a learning rate of 0.0001. Adam optimizer was
used with the Binary Cross-Entropy loss function (BCE).
Model hyperparameters and settings are presented in
Table 3.

Performance evaluation

In the experimental evaluation, we used 4 standard mea-
sures due to their broad applicability, to evaluate the
performance of the prediction models. Performance
measures were accuracy, precision, recall, and f-score.
A detailed description of these performance measures is
presented in Table 4. As one of the most widely applied
and applicable tools for model evaluation and selection,
The k-fold cross-validation method was used to enhance
the assessment of results TextConvoNet model.

Results

The results of the study demonstrated that among the
text classifier used models, the TextConvoNet model pro-
duced significant result values and exhibited the best per-
formance among the models for health misinformation
detection tasks on Twitter/X. For measures of accuracy,
precision, F1 score, and recall the average values of Text-
ConvoNet were 90.28, 90.28, 90.29, and 0.9030, respec-
tively. The ROC AUC score was 0.901. These values were
higher than those obtained by other machine learning
and deep learning-based models that were investigated,
indicating robust discriminatory power. Table 5 presents
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Fig. 1 The schematic model of the study process and TextConv model architecture

Table 3 TextConvoNet model hyperparameters values

Hyperparameters

Main pathway Subdivided size kernel
pathway
Inter-sentence 1 2*1
2 2%2
Intra-sentence 1 1*2
2 13
Setting
Input arrays'size 100*100

Number of fully connected network layer 128

neurons

Loss function Binary cross entropy

Learning rate 0.0001
Optimizer Adam
Batch size 128

the findings of the machine learning and deep learning
models evaluated in terms of their performance metrics.

The results of the 5-fold cross-validation, presented in
Table 6, further reinforced the robustness of the Text-
ConvoNet architecture, with an accuracy of 89.03%, pre-
cision of 89.06%, recall of 88.94%, and F1 score of 89.0%.

Fig. 2 illustrates the evolution of TextConvoNet’s loss
and accuracy throughout the training process. The loss
value was reduced and the model did not overfit. The
accuracy curve indicated a consistent increase in accu-
racy over successive epochs, with a plateau occurring
around epoch 5. This outcome aligns with the decision to
terminate the training process after five epochs to reduce
the risk of overfitting, as evidenced by the model’s supe-
rior performance on the held-out validation set.

To gain a more profound understanding of the model’s
effectiveness, we conducted a detailed analysis of the
results in Table 7. The “Trustworthy information” class
achieved an accuracy of 85%, precision of 93%, recall of
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Metric Formulation Defination
Accuracy __ TP+TN Accuracy refered to the amount of accurate assump-
TPFTN+FP+FN ) )
tions the algorithm produced for forecasts of all sorts.
Precision _TP Precision was the percentage of successful cases that
TP+FP
were reported correctly.
Recall __TP__ It was the number of right positive outcomes divided
TP+FN : ;
by the number of all related samples (including
samples that were meant to be positive).
F 1-score gk (Precison*Recall) _ TP It was the harmonic mean of the precision and recall

(Precison+Recall) — TP+ %(FP+FN)

values.

TN=True Negatives
TP=True Positives
FP=False Positives
FN=False Negatives

Table 5 Classification results of the baseline models
(TextConvoNet, DT, RF, SVM, and stacking ensemble of DT, RF,
SVM) for different performance measures

Models Accuracy F Precision  Recall ROC
Score AUC

TextConvoNet 90.28 90.29 90.28 90.30 0901

DT 74.72 73.62 72.94 7433 0.749

RF 80.16 7815 8190 7473 0874

SYM 69.15 6750  67.53 6747 0687

Stacking en- 80.42 7893  80.70 7723 0864

semble (DT, RF,

SVM)

GRU* Overfitted

LSTM* Overfitted

*GRU and LSTM were over—fitted due to training data rapidly

Table 6 The k-fold cross-validation results in the TextConvoNet

86%, and F1 score of 89% for the TextConvoNet algo-
rithm. Moreover, its performance in the Misinformation
category was even more impressive, with an accuracy of
94%, precision of 88%, recall of 94%, and F1 score of 91%.

Fig. 3 presents the receiver operating characteristic
(ROC) curve for the studied models, allowing for a com-
parative analysis of the false positive and true positive
rates. The area under the ROC curve for the DT, SVM,
RE, Stacking ensemble, and TextConvoNet models is
0.749, 0.687, 0.874, 0.869, and 0.901, respectively. AUC
(Area Under the Curve) could be used to effectively com-
pare the performance of methods in binary classification.
Considering the results from Table 5; Fig. 3, the TextCon-
voNet method was effective in classifying the data com-
pared to other methods.

model Discussion
Cross-validation method Accuracy FScore Precision Recall In this study we employed a range of text classifier mod-
)
5-fold 8903 890 806 8894 els, including DT, RE, SVM, GRU, LSTM, TextConvoNet,
and a stacking ensemble learning approach integrating
0.90 0.90
0.85 0.85
0.80 0.80
§ 0.75 2075
q
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Fig. 2 Loss and accuracy graph of TextConvoNet model on training and validation
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Table 7 The performance comparison between the baseline models on trustworthy information vs. misinformation classes

Models Class Accuracy F Score Precision Recall
TextConvoNet Trustworthy information 0.85 0.89 093 0.86
Misinformation 0.94 091 0.88 0.94
DT Trustworthy information 0.74 0.74 0.73 0.75
Misinformation 0.75 0.76 0.77 0.75
RF Trustworthy information 0.74 0.78 0.82 0.75
Misinformation 0.84 0.82 0.79 0.85
SVM Trustworthy information 067 0.67 0.68 0.67
Misinformation 0.70 0.71 071 0.71
Stacking ensemble Trustworthy information 0.77 0.79 0.81 0.78
(DT, RF, & SVM) Misinformation 083 082 0.81 0.83
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8
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=
=
w
(o]
a.
S 0.4
=
& -=- No Skill
0.2 // —— DecisionTree
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Fig. 3 ROC curve of baseline models

DT, RF, and SVM, to classify health information related
to COVID-19. Our goal was to identify the most effec-
tive approach for detecting and classifying trustworthy
information V.S misinformation health content shared on
Twitter/X related to COVID-19. This research contrib-
utes to the growing body of work on combating health
misinformation and offers insights into improving auto-
mated fact-checking approaches. The results of the study
demonstrated that TextConvoNet produced significant
result values and exhibited the best performance among

the models for health misinformation detection tasks on
Twitter/X. Specifically, TextConvoNet achieved superior
performance metrics, such as an accuracy of 90.28% and
an ROC AUC score of 0.901, which reflect its robust dis-
criminatory power. These results are along with Soni et
al. (2023) [15],. They compared TextConvoNet with other
machine learning, deep learning, and attention-based
models. Their results declared that the presented Text-
ConvoNet outperformed and yielded better performance
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than the other used models for text classification
purposes.

The effectiveness of TextConvoNet can be attributed
to its unique architectural design, which leverages paral-
lel convolutional pathways to capture both intra-sentence
and inter-sentence relationships. The 2D convolutional
filters efficiently extracted localized n-gram features and
long-range semantic dependencies, making the model
adept at distinguishing reliable health information from
misinformation in the noisy and concise language of
tweets. This is consistent with other studies that have
highlighted the efficacy of CNN models for short-text
classification tasks tasks such as sentence classification,
particularly in social media contexts [52, 56—59].

Social media texts often contain noise, such as cre-
ative and novel phrases, sarcastic emoji expressions, and
misspellings. Additionally, the class imbalance issue is a
serious problem. To address these challenges, Luo et al.
(2022), constructed a COVID-19 personal health men-
tions (PHM) dataset comprising over 11,000 annotated
tweets as a text classification task, and proposed a dual
convolutional neural network (CNN) structure to address
the concerns [4]. The dual CNN effectively utilized the
auxiliary information extracted by the A-Net to address
the class imbalance problem in the dataset. The effective-
ness of the dual CNN in identifying PHMs, particularly
those crucial for public health surveillance, was observed.

Scott and Matwin (1999), examined some alternative
ways to represent text based on syntactic and semantic
relationships between words [11]. Their results showed
that advancement in this field lies in the development of
innovative learning algorithms and techniques for inte-
grating existing learners. More advanced Natural Lan-
guage Processing techniques could generate better text
representations.

According to our results, TextConvoNet was able to
identify discriminative patterns to differentiate reliable
health-related information from misinformation. Fur-
thermore, there was a discernible inclination towards
more accurate identification of misinformation content.

In this study, ROC analysis revealed that the model
showed an impressive capacity for accurately differen-
tiating between trustworthy information and misinfor-
mation disseminated via Twitter/X. These findings are
consistent with previous studies that have demonstrated
the efficacy of CNN models for text classification, par-
ticularly when applied to short-form social media data [4,
18].

In contrast, LSTM and GRU models faced overfitting
despite the use of dropout and regularization techniques,
as observed in this study. This outcome highlights the
challenges of training deep neural networks on imbal-
anced and noisy datasets. Other research declared that
both LSTM and GRU models could face overfitting, a
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common problem in machine learning that can lead to
inaccurate predictions and generalization. Research-
ers have addressed this problem by using methods such
as dropout to reduce overfitting by weakening the con-
nections between neurons (54-55, 60). This finding is in
line with previous research indicating that deep neural
networks may be less adept at generalization on highly
skewed and noisy text data [61-63]. This indicates the
necessity for the implementation of additional regular-
ization techniques, data augmentation, or class-balanced
sampling methods that are specifically designed for the
detection of health misinformation [64—66].

Furthermore, despite the achievements of the stacking
model, its effectiveness is highly dependent on the diver-
sity and quality of its base learners. This highlights the
critical role of careful model selection and optimization.

It has been demonstrated that the use of text simi-
larity methods such as Cosine similarity for data aug-
mentation, is a valuable approach for addressing class
imbalance and enriching the “Trustworthy information”
class. This approach involves clustering tweets based on
their textual similarity with more diverse and representa-
tive samples can lead to a more robust training dataset
and improve the model’s ability to cluster [50].A signifi-
cant challenge identified in this study was the class imbal-
ance issue, which hindered the performance of certain
models.To address this, future research could explore
advanced data augmentation strategies, such as Cosine
similarity-based clustering and expert-guided threshold
tuning, which have proven effective in enriching training
datasets [67—-69].

Limitations
This study was faced with several limitations as below:

1. Data Collection: Internet restrictions and Twitter/X
filtering in Iran significantly delayed data collection.

2. Embedding Models: The lack of domain-specific
pre-trained GloVe embeddings may have affected
semantic understanding.

3. Generalizability: While the model performed well
on English tweets, its effectiveness in other languages
remains to be tested.

Implications of research

The findings of this study have significant implications
for advancing public health initiatives and misinforma-
tion management. The TextConvoNet model’s high accu-
racy and robust performance can empower researchers
to develop scalable systems for real-time misinformation
detection. Public health agencies could utilize such mod-
els for timely intervention, enhancing trust and compli-
ance during health crises.



Sharifpoor et al. BMC Medical Informatics and Decision Making

Future work

Future studies could explore the use of more advanced
contextual language models, such as BERT, to enhance
detection capabilities. In addition, while the multi-data-
set approach provides a strong foundation for model
training and can result in robust training datasets,
future studies could investigate its applicability in dif-
ferent health misinformation domains. The application
of contextual embedding methods for improved seman-
tic understanding, as well as the feasibility of integrating
cross-lingual datasets to expand the model’s utility, can
also be considered areas for future research.

Conclusion

This study has identified the most effective approach for
classifying reliable information versus misinformation
shared on Twitter/X related to COVID-19. By conduct-
ing a comparative analysis of multiple machine learning
and deep learning models, this research highlights the
superior performance of the TextConvoNet model in
misinformation detection. The implementation of a novel
approach to address dataset imbalances using cosine sim-
ilarity further strengthens the robustness of the proposed
methodology.

We believe that this study can make an important
contribution to reducing the public health risk of wide-
spread health misinformation on social media. The high
accuracy of the TextConvoNet model in automatically
verifying health information from tweets can facilitate
real-time monitoring and timely intervention by health
regulators and policymakers.

Consequently, these findings offer actionable insights
for researchers and public health agencies, enabling the
development of real-time misinformation detection sys-
tems that can be utilized during public health crises.

Abbreviations

DT Decision Tree

RF Random Forest

SVM Support Vector Machine
GRU Gated Recurrent Unit

LSTM  Long short-term memory

N True Negatives

FP False Positives

TP True Positive

FN False Negatives

CNN Convolutional Neural Networks
BCE Binary Cross-Entropy loss function

ROC Receiver Operating Characteristic
AUC Area Under the Curve

Acknowledgements
We use Deepl Writ as an Al tool for editing and grammar enhancement and
typeset.io for more relevant and newer literature.

Author contributions

MO, ESH, and MGA contributed to the study design.ESH and MAB collected
and analyzed the data. MO and ESH writing the first draft of the paper. All
authors revised the paper and approved the final version.

(2025) 25:73

Page 12 of 14

Funding
The authors received no financial support for the research, authorship, and/or
publication of this article.

Data availability

For data gathering, we used a dataset publicly available on Git Hub at: (https:/
/github.com/lopezbec/COVID19_Tweets_Dataset). So, informed consent was
not required for this study. The data that support the findings of this study are
available from the corresponding author upon reasonable request.

Declarations

Ethical approval

For data gathering, we used a dataset publicly available on Git Hub at: (https:/
/github.com/lopezbec/COVID19_Tweets_Dataset). So, informed consent was
not required for this study. Additionally, this study was reviewed and approved
by the Ethical Committee of Kerman University of Medical Sciences, Iran
(Ethical code No: IRKMU.REC.1401.276(.

Consent for publication
Not applicable.

Competing interests
The authors declare no competing interests.

Received: 4 October 2024 / Accepted: 28 January 2025
Published online: 11 February 2025

References

1. Zhou G, Li K, LuY. Linguistic characteristics and the dissemination of misin-
formation in social media: the moderating effect of information richness. Inf
Process Manag. 2021;58:102679.

2. BarveY, Saini JR. Healthcare misinformation detection and fact-checking: a
novel approach. Int J Adv Comput Sci Appl. 2021;12:295-303.

3. Zhengl, He Z HeS. An integrated probabilistic graphic model and FMEA
approach to identify product defects from social media data. Expert Syst
Appl. 2021;178:115030.

4. LuoL, WangY, Liu H. COVID-19 personal health mention detection
from tweets using dual convolutional neural network. Expert Syst Appl.
2022;200:117139.

5. Song X, Petrak J, Jiang Y, Singh |, Maynard D, Bontcheva K. Classification aware
neural topic model for COVID-19 disinformation categorisation. PLoS ONE.
2021;16:€0247086.

6. BarveY, Saini JR. Detecting and classifying online health misinformation with
‘Content similarity measure (CSM)' algorithm: an automated fact-checking-
based approach. J Supercomput. 2023;79:9127-56.

7. Nabeel M, GroBe C. Classifying COVID-19 disinformation on Twitter using a
convolutional neural network. In: International Conference on Information
Systems Security and Privacy. 2022. pp. 264-72.

8. Clarke CLA, Rizvi S, Smucker MD, Maistro M, Zuccon G. Overview of the TREC
2020 Health Misinformation Track. In: The Twenty-Ninth Text REtrieval Confer-
ence (TREC 2020) Proceedings. USA; 2020.

9. Saquete E, Tomds D, Moreda P, Martinez-Barco P, Palomar M. Fighting post-
truth using natural language processing: a review and open challenges.
Expert Syst Appl. 2020;141:112943.

10.  Zeng X, Abumansour AS, Zubiaga A. Automated fact-checking: a survey.
Lang Linguist Compass. 2021;15:e12438.

11. Scott S, Matwin S. Feature engineering for text classification. In: Proceed-
ings of the Sixteenth International Conference on Machine Learning. San
Francisco, USA; 1999.

12.  HadiW, Al-Radaideh QA, Alhawari S. Integrating associative rule-based
classification with Naive Bayes for text classification. Appl Soft Comput.
2018;69:344-56.

13.  Schlicht IB, Fernandez E, Chulvi B, Rosso P. Automatic detection of health
misinformation: a systematic review. J Ambient Intell Humaniz Comput.
2024;15:2009-21.

14.  Anusree VA, Aarsha Das KM, Arya PS, Athira K, Shameem S, FactOrFake. Auto-
matic fact checking using machine learning models. In: Machine Learning
and Autonomous Systems. Singapore; 2022. pp. 179-91.


https://github.com/lopezbec/COVID19_Tweets_Dataset
https://github.com/lopezbec/COVID19_Tweets_Dataset

Sharifpoor et al. BMC Medical Informatics and Decision Making

22.

23.

24,

25.

26.

27.

28.

29.
30.

31.

32.

33.
34.

35.

36.

37.

38.

Soni S, Chouhan SS, Rathore SS, TextConvoNet. A convolutional neural net-
work based architecture for text classification. Appl Intell. 2023;53:14249-68.
El Kah A, Zeroual I. Covid-19 dataset analysis: a systematic review. Artificial
Intelligence and Smart Environment. Cham; 2023. pp. 339-44.

Kim'Y, Choi J, Ji YA, Woo H. Insights from review and content analysis of cur-
rent COVID-19 mobile apps and recommendations for future pandemics. Int
J Environ Res Public Health. 2022;19.

Yu'S, Liu D, Zhu W, Zhang Y, Zhao S. Attention-based LSTM, GRU and CNN for
short text classification. J Intell Fuzzy Syst. 2020;39:333-40.

Pritom MM, Rodriguez RM, Khan AA, Nugroho S, Alrashydah EA, Ruiz B et al.
Case study on detecting COVID-19 health-related misinformation in social
media. arXiv. 2021.

Trogen B, Pirofski LA. Understanding vaccine hesitancy in COVID-19. Med.
2021;2:498-501.

Broniatowski DA, Kerchner D, Farooq F, Huang X, Jamison AM, Dredze M, et al.
Twitter and Facebook posts about COVID-19 are less likely to spread misinfor-
mation compared to other health topics. PLoS ONE. 2022;17:0261768.

Alkis Kuiglikaydin M, Esen S, Glrbuzer S. Did we trust in science during the
COVID-19 pandemic? Modeling the relationship between trust, awareness,
and conspiracy theories. Appl Cogn Psychol. 2023;37:1266-76.

Romer D, Jamieson KH. Conspiracy theories as barriers to controlling the
spread of COVID-19 in the US. Soc Sci Med. 2020;263:113356.

Nyika A, Nyika GT, Nyika JT, Nyika JT, Nyika T. COVID-19 pandemic: question-
ing conspiracy theories, beliefs or claims that have potential negative impact
on public health interventions and proposal for Integrated Communication
and Information Dissemination Strategies (ICIDS). J Dev Commun Stud.
2021;8:1-21.

Patil S, Gondhali G, Choudhari S, Dahiphale J, Narkar S, Raka V. Infodemic-A
new rapidly evolving virtual communicable pandemic with global threat!
Hypothetical or real? World J Adv Pharm Med Res. 2023;4:12-31.

Ali R, Jawed S, Baig M, Malik AA, Syed F, Rehman R. General public perception
of social media, impact of COVID-19 pandemic, and related misconceptions.
Disaster Med Public Health Prep. 2023;17:¢23.

Ni Z, Bousquet C, Vaillant P, Jaulent M-C. Rapid review on publicly available
datasets for health misinformation detection. In: Healthcare Transformation
with Informatics and Artificial Intelligence. 2023. pp. 123-6.

Khemani B, Patil S, Kotecha K, Vora D. Detecting health misinformation: a
comparative analysis of machine learning and graph convolutional networks
in classification tasks. MethodsX. 2024;12:102737.

Lopez CE, Gallemore C. An augmented multilingual Twitter dataset for study-
ing the COVID-19 infodemic. Soc Netw Anal Min. 2021;11:102.

Mandadapu P, Kazmi R. A stacking ensemble learning approach for financial
statement fraud detection. 2024.

Sikosana M, Ajao O, Maudsley-Barton S. A comparative study of hybrid
models in health misinformation text classification. In Proceedings of the
4th International Workshop on Open Challenges in Online Social Networks
(OASIS "24), September 10-13, 2024, Poznan, Poland. ACM: New York, NY,
USA. pp. 18-25. https://doi.org/10.1145/3677117.3685007

Hussna AU, Alam MGR, Islam R, Alkhamees BF, Hassan MM, Uddin MZ. Dis-
secting the infodemic: an in-depth analysis of COVID-19 misinformation
detection on X (formerly Twitter) utilizing machine learning and deep learn-
ing techniques. Heliyon. 2024;10(18):e37760. https://doi.org/10.1016/j.heliyo
n.2024.e37760.

Chen MY, Lai YW, Lian JW. Using deep learning models to detect fake news
about COVID-19. ACM Trans Internet Technol. 2023;23(2):1-23.

Roy PK, Tripathy AK, Weng TH, Li KC. Securing social platform from misinfor-
mation using deep learning. Comput Stand Interfaces. 2023;84:103674.
Akhter M, Hossain SM, Nigar RS, et al. COVID-19 Fake News Detection using
Deep Learning Model. Ann Data Sci. 2024;11(6):2167-98. https://doi.org/10.1
007/540745-023-00507-y

Faria J, Ullah SMA, Hasan MR. Stroke detection through ensemble learning: A
stacking approach. In: 2024 International Conference on Advances in Com-
puting, Communication, Electrical, and Smart Systems (iICACCESS). Dhaka,
Bangladesh; 2024. pp. 1-6.

Kavitha T, Trivikram K, BMR R, SS S, HS H. BR B. Elevating disease predic-

tion: A stacking ensemble learning approach. In: 2024 Third International
Conference on Distributed Computing and Electrical Circuits and Electronics
(ICDCECE). Ballari, India; 2024. pp. 1-6.

Sharma S, Agrawal E, Sharma R, Datta A, Facov. Covid-19 viral news and
rumors fact-check articles dataset. In: Proceedings of the international AAAI
conference on web and social media. 2022. pp. 1312-21.

(2025) 25:73

39.

40.

41.

42.

43.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

Page 13 of 14

Shahi GK, Nandini D. FakeCovid -- A multilingual cross-domain fact check
news dataset for COVID-19. arXiv. 2020.

Wang G, Harwood K, Chillrud L, Ananthram A, Subbiah M, McKeown K.
Check-covid: fact-checking COVID-19 news claims with scientific evidence.
arXiv. 2023.

UNESCO. ESOC COVID-19 misinformation dataset. 2020 Jun 3. Available from:
https://www.unesco.org/en/world-media-trends/esoc-covid-19-misinformati
on-dataset

WHO. Coronavirus disease (COVID-19) advice for the public: Mythbusters.
2023 Jun 6. Available from: https://www.who.int/emergencies/diseases/nove
l-coronavirus-2019/advice-for-public/myth-busters

BACK HF, Claim reviews. 2023 Jun 5. Available from: https://healthfeedback.or
g/claim-reviews/

Mansour A, Mohammad J, Kravchenko Y. Text vectorization method based
on concept mining using clustering techniques. In: 2022 VI International
Conference on Information Technologies in Engineering Education (Inforino).
Moscow, Russian Federation; 2022. pp. 1-10.

Valentini F, Rosati G, Slezak DF, Altszyler E. The undesirable dependence on
frequency of gender bias metrics based on word embeddings. arXiv. 2023.
Parmar J, Soni S, Chouhan SS. Owi: open-world intent identification frame-
work for dialog based system. In: Big Data Analytics: 8th International Confer-
ence, BDA 2020, Sonepat, India, December 15-18, 2020, Proceedings 8, 2020.
pp. 329-343,

Pennington J, Socher R, Manning CD. Glove: global vectors for word repre-
sentation. In: Proceedings of the 2014 conference on empirical methods in
natural language processing (EMNLP), Doha, Qatar, 2014. pp. 1532-1543.
Chen ZL. Research and application of clustering algorithm for text big data.
Comput Intell Neurosci. 2022;2022:7042778.

Aggarwal CC, Zhai C. A survey of text clustering algorithms. In: Aggarwal CC,
Zhai C, editors. Mining text data. Boston, MA: Springer US; 2012. pp. 77-128.
Januzaj Y, Luma A. Cosine similarity— a computing approach to match similar-
ity between higher education programs and job market demands based

on maximum number of common words. Int J Emerg Technol Learn (iJET).
2022;17:258-68.

Pudikov A, Brovko A. Comparison of LSTM and GRU recurrent neural network
architectures. In: Recent Research in Control Engineering and Decision Mak-
ing. Cham; 2021. pp. 114-124.

Wang Q, Xu J, He B, Qin Z. An improved convolutional neural network for
sentence classification based on term frequency and segmentation. Artificial
neural networks and machine learning— ICANN 2017. Cham; 2017. pp. 56-63.
Srivastava N, Hinton G, Krizhevsky A, Sutskever |, Salakhutdinov R. Dropout:

a simple way to prevent neural networks from overfitting. J Mach Learn Res.
2014;15:1929-58.

He C. Internet of things data intrusion detection under GRU-LSTM algorithm.
In: Fourth International Conference on Telecommunications, Optics, and
Computer Science (TOCS 2023), Xi'an, China; 2024. pp. 301-307.

Onciil AB. LSTM-GRU based deep learning model with word2vec for tran-
scription factors in primates. Balkan J Electr Comput Eng. 2023;11:42-9.
Zulgarnain M, Sheikh R, Hussain S, Sajid M, Abbas SN, Majid M et al. Text clas-
sification using deep learning models: a comparative review. Cloud Comput
Data Sci. 2024;80-96.

Yu'S, Liu D, Zhang Y, Zhao S, Wang W. DPTCN: a novel deep CNN model for
short text classification. J Intell Fuzzy Syst. 2021;41:7093-100.

Zulgarnain M, Ghazali R, Hassim YMM, Rehan M. A comparative review on
deep learning models for text classification. Indones J Electr Eng Comput Sci.
2020;19:325-35.

Li C, Zhan G, Li Z. News text classification based on improved Bi-LSTM-CNN.
In: 2018 9th International Conference on Information Technology in Medicine
and Education (ITME), Hangzhou, China; 2018. pp. 890-893. https://doi.org/1
0.1109/ITME.2018.00199

Faraji A, Sadrossadat SA, Na W, Feng F, Zhang QJ. A new macromodeling
method based on deep gated recurrent unit regularized with gauss-

ian dropout for nonlinear circuits. IEEE Trans Circuits Syst | Regul Pap.
2023;70:2904-15.

Pascanu R, Mikolov T, Bengio Y. On the difficulty of training recurrent neural
networks. In: Proceedings of the 30th International Conference on Interna-
tional Conference on Machine Learning - Volume 28, Atlanta, GA, USA; 2013.
Johnson JM, Khoshgoftaar TM. Survey on deep learning with class imbalance.
J Big Data. 2019,6:1-54.

Talaei Khoei T, Ould Slimane H, Kaabouch N. Deep learning: systematic
review, models, challenges, and research directions. Neural Comput Appl.
2023;35:23103-24.


https://doi.org/10.1145/3677117.3685007
https://doi.org/10.1016/j.heliyon.2024.e37760
https://doi.org/10.1016/j.heliyon.2024.e37760
https://doi.org/10.1007/s40745-023-00507-y
https://doi.org/10.1007/s40745-023-00507-y
https://www.unesco.org/en/world-media-trends/esoc-covid-19-misinformation-dataset
https://www.unesco.org/en/world-media-trends/esoc-covid-19-misinformation-dataset
https://www.unesco.org/en/world-media-trends/esoc-covid-19-misinformation-dataset
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/advice-for-public/myth-busters
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/advice-for-public/myth-busters
https://healthfeedback.org/claim-reviews/
https://healthfeedback.org/claim-reviews/
https://doi.org/10.1109/ITME.2018.00199
https://doi.org/10.1109/ITME.2018.00199

Sharifpoor et al. BMC Medical Informatics and Decision Making

64.
65.
66.
67.

68.

Hossain T. COVIDLies: detecting COVID-19 misinformation on social media
[Thesis]. University of California, Irvine; 2021.

Chen Y, Hasan MR. Navigating the kaleidoscope of COVID-19 misinformation
using deep learning. arXiv Preprint arXiv:211015703; 2021.

Xie J, Liu J, Zha ZJ. Label noise-resistant mean teaching for weakly supervised
fake news detection. CoRR. 2022;abs/2206.12260.

Samantaray S, Jodhani G. Fake news detection using text similarity approach.
Int J Sci Res. 2019;8:1126-32.

Kenter T, d Rijke M. Short text similarity with word embeddings. In: Proceed-
ings of the 24th ACM International Conference on Information and Knowl-
edge Management, Melbourne, Australia; 2015.

(2025) 25:73 Page 14 of 14

69. Amer AA, Abdalla HI. A set theory based similarity measure for text clustering
and classification. J Big Data. 2020;7:74.

Publisher’s note
Springer Nature remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.



	﻿Classifying and fact-checking health-related information about COVID-19 on Twitter/X using machine learning and deep learning models
	﻿Abstract
	﻿Background
	﻿Literature review
	﻿Methods
	﻿Study design and setting
	﻿Data gathering
	﻿Implementation environment
	﻿Used datasets
	﻿Data cleaning and preprocessing
	﻿Cluster analysis to handle imbalance dataset
	﻿Implementation of the model
	﻿TextConvoNet model
	﻿Performance evaluation

	﻿Results
	﻿Discussion
	﻿Limitations
	﻿Implications of research
	﻿Future work

	﻿Conclusion
	﻿References


