Xuetal.

EURASIP Journal on Advances in Signal Processing
https://doi.org/10.1186/s13634-022-00889-w

EURASIP Journal on Advances

(2022) 2022:57 . . .
in Signal Processing

RESEARCH Open Access

On secrecy outage probability for downlink

n

Check for
updates

NOMA systems with relay—-antenna selection

Shu Xu', Chen Liu"®, Hong Wang', Mujun Qian' and Wenfeng Sun'~

*Correspondence:
liuch@njupt.edu.cn

" National and Local Joint
Engineering Laboratory of RF
Integration and Micro-Assembly
Technology, Nanjing
University of Posts

and Telecommunications, No.9
Wenyuan Road, Qixia District,
Nanjing 210003, People’s
Republic of China

2 School of Science

and Information, Qingdao
Agricultural University,
Qingdao 266109, People’s
Republic of China

@ Springer Open

Abstract

Secure transmission is essential for future non-orthogonal multiple access (NOMA)
system. This paper investigates relay—antenna selection to enhance physical-layer
security of cooperative NOMA system in the presence of an eavesdropper, where
multiple antennas are deployed at the relays, the users, and the eavesdropper. In order
to reduce expense on radio frequency chains, selection combining (SC) is employed
at both the relays and the users, whilst the eavesdropper employs either maximal-
ratio combining or SC to process the received signals. Under the condition that the
channel state information of the eavesdropping channel is available or unavailable,
two effective relay—antenna selection schemes are proposed. Additionally, the closed-
form expressions of secrecy outage probability (SOP) are derived for the proposed
relay—antenna selection schemes. In order to gain more deep insights on the derived
results, the asymptotic performance of the derived SOP is analyzed. In simulations, it is
demonstrated that the theoretical results match well with the simulation results and
the SOP of the proposed schemes is less than that of the conventional orthogonal mul-
tiple access scheme obviously.

Keywords: Wireless communication, Non-orthogonal multiple access, Relay-antenna
selection, Physical-layer security, Secrecy outage probability

1 Introduction

Compared with 5G, 6G has the advantages of wider wireless coverage, faster trans-
mission speed, and more intelligence, which has attracted substantial attention from
academic community [1-3]. Non-orthogonal multiple access (NOMA) has been recog-
nized as a promising technique for 6G communication networks, due to its benefits of
enhancing spectrum efficiency and accommodating massive connectivity [4—6]. NOMA
mainly includes two categories: code-domain NOMA and power-domain NOMA.
Code domain NOMA allows controllable interference at the destinations on the same
time-frequency resources by leveraging different but partially overlapping codes [7].
Differently, power-domain NOMA separates the user messages by leveraging different
received power levels. In this paper, we focus on power-domain NOMA, in which mul-
tiple user signals are superposed linearly by well-designed weights at the transmitter to
share the same time/frequency/code resource. In order to distinguish multiple desired
signals, successive interference cancellation (SIC) is employed at the receiver [8]. More
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specifically, the SIC performed in NOMA systems enables the users with better channel
conditions to decode not only their own information but also the messages of the users
with small channel gains.

Recently, significant research efforts have been shifted toward the combination of
NOMA with cooperative communication due to its superiority in improving system
performance. Ding et al. [9] proposed a novel cooperative NOMA transmission scheme,
in which users with strong channels act as relays to forward other users’ messages by
following NOMA principle in the cooperation stage. It was shown that the strength of
the signal received by weak users is improved substantially. Compared to pure NOMA
method, cooperative NOMA has the capability of yielding a lower outage probability
[9]. To further exploit spectral efficiency and space diversity, relay selection scheme in
cooperative NOMA systems has been widely investigated, such as [10, 11]. In a decode-
and-forward (DF) cooperative NOMA systems, the authors devised a two-stage relay
selection algorithm and derived closed-form expressions of outage probability in [10].
It was shown that the two-stage relay selection scheme is capable of achieving the maxi-
mal diversity order and the minimal outage probability. Yu et al. [11] derived the expres-
sions of system throughput for cooperative NOMA network with relay selection. It was
verified that system throughput of cooperative NOMA with relay selection outperforms
those of the conventional orthogonal multiple access (OMA) and the non-cooperative
NOMA. Furthermore, the authors in [12] studied energy efficiency and outage probabil-
ity of cooperative NOMA in both full-duplex and half-duplex relay assisted heterogene-
ous networks. In addition, the authors proposed a two-stage relay selection strategy for
NOMA networks based on user-specific quality of services (QoSs) in [13], where the
closed-form expressions of outage probabilities were derived with the DF and amplify-
and-forward (AF) relaying protocols, respectively.

Moreover, in [14], an antenna selection (AS) problem was considered for multiple-
input multiple-output (MIMO) NOMA systems, in which two efficient AS algorithms
were developed, i.e., NOMA with fixed power allocation (F-NOMA) and NOMA with
cognitive radio-inspired power allocation (CR-NOMA). Furthermore, the asymptotic
closed-form expressions of average sum-rate were derived. The authors investigated
a multi-antenna two-way relay assisted NOMA system in [15], in which two coopera-
tive strategies, namely multiple-access broadcast NOMA and time division broadcast
NOMA, were proposed. For each of the two cooperative strategies, a joint antenna-and-
relay selection scheme was devised to enhance the transmission reliability. Besides, the
closed-form expressions of both outage probability and diversity order were derived to
evaluate the system performance. However, if eavesdropping nodes are within the cover-
age of the relays, there may have a chance to wiretap legitimate users’ messages. Thus,
physical layer security (PLS) is an important issue in cooperative NOMA systems [16,
17], but it was not considered in the above literature.

Currently, the relay selection schemes for improving PLS in cooperative NOMA sys-
tem have been investigated in some prior works, e.g., [18—20]. In [18], a relay selec-
tion method was proposed to minimize the secrecy outage probability for cooperative
NOMA system with multiple DF relays, in which the transmission rate of the source
should be adjusted according to the channel gains in two hops. Moreover, considering
two users with different QoS requirements, three relay selection schemes with fixed
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power allocation and dynamic power allocation were studied in [19] aiming at enhanc-
ing secrecy outage probability. Furthermore, the authors in [20] proposed a two-stage
relay selection scheme and derived the outage probability in DF cooperative NOMA sys-
tem. However, the impact of multiple relays and multiple antennas was not analyzed for
cooperative NOMA networks.

In this paper, we intend to study the PLS of a cooperative NOMA system with mul-
tiple relays and multiple antennas. To the best of our knowledge, the secrecy perfor-
mance of cooperative NOMA systems with joint relay and antenna selection has not
been reported by the existing works. Motivated by these observations, we will focus on
deriving the secrecy outage probabilities (SOP) of cooperative NOMA networks with AF
relays (DF relays will be investigated in future) and the optimal antenna selection strat-
egy in the presence of a multi-antenna eavesdropper, in which both selection combining
(SC) and maximum ratio combining (MRC) are taken into account. The contributions of
this work can be summarized as follows:

First, an analytical framework of a multi-AF relay multi-antenna NOMA system with
joint relay and antenna selection is developed. Besides, the impacts of various eavesdrop-
ping scenarios are modelled and investigated thoroughly. Specifically, in the considered
model, four transmission scenarios are included, i.e., SC adopted at the eavesdrop-
per with/without the channel state information (CSI) of the eavesdropper links, MRC
employed at the eavesdropper with/without the CSI of the eavesdropper links.

Second, in order to improve secrecy performance in a cost-effective way, a two-stage
joint relay and antenna selection scheme is proposed. The benefit of the proposed
scheme is that diversity gains stemming from both relay selection and antenna selection
can be achieved. Based on the statistics of the channel gains, the SOPs are derived in
closed-forms for the proposed relay—antenna selection scheme in four different circum-
stances. To gain more useful insights on the derived results, the secrecy diversity orders
of the proposed scheme are derived.

The rest of this paper is organized as follows. In Section II, the secure cooperative
NOMA system model and relay—antenna selection scheme are presented. The closed-
form of SOP for AF-based cooperative NOMA in four eavesdropping scenarios are
derived in Section III. In Section IV, the asymptotic SOPs for AF-based cooperative
NOMA in four eavesdropping scenarios are derived. Moreover, in Section V, we derive
the secrecy diversity order for different eavesdropping environments. Numerical results
are presented in Section VI to reveal valuable insights on the secrecy performance of the
proposed schemes. Finally, this paper is concluded in Section VII.

The aim of this paper is to analyze the secrecy performance of NOMA based on multi-
relay and multi-antenna assistance, specifically, analyzing the secrecy outage probability
and secrecy diversity order of this system. For multi-relay and multi-antenna systems,
we propose an optimal single relay and single antenna selection scheme, which mini-
mizes the secrecy outage probability. The main link adopts SC mode to save radio fre-
quency (RF) chains. The eavesdropping link adopts SC or MRC in order to compare the
two receiving merging methods. Brief introduction to the design idea: When the CSI of
the eavesdropping link is known; Firstly, a relay is specified and an antenna set is selected
from the antennas equipped with the relay. The antennas in the antenna set meet the
requirements of transmitting signals with this antenna, so that the cell-edge user can
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Fig. 1 System model. A illustration of system architecture of cooperative NOMA system with a single source
and multiple AF relays

safely decode his own signal. Secondly, in the antenna set mentioned above, the antenna
that enables the cell-center user to obtain the maximum secure decoding rate (decoding
rate minus eavesdropping rate) is selected as the best antenna for this relay. Thirdly, in all
the remaining relays, adopt similar steps to find the best antenna corresponding to the
relay. Finally, the maximum rate obtained by the cell-center user from all relays and all
antennas is found. Accordingly, the corresponding relay and antenna is the best single
relay and single antenna in the system. When the CSI of the eavesdropping link is not
known; The process of optimal relay antenna is similar to the above, with some differ-
ences: First, specify a relay and select an antenna set from the antennas equipped with
the relay. Among them, the antennas in the antenna set meet the requirements of trans-
mitting signals with this antenna, so that the cell-edge user can decode his own signal.
Secondly, in the antenna set mentioned above, the antenna that enables the cell-center
user to obtain the maximum decoding rate is selected as the best antenna for this relay;
Thirdly, in all the remaining relays, adopt similar steps to find the best antenna corre-
sponding to the relay; Finally, the maximum rate obtained by the cell-center user from
all relays and antennas is found. At this time, the corresponding relay and antenna is the
best single relay and single antenna in the system.

2 System model and relay-antenna selection

2.1 System model

2.1.1 Network description

Consider a downlink secure cooperative NOMA system including a single source S, N
AF relays' {R1, ..., Ry}, two legitimate users, i.e., the cell-edge user I/; and the cell-center
user Uy, and an eavesdropper E, as shown in Fig. 1. The relays operate in half-duplex

1 AF relay is widely used because AF has advantages in power consumption compared with DF relay, which is the reason
why AF is adopted in this paper.
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mode. It is assumed that there is no direct link between the source and the legitimate
users due to long propagation distance and severe obstacle blocking. We also assume
that the eavesdropper is located in the vicinity of the users but far from the source. In
such case, the eavesdropper can only overhear the messages coming from the relays. The
source is equipped with a single antenna®. The numbers of antennas equipped at each
relay, the user U/; and the eavesdropper are M, L; and K, respectively. Let kg, ,, and hg, i,
denote the channel from the source to the m-th antenna of the n-th relay (S — Ry)
and from the m-th antenna of the #-th relay to the user U; (R, — U;), respectively. It
is assumed that both /sg, , and i, ,,; are available at the legitimate nodes [21]. Besides,
let kg, ,E, denote the channel coefficient between the m-th antenna of the n-th relay
and the k-th antenna of the eavesdropper, i.e., R, ;, — E;. We assume that all the CSI
is perfect®. All the channels in the system follow the block Rayleigh fading, in which
the channel coefficients remain unchanged within one block, but vary independently
from one block to another, i.e., ksg,,, ~ CN(0,Qsz,,,) hr,,.u; ~ CN(0,Qg,,.u;), and
MR, e, ~ CN(0,QR,,,,,E,)-

In the considered model, the data transmission is divided into two phases. In the first
phase, the source S broadcasts the superposed signal, +/Psx, to the relays, where Pg
denotes the transmit power of the source S, the transmit data x = /sy + /(1 — &)sa,
s1.and s; are the signals for U; and U with unit power, respectively. The power allocation
coefficient of s is @ with 0.5 < o < 1, and the rest transmit power is allocated to the sig-
nal s [9]. It is known that the power allocation coefficients affect the relay-source selec-
tion scheme in cooperative NOMA system. In order to facilitate the development of the
relay-source selection scheme, the power allocation coefficients at the source are chosen
to maximize the secrecy capacity of an arbitrary source-relay-users link. Therefore, the
received signal at the m-th antenna of the relay R, is given by

an,m = hSRn,m V Psx + an,m’ (1)

where ng,,, ~ CN(0, UI%W) represents the additive white Gaussian noise (AWGN) at
Ry, with zero mean and variance GI%W.

In the second phase, the selected relay transmits the received signal to the users U; and
U, following the NOMA principle. More details about the transmission in the second
phase will be presented in the remaining of this section. Hereafter, the AF protocol is

considered at the relays.

2.1.2 Secrecy capacity
In order to reduce the cost of circuit caused by expensive RF chains, the antenna selection
technique is used at the relays and the users. In the considered model, only one antenna is

2 This paper provides an performance analysis for the model that the signal source (S) is equipped with a single antenna.
In fact, the source is equipped with a single antenna in NOMA networks is an active research topic of the existing
works. The design scheme proposed in this work can be extended to the multiple-antenna and beamforming scenario
with multiple relays straightforwardly. In addition, the multiple relays can also be used in a cooperative way, which can
effectively improve the security performance. However, this will increase the computational complexity of the system. In
this article, the focus of our consideration is to save the radio frequency (RF) chains and reduce the computational com-
plexity, which is also the focus of many existing works.

3 1t is quite difficult to achieve the perfect CSI of the nodes (legitimate users and eavesdropper) in practice. Thus, it is
interesting to investigate SOP for the case with imperfect CSI. However, it also brings a big challenge to analyze the
security performance of the system. In future, we will study the more general case with the imperfect CSL
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selected for reception or transmission at each relay. It is worth mentioning that the selected
receiving antenna and transmission antenna may be different because the channel condi-
tions in two hops are independent. Suppose the relay R, employing the m-th antenna
amplifies and forwards its received signals to the two legitimate users in the second phase.

In order to satisfy the power budget at the selected relay in the AF mode, the power amplifi-
. . ] Py, . .

cation factor is expressed as G,,,, = TrmPPsrol PS+(TI%n,m , where Pp, is the transmit power of

the relay R,. As a result, the received signals at U, i € (1,2), and the eavesdropper E are

respectively given by

Z}LW[ thn,mLIi Gnvman,m + nu;, (2)
yg,m ZhRn,mE Gnvman,m + nE, (S)

where ny, ~ CN (0, af[i) and np ~ CN(0,02%) are the AWGNSs at the user U; and
the eavesdropper E, respectively. For mathematical tractability, we assume that
Ps =Pp, =P, GI%n = GLin = 0 = o in the following. According to the decoding order
in the NOMA system, the cell-edge user’s signal s; is first decoded at both the user U;
and the eavesdropper E. When decoding signal s;, the signal s; is treated as the interfer-
ence. Then, the received signal-to-interference-plus-noise ratio (SINR) of s; at U; and E

can be respectively expressed as
2 X, Y
AP Ap,m L U;n,m

n,m
Yu = ) 4
Ui 1- a)pZXn,m Yui,n,m + an,m + PYLIi,n,m +1 ( )

apZXn,mZn,m
1- a)pZXn,mZn,m + PZn,m + an,m + 1

VEcs = (5)
where Xj,,, = |thn,m|2, Yu, nm = |hRn,le,-|2; Zym = |hRn,mE|2, and p = % denotes the
transmit signal-to-noise ratio (SNR).

After the signal s; is decoded, it is subtracted from the received signal at the user U and
the eavesdropper E with the aid of SIC. In such case, the user U and the eavesdropper
E detect sp without the inter-user interference. Then, the SINR of s, at {5 and E can be,

respectively, given by

mm 1- 05)/02Xn,m YLIZ,n,m

= , 6

Yy sy oYy nm + pXym + 1 ©)
n,m (1 - a)pZXn,mZn,m

‘}/E(—Sz = N (7)
P Ly + pXum + 1

Based on the SINR derived above, the capacity of the user U; to decode its own signal s;
is expressed as

1
cii = 3 logy (1+ 7). (8)

Similarly, the capacity of the cell-center user U5 to detect s; is given by
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1
e, = 5 logy (1+ 7L, )- )
Besides, the channel capacity of the R, — E link can be expressed as

n,m

1
E’(—Sl‘ = 5 10g2 (1 + yEn;y—ns,) : (10)
Accordingly, the secrecy capacities obtained at U/; are respectively given by

+
mm - __ n,m n,m
sec,U; _[Clji - E<—sl} ’ (11)

+
n,m _ | nm nm
sec,Up <—s1 _{ Uy<«sy E<—s1} ’ (12)
where [x¥]T = max {x, 0}.

2.2 Relay-antenna selection schemes

In order to improve system performance in a cost-effective way, the optimal single-relay
and single-antenna is selected to assist the data transmission in both the reception and
the transmission®. The proposed joint relay and antenna selection schemes are respec-
tively presented when the CSI of the eavesdropper is available and unavailable.

2.2.1 Relay-antenna selection scheme with the CSI of the eavesdropper

The optimal relay—antenna selection (ORAS) algorithm is implemented by three steps:
Firstly, for a given relay R, the candidate transmit antenna subset CDE% (w/ means with

the CSI of the eavesdropper) is selected, in which the antenna can transmit s; to both

users successfully, i.e., the secrecy capacity of s; is larger than the rate requirement at

both users. Thus, GD%,, can be expressed as

sec,U; = sec,Uy<—s1

o = {m: > Ry, C >R, me [1,2,...,M]}, (13)

where R} denotes the required secrecy rate of s1.
Secondly, from the candidate transmit antenna subset dD,%n, the best transmit antenna
is selected to achieve the maximum secrecy rate of sy at the cell-center user Us. Then, in
the subset dD‘,”,,én, the index of the best transmit antenna is given by
myl = argmax{ o },

sec,Uy

(14)

w
mePy

where R, denotes the required secrecy rate for .

* When the beamforming scheme is considered, the PDF and CDF for SINR/SNR of received signals should be thor-
oughly reshaped based on the new statistical distribution properties. Besides, compared to the proposed scheme, the
beamforming scheme requires higher hardware requirement and higher computational complexity. However, the full
security diversity order can be achieved by our proposed scheme, which is same as that of the beamforming scheme. In
future, we will pursue the study of robust design by considering beamforming in multiple-relay and multiple-antenna of
NOMA networks.
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Finally, the optimal relay is selected to achieve the maximum secrecy rate of U among
all the relays. Thus, the index of the optimal relay is obtained by

w/

1,1y 5

n:’/ = argmax {Csec’i}z } (15)
ne[l,N]

Accordingly, the index of the optimal transmit antenna for the optimal relay R,/ can be

obtained by m% shown in (14).

2.2.2 Relay-antenna selection scheme without the CSI of the eavesdropper

In this scenario, the achieved SOP is less than that of the case with the CSI. Thus, the
optimal relay—antenna selection scheme hereafter. Since the CSI of the eavesdropper
is unavailable, the wiretap capacity is not considered in this scheme. The detailed algo-
rithm is described as follows:

Firstly, for a given relay R,, the candidate transmit antenna subset CID%,‘; (w/o means
without the CSI of the eavesdropper) is selected, in which the antenna can transmit the
signal s; to the both users successfully without considering the CSI of the eavesdrop-
per, i.e., the capacity of s; is larger than the rate requirement at both users. Thus, @Z/éﬁ,’ is
expressed as

Ol = {m: = RILCI = R me (1,2, M1}, (16)
where Rih denotes the rate requirement of signal s1.

Secondly, from the candidate transmit antenna subset 43214,3, the best transmit antenna
is selected to achieve the maximum required rate of s, at the cell-center user U,. Then,
the index of the best transmit antenna is given by
w/° = argmax {C{',zm}, (17)

w/o
nm

m

where Rgh denotes the rate requirement of signal s5.
Finally, the optimal relay is selected to achieve the maximum rate of {/, among all the
relays. Thus, the index of the optimal relay is obtained by

w/o

n"/° = argmax { sz”* } (18)
ne[1,N]

Accordingly, the index of the optimal transmit antenna for the optimal relay R, can be

obtained by m%a given in (17).

3 Secrecy outage performance analysis

In this section, the SOPs of U; to detect s; are respectively derived for the proposed
relay—antenna selection schemes. For each relay, each user, and the eavesdropper, two
practical signal processing techniques, i.e.,, SC and MRC, are considered. As such,
the proposed relay—antenna selection schemes should be designed in four cases®: (1)

> the main links employ SC to save RF chain, and the eavesdropper employ SC or MRC for comparison.
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SC-SC w/ CSI: SC at the legitimate nodes (relays and users), and SC at the eaves-
dropper with the CSI of the eavesdropping channel; (2) SC-MRC w/ CSI: SC at the
legitimate nodes, and MRC at the eavesdropper with the CSI of the eavesdropping
channel; (3) SC-SC w/o CSI: SC at the legitimate nodes, and SC at the eavesdrop-
per without the CSI of the eavesdropping channel; (4) SC-MRC w/o CSI: SC at the
legitimate nodes, and MRC at the eavesdropper without the CSI of the eavesdropping
channel.

3.1 The SOP derivation for ORAS w/ CSI

3.1.1 SC at the eavesdropper

In the case of SC at the eavesdropper, each antenna wiretaps the transmission date
independently. Hence, the individual secrecy performance is limited by the antenna
with the best channel condition. In such case, the probability density function (PDF)
of the equivalent eavesdropping channel gain is given by [22]

K
k _t
fr)=>" <II§>(_1)1<+1QZe oz, (19)

k=1

where Z stands for eavesdropping channel gain, Q7 represents the reciprocal of the
expected gain of the eavesdropping channel.
As aresult, the SOP of U; can be expressed as

N
Py = [T Prd{|®um| =0}, (20)
n=1 SC-SC
\IJLW/

and the SOP of U, can be expressed as

N M

Pigai® =TT [pr (uml =0) + 3 Pe (0] = m)
n=1 m=1
ySC—sC gse=SC
2w/ 3w/ (21)
x Pr (Cm,uz < RE\ | Puipny | = ”’)]
\I,fc7sc

To further derive the expression of the SOPs in (20) and (21), Lemma 1 is developed in
the following.

Lemma 1 By using the statistics of channel gains, the analytical expressions of \111537“,

SC-SC g, SC-SC sc-sc :
Wy Vs, O and Wy L0 can be derived as

WIS =T, (1- A55759) i e 1,2),

Lw/ iLw/
_ M _ _ _
\yg,i/SC — o (Aggv/sc)m(l _ Aggv/SC)M m (22)

sC-SsC SC—SC ; A SC—SC
‘1'4,w/ :(I_A?;,w/ /Az,w/ )",

Page 9 of 31
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where
AT = QiQui exp (W),
ASS°C = QiQsiexp (— W),
A3 = QG0
and
X K
Ql = k(:l ( k )(_1)k+1r
L Ly
Q=31 I (—Dht,
L Ly
Q=" L (—DkH,
B IyB; k
K1 = Qsgy, QRyy ity QppymE’
_ _k A hA;
G1 QRy mE exp( QSRyy 1 Qanuz)’
kE(¢+1) 1 I
Wy = e T G T i E(t),
kE(t+1) 1 Il
Wy = 2QR, mE + QSRy QRy,mly E@),
N 2
Ji= S0 ELEE 0y =1 — exp (—uiB),

t = cos (2@\;)17'[), Ag = 22R] _ 1, By = p(Ag + ), Co = p(a + aAy — Ay),

2RS s
Do=p*Ao(l—w), E=3, Ar=2qg, Bi=2"% F()= 32000, and No

o(—a)’ 2Co—DoE(t+1)’
denotes the number of terms for the quadrature approximation.

Proof 'The proof of Lemma 1 is shown in Appendix 1.

By substituting (22) into (20) and (21), we can get the closed-form expressions of the
SOPs for Pf,?;?c and Pfg;;;c Thus, in the presence of SC at the eavesdropper, the total
SOP can be expressed as

SC—SC | pSC—SC
pSC—SC _ (PUI'W/ + Pl )

— (23)
out,w/ 2

Accordingly, the SOP for NOMA system with SC at the eavesdropper in ORAS
scheme w/ CSI can be approximated as

N M N M
PSC—SC _ 1 H H 1— ASC—SC + 1 H H 1— ASC—SC 24
out,w/ T 2 1w/ 2 3w/ . ( )
n=1m=1 n=1m=1

3.1.2 MRC at the eavesdropper

In the case of MRC at the eavesdropper, the antenna cooperates with each other to
wiretap the transmission date. Hence, the PDF of the equivalent eavesdropping chan-
nel gain is given by [22]



Xu et al. EURASIP Journal on Advances in Signal Processing (2022) 2022:57

z

zK=1 =
7)= ————e Yz, 25
20 = o K= (25)
In this scheme, the SOPs of U/; and U, can be gotten by changing the superscript “SC-
SC” in (20) and (21) to “SC-MRC”. However, the derivation of each term is different.
Similar to Lemma 1, Lemma 2 is given as follows.
Lemma 2 The analytical expressions of llff,ifmec, Wiﬁ?MRC, \IlngMRC and \IlffJMRC
can be expressed as
WECTMEC = 0, (1 ASSMEC) i e (1,2),

- M - - -
lllg,g’/MRC — " (Agsv/MRC)m(l _ Agﬁ,/MRC)M m (26)

SC—MRC SC—MRC ; A SC—MRC
\IJ4~,W/ = (1 _ A?),W/ /AZ,W/ )WI’

where

AT MRC = Qofy exp (—W3),
A5 MRE = Qafy exp (—Wa),
A3 MRC = Q360

and

__ M b4y
xp ( QSRym PRumly >
(QRy )X (K—1)! ’
_ _B hB; 1
H2 = QSRy,m QR Ly QrymE’

0y = (p2) K(I'(K) — T'(K, u2E)),
Wy = J2 +( L 41 )F(t),

- 2QR;q_yy,E QSRn,m n,m Uy

W4—E““)+( — )F(t),

- 2QRn,mE QSRn,m QRn,mUZ

Ga

K—1
Y REVI—2 E(t+1)
J2 =220 2No (Qy ) (K=1)! [ > ] ,

where I (x) is the Gamma function, and I (x, y) is the upper incomplete Gamma function
[23].

Similar to that of the “SC-SC” case in the ORAS scheme w/ CSI, the total SOP of the
“SC-MRC” case can be computed by (23). The detailed proof is omitted here to avoid
redundancy.

By substituting (26) into (20) and (21), the closed-form expression of the SOP with MRC
at the eavesdropper can be obtained accordingly. Thus, for the ORAS scheme w/ CSI, the
SOP with MRC at the eavesdropper can be approximated as

N M N M
PSC—MRC _ 1 H H 1— ASC—MRC + 1 H H 1— ASC—MRC
out,w/ - 2 1w/ 2 3w/ . (27)

n=1m=1 n=1m=1

Page 11 of 31
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3.2 The SOP derivation for ORAS w/o CSI
3.2.1 SC at the eavesdropper
In this scenario, the SOPs of the users U; and U, can be expressed as (28) and (29),

respectively,
N
PSS = Pr (| @y | = (0,0)) + Y Pr (|®uymp0| = (1,m))
n=1
Yinso. Vi (28)
x Pr (Csec,ulesl < Ri |(DU1,W/0| = (nx m)),
Yo
and
N
PICSS = Pr (|@uyupo] = 0,00) + > Pr(|®uyupo] = (n4,m)
ny=1
vy ’ g (29

x Pr (Cmu2 < RSZ‘ | Dty w70 = (n+,m+)),

SC-SC
q',6,w/r)

To further derive the expressions of the above SOPs, Lemma 3 is developed in the
following.

. . SC-SC SC-SC SC-SC SC-SC 1, SC-SC
Lemma 3 The analytical expressions of Wy >~, Wy o =, Ws 2, Wy 0 W oo

and \Ilé 5/7(;9 € can be expressed as

SC-SC M N SC-SC
\I'll,w/o = Hm:l Hn:l (1 - Al,w/o )’

wSC-SC _ g (ASC—SC> & (1 B Asc-sc)"mfc1

2,w/o 1,w/o 1,w/o
&
SC-SC SC-SC SC-SC
LI}3,w/a =1- A2,w/0 /(Al,w/o ’

>, (30)

SC-sC M N SC-sC
\IJ4,w/o = Hm:l Hn:l (1 - A3,w/o

9} MN -ty
SC-SC SC-SC sC-SC
lIJS,w/o =P (AB,W/O ) (]‘ - AB,W/o ) ’

¢
SC-SC __ SC-SC SC-SC
llJ6,w/o - _A4,W/0 /(AB,W/O ) ’
where
SC-SC __ __ G hG
ALW/O = Qyexp ( QSR m QR,,,mul)’

;1=m1+...+m,,,§2=m}k+...+m1+,

N M M
= () ST () (o)
Ag?ﬁf = Q1Q4G3J1 exp(—W5),

SC-SC __ _ Dy _bD
A3,W/0 - Q3 exp ( QSRn,m QRn,muz )’

M M
S

Aigﬁo = Q1Qs5Gap3 'k/ Qw55
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and

Q=Y ()@

]
Q=Y (7 )cv@y,
_ (B jbB1 k
M3 = (QSRﬂ,m + QR mly + QRn,mE)’

Gs = exp (_ GG—j) 11C1(51*1')),

QSRn,m QRn,mul

th 17
Ci — 2R 4 Dy — 2Ry 4
1= 1= T-app”

th
o 1-(1—a)2?1

_KE(t+1) J Jh
W5 - 2QRn,mE + (QSRn,m + Q‘Rn,mul >F(t),

Gu = exp (_Dl(fz—ii)HAl 12D1(§2—J')+112A1>.

QSRn,m QRn,m [25)

Proof 'The proof of Lemma 3 is shown in Appendix 2.

By substituting (30) into (28) and (29), the closed-form expression of the SOP can be
obtained by

1 1
Poijo = 5 (1 — QIQsGsh exp(—%)) +5 (1 - QQGoy 'K/, ), (31)
where
Qs =10, (”fN ) (—D)ie(Q)",

Q= Z?i]\:[o ( oo (—=1)'0(Q3z)"e,
iooB1 + iGOZZBl k )

e = (

Q25Ry, QRy,mly QR mE
Gs = exp (_ clézz\;z\;w _ llcéifnfq\zu—zo>),
T (Y ) )
G = exp (_D1<MAS12;;W)+1'MA1 — LDMN i) iy )
n,m n,muy

3.2.2 MRC at the eavesdropper
In this case, the SOPs of U, Uy have the similar forms with (28) and (29). Following
Lemma 3, Lemma 4 is given as follows.

Lemma 4 The analytical expressions of \Ilffvj(fmc, \Ilgﬁ,jjmc, \If«iﬁ?o”mc, wiﬁ%\/mc

SC—MRC SC—MRC
Vs /o and Vg ., /o can be expressed as
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SC—MRC __ \3,SC-SC
v - \pl w/o

1L,w/o wjo
quC—MRC _ ‘IJSC—SC
2,w/o - *2,w/o
&
SC—MRC __ SC—MRC SC-SC
\IJS,W/o =1- A2,w/o /(Al,w/o ) ’ (32)
SC—-MRC SC-SC
lIJ4-,W/0 = \p4,w/a ’
quC—MRC _ ‘IJSC—SC
5w/o - *5w/o 7 .
SC—MRC _ SC—MRC 5C—SC\°2
\1"6,14//0 =1- A4,14//0 /(AB,W/O ) ’

where

Ag‘i;;” RC — Q4Gs3/Jy exp(—W7),
ASSMRC = Q5 Gy (us) KT (K),

and
_ _JBi + jl2B1 1
K5 QSR QRy sy QR mE’
Ga=NA1 _ Ga=PhAy
exp| —g—— g
G — P QSRym PRuymly
7 = ’

(@) (K—D)!
W, = LD +( Ly g n )F(t).

2QRy mE QSRy mlly

The derivation is similar to that for the “SC-SC” case in the ORAS scheme w/o CSI. The
detailed proof is omitted here to avoid redundancy.

By substituting (32) into (28) and (29), the closed-form of the SOP can be expressed as

_ 1 1
Poiarlo” = 3 (1 — Q6Gs/2 exp(—Ws)) + 51— QGsO3), (33)
where
iooB igolo B 1
He = (S;SRn_lm + Séleni,;z QR mE ),

Wy = L&+D +( i +Qioll )F(t),

ZQRn,mE QSRn,m Rp,m Uy

03 = (1e) XT(K) / ((QRM,MEV((K - 1)!).

4 Asymptotic secrecy outage performance analysis for ORAS

The closed-form expressions of the SOPs have been derived for four cases in the last
section. However, the expressions are quite complicated. In order to get more useful
insights on the derived results, we derive a closed-form expression for the asymptotic
SOP in the high transmit power region, where Ps = Pr — oo. The asymptotic SOPs are
presented in the following four subsections.

4.1 SC at the eavesdropper for ORAS w/ CSI
When Pg = Pr =— 00, one can easily obtain yy,« s, ~ 1%. Recalling (24), the asymp-
totic SOP of the “SC-SC” case in the ORAS scheme w/ CSI is derived as
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1 N M 1 N M
SC—-SC — —
Poiwoo = 2 H H (1 — Q1Q2Gsuy 1) + 3 H H <1 — Q1Q3G1uy 1), (34)
n=1m=1 n=1m=1
where
Ao _ B
L T
_ _B 1By
H7 = QSRym QR mily QR m.E’
_ _k _ A LAy
Gs QRyy mE €xp ( Q2R 1 QR mln )

Remark 1 A factor of% is used to determine the rate requirement and the eavesdrop-
pers’ channel capacity for the RAS-NOMA schemes. Although, the capacity of the
S — R; — U, links in the RAS-NOMA scheme is limited by the ratio of the power alloca-
tion coefficients (i.e., /(1 — «) ), the eavesdroppers’ channel capacity is not interference-
limited. Therefore, when the transmit power at the source is in the low and medium
regimes, the capacity of the S — R; — U7 links in the RAS-NOMA schemes is larger
than that in the RAS-OMA schemes. This indicates that the RAS-NOMA schemes out-
perform the RAS-OMA schemes when the transmit power is in the low and medium
regimes. In addition, when the transmit power is in the high regime, by optimizing the
power allocation coefficient, the capacity of the S — R; — U links in the RAS-NOMA
schemes is also larger than that in the RAS-OMA schemes.

4.2 MRC at the eavesdropper for ORAS w/ CSI
Referring to the asymptotic expression of the “SC-SC” case in the ORAS scheme w/ CSI,
the asymptotic SOP of (27) is expressed as

N M
1
SC—MRC K
Pones =5 11 11 (1 — QGopug r(1<))

n=1m=1

i 9)
-K
ST (1 - @6y ruo),
n=1m=1
where
xp <_ 9523,,,” - leif:ul >
Gy = (QRn,mE)f(K—l)! ’
—_ _B 1B 1
ms = QSR 1 QR QR mE”

The derivation is similar to that of the “SC-MRC” case in the ORAS scheme w/ CSI. The
detailed proof is omitted here to avoid redundancy.

Remark 2 Focusing on the S — R; — U links in the second phase, our proposed
schemes always achieve a larger capacity than the RAS-OMA schemes. This is due to the
fact that the capacity of the S — R; — U links for the RAS-NOMA schemes is not inter-
ference-limited. Due to the use of SIC, a half loss in the capacity of the S — R; — U links
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exists for the RAS-OMA schemes. This indicates that the advantage of the RAS-NOMA
schemes over the RAS-OMA schemes increases as Rgh increases.

Remark 3 From (34) and (35), it is known that the asymptotic SOPs of the “SC-SC”
and the “SC-MRC” cases in the ORAS scheme w/ CSI are constant values. Moreover, the
asymptotic SOP of the former case is less than that of the latter.

4.3 SC at the eavesdropper for ORAS w/o CSI
Recalling (31), the asymptotic SOP of the “SC-SC” case in the ORAS scheme w/o CSI is
expressed as

SC—SC 1 1), 1 -1
Pt wiooo = 3 1 - Q1QsGropg | + 3 1-Q1Q5Guipug ), (36)
where
_ _B 1By k
Ko = QSRyy + QRy,mlly QRymE’
__k _ JAy  _jhAy )
Gio = QRymE exp QSRyy 1 Qrymtsy )’
_ _k A1 jbAy
G = QRymE €xXp QSRy QRymly )°

The derivation is similar to the proof of Lemma 3. The detailed proof is omitted here to

avoid redundancy.

4.4 MRC at the eavesdropper for ORAS w/o CSI
Referring to (33), we can obtain the asymptotic SOP of the “SC-MRC” case in the ORAS
scheme w/o CSI, which can be expressed as

_ 1 _ 1 _
Pl = 5 (1= QuGuuiTUO) + 5 (1= QG “T ) ), (37)
where
oy

(QRy,, )X (K—1)! ’

_ A jhAy
Gia — xp 2SRy, m QRn,mUZ)
13 (e XKD
_ _JB jliBa 1
H1o0 = QSRy + QR iy QR mE "

The derivation is similar to that for the “SC-MRC” case in the ORAS scheme w/o CSI.
The detailed proof is omitted here to avoid redundancy.

Remark 4 Referring to Remark 1 and Remark 2, we can get the asymptotic secrecy out-
age probability of the RAS-NOMA schemes is prior to that of the RAS-OMA schemes.
Moreover, from (36) and (37), it can be obtained that the asymptotic SOPs of the “SC-
SC” and the “SC-MRC” cases in the ORAS scheme w/o CSI are constant values. Besides,
the constant value of the former is less than that of the latter. In addition, the asymptotic
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SOP of the “SC-SC” case in the ORAS scheme w/ CSI is less than that of the “SC-MRC”
case in the ORAS scheme w/o CSI.

Remark 5 The complexity of equation (34) is O(MN), since equation (34) is M times
N. In the same way, the complexity of equations (35), (36) and (37) can be obtained as
O(MN). The detailed proof is omitted here to avoid redundancy.

5 Secrecy diversity order in ORAS

Although the SOP expressions shown in (24) ,(27), (31), and (33) can be used to evalu-
ate the secrecy performance of the proposed relay—antenna selection schemes, they fail
to provide intuitive insights. To gain more deep insights, we further analyze the secrecy
diversity order of the proposed schemes. As indicated by [24-26], the secrecy diver-
sity order is achieved when both the transmit power and main-to-eavesdropper ratio
(MER) are sufficiently high, i.e., Ps = Pr — 0o and MER = ”;;;f” — 00, where ,,,4in
is related to the average channel gain of the main links, Qgf is related to the average
channel gain of the eavesdropping link. Specifically, we rewrite Qg = MER - Qgg ,
Qsp = LIMER - Qge and Qpy, = A2MER - Qrg, where 11 and Ay are positive constants.
Hence, the secrecy diversity order is defined as

logP%°

= —  lim 7S out
== hm loghier (38)

where u € (U1, Uz) and PS5, denotes the asymptotic SOP.

5.1 SC at the eavesdropper for ORAS w/ CSI
Recalling (34), we rewrite the asymptotic SOP in this case as

N M

1
SC—SC
Posoo = 5 |1 [ = QT + 5 H H (1 - QiQsT), (39)
n 1 m=1 n 1m=1
where
— —m MER
T = exp | 3R | MERTv;
— = |\ _MER
Iy = exp | 3w MER+vz’
lle lzBl
VL = k)l + o= k/1 + %5
A2 11A2 Al lel

M = 7 Qe Qe 12 = Te 420RE "

X

By substituting (39) into (38) and using e * = 1 — x for small x, when MER — oo, we

obtain the secrecy diversity order of the ORAS scheme w/ CSI, which is given by
ds;~5¢ = MN min(Ly, Ly). (40)

The derivation is similar to the asymptotic analysis of the “SC-SC” in the ORAS scheme
w/ CSI The detailed proof is omitted here to avoid redundancy.
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5.2 MRC at the eavesdropper for ORAS w/ CSI

Recalling (35), the asymptotic SOP, Pfuct_wj\//lgg , is reexpressed as
LN M | N M
Poiine =5 [T TT 0= @2+ 5 [T [T 0 - @s7w), (41)
n=1m=1 n=1m=1
where
—m MER

T3 = exp | 3R | MERTv;”

- =2 | _MER
Ty = exp | 3£ | 3iERT v

V3 = % + 1By, vy = % + I5Bj.

By substituting (41) into (38), the secrecy diversity order for “SC-MRC” in the ORAS
scheme w/ CSI can be written as

df/?—MRC = MN min(Lq, Ly). 4

The derivation is similar to the asymptotic analysis in the ORAS scheme w/ CSIL. The
detailed proof is omitted here to avoid redundancy.

5.3 SC at the eavesdropper for ORAS w/o CSI
Recalling (36), the aspmptotic SOP, pS¢—sc

out,w/0,00”

_ 1 —n3\ MER
SC—-SC
Pout,w/o,oo :E <1 — QQuaexp (MER) MER + V5>

1 —ma\ MER
(1= ,
*3 ( QiQis exp <MER> MER + v6>

can be rewrriten as

(43)

where

Qua = Qa/Q), Q15 = Q5/Q,,

— /B jhBy _ jB1  jbBi
Vs =1 T kl’v6_kll+kiz’ 1
_ _JA jhAs _ _JA jhAx
M= 7% + Qre 214 = Tk A2QRE "

By substituting (43) into (38), the secrecy diversity order for this scenario can be
obtained as

d3C=5¢ = MN min(Ly, ). (44)

w/o

The derivation is similar to the asymptotic analysis of the “SC-SC” case in the ORAS
scheme w/o CSI. The detailed proof is omitted here to avoid redundancy.

5.4 MRC at the eavesdropper for ORAS w/o CSI
Similar to SC at the eavesdropper for SRAS, by using (37), we rewrite the asymptotic
SOP for this scenario as
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Table 1 Simulation Parameters

Parameters Values
Rates Rl = RS 0.18PCU
Rates R = R} 1.0BPCU
Gaussian noise power o¢ —70dBm
Transmit power Ps = Pg 10 dBm
Path loss exponents e 3

The number of relays N 2

The gain of Eavesdropping channel €2z¢ — 50dBm
The receive antenna number of each relay M 2

The receive antenna number of cell-edge user L4 2

The receive antenna number of cell-center user L, 2

The number of antennas at the eavesdropper K 2

The distance between source and relays dsg 100m

The distance between relays and cell-center user dg, 100m

The distance between relays and cell-edge user dgy, 300m

The distance between relays and eavesdropper dge 500m

- 1 -3 MER
psc-mrc _1(,
out,w/0,00 2 Qs €xp MER ) MER + v;
1 —na | MER
—1—- )
+2( Q7 exp (MER)MER+V8>

where v; = % +j1132, Vg = % —l—jlzBl.
By substituting (45) into (38), one can easily obtain the secrecy diversity order for this

scheme as

dSC—MRC — AN min(Ly, Ly). "

w/o

The derivation is similar to the asymptotic analysis for “SC-MRC” in the ORAS scheme
w/o CSI. The detailed proof is omitted here to avoid redundancy.

Remark 6 From (40), (42), (44), and (46), we can get that the secrecy diversity order of
“SC-SC/MRC” for the proposed ORAS schemes is equal to MN min(Lj, Lp). It indicates
that the secrecy diversity order can be improved by increasing the number of the relays
or the antennas per legitimate node (relays, a pair of NOMA users).

6 Results and discussion

In this section, simulation results are presented to validate the theoretical expres-
sions. The simulation parameters used in this section are presented in Table 1. All
the noise powers are set to 002, and the transmit power of the source is equal to that
of each relay. The simulation results are averaged over 10° channel realizations. In the
ORAS scheme w/ CSI, the power allocation coefficient « is computed by minimiz-
ing (24) for SC at the eavesdropper and by minimizing (27) for MRC at the eaves-
dropper with M =1 and N = 1; in the ORAS scheme w/o CSI, the power allocation
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Sim.
Hoeee Asy.
[|—©— SC-SC,NOMA,w/,Ana.

f| —&— SC-MRC,NOMA,w/,Ana.
H— © —SC-SC,0MA,w/,Ana.

— & —SC-MRC,0MA,w/,Ana.

™ | —&— SC-SC,NOMA,w/0,Ana.

f SC-MRC,NOMA,w/o,Ana.
H— B —SC-SC,0MA,w/o0,Ana.
SC-MRC,OMA,w/0,Ana.

Secrecy Outage Probability
3
n

—_
o
[}
T
1

-5 0 5 10 15 20 25
P (dBm)

Fig. 2 The theoretical results and simulation results of SOP versus transmit power. The SOP of the four cases
for NOMA VS OMA

coefficients « is obtained by minimizing (31) for SC at the eavesdropper and by mini-
mizing (33) for MRC at the eavesdropper with M = 1land N = 1.

Figure 2 demonstrates the SOP of relay—antenna selection schemes for coopera-
tive NOMA and conventional OMA systems with SC and MRC at the eavesdropper,
respectively. In this figure, it is observed that the analytical results of the SOPs agree
with the simulations. It is also shown that the cooperative NOMA system achieves a
lower SOP than the OMA system. This is due to the fact that the achievable capac-
ity of cooperative NOMA is larger than that of OMA system. As expected, the
secrecy performance of the “SC-SC” case is better than that of the “SC-MRC” case,
as discussed in Remark 1 and Remark 2. It is because the wiretapping signals can be
enhanced by the joint detection for the MRC scheme at the eavesdropper.

Figure 3 demonstrates the SOP of relay—antenna selection schemes for cooperative
NOMA and [20] with SC and MRC at the eavesdropper, respectively. It is also shown
that the cooperative NOMA system achieves a lower SOP than [20]. This is due to the
fact that the achievable capacity of cooperative NOMA is larger than that of [20]. The
power allocation coefficient is optimized to increase the safety rate and obtain a ben-
eficial secrecy outage probability.

Besides, the average SOP of the statistical CSI method in the work [28] and pro-
posed methods are also plotted. Figure 4 depicts the average SOP of cooperative
NOMA networks versus under the scenario of imperfect and perfect CSI, where
M =Ly =Ly =K =1. As seen from the figures, the proposed scheme outperforms
the statistical CSI (imperfect CSI) method when the channel estimated error is not
small. Clearly, when the channel estimated error is large of the proposed scheme,
the achievable secrecy capacity is reduced. Moreover, it is also observed that the two
schemes have nearly the same average SOP when the channel estimation error is close
to zero.
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Sim.
""" Asy.
104 —6— SC-SC,NOMA,W/,Ana.
—<— SC-MRC,NOMA,w/,Ana.
—H8— SC-SC,NOMA,w/0,Ana.
SC-MRC,NOMA,w/0,Ana.
— © —[20],SC-SC,NOMA,w/,Ana.
— & —[20],SC-MRC,NOMA,w/,Ana.
— B —[20],SC-SC,NOMA,w/0,Ana.
103 [20],SC-MRC,NOMA w/0,Ana. ‘ ! !
5 0 5 10 15 20 25

P (dBm)

Secrecy Outage Probability

Fig. 3 The theoretical results and simulation results of SOP versus transmit power. The SOP of the four cases
for NOMA VS [20]

Figure 5 illustrates the SOP of cooperative NOMA system versus different secrecy
rate requirements. From this figure, it can be observed that the SOP of the proposed
relay—antenna selection scheme becomes degraded as the secrecy rate increases for
both the ORAS scheme w/o and the w/o CSI in cooperative NOMA system. That is
because the successful transmission occurs at the case with more stringent channel
condition when the requirement of secrecy rate increases. Moreover, the variance of
the security rate requirement of the cell-edge user has a greater impact on the SOP
than that of the cell-center user. This is due to the fact that a lower security rate
requirement of the cell-edge user leads to a higher successful probability of decoding
s1 for the proposed relay—antenna selection schemes.

Figure 6 illustrates the SOP of cooperative NOMA network versus the number of
relays. It can be seen in this figure that the SOPs of both the SC and the MRC scenarios
at the eavesdropper decrease with the number of relays because the secrecy capacity of
cooperative NOMA system is enhanced by transmit diversity gain. Moreover, the ORAS
scheme w/ CSI achieves a better secrecy performance than the ORAS scheme w/o CSIL.
The reason is that the ORAS scheme w/ CSI takes advantage of the CSI of the eaves-
dropper link over the ORAS scheme w/o CSI. In addition, when the number of relays is
large, the decline rate of the SOP becomes slow for the ORAS scheme w/o CSI.

Figure 7(a) examines the SOP of cooperative NOMA system versus the number
of antennas at the eavesdropper. The SOP increases with the increasing number of
antennas for both ORAS scheme w/ and w/o CSI in cooperative NOMA systems. It
is because the capacity of the wiretap link is increased, and thus the secrecy outage
probability is increased as a consequence. Moreover, when the number of antennas at
the eavesdropper is one, both the SC and the MRC methods at the eavesdropper have
the same secrecy outage performance. Figure 7(b) demonstrates the SOP of coopera-
tive NOMA network versus different eavesdropping distances. It is shown that the
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(a) 1004§ T T T T T
e + Sim.
S Cay.

—O— w/,optimal,perfect CSI,Ana.
—<— w/,optimal,imperfect CSl,Ana.
—HB— w/o,optimal,perfect CSI,Ana.
w/o,optimal,imperfect CSl,Ana.

Secrecy Outage Probability
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o —<&— w/,optimal,imperfect CSI,Ana.
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P (dBm)

Fig. 4 The theoretical results and simulation results of SOP versus transmit power. (@) The channel estimation
error is 0.1; (b) The channel estimation is zero, i.e., perfect CSI. The SOP of the proposed schemes VS [28]

SOPs of both w/ and w/o CSI schemes are decreased when the distance between the
relays and the eavesdropper increases. It is obvious that the capacity of the wiretap
link is decreased when the propagation distance is increased. It is observed that the
closer is the distance between the eavesdropper and the legitimate user, the greater
is the system security outage probability. The reason is that as the distance from the

Page 22 of 31
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Fig. 5 SOP versus the rate requirement of each user. (@) The rate requirement of cell-edge user; (b) The
rate requirement of cell-center user. When the transmission power is constant, the influence of different
information transmission rates is on the SOP

legitimate user to the eavesdropper decreases, the capacities achieved by the legiti-
mate user and the eavesdropper are nearly the same.

Figure 8 shows the secrecy outage probability of the proposed scheme versus MER.
As seen from this figure, both the ORAS scheme w/ CSI and w/o CSI scheme have
a better secrecy performance than the random relay—antenna selection (RRAS)
scheme. Interestingly, the secrecy diversity order of the ORAS scheme w/ CSI
remains the same as that of the ORAS scheme w/o CSI, when MER is in the medium
to high regime, which is consistent with our discussion in Remark 4. Moreover, the
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Fig. 6 SOP for the different number of relays. When the transmission power is constant, the influence of
different number of relays is on the SOP

secrecy diversity order of the RRAS scheme is one, that is to say, the performance of

the RRAS is equivalent to that of single-relay single-antenna scheme.

7 Conclusion

In this paper, we proposed two relay—antenna selection schemes to enhance PLS in coop-
erative NOMA systems, in which a single source transmitted data to two legitimate users
with the aid of multiple relays in the presence of an eavesdropper, where the relays, the
users and the eavesdropper were equipped with multiple antennas. The SOP was derived
in closed-form for four cooperative NOMA scenarios. A close agreement was observed
between the analytical results and simulation results, and the proposed NOMA scheme
outperformed the conventional OMA scheme in terms of SOP. In addition, the proposed
ORAS schemes had a better secrecy performance than the RRAS scheme. Infuture, we will
investigate the secrecy performance of a more complicated scenario with multiple relays
and multiple eavesdroppers, in which each of them is equipped with multiple antennas.

8 Appendix
8.1 Appendix
Based on (20), the SOP of the cell-edge user for a given relay can be written by

Wfi?sc =Pr( argmax Cpj; <R
me(L,2,+ M)
ik (47)
n,m
1+ Yuy <—n5*1 2RS
=Prq ——— 7 <21
N,y 4

1+ yEesl

ab__
a+b+1

w/ w/
According to min (a, b), yZZ nin and yg' :;1 can be further expressed as
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Fig. 7 The effects of the eavesdropper on SOP. (a) The different number of antenna on eavesdropper; (b) The
different eavesdropping distance. When the transmission power is constant, the impact of the number of
antennas and eavsdropping distances is on the SOP

nmtl ap min (X, Yl*) _ aw] 48)
Vi =s (1-a)pmin(X,Y7)+1 (QA—-)w+1’

nmtl ap min (X, Yl*) _ aw] 49)
Vi< (1 — @)p min (X, Yl*) +1 (Q—-o)w+1 (

2 7= |hRn,m*E|2' Furthermore, ) = pmin (X, Y}),

wy = p min (X, Z*). Then, \IJISSJSC in (20) can be written as

where = ’hRn,m* u
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Fig. 8 SOP versus secrecy diversity order. When the transmission power is constant, the impact of the MER
is on the SOP

WSC=SC _py (w1 + ) (@wz + 1) ~ 2R
Lw/ (w2 + D(cwy + 1)

M
Ao+ BoZ
2711 [min(X, Y)) < m}

i Co — Doz
M E +o0

=11 [1 - /0 Jz(2) [io%oz Jx (%) (50)
m=1 Co—DoZ

+o0
X [40+BOZfY1 (yl)dyldxdz]

Co—DoZ
M
SC-SC
= H [1 — AT, ]
m=1

where equation () holds by following X > Z [20, 27].
It is challenging to derive the exact closed-form of the integral in (50). By using
the Gaussian-Chebyshev quadrature [23], the approximate expression of (50) can be

given by Aiﬁ;sc, which can be written as

K L N rum—s
ASC=SC = Z Zl K Ly (_1)k+11 ZO Ll_tz
Lw/ k h 2N 2R, E

Xexp{_kE(H—l)_( 1, & )F(t)}

2S2Rn,mE QSRn.m QRn,m Ul

Then, we can derive the SOP for the cell-center user. The expression of \pngSC can be

expressed as
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WSC=SC _py (w3 + 1) (awy + 1) ~ 928
2w/ (@2 + D(aws + 1)

s
M=

Ao + BoZ
{min(X, Yy) < m}

Co — DoZ

Il
—

m

M=

SC-SC
- st

m=1

where Y5 = |hRn,m* i 2, w3 = p min (X , Yz*), the approximate expression of (53) can be

given by Ag’(;‘/?SC, which can be expressed as

K L N
ASSC =" i K (L2 ) _qyere XO: knEV1—t2
2w/ T k Iy ZNOQR,,,,,,E

k=1l=1 lp=1 (53)
)wm{_wu+n_( L b )Hﬂ.

ZQRn,mE QSRn,m QRn,m 1253

Next, the expression of \IJég f/;SC can be calculated as

sC—sC M SC-SC SC—SC\M—
Vs, =Pr (|Pw/| = m) = (m ) (A%, )@ = AyL ~)M ™ (54)

Besides, Wfﬁ?sc can be calculated as

WSS =pr (€ < B[ buy | = m)

SZ’C‘CUZ SC ;A SC-SC (55)
- —-SC\m
=1 - A3,w/ /A2,w/ )
where Agf”?sc can be expressed as
& (K\(L
5C-SC _ 2\ (_1yk+
s =33 () ()t
k=1 12=1
A1 _bA By bB1 (56)

. _ k
kexp { QSRyy 11 QRyy iy (QSR,,,m QR mly + QRymE )E
X

l»B; k )

By
QR":’”E ( Q2R 1 + QRyy Uy Ry mE

By substituting (56), (53) , (51) into (55), (54), (50) and then into (20), (21), (23), the
expression in (24) can be obtained. Here, the proof is completed.

8.2 Appendix
On one hand, based on (28), the SOP of the cell-edge user for a given relay can be
expressed as

Page 27 of 31
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WIS SC = Pr (| @y /0| = (0,0))

= argmax min(Xy,,u, be,n) <G
m e (1,2; ,M)
ne (1;2; 1N)

(57)
M N
=1111 [min(X, Yh < cl]
m=1n=1
M N
sC—sC
=TI |- i),
m=1n=1
here Cy — 2R ASC=SC an b d
where L) = 721?”‘ . Lw/o can eexpresse as
p(1—(1—a)2771)
Ly
_ L C1 hC
ASC=SC _ 1) (Lq)h+t _ _ .
Lw/o Z L (=" exp Qs o (58)

L=1
On the other hand, W3/, can also be derived as

SC-SC
\p2,w/o

Pr (|Puywpo| = (m, 1))

5)%...%(;}5&)...(%) .

ml=1 m"=1
& MN—-8
SC-SC sC-SC
x (Al,w/o > (1 - Al,w/o ) ’

where {1 = m!' 4+ ... + m", and B can be achieved. Then, \I’gf‘,?osc can be given by

‘I’giﬂfc —Pr (Cn,m < Rsl‘|d>ul'w/0| = (m, n))

sec,U <57

pr(Cmm <R[ Puyge] = omm)

sec,Uy <s1
Pr (| @z, /0| = (m, 1)) (60)
sc-sc
_ A2,w/0
T ASC=SCy¢,’
(Al,w/o )51
where the expression for Ag(;;fc in (60) can be written as
+oo Ao+ Bz
ASrel = / {min(x, Y1) > CLmin(X, Y1) < 22| £ (dz. (61)
, o Co — DoZ

After a complicated mathematical derivation, Agﬁ,?fc can be given by
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Ascfsc_ii G\ (K (—1) k1 i L (—1)ht1
2,w/o T j k h

j=1 k=1 h=1

N . .

ZO kmEAN1 — t2 exp (_ GG =) LCi(& —])> (62)
21 ZNoSeR,,E SRy QR mlly

exp[_kE(H—l)_( j N jh )F(t)]'

ZQRn,mE QSRn,m QRn,m ul

Furthermore, we derive the SOP for the cell-center user. The derivations of \IJZEJOSC,

SC-SC SC-SC - SC—SC \j,SC—SC sC—SC .
v /o and vl /o are similar to those of vy /o Wy /o ,and ws /o are similar to

those of the \1123705 € can be calculated as

Wits © =Pr (|®uup0| = (0,0))

= argmax min (X, ,, Y,%,,n) <
m e (112; ,M)
ne(,2,---,N) (63)

-
—

[min(x, Y?) < CI]

M N
~TT I |- 555,

p(l—a)”
From (63), Ag?&fc can be expressed as

Ly

_ L D lhD
Aggﬁ/gc _ Z ( 122 ) (=12 exp <_ 1 bD > (64)

P SRy SR,

Besides, W5 ,,/, can also be computed by

\pgi%sc =Pr (|Piiw/o| = (my,ny))

N\ & MM M
()& () ()

9] MN—¢o
SC-SC SC-SC
x (A3559) " (1 - asss ) :

where ¢ = ml + ...+ m’", and B can be achieved. Then, \I»’gﬁjosc can be given by
SC7SC
SC-SC 5 _ _ 4w/o
WECSC = pr (Cm < )| Putyun] = Omm)) = oo (66)
yaW/0

The expression for Aiﬁ,?fc in (66) can be written as
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+00 ¢}
Aggvygc = /O [min(X, Y2) > D1, min(X, Ys) < A; +B12} fz(2)dz. (67)

After a complicated mathematical derivation, Aiﬁ,?osc can be given by

& K ¢ K Ly L
SC-SC 2 j+k+1 2 Ih+1
wGe =0 (4 ) (% v (S () et
=1 k=1 =1
k exp (_Dl(%S;Q:jAl _ lleg;;i)L-[i;jlel) (68)

QRn,mE QSRn,m QRn,m up

kE jB1E jlyB1E
QRn,mE< _ ) _

By substituting (58), (62), (64), (68) into (57), (59), (60), (63), (65), (66) and then into (28),
(29), (31) can be obtained. Here, the proof is completed.
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