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Abstract

In this paper, two classes of generalized cyclotomic se-
quences of period pq are reconstructed by means of multi-
rate parallel combinations of binary Legendre sequences
which are clocked at different rates. Then these gener-
alized cyclotomic sequences can be generated by combi-
nations of short and cheap LFSR’s. From the multi-rate
constructions and the trace representation of binary Leg-
endre sequences, we present trace representations of these
generalized cyclotomic sequences, which is important to
the investigation of cryptographic properties of these se-
quences.

Keywords: Cyclotomic sequence, linear complexity, mini-
mal polynomial, stream cipher

1 Introduction and Preliminaries

This paper investigates the trace representations and gen-
erations of a binary Ding Generalized Cyclotomic Se-
quence (DGCS) and a binary Whiteman Generalized Cy-
clotomic Sequence (WGCS) by means of multi-rate paral-
lel combinations of constituent binary Legendre sequences
which are clocked at different rates. These combinations,
proposed initially by M. G. Parker ([8]), demonstrate that
sequences with large linear complexity can be generated
without resorting to linear feedback shift registers (LFSR)
of large length. Trace representation is an important tool
in the investigation of sequences, by which we can yield
some properties such as linear complexity, correlation and
distribution of runs. DGCS and WGCS, introduced by
C. Ding in 1998 and 1997 respectively, are interesting for

their large linear complexity (larger than %) and low au-
tocorrelation ([1, 2, 4, 5, 6]). Obviously, the LFSR’s to

Our

results show that they can be produced by modifying two
LFSR’s with length p and g. Section 1 introduces the
DGCS and WGCS. In Section 2, Legendre sequence and
its trace representation are proposed. In Sections 3 and
4, Multi-rate constructions and trace representations of
DGCSs and WGCSs are obtained.

In this paper, Zn denotes the residue ring of N, Z3; =
ZN\{0}. GF(N) is a finite field with N elements. T7r", ()
denotes the trace function from GF(p™) to GF(p"). Let
F be a subset of Zn and a be an element of Zy. Define
aF ={af : f € F}.

produce these sequences must be longer than %

2 DGCS and WGCS

Let p and ¢ (p < ¢) be two odd primes with ged(p —
1, — 1) = 2. Define N =pq, e = (p—1)(¢ — 1)/2. The
Chinese Remainder Theorem guarantees that there exists
a common primitive root g of both p and ¢. Then the
order of g modulo N is e. Let x be an integer satisfying
x = gmod p, * = 1 mod q. Thus we can get a subgroup
of the residue ring Zy with its multiplication ([9])

Zy ={¢"z" :u=0,1,---,e—1;i=0,1}.
The sets
Di:{92u+ixj:u:0517"'7§_17j2071}

and

Dg:{guxi;uzo’lv... se—11,

1= 20,1, are defined as DGCs and WGCs of order 2 with
respect to p and ¢([6, 4]) respectively.
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Define

p—3

D _{92u+i.u:071,._.,

2
D(Q) {92u+z.u:071’.“’ —3}
- {pa 2p7 7((]*1)}7},
¢y, =q¢DY upD\?P U Dy, Cl=PUD.

The binary DGCS and binary WGCS of order 2 are de-
fined respectively as

1, ifimod N € Ch,
S; = 0

otherwise,
and
_J 1, ifimod N € Cf,
i = 0, otherwise.
3 Legendre Sequence and its

Trace Representation

Let QR, and QN R, be the sets of quadratic residue and
quadratic nonresidue of prime p respectively. Then QR,+
QNR, = Z,; and it follows that

Lemma 1. Let the symbols be the same as before.
DY = QR,, D\ = QNR,, DI = QR,, D\ = QNR,.

Lemma 2. (/8]) Let xo,21 € QRp,yo,y1 € QNR,.Then
ZToYo, T1y1 € QN R, and zox1,Yoy1 € QR,.

Legendre sequence s,(t) of period p is defined as fol-
lows:
1, ift =0 mod p,
1, ifte QNR
sp(t) = T P
p(t) 0, if te QR,,
0, if ¢ is non-integer.

The Witness Set WS(g,n) is the set of all factors of
q™ — 1 which do not occur as factors of ¢* —1,¢ | n,t # n.

Lemma 3. (/8]) The Legendre sequence s,(t) of prime
period p has a minimal trace representation defined by

sp(0) =1, sp(t 1k)

Z Tri. (o o t+a

where k € QRp,t > 0, a is a p™ root of 1, p €
WS(2,n),a € GF(2"),n = 2%, v is odd, and u is a
primitive element of Z,. Without loss of generality, k
can be chosen as 1.

4 Multi-rate Construction and
Trace Representation of DGCS

Definition 1. In this paper, we define

ron )0, if t = 0 mod p,
S;v(t) = { sp(t),

otherwise,

270

and

| 0, ift=0modp,
op(t) = { 1, otherwise.
Theorem 1. Ding generalized cyclotomic sequence s(t)
of order 2 with respect to p and q can be constructed by

V2l
—~
[an)
=
I
=
V2l
—
~
~
Il

o (16, (1) + s;(ﬁ) + s;(é).

Proof. It t € ¢D{) U gD, then s a(3) = 0,54(t) = 0,
4

and 6,(t) = 1. So s(t) = sj,(=). From Lemma 1, D§p) =
q

QNR,, D(p) = (QR,. Forthecaset € qD§p), we have é €
D(p) Then < € QNR,. Namely s ( ) = 1. So we have
s(t) = 1. For the case t € qD(p) we have £ ; € D(p) Then
3 € QR,. Namely s (5) = 0. It follows that s(t) = 0.

If ¢ GpD(Q) UpDéQ), then s ( ) =0, and 6,(¢t) = 0. So

4
s(t) = sy(=). From Lemma 1, we have D§q> = QNR, and
b

(Q) = QR,. For the case t € pD(Q), we have It—) € D@.
Hence 5 € QNRy, and sq(;) = 1. Then s(t) = 1. For the
case t € pD(()Q), we have L D(Q) So we have zt_> € QR,.
It follows that s ( ) =0. Thus s(t) = 0.

If t € D;,i = 0,1, then sq(];) = 5;(5) = 0, and
dp(t) = 1. So s(t) = s (t), and there exists t such that ¢ =

g% g, Since z = 1 mod ¢, t mod ¢ = ¢?*+'z7 mod ¢ =
g**T"mod ¢q. For the case i = 1, ¢ € QNR,. Thus
sq(t) = 1. So we have s(t) = 1. For the case i = 0,

we have t € QR,. Then si(t) = 0. We get s(t) = 0. The
theorem is proved. O

By Definition 1 and Theorem 1, we obtain the following
consequence:

Theorem 2. The trace representation of the DGCS s(t)
of order 2 with respect to primes p and q is given by s(0) =
0 and

g=1_q
2'u 2it w2k w2t

Z Trzaq[( +ag” )op(t) +ag" "

g
20 2vp wit

+0¢Zq 1+ 2% Trys, (a pq—i—a pk”),

s(t) =

where k, € QRp kg € QRyt > 0, o and oy are
p" and ¢*" roots of 1 respectively, p € WS(2,n,),q €
WS(2,nq),0p € GF(2™),0q € GF(2"),n, =
2% v,,ng = 2%v,. vy, v are odd, and u,,uq are prim-
itive elements of Z, and Z, respectively. Without loss of
generality, k, and kq can be chosen as 1.
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5 Multi-rate Construction and
Trace Representation of WGCS

A Modified Jacobi sequence {s(t)} of period pq for t =

0,1,2,--- ,pg — 1 is given by:
0, if ¢t =0 mod pgq,
, ifte (QNR,NQNR) U(QR, NQRy),
s(t) = , i€ (QRy NQNRy) U (QNR, NQR,),

, ift £ 0mod p and t = 0 mod gq,
, ift £ 0mod ¢q and t = 0 mod p.

_ O = O

A WGCS of order 2 is actually a special case of Mod-
ified Jacobi sequences where ged(p — 1, — 1) = 2. The
fact is proved as the following;:

Since x = g mod p, x = 1 mod ¢, we have

g*a’ mod p = ¢*" mod p, ¢“=’ mod ¢ = g* mod gq.

If ¢ € Dj, then t = ¢g" mod p, which is equivalent to
te QNR,NQNR, if uisodd and t € QR, N QR if u is
even. If t € D), then t = g“*! mod p, which is equivalent
tot € QR,NQNR,ifuisodd andt € QNR,NQR, if u
is even. It is obvious that ¢t € P if and only if ¢ #Z 0 mod ¢
and t = O mod p, and ¢t € Q if and only if ¢ Z 0 mod p
and t = 0 mod q.

Theorem 3. Whiteman generalized cyclotomic sequence
s(t) of order 2 with respect to p and q can be constructed
by the following:

If g€ QNR, and p € QN R, then

5() = 5 (£)5,(1) + 54(t) + s,,(g) + sq<f;>.

If g € QR, and p € QR,, then

5(8) = sp(t) + 59(£)0,(1) + 5,2 >+sq<;>

If g€ QR, and p € QN Ry, then

5(8) = sp()5p (1) + 54(£)0,(1) + s,,(é) + sq<f;>.

If g€ QNR, and p € QRy, then

t t
s(t) = sp(t) + sq(t) + sp(=) + 5¢(-)-
q p
Proof. We prove only the case that ¢ € QNR, and p €
QNR,. The other cases can be proved similarly.
It is obvious that the theorem is right for position t,
ged(t, pg) = 1.
If t € @Q, then there exists integer k such that t = kq

t
and 3, (t) =1, s4(t) =1, sq(z—)) =0, Thus

(k) = sp<kq>+sq<kq>+sp<k>+sq<%>

From Lemma 2, for the case ¢ € QNR,, sp(kq) + sp(k) =
1. It follows that s(kq) = 0.

= sp(kq)+sp(k)+1.
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If t € P, then there exists integer m such that ¢ = mp
and d,(t) =0, sp(m ) =0. Thus
q

mp
s(mp) = sq(mp) + sp(— q ) + 54(m) = s54(mp) + sq(m).

From Lemma 2, for the case p € QN Ry, sq(mp)+sq4(m) =
1. So s(mp) = 1. O

Lemma 3 and Theorem 3 yield the following conse-
quence:

Theorem 4. A Whiteman generalized cyclotomic se-
quence on the residue ring Zpq has a trace representation
as follows:

If g€ QNR,, and p € QNRy, s(0) =0,

p=1_
Sioh Trgé’p [(ap
i'z (11 27 k:
+ayp + ap “]
2v — 27, 27 t
+ Zi:g)

Trgfq (an + a:;" 7.
Ifge QR, and p € QRy, s(0) =0,

uk
+p

s(t) = ")dp(t)

= S5 T e )
+z“ S legt ! + gt ),(0)
+ay vy + aq ug'ka “I.
Ifge QR, andp € QNR,, s(0) =0,
BElo1 Wit ulik
s = S Ty a0

L u k

u
oy T oy ]
+Z2uq7 Trnq [(a qq + oy’

27t 21k

—i—au" P gt .

27,t u27’k

)04 (t)

Ifge QNR, and p € QRy, s(0) =0,

- Z{ZS
o 5

+ 2220 ).

where ap and og are pt" and ¢t" roots of 1 respectively,
p € WS(Qvnp)aq € WS(Q,HQ),OZP € GF(2np)aaq €
GF(2"),n, = 2%uv,,n, = 2%0v,. v,,v, are odd, and
Up, Uq are primitive elements of Z, and Z, respectively.
Without loss of generality, k, and kq can be chosen as 1.

Remark 1. Let n = lem(np,ng), ap = B9, a4 = (P,
where B is a pgt" root of 1 in GF(2"). We can get trace
representations of a DGCS and a WGCS from the exten-
sion field GF(2™).

-Q\w.

2i 2
s(t) Tr;fp (aZ” + ap” )

n u?i 21
Trod, (ag”  + aqq

Remark 2. Since a WGCS is a special Modified Jacobi
sequence, the multi-rate construction and trace represen-
tation of it were actually given by other types in [7] and
[3] respectively.
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