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Abstract

In 2004, a multi-signature scheme (MSS) based on the
elliptic curve cryptosystem is given by Chen et al. [1].
Later, Liu and Liu [6] showed that if one of the users al-
ways sends his data in the last during each steps of the
key generation and multi-signature generation phase then
MSS becomes insecure. In this paper we propose a scheme
which prevents the system from such insecurity. Also, in
the proposed scheme, we provide security with more ef-
ficiency by considering only one point of elliptic curve in
the place of two points considered in MSS.
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1 Introduction

A digital signature is an electronic analogue of hand writ-
ten signature. That is, a digital signature allows the
receiver of a message to convince any third party that
the message in fact originated from the sender. Digi-
tal signatures play important role in our modern elec-
tronic society since they have the properties of integrity
and authentication. The integrity property ensures that
the received message is not modified and the authenti-
cation property ensures that the sender is not imperson-
ated. In well-known conventional digital signature such as
Diffie-Hellman system [2], RSA system [7] and ElGamal
system [3], a single signer is sufficient to produce a valid
signature and anyone else can verify the validity of signa-
ture. Itakura and Nakamura [5] proposed the first multi-
signature scheme in which multiple signers can co-operate
to sign the same message and any verifier can verify the
validity of the multi-signature. Public-key identification
schemes prevent online systems or electronic cash from
unauthorized access and unauthorized transfer. Such a
signature scheme involving the hash function can resist
the chosen-message attack and prevent the signature from

being forged. The ECC is constructed from integer points
on the elliptic curve in finite fields, whose basic operations
include addition and multiplication under the ECC Is-ill.
The operations associated with ECC are more efficient
than those associated with other cryptosystems, includ-
ing the RSA [7] and the DSA [3]. Besides, the ECC is
applied herein to research digital signatures and is de-
veloped to promote the security and execution efficiency
of a cryptosystem. A one-way hash function is designed
herein with two characteristics: the output is of a fixed
length, unlike the input, which is of variable length; also
the length of the signed message can be reduced by apply-
ing the hash function, so that the chosen-message attack,
as defined by ElGamal [3] and Harn [4], can be resisted.

2 System Initialization Phase

The preparatory procedure for initializing the system
is selecting the following commonly required parameters
over the elliptic curve domain.

1) A field size g, which is selected such that, ¢ = p if p
is an odd prime; otherwise, ¢ = 2™, as ¢ is a prime
power.

2) Two parameters a, b € F, that define the equation of
elliptic curve E over F, (y*> = 2° + az + b (modg) in
the case ¢ > 3, where 4a® + 27b? # 0 (mod q)).

3) A finite point B whose order is a large prime number
n in E(F}), where B # O (O denotes infinity).

4) A positive integer ¢, which is the secure parameter,
eg.,t>T2.
3 Key Generation Phase

All members of the group U; (1 < i < N) generate the
keys, as follows.
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Step 1. Person U; randomly select an integers p; from
the interval [1, n/N], and specify p; as private key,
and send Y; = p1 B to Us.

Step 2. Person U; randomly selects an integer py from
the interval [1, n/N], and specify py as private key,
and send Ys = poY7 = pa (p1B) to Us.

Step 3. Continuing above process person UN randomly
select an integers py from the interval [1, n/N], and
specify py as private key and generate

YN = pnYn_1=pn...p2p1B.

Step 4. Y = pn ...p2p1 B is a group public key.

4 Multi-signature Generation

Phase

Let m be the message that requires the multi signature
of all the group members. To cooperatively generate the
multi-signature, each signer in the group U; (1 < i < N)
performs the following steps.

Step 1. Person Uy randomly select an integers gy from
the interval [1, n/N], and send Qn = gvB to Un_1.

Step 2. Person Upy_; randomly selects an integer qn_1
from the interval [1, n/N], and send Qn—1 = qn-1QN
= qn-1(qnB) to Uy _a.

Step 3. Continuing above process person U; randomly
select an integers ¢; from the interval [1, n/N], and
generate

Qi=qQ2=q...qn-1gNB.

Step 4. Taking Q = q1...gqn_1gN B-

Step 5. Combine m and @ into a single integer e using
the following one way hash function
e = hm,Q)e1,2].
Step 6. We also compute R and T as follows: U; sends
p1B and ¢1 B to Us, Us sends gap1 B and paq1 B to

Us. Continuing above process, Uy_1 sends gn—_1 ...
p1B and py_1 ... po1 B to Uy, and Uy computes

qNgN-1 ---p1B and py py —1 ... poqu B.
TakingR = qnqn-1..--m1B
and
T = pNpN-1...D21B.

Step 7. Compute s}s according to the equation: U com-
putes

s1 = (q1 +pie) modn.
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U; sends s1 to Us, and Us computes

so = [(¢21 + @2p1€) + (p2qq1 + pap1e)] mod n

with the help of ps and go. Similarly Us computes
s3. After N — 1 steps Uy will compute

sy = [lgN-.-@2q1 +aqn ... q2p1€)
+(pN ---p2g1 + PN - .. p2p1re)] mod n.

Step 8. Taking s = [(gn..-¢2¢1 + qn-..g2p1e) +
(PN ---D2q1 + PN - .. p2p1€)] mod n.

Step 9. Send the message m with the multi-signature (e,
s) to the verifier.

5 Multi-signature Verification

Phase

The verifier validates the received multi-signature (e, s),
as follows.

Step 1. Compute Z using Y, R, T and (e, s) according
to the equation,

/J = sB—eY —-—eR-T.

Step 2. Verify the accuracy of the following multi signa-
ture verification equation

h(m, Z).

(& =

If certifiable, accept the validity of the received multi-
signature; otherwise, reject it.

Theorem 1. The multi-signature is considered to be valid
if the signer and the verifier conform to the applied pro-
tocols.

Proof.

Z = sB—eR—-T—¢€Y
((gn ---q2q1 +qn - - gapre) +
(PN - -p2g1 + PN ...p2p1e))B—eR—T —eY
= qN...enB+qn...q2p1eB +
PN .-..-P2o1 B +pn ... papreB —eR—-T —eY
Q+eR+T+eY —eR—T —eY
= Q

6 Security Analysis

The security with elliptic curve based discrete logarithm
is more reliable in public key cryptosystems as compare
to others. This is the reason why we have proposed signa-
ture scheme with elliptic curve based discrete logarithm
problem. Below, we explain how several possible attacks
are not possible in our proposed scheme.
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Attack 1. Liu and Liu [6] showed that if one of the users
always sends his data in the last of each steps during
the multi-signature generation phase then the scheme
given by Chen et al. [1] becomes insecure. In our
scheme, key generation phase and multi-signature
generation are done in two different ways i.e. if one
person starts to generate key then in multi-signature
generation phase his number will come in the last.
Thus, our system is more secure against this attack.

Attack 2. In our scheme, key generation phase entirely
depends on elliptic curve based discrete logarithm
problem and the schemes with such problem are
known as more reliable. This makes our scheme more
secure and reliable for any possible attack. Moreover,
in multi-signature scheme [1], each user has to gener-
ate the key independently whereas in our scheme, for
each user key generation depends on preceding one.

Attack 3. Similarly, the first part of multi-signature key
generation procedure is also based on elliptic curve
discrete logarithm problem hence makes it more re-
liable and secure.

Attack 4. The second part of Multi-signature key gen-
eration is to find the value of s. Since it involves ad-
dition and product of integers with respect to mod-
ulo n. So we can say that finding this key is in-
tractable. Also our system involves two additional
parameters R and T not considered in scheme [1]
makes the scheme more secure.

7 Efficiency Analysis

1) In our scheme, we consider only one point for key gen-
eration phase and for the first part of Multi-signature
key generation phase. This makes our scheme more
efficient as compare to the scheme given by Chen et
al. [1] wherein two points are considered for that
purpose.

2) The computational efficiency is increased for the sec-
ond part of multi-signature key generation phase in
our scheme by computing s only. However, in the
scheme given by Chen et al. [1] double computation
i.e. computation of s; and s, is required.
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