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Abstract

In this paper we model a hybrid system consisting of a @ntinuous dean boiler and a
discrete cntroller. Our model uses the Lynch-Vaandrager Timed Automata model to show
formally that certain safety regquirements can be guaranteed under the described assumptions and
failure model. We prove incrementally that a simple antroller model and a controller model
tolerating sensor faults preserve the required safety conditions. The spedfication of the stean
boiler and the failure model follow the spedficaion problem for participants of the Dagstuhl
Meeting “Methods for Semantics and Specification.”

1 Introduction

The number of different formal methods for spedfying, designing, and analyzing red-
time systems has grown dfficult to survey. For the purpaose of comparison, some problems

have

been defined o borrowed from red-life gplicaions. One such benchmark problem is

the Steam Boiler Controller problem discussed in this paper. Ancther representative of this

kind

d problem is the Generalized Railroad Crossng (GRC) [Hei93]. Various approades

have been applied to the latter, e.g., [Cle93Jah86Sha93 Hoa93]. Many steps of the
approach described here are similar to the steps described in [Hei94].
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Figure 1: The steam boiler system. This picture shows the information flow between the controller
and the steam boiler. It also gives some notion about the capacities of a pump (P), the limits for the

steam rate (W) and the boundaries for the water level (M; and M,).
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However, the Stean Boiler Controller represents a different kind o problem. Basicdly,
it consists of a discrete control loopwhere several comporents may fail. The full version o
this paper on the CD-ROM contains a mndensed and informal description d the Steam
Boiler Controller spedficaion. The origina spedficaion can be foundin [AS96]. Since
even the origina spedficaion is informa and ambiguous, the condensed version onthe
CD-ROM summarizes our interpretation of the described problem.

The rest of this paper is organized as foll ows: After presenting an ottline of our formal
methods (Sedion 2), we state the assumptions we make for our model and show how the
model is related to the physicd model (Sedion 3). The foll owing two sedions describe the
model of the baler and a smple cntroller. In Sedion 6, we show some key model
invariants. In Sedion 7, we present a similar controller which allows for sensor faults and
we show its correctness incrementally based on the simpler controller model.

2 The Formal Framework

Applying formal methods to a system invalves three steps: the system requirements
spedficaion, the design of an implementation, and the verificaion that the implementation
satisfies the spedficaion. The system requirements edficaion describes al accetable
system implementations [Hei94]. It has three parts:

1. A formal model describing the environment (e.g., the steam boiler) and its interface
2. A formal model describing the controller system and its interface at an abstraction level
3. Formal statements of the properties that the system must satisfy

The forma method we used to spedfy the steam bailer problem and to develop and
verify a solution represents both the wntroller and the system environment as Timed
Automata, acording to the definition d Lynch and Vaandrager [Lyn91]. A Timed
Automaton is a very general automaton, i.e., a labeled transition system. It is not finite-
state: for example, the state can contain red-valued information, such as the arrent time or
the aurrent steam rate. This charaderistic makes Timed Automata suitable for modeling not
only discrete computer systems but also red-world entities sich as the stean baller. We
base our work diredly on an automaton model rather than onany particular speaficaion
language, programming language, or proof system, so that we may obtain the gredest
flexibility in seleding spedficaion and poof methods. The forma definition d a Timed
Automaton appeas in the CD-ROM version in Appendix A. Appendix B describes the
Simulation Mapping method sed for incremental ressoning abou other increasingly
specific instances of the model.

The Timed Automaton model suppats the description d systems as colledions of
Timed Automata, interading by means of common adions. In ou example, we define
separate Timed Automata for the steam baler and the oontroller system; the cmmon
adions are sensors reporting the aurrent state of some parameters of the boiler and aduators
controlling the pumps of the boiler.

Actions change the state and, in particular, some variables of the state of an automaton.
As adistinction between variables of the pre-state and the post-state, we write variables of
the post-state (or the representation d the whole post-state) with a prime. In changing the
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state, adions perform a step or transition. Such a step or transition defines the dhange from
one state s to another states by an adion a, whichisformally writtenas (s, a,s’) or

s» [0 - a 54, Where the subscript A stands for the name of the particular automaton.

For the communicaion with cther automata, we define inpu, ouput and internal
adions. Such inpu adions will be enabled by output adions of ancother automaton. For
example, the aduator output adion in the cntroller model is g/nchronized with the
aduator inpu adion d the stean boiler model. The inherent flexibility of the method
allows, for example, the introduction d a new automaton representing channel and message
transfer charaderistics to be anployed in-between the bailler automaton and the controll er
automaton, interfadng with an inpu adion from the @ntroller and an ouput adion to the
steam boiler model. This all ows us to model more mmplex systems withou major changes
to the previous automata. Furthermore, with this composition, we can reuse information we
gained about the separate automata.

We describe the Timed Automata using precondtion-effed notation. The precondtion
identifies particular states in which the system performs some adions. For any state
fulfilling the precondtion, the dfed part describes how the state is changed by the
particular adion. This has sveral advantages. First of all, it is eassy to understand. Even
more important is that implementations can follow the @strad model description and even
alow for simple validity chedks in the ade. In addition, al the invariants proved represent
useful chedksto be validated whil e running the final applicaion. This approad will help to
identify rare kinds of faults that are not even considered in the model. In this view, formal
verification with Timed Automata is a constructive approach to systems development.

3 Further Considerations for Our Model

For our model, we neal to know some more information about the physica behavior.
Some of the following assumptions follow the informa spedficaion o [AS96] or are
intended to resolve some anbiguity. As suggested by [AS96], to simplify reasoning abou
the model, we ignore second ader effeds like the volume expansion d water when heded.
This reasoning implies that a unit of water measured as geam can be replacel by pumping
in exactly one unit of water.

Most important is sme knowledge @ou how fast the steam rate may change over time.
We as3ume areasonable worst case situation where the steam rate increases at most with U,
liters per second per second. In ather words, the maximum gradient of increase of the steam
rate is Uy I/s>. Symmetric to this, we know that the fastest deaease of the steam rate is
denoted withJ; I/s’.

Furthermore, no pump supdies water unless adivated and then it supgies a constant,
exadly known amourt of water per second dcenoted with P liters per second. The delay
between reading the sensors and consequently changing the adive pumps, denoted with S,
is caused mainly by the slow readion d the physicd pumps. As a minor difference to the
spedficaionin [AS96], we asume the same delay for the adivation and the deadivation d
pumps. Since the pumps cause most of the delay S, we asume ay baller shut down is
adivated instantaneously and the whole processof shutting down the steam bailer is left to
a later phase which we do nd consider in this model. In the same way, we omit the
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initiali zation phese, which shoud force the bailer state into a particular acceptable set of
start states before the bailer becomes fully operational. We aswume dl parameters of the
start state for this model are drealy in their corred operational ranges. Moreover, we
asume that the ntroller may dedde to shut down the bailer any time it sets the new
pumps. This assumption includes the possbility that the operator initiates an emergency
stop, and it provides the flexibility to incorporate other reasons to shut down the boiler.

Analyzed by our Model
/_‘A\
Initializaion Normal Shutdown
Phase Operation Phase
- - - oo - *T”ne
Water level
in start up grgergency
condition. P

Figure 2: Our model only considers the time of normal operation. At the beginning, the initialization
phase provides all parameters in the correct range and the shutdown phase is activated through
setting parameter stop to true.

Other helpful assumptions are mrred and acairate sensor values or the detedion d a
sensor fault. Perfed fault detedion and identification are necessary for our model but will
not be available in redity. In this asped our model might need improvement if it is
necessry to study such general cases. For example, the techniques developed for
probabili stic Timed Automata [ Seg94] seem to be gpropriate for a problem requiring the
analysis of such probabili stic properties. Probabili stic Timed Automata would allow one to
assgn probabiliti es to certain adions, e.g., for asuccessul error detedion, and to prove the
probability of a certain system behavior.

As afurther smplification,we dhoose avery simple fault model which, in fad, includes
or is close to most common fault condtions. The fault model assumes that every pump may
fail and stop pumping water into the boiler. As a minor simplificaion, we assume for our
model that any pump fault only occurs at times when pumps may be adivated or stopped.
This happens periodicaly whenever the parameter set equals the airrent time (now). Thus,
pumps, when succesdully adivated, supdy water at least to the next instant where pumps
might change their behavior. Moreover, we asaume that the adivation dHay, i.e., the time
from reading the sensor values until consequently the pumps change their behavior, is
smaller than the time between two successive sensor rea8ings. (

The goal of modeling the steam baller and the controller with Timed Automata is to
show certain important properties. In this case, we want to verify that our controller model
does not violate safety. Therefore, we have to show that neither the steam rate nor the water
level crosses its critical limits.

Next, we summarize the information we have about the physical model.
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3.1 The Physical Model

We asaume the steam rate expressed as a function ower time (sr(t) = 0) is differentiable.
Furthermore, we know that

~U, s sr(t)<U,

and
t t

wi (t) =wl(0) +£ pr(x)dx —gsr(x)dx

where ér(t) represents the derivative of the steam rate function and wi(t) the anourt of

water in the baller at the time t and pr(t) ( = 0) the (discrete) pump rate function over time.
We gply the following transformation to this information to make our model easier to
follow.

We know-U, < ér(t), which impliesO < ér(t) +U, and in general

[sr(t) +U,dt = sr(t) +t*U, +C.
Thus, we know that for aift,
sr(t+At) +U, * At > sr(t)
and symmetrically
s(t+At)-U, *At < sr(t).
In the following, we ussfor sr(t) ands,ewfor sr(t + At). With a similar straightforward

calculation as before, we get
t+At

W (t + At) = wi(t) + I pr(X)dx = S,y (S S At)

and symmetrically
t+At

Wi (t+ At wi(t)+ [ pr(x)dx - Jow(S S At)

with
[PAtU,s+2AtU S, + At°U U, = (S—S,,,) >0
S, S, At) =0 O
d’”GH ( Sne\N ) |: 2U1 +2U2 |:|
and
EHZZAtU15+2AtUZSmN—At2U1U2+(s—srm)2% " EIJE 4 Seu E
2, +2, O U, 0
dLOW(S’ sm,At) = B 0¢ s.20
H—+ Il otherwise
H U, 2,0

Ouicn describes the maximum amourt of water that could evaporate and & ow the
minimum amourt of water. Obviously, & ow depends on whether the steam rate might drop
to 0 in the interval At. Figure 3 represents duicy and & ow graphicdly for an arbitrary
interval t. Figure 3 ignores the pump rate, and the shaded areas represent the water
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evaporated into steam until a cetain pant in time. In ather words, dyicn and d ow represent
the worst case anourt of water that could evaporate into steam in interval At. Both depend
on the knowledge of the stean rate & the beginning and the end d the interval. The basic
dependencies shown in the following Lemma 1 are sufficient for all further proofs.

W A |
|] d-”GH(Sr, V, t)
Steam-
e W [ ] aowsr v 1)
...... Example of the
Sf red steam rate
read

— o .
~ Y time
t=1+now-read At

Figure 3: Example of what dy g and Jd_ow represent. For different intervals the maximum and
minimum amount of water evaporated into steam depends on the steam rate at the beginning of the
interval and at the end.

The following Lemma lists al necessary relations abou the steam development
functions dyicn and A ow. The intuition for this lemma can be gained from Figure 3.
Obvioudly, two conseautive intervals can be joined and the minimum and maximum
amount of water is gnaler and kigger respedively or equal to the minimum/maximum
water evaporated in both subintervals.

Lemma 1: For alla, b, c=0, all constants >0 angu> 0

1) dow@, b, u)<ducn(a, b, u)

2) ZKZ*UZ) ifa<dJ,*u
Adow@, b, u)= a * ul,*u?/2 otherwise

3 sowa, b, u)> 12+ Uy) b Uy ™ u
ow(@, b, u) b * uU*u?/2 otherwise

4) dow@, b, u) +dowb, c, t)>dowa, c, t+u)
5) (a+ b)*u/2=4dow(a, b, u)
6) duicn(@ b, u)s (b * u + Ux*u?%/2)
7) OnicH(@, b, u) +Auicn(b, ¢, t)< AdhicH(@, ¢, u + 1)
8) duicn(a, b, u)=(a + b)*u/2
9) den(@, b, u)s(a*u+Ur*u?2)
Proof: 1. -9.: By calculus.
[ |

Based on this information, we can now model the steam boiler as a Timed Automaton.
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4 The Boiler Model

oiler

Constants
Name Type Restriction | Unit | Description
I positive real > S S time in-between periodical sensor readings
S positive real < | s delay to activate pumps after the last sensor reading
U, positive real I/ maximum gradient of the increase of the steam rate
U, positive real I/ maximum gradient of the decrease of the steam rate
M, real >0,<M, |l minimum amount of water before boiler becomes critical
M, positive real <C, >M; I maximum amount of water before boiler becomes critical
W positive real I/s maximum steam rate before boiler becomes critical
P positive real I/s exact rate at which one active pump supplies water to the |
#pumps |integer >0 number of pumps that can supply water to the boiler in pargllel
C positive real > M, I capacity of the boiler

Table 1: Constants and their relations for the boiler and controller models

Variables

Name Initial Value | Type Values Range | Unit | Description

now 0 real [0 ... o) S current time

pr 0 integer [{O, ...#pumps} number of pumps actively supplying water to the
boiler

q >>M; |real [0...C] I actual water level in the boiler

<< M,

v 0 real [0 ... c0) I/s | steam rate of the steam currently leaving the
boiler

pr_new 0 integer [{O, ...#pumps} number of pumps that are supposed to supply
water after the activation delay

error 0 integer ({0, ... #pumps} number of pumps that fail to supply water to tije
boiler after activation

do_sensor true boolean| { true, false} enable a single sensor reading

set S real [0 ... 0) s next time the pumps change to the new settings

read 0 real [0 ... c0) s next time the sensors will be read

stop false boolean| { true, false} flag that determines whether emergency shut;
down is activated

Table 2: Variables of the steam boiler model. They represent the (initial) state of the steam boiler.
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For providing aformal description d the stean bailer, we first define dl constants and
the state (Table 1 and Table 2). For al variables of the state, we provide the type, value
range and cescription. Moreover, we describe the initial state which immediately forces the
automaton to read the aurrent sensor values and forwards them to the cntroller. The
controller will provide an appropriate pump setting. The chedks in the controller, which is
described in the following sedion, require that there is a cetain minimal amourt of water
between the aiticd limits or otherwise the cntroller would stop the steam baller at once
Thus, avalid start condtion d the water level and steam rate must be far enough from the
critical boundaries not to force the controller to execute an emergency stop.

4.1 The Boiler Automaton

Expressng our interpretation d the informal spedfication more predsely leals to the
following Timed Automaton:

Input Action Internal Actions
actuator (e_stop, pset) activate
Effect: Precondition:
pr_new' = pset now = set
stop' = e_stop stop =false
do_sensor’ true Effect:
read’ = now +l set' = read +5
O< error’ < pr_new
Output Action pr' = pr_new - error’
Sensor (s, w, p) v(At)
Precondition: Precondition:
now = read stop =false
do_sensor #rue now +At < read
stop =false now +At < set
w=q Effect:
s=v V-Upy* Atsv sv+ U * At
p=pr g+ pr*P* At- (v, V, AN =<'
Effect: q'sq+pr*P*At-dowv, V',A)

do sensor’ false }
- now' = now +At

This formal description d the steam bailer is easily readable: The stean bailer reads
periodicdly the airrent water level and the aurrent steam rate and forwards these values to
the oontroller. In the aldition, the @ntroller leans abou the number of pumps that
currently adually supdy water to the bailer. The controller evaluates the data and through
the aduator supgdies a new pump setting or enables the shut-down phese. After the
adivation delay, all nonfaulty pumps of the new setting suppy water to the bailer. In the
meantime, water evaporates into steam unpredictably but limited by its worst case rules.

With the actuator adion the boiler receves the new pump setting requested by the
controller and learns whether the cntroll er shuts down the bail er. Furthermore, it schedules
and enables the next reading of the sensor values. After an emergency stop is exeauted by
setting the variablstop to true, our model ignores any further development.

G. Leeb, NLynch Page8 of 20



Proving Safety Properties of the Steam Boiler Controller

Asan interna adion,the bail er changes the steam rate and the water level unpredictably
over time. The purpose of the time-passage action denoted with v(At) is to provide a
method for describing formally a time-dependent process At represents an arbitrary, non
empty interval of time. A possble value for the parameter At depends on the precondtion.
Obvioudly, At may be abitrary as long as the next adivation d the pumps and the next
sensor reading occur. Formally, the time-passage adion must follow some rules as
described in CD-ROM version in the Appendix A, which we ae going to verify in the next
section.

The activate action occurs after the pump adivation delay. It sets the new pump rate
with resped to an arbitrary number of pumps that fail, expressd as error. We dose this
rather strong fault model where dl pumps might fal at the adivation time regardless
whether such a pump was aready supdying water before. This can be & much as al pumps
that shoud suppy water for the next cycle. Finally, it schedules the next adivation time.
Periodicdly, the sensor action forwards the arrent amourt of water, the aurrent stean rate
and the number of adive pumps to the cntroller. To prevent the sensor adion from
happening multiple times, it disables itself by settahg sensor false.

4.2 Checking the Model

As described formally in the CD-ROM versionin Appendix A (the cmplete definition
can be foundin [Lyn91]]), ead Timed Automaton hes to follow five aioms. We nedl to
show that the Boiler Model satisfies these acioms. Overall, these aioms are used to define
the concept of time in Timed Automata. Axiom [A1] says that the aurrent time is aways 0
in astart state. Axiom [A2] says that nontime-passage steps do nd change the time; that is,
they ocaur “instantaneously”, at a single point in time. Axiom [A3] says that time-passage
steps must cause the time to increase. The fourth axiom [A4] enforces transitivity in the
representation d time, i.e., trangiti vity of the time passage adion. Whenever it is possble to
describe adevelopment over time with several succealing time-passage steps it must be
possble to describe this change in a single time-passage step. The fifth axiom [A5]
describes trajedory consistency: Whenever the change from one state to ancther with the
time-passage adion can be expressed as a trgjedory (or function), the dange between any
two states in this interval follows the same trajectory.

The CD-ROM version contains the detail s to these proafs. Basicdly, with these akioms
fulfill ed the Timed Automaton model allows us to combine automata through their input
and ouput adions. We will combine the baller model with a controller model, which we
present in the next section.

4.3 Properties of the Boiler

Based onthe auitomaton description, we can derive useful information abou the bailer
system. These intermediate results can be favorably employed for fault detedion and
consistency cheds in any adual boler implementation based on this model. This
information is expressed in the form of logic expressons invariant in al possble
exeautions of this boiler model. Therefore, these expressons are cdled invariants. In other
words, no ader of stepswill produce astate in which any of these logica expresgonsis not
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true. All the statements and their proofs can be foundin the CD-ROM version d this
report. All proofs are by induction on the steps of the automaton.

5 The Controller Model

In order to solve the steam bailer problem, we have to find a wntroller that guarantees
the required safety properties. For this purpose, we take alvantage of a dharaderistic of the
Timed Automaton model. First, we will show that a simple cntroller that canna tolerate
sensor faults guarantees the safety properties under described assumptions. Then, the
Simulation Mapping tedhnique is used to show incrementally that a different controller
which allows for sensor failures preserves the safety properties.

Obvioudly, it is most important that the controll er identifies water levels and steam rates
that might crosstheir criticd limit s before the next sensor values arrive. In case such sensor
values are identified the controller will enable the shut-down phese. In a noncriticd case,
the controller chooses an appropriate new setting for the pumps to adjust the water level
and compensate for the amount of steam leaving the boiler.

5.1 The Controller Model

Definitions

Name Type |Unit|Value Description

max_pumps_after_set] integer #pumps maximum number of pumps that can supp
water to the boiler after the delay
considering the pump failure model

y

min_pumps_after_set|integer 0 minimum number of pumps that can supgly
water to the boiler after the delay
considering the chosen pump failure model.
For a different pump failure model, e.g.,]v
which pumps might fail when activated o
stopped, this constant may actually be a
function of the change in the number of
pumps.

min_steam_water(sr) | real | sF/(2*U) if sr<I* Uz | minimum amount of water that can
* * i . .

(sr-Uz ™ 1/2)*1 otherwise | ayaporate into steam until the next sensdr

reading

max_steam_water(sr) | real | (sr+ U * 1/2)* maximum amount of water that can
evaporate into steam until the next sensdr
reading

sF/(2*U1) if sr<I* U: | estimated minimum amount of water that
* * 1 . .
(sr-Us™ 1/2)*1 otherwise | hag evaporated since the next sensor redding

min steamwater est(sr)| real

Table 3: Definitions and abbreviations for the controller model
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D

t.

Variables

Name Initial Value | Type Value Range Unit | Description

do_output false boolean | {true, false} flag that enables the output. This
represents a kind of program counterl

stopmode true boolean | {true, false} flag to activate the shut down, initiall)l
true, since condition is not checked y

wi aq real [0...C] I current water level reading

sr 0 real [0..W] I/ls | current steam rate reading

now 0 real [0 ...00) S current time

pumps 0 integer {0 ..#pumps} number of currently active pumps
supplying water to the boiler

pX 0 integer {0 ..#pumps} number of pumps that shell supply
water next

Table 4: The state of the controller including all variables and their initial values

5.2 The Simple Controller Automaton
The input and ouput adions are complementary to the inpu and ouput adions of the

steam boiler model.
Input Action

sensor (s, w, p)
Effect:

sr'=s
wl'=w
pumps' = p

do_output' true

# safety checks:
if sr'>W-U;*l or
wl'>M, - P *(pumps' 'S +
(max_pumps_after_set)I*-(S)) +
min_steam_water(sr) or
wl's M, -P*(pumps' *S+
(min_pumps_after_set)*{S)) +
max_steam_water(sr)
then
stopmode' true
else
stopmode’ =tfue, false} arbitrary

Internal Actions

controller
Precondition:

true
Effect:

O0< px’ < #pumps
V(At)

Precondition:

true
Effect:

now' = now +At

Output Action

actuator (e_stop, pset)
Precondition:

do_output true

pset = px

e_stop = stopmode
Effect:

do_output' false

With the sensor action, the controller recaves periodicdly the arrent steam rate, water
level and number of adivated pumps. Its primary purpose is to test if the aurrent sensor
values are “close” to either criticd limit. In such a cae the sensor adion sets a flag for the
aduator to initiate the shut-down. Likewise, externa criticd condtions are modeled by
nondeterministicdly setting stopmode to true. Furthermore, the sensor adion enables the
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aduator adion. The test for what is “close” depends on the particular fault model used and
controller cgpabiliti es. The controller can try to start al pumps every period and ou fault
model alows upto al pumps to fail. The point in time for the dedsion hav many pumps
adually supdy water to the bailer is every set time. Therefore, we must chocse dl pumps
for max_pumps_after_set. On the other hand, all pumps could fall and therefore
min_pumps_after_set equals 0. Similarly, min_steam water and max_steam water express
the minimum and maximum amourts of water that can evaporate into steam in the
following period starting with given current steam rate, respedively. The test simply
cdculates the worst case situations for the water level and stean rate and compares the
results with the critical limit$1,, M, andW.

The controller action chocses an appropriate new pump setting. Actually, it can choaose
any pump setting. For our approad, we ae not particularly interested in the performance of
the controller. On the other hand, we ae interested in generdity. Therefore, we dose a
controller model that can incorporate any possble control algorithm for setting the pumps.
As a mnsequence ou results concerning the safety are valid for an arbitrary control
algorithm. Although the dhoice of a new setting for the pumps is irrelevant to the safety of
the steam bailer system, for a performance analysis the pump setting would be of major
importance The time-passage action (v(At)) alows timeto pass For the foll owing proafs,
we ignore these two adions, since they do nd provide alditional information and are
irrelevant to the proofs.

Finaly, the actuator action forwards the new pump setting and whether the boil er must
be stopped to the bailer environment. Furthermore, it disables itself, by setting do_ouput
back to false.

As suggested in the original spedficaion, this controller model ads instantaneously.
Therefore, the time-passage adion is trivial and al five aioms for Timed Automata ae
satisfied. Moreover, there is no wseful information gained from the antroller model alore.
So far the proofs have invalved ony ether the stean boiler model or the cntroller model.
Next, we use the composition poperty of Timed Automata for combining the two
automata, and we prove the required safety properties.

6 Properties of the Combined Steam Boiler System

Following, we show in several steps that the combined model (formally a composition),
consisting of the steam boiler model and the simple antroll er model together, guaranteethe
safety condtions. The first safety property requires that the stean rate must always day
below W. Before the stean rate can cross this limit, the boiler must be shut down.
Expressing this in terms of the state of the steam boiler system, we have to show

S1) v <Wor stop =true

The send safety property requires that the water level must aways day between its
criticd limits M; and M. Before the water level can crosseither limit, the boiler must be
stopped. Thus, we have to show

S2) M;<(q<M,;or stop =true
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6.2 Steam Boiler System Properties

The following lemmas lead us gep-by-step toward proving the safety condtions. While
we provide only some important statements in this version d this paper, al the statements
(lemmas and theorems) and their proofs can be found onthe CD-ROM. The numbering is
consistent.

Coming up with the right invariants that lead to showing the safety properties is the
most complicated task in working with Timed Automata. On the other hand, the proaofs
themselves are usually straightforward and follow well -establi shed, stylized methods and
the usual pattern for proving by induction. The main work for proving the safety properties
is dore by means of these invariants. All the proofs for our model are by induction onthe
model and can easily be verified using current mechanical proof technology.

The following lemma describes the condtions when the @ntroller deddes that the
boiler needs to be emergency-stopped.

Lemma 3: In all reachable states of the controller model,

1) My>wl+ P* (pumps *S+ #pumps* (I - S)) - min_steam_water(sr) or stopmode
= true

2) Mi<wl+ P*pumps *S- (sr*| + Uy * 1%/2) or stopmode #rue

3) sr+ Up*I < W or stopmode true

Using the test condtionsin Lemma 3.3,we can prove that the adual steam rate will stay
under a cetain limit depending on hav long it takes urtil the next sensor reading. This
lemma depends on sr + Uy*I < W or stopmode = true (Lemma 3.3) and if do_ouput then
now = read and sr = {Lemma 4).

Lemma 11: v + U;*(read - now) <W or stop =true

The foll owing lemma describes the anourt of water above the lower limit of the water
level depending on the arrent steam rate and pump rate. Lemma 12 depends on Lemma
1.9, now < set (Lemma 2), Wl > M1 - P * pumps* S+ (sr* | + Uy * 1%/2) or stopmode =
true (Lemma 3.2), if do_ouput then now = read andwl = q andsr = v (Lemma 4), set =
read+ S orset=read-| + S(Lemma 5), now <read-| + Sor set = read + S (Lemma
6), if now < read then do_ouput = false (Lemma 7) and Lemma 10: if set = read + S and
do_output =falsethen pr = pr_new - error else pr = pumps

Lemma 12: if do_output =false then
if set = read 4 +Sthen
M1 < g + P*pumps*(set-now) - (v * (read-now) W,*(read-now}/2) or stop =true
else Mi<q- (v* (read-now) +U:*(read-now¥/2) or stop =true
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Similar to the previous lemma, the foll owing lemma describes the minimum amourt of
water in the boil er before the upper water level limit could be readed. This lemma depends
on Lemma 1.2, now < set (Lemma 2), My, > wl + P*(pumps*S + #pumps*(1-S)) -
min_steam_water(sr) or stopmoddrae with

sr/(2*U,) if sr < Uy*|

(sr*l - U*12/2) otherwise
(Lemma 3.1), if do_ouput then nowv = read andwl = q andsr = v (Lemma 4), set = read +
S orset=read- 1 + S(Lemma 5), now <read- | + Sor set = read+ S (Lemma 6), if now

< readthen do_ouput = false (Lemma 7) and Lemma 10: if set = read + Sand do_otput =
falsethen pr = pr_new - error else pr = pumps

min_steam_water(sr) =

Lemma 13: if do_output =false then
if set =read 4 + Sthen
M, > q + P*(pumps*(set-now) #pumps*(1-S)) - steam or stop true
else M, > q + P*#pumps*(read - now) - steam or stop true

_ V2 12*U, if v < Ux(read-now)
with steam = (v*(read-now) -Uz*(read-now}/2) otherwise

Lemma 14: d(u) is convex:
d(u) = min(0, d(S)¥or S=>u =0, d(u) = A*u - B*f with A real andB positive real

6.3 Summarizing Theorems

The following theorems simmarize the previous lemmas and translate them into the
form in which the required safety properties were expressed.

Theorem 1: In all reachable states of boiler systems W or stop =true.

Theorem 2: In all reachable states of boiler systédm,< q < M, or stop =true.

With abowve proofs, we have shown that the steam boller model together with the
controller model meds all the safety requirements. As a further step, we must modify the
controller model to allow sensor faults. This is presented in the following section.
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7 Sensor Fault-tolerant Controller

In this ®dion, we extend the model of the controller to be tolerant to sensor faults.
Rather than proving the safety properties all over again, we use a tednique cdled
Smulation Mappng. This technique is used to show consistency between abstradion
levels. In particular, it provides a means to show that properties proved for an abstrad
model are preserved in a particular implementation. In this case, the previously described
baler system represents the spedficaion and a new controller that tolerates sensor faults
represents a possible implementation.

The two lemmas which supdy additional information about the bailer system with the
previous controller can be foundin the CD-ROM version d this text. Next, we present the
Timed Automaton model of the sensor fault-tolerant controller.

7.1 The Controller Model Allowing Sensor Faults

Variables
Name Initial | Type Value Range | Unit | Description
Value

do_output | false |boolean | {true, false} flag that activates the output; This parameter
represents a kind of program counter.

stopmode | true |boolean |{true, false} flag to activate the emergency stop, initially truq,
since condition is not checked yet.

wil q real [0..C] I lower bound of the estimation of the current wajer
level

srl 0 real [0..W] I’'s | lower bound of the estimation of the current stepm
rate

wih q real [0..C] I upper bound of the estimation of the current water
level

srh 0 real [0..W] I/'s | upper bound of the estimation of the current stqam
rate

sr_ok true | boolean | {true, false} flag that tells whether the steam rate sensor hap
failed

wl_ok true | boolean | {true, false} flag that tells whether the water level sensor hap
failed

now 0 real [0 ...00) (S current time

pumps 0 integer | {0 ...#pumps} number of currently active pumps supplying wajer
to the boiler

pX 0 integer | {0 ...#pumps} number of pumps that shall supply water next

Table 5: The initial state of the fault-tolerant controller including all variable declarations
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7.2 The Fault-tolerant Controller Automaton

Input Action Internal Actions
sensor (s, w, p) bad
Effect: Precondition:
pumps’ = p true
Effect:

do_output' strue

# estimate steam rate
if sr_okthensrh'=srl'=s
else srh' = srh #J, * |

srl' = srl -U, * |

# estimate water level
if wi_ok then wih' = wll' = w
else wih' = wlh - min_steam_water_est(srI")
P * pumps *S+ P * pumps’ * ( - )
wlil' = wll - (srh” +Uy*1/2)*]
4P * pumps *S+ P * pumps’ * ( - S)

# safety checks
if srh'>=W-U;*1| or
wlh'>M, - P *(pumps' *S +
(max_pumps_after_set)I*-(S)) +
min_steam_water(srl) or
wil'sM; + P *(pumps' *S +
(min_pumps_after_set)*{9)) -
max_steam_water(srh)
then stopmode' true

sr_ok’ = {true, false} arbitrary
wl_ok’ = {true, false} arbitrary

controller
Precondition:

true
Effect:

0< px' < #pumps
v(At)

Precondition:

true
Effect:

now' = now +At

Output Action

actuator (e_stop, pset)
Precondition:

do_output =true

pset = px

e_stop = stopmode
Effect:

do_output' false

else stopmode’ tdue, false} arbitrary

The ontroller model that alows sensor faults has the same structure a the simple
controller. An additional adion bad tell the controll er whether a sensor has fail ed. The fault
model allows arbitrary combinations of sensor bre&k downs and fast or slow repairs. The
sensor adion expresses the strategy of the antroller to cope with sensor faults. Basicdly,
the strategy is to cdculate an upper and lower limit for the missng value of the failed
sensor, using its last recent value and the remaining sensor values. Even in the cae that
both sensors bredk, the wntroller still may alow the operation d the bailer and guarantee
safety. In this resped, our controller definition is better than the one suggested in [AS96],
since he suggests to shut down the bail er system whenever both stean rate and water level
sensors fail.

The various operational modes (normal, degraded and rescue) as gedfied in [AS96)]
can be inferred from the variables sr_ok, wl_ok and the diff erence between pumps and px.
In o model, these modes are not relevant to the safety of the boler system and have
therefore been ignored.
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7.3 Proving the Safety Properties by Simulation Mapping

After composing the stean bail er automaton with the new fault-tolerant controller, we
have to prove that the safety properties are satisfied in the new model.

We use aSimulation Mapping for proving that one Timed Automaton “implements”
another. This technique shows that al possble traces of the new automata ae included in
the traces of the dready proven model. Therefore, al safety properties invalving the states
of the steam bail er with the simple @ntroll er are valid for the system with the fault-tolerant
controller, too. A Simulation Mapping is most useful to show that an implementation
adually preserves properties of the spedficaion. This method can be gplied repeaedly to
get from a very abstrad model, which is proven to fulfill the required properties, to a
detailed implementation (maybe even the final implementation). Like invariants, the
Simulation Mappings invave time dealline information, in particular, they include
inequalities between time deallines. Therefore, they are suitable for showing timing
properties, too.

We gply a Simulation Mapping from states of the stean bailer system with the fault-
tolerant controller (in short “fault-tolerant controll er system”) to the system with the simple
controller (“simple controller system”). Appendix B of the CD-ROM version contains a
formal definitions of the Simulation Mapping technique and the @rredness properties it
guarantees.

7.3.1 Simulation Relation

Theorem 3: The relatiorf as defined below is a Simulation Mapping from the states of the
fault-tolerant controller system to the states of the simple controller system.

Let s denote astate of the simple controller system and i denote astate of the fault-
tolerant controller system. We defisandi to be related by the relatioh provided that:

1) i.Boiler = s.Boiler'

2) i.do_output = s.do_output, s.px = i.pX, S.pumps = i.pumps, S.NOW = i.now
3) i.srl £s.sr<i.srh

4) iwll <s.wl<iwlh

5) s.stopmode = i.stopmode

Proof sketch: Letileadtoi’ via agion ain the fault-tolerant controller. We must findan s
such that s’ fi’ andthere exists an exeaution fragment from sto s with the same trace @ a.
Usually, we bregk by cases onthe type of a. In theinitial state f is fulfill ed. For this proof it
remains to show the cae for the sensor adion because dl other adions are identicd in the
spedficaion and implementation. It remains to show that there is an equivalent sensor step
enabled in s, and s’ relates to i’ following the definition d f. In particular, we must show
the three ondtions in the definition d a Simulation Mapping in Appendix B in the CD-
ROM version. The first condtion, peservation d the now vaue, is immediate from the

" The exact meaning of “traces” is defined in Appendix A on the CD-ROM.
T This relation expresses that the entire boiler state is preserved.
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definition d f. The seaond condtion, corresponcdence of the start states, is also immediate,
because f is fulfilled between the start states. The interesting condtion is the induction
step. As before, the detailed proof can be foundin the full version d this text. The proof
dependsonlLemma 1.3&6, s.now <sread- | + Sor s.set = sread+ S(Lemma 6), -Ux*(I +
s.now - sread) <s.v-ssr< Up*(l + s.now - sread) (Lemma 15) andif s.do_ouput = false
then ps- dyigu(S.sh, SV, t) £s.q- swl <ps- dow(ssr, S, t) with ps= if sset = sread+ S-
| then P * spumps* telse P * (spumps* S+ spr * (t- S)) andt = (I + s.now - s.read)
(Lemma 16).

This Simulation Mapping maps every readable state of the bail er system with the fault-
tolerant controller to a @rrespondng readable state in the system with the simple
controller by the relation f. Therefore, the safety properties invalving the states of the
spedficaion (smple controller) are valid for the implementation (fault-tolerant controll er),
too. Thus, we have shown that the stean bailer system with the fault-tolerant controll er
satisfies the required safety properties.

8 Conclusion

We have gplied a formal method kesed on Timed Automata, invariant assertions and
Simulation Mappings to the stean boiler model, and werified that our controller fulfill s the
required safety properties. In ddng so we have made it possble to compare our techniques
to other approaches.

Summarizing, the Timed Automata, composition and Smulation Mappng tedhniques
present an excdlent combination for system analysis. The main advantage of Timed
Automata is their flexibility in modeling a hybrid system. Timed Automata dlow us to
combine acorntinuows environment that is fairly unpredictable over time with a discrete
control system such as a mmputer. The composition and Simulation Mapping tedhniques
suppement this gedficaion tod for formal verificaion, for more flexibility in haov to
seach for a solution and for the reuse of aready gained knavledge. The mmpasition
technique lets you combine different automata axd scae incrementally solutions from
smaller problems to more complex ones. The Simulation Mapping technique provides a
consistent transition between different abstraction layers.

This method seamns to scae better than ather formal verificaion tedhniques because of
the posshility of applying this methodto dfferent abstradion layers, and applying various
decompasition techniques [Wei96]. A Simulation Mapping can be used to prove that two
abstradion layers preserve cetain properties. Decompasition tedhniques provide moduar
and incremental verificaion. For instance suppase that you have proved that a cetain
implementation d a shared register provides mutual exclusion. The aittomaton model
together with already proved properties may then be composed into a bigger applicaion
without having to prove the mutual exclusion property again.

Constructing the proofs, though na difficult, requires sgnificant work. The hardest
parts were getting the details of the modes right and finding the right invariants.
Unfortunately, this ssemsto be an art rather than an automatic procedure. Nevertheless our
experience in this paper and ahers (e.g., [Hei94]) shows that this art is easily leanable
even for applicaion engineas. The techniques are very systematic and understandable. The
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description allows for much flexibility and is very powerful in describing the possble
progression of a system.

The adual proofs of the invariants were tedious but routine work. Much work can be
avoided by proving the required properties on a general model and wsing Smulation
Mappngs for more spedalized models. Moreover, the daraderistics of these tedhniques
make them amenable for medianicd generation and \erification d proofs. Related to this,
we ae arrently considering the use of automatic provers such as Larch [Soe93] or PVS
[Sha93] with the described techniques.

The only major disadvantage we encourtered while working with Timed Automata and
the Simulation Mapping tedhnique is that we @uld na gain any information a any
measurement towards the optimality of parameters of a solution. Although ou controllers
preserve provable safety, there ae obviously better implementations. For example, on a
steam rate sensor failure, the steam rate estimation could take into acourt the anourt of
water which has evaporated since the last sensor reading. Moreover, we like to nde that
more of the redity could be modeled formally with a more relaxed pump fail ure model and
diverse pump controller agorithms. The latter might lead to interesting performance
comparisons and tighter parameters such as the distance b&twaedM,.

Future work includes applying this method to larger and more cwmplex examples, and
developing the gpropriate cmputer assstance for carrying out and cheding the proofs.
On-going reseach in ou group shows that the timed-automata method povides high
potential for automating the generation of the proofs [Sha93], [Arc96].

Acknowledgments

We thank Anya Pogosyants and Roberto Segala for several useful comments as well as
Angelika Leeb and Dave Evans for comments and proofreading.

References

[AS96] Abrid, J-R.: A B-solution for the steam-bail er problem. Contains: Steam-bail er
control spedficaion poblem for the meding Methods for Semantics and
Specification, Dagstuhl; See chapter AS in this LNCS volume.

[Arc96] Archer, M.; Heitmeyer, C.: Medhanicd Verificaion d Timed Automata: A Case
Study, To appear in the proceedings of RTAS, 1996

[CleQ3] Cleavdland, R.; Parrow, J.; Steffen, B.. The @ncurrency workbench: A
semantics-based tod for verificaion d concurrent systems. ACM Trans. on
Prog. Lang. and Sys., 15(1):36-72, Jan. 1993

[Hei93] Heitmeyer, C.; Jeffords, R.; Labaw, B.: A benchmark for comparing different
approadies for spedfying and werifying red-time systems. In Proc., 1Gh Intern
Workshop on Real-Time Operating Systems and Software, May, 1993

[Hei94] Heitmeyer, C.; Lynch, N.: The Generalized Railroad Crossng: A Case Study in
Forma Verificaion d Red-Time Systems. In Procealings of the 15th IEEE
Red-Time Systems Symposium, San Juan, Puerto Rico, IEEE Computer Society
Press, pages 120 -131, December 1994

G. Leeb, NLynch Pagel9 of 20



Proving Safety Properties of the Steam Boiler Controller

[Hoa93]

[Jeh86]

[Lyn91]

[Lyn94

[Soe93]

[Seg94]

[Sha93]

[Wei96]

Hoare, C.: Communicaing Sequential Processes. PrenticeHall, Englewood
Cliffs, NJ, 1985

Jahanian, F.; Mok, A.: Safety analysis of timing properties in red-time systems.
IEEE Trans. Software Engineering, SE-12(9), Sep. 1986

Lynch, N.; Vaandrager, F.: Forward and backward simulations for timing-based
systems. In Proceealings for REX Workshop Red-Time: Theory in Pradice, vadl.
600 d Ledure Notes in Computer Science p. 397-446, Mook, Netherlands,
Springer-Verlag, June 1991

Lynch, N.: Simulation Tedhniques for Proving Properties of Red-time Systems,
In REX Workshop ‘93, Ledure Notes in Computer Science, Mook, the
Netherlands, Springer Verlag, 1994

Soegaad-Anderson, J.; Garland, S.; Guttag, J.; Lynch, N.; Pogosyants, A.:
Computer-asssted simulation proofs, In Costas Courcoubetis, Computer-Aided
Verificaion: 5th International Conference, (CAV'93 Elounds, Greece June/July
1993, Ledure Notes in Computer Science 697, p. 308319, Springer-Verlag,
1993

Segala, R.; Lynch, N.: Probabili stic Simulations for Probabili stic Processes. In J.
Parrow, Editor, Proceadings of CONCUR 94, Ledure Notes in Computer
Science, volume 836, pages 481-496, Uppsala, Sweden, August 1994.

Shankar, N.: Verificaion d red-time systems using PVS. in Proc. Computer
Aided Verification (CAV’'93), pages 280-291. Springer-Verlag 1993

Weinberg, H.: Corrednessof a Vehicle Control System: A Case Study, Master’s
Thesis, Laboratory for Computer Science Massadhusetts Institute of
Technology, Cambridge, 1996

G. Leeb, NLynch Page20 of 20



