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Abstract

In this paper we model a hybrid system consisting of a cntinuous geamn boiler and a discrete controller.
Our model uses the Lynch-Vaandrager Timed Automata model to show formally that certain safety
requirements can be guaranteed under the described assumptions and failure model. We prove incrementally
that a simple antroller model and a cntroller model tolerating sensor faults preserve the required safety
conditions. The spedficaion of the stean bailer and the failure model follow the spedficaion problem for
participants of the Dagstuhl Meeting “Methods for Semantics and Specification.”

1 Introduction

The number of different forma methods for spedfying, designing, and analyzing red-time systems
has grown dfficult to survey. For the purpose of comparison, some problems have been defined o
borrowed from red-life gplicaions. One such benchmark problem is the Stean Boiler Controller
problem discus=d in this paper. Ancther representative of this kind o problem is the Generalized
Ralroad Crossng (GRC) [Hei93]. Various approacdies have been applied to the latter, eg.,
[Cle93,Jah86 Sha93Hoa93]. Many steps of the gproach described here ae smilar to the steps
described in [Hei94].
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Figure 1: The steam boiler system. This picture shows the information flow between the controller and the steam
boiler. It also gives some notion about the capacities of a pump (P), the limits for the steam rate (W) and the
boundaries for the water level (M; and M,). A clock periodically states when the pumps are set and the sensors
read and the user can shut down the system with the emergency stop button.
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However, the Steam Boil er Controll er represents a different kind o problem. Basicdly, it consists of
a discrete oontrol loop where severa comporents may fail. We now give a ondensed and informal
version d the Steam Boiler Controller speaficaion. The original spedficaion can be foundin [AS96].
Since e/en the detalled spedficaion is informa and ambiguous, the following summarizes our
interpretation d the described problem. For easier understanding of the foll owing discusson, we include
some abbreviations for variables used in the analysis:

The physicd plant consists of a steam bail er. Conceptualy, this bail er is heaed (e.g., by nuclea fuel) and the water in
the boiler evaporates into steam and escgoes the boiler to drive, e.g., a generator (this part is of no concern to the
problem). The anount of hea and, therefore, the anount of steam changes without any considered control. Nevertheless
the safety of the bailer depends on a bounded water level () in the boiler and steam rate (v) at its exit.” A set of four equal
pumps may supply water to compensate for the steam that leaves the boil er. These four pumps can be adivated or stopped
by the controller system. The mntroller reads to the information of two sensors, the water level sensor and the steam rate
sensor, and bah may fail. Moreover, the cntroller can deduce from a pump monitor whether the pumps are working
corredly. Sensor data ae transferred to the mntroller system periodicdly. The ntroller reads instantaneoudy with a
new setting for the pumppr(_new) or decides to shut-down the boiler systeto).

There ae two basic time mnstants: First, the time between two conseautive sensor readings (denoted 1)" and, second,
the delay time (S) urtil the readion of the controller causes consegquences in the bailer. The latter delay time usually
represents a worst case acemulation of sensor reading delay, cdculation time in the @ntroller, message delivery time,
reaction time of the pumps, and other minor factors.

The water level has two safety limits, one upper (denoted M») and one lower limit (denoted M1). If the water level
reades either limit, there is just time ewough to shut down the system before the probability of a cdastrophe gets
unacceptably high. The steam rate has an upper limit (denoted W) and, again, if this limit is readed the bailer must be
stopped immediately. In addition the human operator has the possibility to activate the shut down anytime.

The aowve description gives an overview of the essential parts of the problem and a reduction to the
central aspeds of this problem with the main pupose of resolving some ambiguity in the spedficaion.
The specification includes some additional technicalities which we mostly ignore.

The rest of this paper is organized as follows. After presenting an ouline of our formal methods
(Sedion 2), we state the asumptions we make for our model and show how the model is related to the
physicd mode (Sedion 3). The following two sedions describe the model of the bailer and a simple
controller. In Sedion 6, we show some key mode invariants. In Sedion 7, we present a similar
controller which all ows for sensor faults and we show its correanessincrementally based onthe simpler
controller model.

2 The Formal Framework

Applying formal methods to a system invalves threesteps:. the system requirements gedfication, the
design of an implementation, and the verification that the implementation satisfies the spedficaion. The
system requirements gedficaion describes al accetable system implementations [Hei94]. It has three
parts:

1. A formal model describing the environment (e.g., the steam boiler) and its interface
2. A formal model describing the controller system and its interface at an abstraction level

3. Formal statements of the properties that the system must satisfy

" Most variable names are according to the original specification in [AS96].
T Capital letters denote constants of the problem.
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The forma method we used to spedfy the steam bail er problem and to develop and erify a solution
represents both the ontroller and the system environment as Timed Automata, acording to the
definition d Lynch and Vaandrager [Lyn91]. A Timed Automaton is a very general automaton, i.e., a
labeled transition system. It is nat finite-state: for example, the state can contain red-valued information,
such as the aurrent time or the aurrent steam rate. This charaderistic makes Timed Automata suitable for
modeling not only discrete cmputer systems but also red-world entities sich as the stean bailer. We
base our work diredly on an automaton model rather than on any particular spedficaion language,
programming language, or proof system, so that we may obtain the gredest flexibility in seleding
spedficaion and poof methods. The formal definition d a Timed Automaton appeas in Appendix A.
Appendix B describes the Simulation Mapping method wsed for incremental ressoning abou other
increasingly specific instances of the model.

The Timed Automaton model suppats the description d systems as coll edions of Timed Automata,
interading by means of common adions. In ou example, we define separate Timed Automata for the
stean bailer and the controller system; the dmmon adions are sensors reporting the airrent state of
some parameters of the boiler and actuators controlling the pumps of the boiler.

Actions change the state and, in particular, some variables of the state of an automaton. As a
distinction between variables of the pre-state and the post-state, we write variables of the post-state (or
the representation d the whae post-state) with a prime. In changing the state, adions perform a step or
transition. Such a step o transition cefines the diange from one state s to another state s' by an adion a,

which is formally written as (s, a,S) or s, [IT — A s», Where the subscript A stands for the name of the
particular automaton.

For the communication with ather automata, we define inpu, ouput and internal adions. Such inpu
adions will be enabled by output adions of another automaton. For example, the ad¢uator output adion
in the controller model is s/nchronized with the aduator inpu adion d the stean boiler model. The
inherent flexibility of the method al ows, for example, the introduction d a new automaton representing
channel and message transfer charaderistics to be employed in-between the boiler automaton and the
controller automaton, interfadng with an inpu adion from the wntroller and an ouput adion to the
steam boiler model. This alows us to model more cmplex systems withou major changes to the
previous automata. Furthermore, with this composition, we can reuse information, we gained abou the
separate automata.

We describe the Timed Automata using precondtion-effed notation. The precndtion identifies
particular states in which the system performs sme adions. For any state fulfilli ng the preaondtion, the
effed part describes how the state is changed by the particular adion. This has sveral advantages. First
of al, it is easy to understand. Even more important is that implementations can follow the dstrad
model description and even alow for simple validity chedks in the code. In addition, al the invariants
proved represent useful chedks to be validated while running the final applicaion. This approach will
help to identify rare kinds of faults that are not even considered in the model. In this view, formal
verification with Timed Automata is a constructive approach to systems development.
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3 Further Considerations for Our Model

For our model, we need to know some more information about the physicd behavior. Some of the
following assumptions follow the informal spedficaion o [AS96] or are intended to resolve some
ambiguity. As suggested by [AS96], to simplify reasoning abou the model, we ignore seand ader
effeds like the volume expansion d water when heaed. This reasoning implies that a unit of water
measured as steam can be replaced by pumping in exactly one unit of water.

Most important is sme knowledge &ou how fast the steam rate may change over time. We aume
a reasonable worst case situation where the steam rate increases at most with U, liters per second per
secnd. In other words, the maximum gradient of increase of the steam rate is U, I/s%. Symmetric to this,
we know that the fastest decrease of the steam rate is denotéd With

Furthermore, no pump suppies water unlessadivated and then it suppies a mnstant, exadly known
amourt of water per seaond cenoted with P liters per seoond. The delay between reading the sensors and
consequently changing the adive pumps, denoted with S, is caused mainly by the slow readion d the
physicd pumps. As a minor differenceto the spedficationin [AS96], we aume the same delay for the
adivation and the deadivation d pumps. Since the pumps cause most of the delay S, we sume ay
baller shut down is adivated instantaneously and the whole processof shutting down the steam bailer is
left to a later phase which we do nd consider in this model. In the same way, we omit the initiali zation
phase, which shoud forcethe bailer state into a particular acceptable set of start states before the boiler
beames fully operational. We asume dl parameters of the start state for this model are dready in their
corred operational ranges. Moreover, we aaime that the controller may dedde to shut down the bail er
any time it sets the new pumps. This assumption includes the paosshility that the operator initiates an
emergency stop and provides the flexibility to incorporate other reasons to shut down the boiler.

Analyzed by our Model
/_‘A\
Initialization Normal Shutdown
Phase Operation Phase
- - - o - *Tlme
Water level
in start up gtrgergency
condition. P

Figure 2: Our model only considers the time of normal operation. At the beginning, the initialization phase provides
all parameters in the correct range and the shutdown phase is activated through setting parameter stop to true.

Other helpful assumptions are wrred and acarate sensor values or the detedion d a sensor fault.
Perfed fault detedion and identificaion are necessary for our model but will not be available in redity.
In this asped our model might need improvement if it is necessary to study such general cases. For
example, the techniques developed for probabili stic Timed Automata [ Seg94] seem to be gpropriate for
a problem requiring the analysis of such probabili stic properties. Probabili stic Timed Automata would
allow oneto assgn probabiliti es to certain adions, e.g., for a succesul error detedion, andto prove the
probability of a certain system behavior.
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Asafurther smplificaion,we dhocse avery smple fault model which, in fad, includes or is close to
most common fault condtions. The fault model assumes that every pump may fal and stop punping
water into the baller. As a minor smplificaion, we aume for our model that any pump fault only
ocaurs at times when the pumps may be adivated or stopped. This happens periodicdly whenever the
parameter set equals the aurrent time (now). Thus, pumps, when successully adivated, suppy water at
leest to the next instant where pumps might change their behavior. Moreover, we a3ume that the
adivation celay, i.e., the time from reading the sensor values until consequently the pumps change their
behavior, is smaller than the time between two successive sensor re&dings (

The goal of modeling the stean bailer and the cntroller with Timed Automata is to show certain
important properties. In this case, we want to verify that our controller model does not violate safety.
Therefore, we have to show that neither the steam rate nor the water level crosses its critical limits.

Next, we summarize the information we have about the physical model.

3.1 The Physical Model
We asume the steam rate expressed as a function ovwer time (sr(t) = 0) is differentiable. Furthermore,
we know that
~U, s sr(t)<U,

and
t t

wl (t) = wi(0) +£ pr (x)dx —gsr(x)dx

where ér(t) represents the derivative of the steam rate function and wi(t) the anount of water in the

bailer at the time t and pr(t) ( = 0) the (discrete) pump rate function ower time. We gply the following
transformation to this information to make our model easier to follow.

We know-U, < ér(t), which impliesO< ér(t) +U, and in general

Jsr(t) #U,dt = sr(t) +t*U, +C.
Thus, we know that for alft,
sr(t+At) +U, * At > sr(t)
and symmetrically
S(t+At)-U, *At < sr(t).
In the following, we ussfor sr(t) ands,ewfor sr(t + At). With a similar straightforward calculation as

before, we get
t+At

W(t+aD W)+ [ pr (X)dx = 8y (S Sy A)
and symmetrically
t+At

Wi (t+At) < wi(t) + J’pr(x)dx—éLOW(s,snew,At)

with
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PAtU,s+2AtU, s + AU U, —(S—S,,)° %

d—HGH (S’ S‘ht—:-w’At) = 2U1 + 2U2 L
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dvieH describes the maximum amourt of water that could evaporate and J ow the minimum amourt
of water. Obviously, d ow depends on whether the stean rate might drop to Oin the interval At. Figure 3
represents dqicn and & ow graphicdly for an arbitrary interval t. Figure 3 ignores the pump rate, and the
shaded areas represent the water evaporated into steam until a cetain pdnt in time. In ather words, duigH
and J ow represent the worst case anourt of water that could evaporate into steam in interval At. Both
depend onthe knowledge of the steam rate & the beginning and the end d the interval. The basic
dependencies shown in the following Lemma 1 are sufficient for all further proofs.

dLow( S Sew At) =

otherwise

[A vcr(sr v, )
[ ] dowsnv1)
- \/'

...... Example of the
red steam rate

time

t=1+now-read At

Figure 3: Example of what d4icH and d.ow represent. For different intervals the maximum and minimum amount
of water evaporated into steam depends on the steam rate at the beginning of the interval and at the end.

The following Lemmallists al necessary relations abou the stean development functions dqigy and
Adow. Some intuition for this lemma can be gained from Figure 3. Obviously, two conseautive intervals
can be joined and the minimum and maximum amourt of water is gnaler and kgger respedively or
equal to the minimum/maximum water evaporated in both subintervals.
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Lemma 1: For alla, b, c=0, all constants >0 antg u> 0

1) dow@, b, u)<dvcn(a, b, u)

2) {2*U)) ifa<U,*u
dow@, b, u)z a * ud,*u?2 otherwise

3 sow@a b uz | H2*U) b <y * U
ow( ) b * uU*u?/2 otherwise

4) dow@ b, u) +dowb, ¢, )= dowa, ¢, t+u)
5 (a+ b)*u/2=4dowa, b, u)

6) AuicH(@, b, u)< (b * u+Uz*u?2)

7) d4|GH(a, b, U) +a-|IGH(b1 C, t)S d4|GH(a, C,u-+ t)
8) OJuicn(a, b, u)>(a + b)*u/2

9) d4|GH(a, b, U)S (a *u+ Ul*u2/2)

Proof: 1.-9.: By calculus.

Based on this information, we can now model the steam boiler as a Timed Automaton.

4 The Boiler Model

For providing a formal description d the steam bailer, we first define dl constants and the state. For
al variables of the state, we provide the type, value range axd description. Moreover, we describe the
initial state which immediately forces the aitomaton to read the aurrent sensor values and forwards them
to the controller. The wntroller will provide an appropriate pump setting. The deds in the cntroller,
which is described in the following sedion, require that there is a cetain minimal amourt of water
between the aiticd limits or otherwise the controller would stop the stean bailer at once Thus, avalid
start condtion d the water level and stean rate must be far enough from the aiticad boundiries not to
force the controller to execute an emergency stop.

Constants
Name Type Restriction | Unit | Description
| positivereal | > S s time in-between periodical sensor readings
S positive real | < s delay to activate pumps after the last sensor reading
Up positive real I/s? maximum gradient of the increase of the steam rate
U, positive real I/s? maximum gradient of the decrease of the steam rate
M1 real >0, <M> | minimum amount of water before boiler becomes critical
M> positive real <C,> M | maximum amount of water before boiler becomes critical
w positive real IIs maximum steam rate before boiler becomes critical
P positive real IIs exact rate at which one active pump supplies water to the boiler
#pumps positive intege number of pumps that can supply water to the boiler in parallel
C positive real | >M> | capacity of the boiler

Table 1: Constants and their relation for the boiler and controller models
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Variables
Name Initial Value | Type Values Range [ Unit | Description
now 0 real [0 ... 0) s current time
pr 0 integer {0, ...#pumps} number of pumps actively supplying water to the boiler
q >>My, real [0...C] | actual water level in the boiler

<<M>

v 0 real [0 ...00) I/s steam rate of the steam currently leaving the boiler
pr_new 0 integer {0, ...#pumps} number of pumps that are supposed to supply water after the activation delay
error 0 integer {0, ...#pumps} number of pumps that fail to supply water to the boiler after activation
do_sensor true boolean | {true, false} enable a single sensor reading
set S real [0 ...00) S next time the pumps change to the new settings
read 0 real [0 ...00) s next time the sensors will be read
stop false boolean | {true, false} flag that determines whether emergency shut down is activated

Table 2: Variables of the steam boiler model. Together they represent the (initial) state of the steam boiler.

4.1 The Boiler Automaton

Expressng our interpretation d the informal spedficaion more predsely leads to the following
Timed Automaton:

Input Action Internal Actions
actuator (e_stop, pset) activate
Effect: Precondition:

pr_new' = pset now = set

stop’ = e_stop stop =false

do_sensor’ %rue Effect:

read’ = now +l set' =read +S

O< error’ < pr_new

Output Action pr' = pr_new - error
sensor (s, w, p) v(At)
Precondition: Precondition:

now = read stop =false

do_sensor #rue now +At < read

stop =false now +At < set

w=q Effect:

S=V v-U,* Atsv'sv+U; * At

p=pr g+ pr*P*At'd.”GH(V, V',At)sql
Effect:

g'sq+pr*P*At-Jdowv, V, AL

do_sensor’ false . _
now' = now +At

This formal description d the steam bailer is easily readable: The steam bail er reals periodicdly the
current water level and the aurrent steam rate and forwards these values to the @ntroller. In addition, the
controller leans abou the number of pumps that currently adually supdy water to the bailer. The
controller evaluates the data and through the aduator supgdies a new pump setting or enables the shut-
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down phese. After the adivation delay, all nonfaulty pumps of the new setting supdy water to the
boiler. In the meantime, water evaporates into steam unpredictably but limited by its worst case rule:

With the actuator adion the baller receves the new pump setting requested by the controller and
leans whether the controller shuts down the baler. Furthermore, it schedules and enables the next
reading of the sensor values. After an emergency stop is exeauted by setting the variable stop to true, our
model ignores any further development.

As an internal adion, the bailer changes the stean rate and the water level unpredictably over time.
The purpose of the time-passage action denoted with v(At) isto provide amethodfor describing formally
atime-dependent process At represents an arbitrary, nonempty interval of time. A possble value for the
parameter At depends on the precondtion. Obviously, At may be abitrary as long as the next adivation
of the pumps and the next sensor reading occur. Formally, the time-passage adion must follow some
rules as described in the Appendix A, which we are going to verify in the next section.

The activate action occurs after the pump adivation dalay. It sets the new pump rate with resped to
an arbitrary number of pumps that fail, expressed as error. We dhose this rather strong fault model where
all pumps might fail at the adivation time regardlesswhether such a pump was arealy suppying water
before. This can be & much as al pumps that shoud supdy water for the next cycle. Findly, it
schedules the next adivation time. Periodicdly, the sensor action forwards the aurrent amourt of water,
the aurrent stean rate and the number of adive pumps to the controller. To prevent the sensor adion
from happening multiple times, it disables itself by settitty sensor false.

4.2 Checking the Model

As described formally in Appendix A (the complete definition can be foundin [Lyn91]), ead Timed
Automaton hes to follow five aiioms. We have to show that the Boiler Model satisfies these aioms.
Overdll, these aioms are used to define the concept of time in Timed Automata. The first threesimply
state that the aurrent time denoted with the now variable starts at 0 in the initial state and oy increases
with the time-passsge adion. We would like to nde that al nontime-passge adions occur
“instantaneously”. The fourth axiom enforces transiti vity in the representation d time, i.e., transitivity of
the time passage adion. Whenever it is possble to describe a development over time with severa
succealing time-passage steps it must be possble to describe this change in a single time-passage step.
The fifth axiom describes trajedory consistency. Whenever the dnange from one state to another with the
time-passage adion can be expressed as atrgjedory (or function), the cange between any two states in
this interval follows the same trajectory.

Basicdly, with these aiioms fulfill ed the Timed Automaton model allows us to combine aitomata
through their input and ouput adions. We will combine the boiler model with a controller model, which
we present in the next sedion. In the foll owing, we show that our model fulfill s these acioms. The first
three are trivially true.
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4.2.1 Axiom [A4]: Transitivity of v(At)
We have to show that if (s, V(4ty), S) and (S, v(4ty), S') are steps (or transitions) then (s, v(At;+At),
s”) is also a valid transition in our model.

Precondition read, setandstopare unchanged): Since the time-passage action does not shemgee knowstop= stog =
stog’ and the transitivity fulfilled. Moreovenow + At;< readandnow + At, <read. Sincenow + 4t; + At,= now + At,,
we getnow +At; + At, <read'. Analogously, we can shomow + At < setis transitive.

Effect:

a) Steam rate: We know- U>*At; <V <v + U* At andv' - Ux* A, v < v+ Up*At,. Obviously, these statements can
be combined tw - Uo*At; - Us*At, SV <v + U Aty + Ut At

b) Water level lower bound: We knogv- dyigH(V, V,At) + pr<At, < q andq’ - dnigr(V, V', 4ty) + preAt, < g’. These
statements can be combinedjta= q - dqigH(v, V,At) + pre(At+ Aty) - dricr(V, V', At,) and sinceliemma 1.7)
AHIGH(@, b, u) +3iGH(b, ¢, )< dHiGH(a, ¢, u + t),we getg - dHiGH(V, V', Aty + Aty) + pre( At +Aty) <o

c) Water level upper bound: We knaw<q - & oV, V, 4t) + pr=At; andq” < q - dLowV, V', 4ty) + pr+At,.
Obviously, these statements can be combingfl £ - S.owV, V, 4ty) + pre(At+ Aty) - S.owV, V', At,).
Since d_ow(a, b, u) +dLowlb, ¢, )= d owa, ¢, u +t)(Lemma 1.4) this is equivalent tq” <q - dow(V, V", At;+At) +
pr+( Aty + Aty).

d) Clock: Fromnow = now + At; andnow’ = now + At, follows now’ = now + At,+ At,.

Thus, we have proved the transitivity fit) for the boiler automaton.

4.2.2 Axiom [A5]: Trajectory Consistency of v(At)
We want to show that in-between any time-passage step the variables follow a trajectory.

We asame the time-passage adion is enabled for the step (s, v(At), ') and choose a (simple)
trajectoryw(t) for whichw(0)= sandw(At)= s’ for any t[7 [0 ... At]:

0 t, t, At
We define:
0 now, = now +t
O (Vi-v)*t
0 VSV
W(t)—g L (vt
g 479

Fall other remain unchanged
forany t[J[0 ... At].
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We have to show that our model is consistent fortaapdt, [7 [0 ... At].

We definedt; =t - t; and get:
a) Steam rate: We knowUx* At <V - v <U1*At. Using the trajectory w(t) we know

V'=v)* At
-U,* At s@s U, * At,
At
and this is equivalent to
V'=v)* V'-v)* V'=v)* At V'=v)*t
( )t'l+V_U2*AttS( )t1+v+( ) ts( ) 1+V+U1*Att
At At At

and a simple algebraic transformation and the trajectory definition lead to the desired result:
v, —U,* At <v, <V, +U * AL

b) Water level lower bound: Since we kn@wicn(a, b, u)= (a + b)*u/2 (Lemma 1.8) we know

+V')* At
6HIGH (th ) Vt2 ’Att) 2 %
and this is equivalent to
(v+vt1)*t1 (v+vt2)*(t1+Att)
q_T_aHleH(th’Vtz’Att)"'pr*(Att"'tl)Sq_ 2 +pr*(t1+Att).

Since this is equivalent @1 - dqicH(Vi1L,Vi2,.AL) + pr* At < gz we have proved the trajectory consistency of the lower
bound of any new water level.

c) Water level upper bound is symmetrical to the lower bound and the proof is analogous to the previous case but uses
Lemma 1.5 instead.

d) Time:now = now this is equivalent taow+t, = now+t; + (t>-t1) and this taowg = now + At;.

Thus, we have proved the trajectory consistency for the time-passage action.

4.3 Properties of the Boiler

Based onthe auttomaton description, we can derive the foll owing useful information abou the boil er
system. These intermediate results can be favorably employed for fault detedion and consistency cheds
in any adual boiler implementation based onthis model. This information is expressed in the form of
logic expressons invariant in all possble exeautions of this boiler model. Therefore, these expressons
are cdled invariants. In ather words, no ader of steps will produce astate in which any of these logicd
expressions is not true. All proofs are by induction on the steps of the automaton.

For al following proofs, variables that do nd change in a particular step will not be written
differently in the pre-state and pcst-state. Such variables represent constants for the particular transition
considered. For more darificétion in the proofs, we usualy give for ead adion al involved variables
which do not change in parentheses.

The following simple proof shows that the next sensor reading and punps adivation time is always
in the future.
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Lemma 2: In all reachable states of boiler,
1) read>now
2) set=now

Proof.
1. Forald {sensor, activate} and in the initial state this lemma is trivially true. Otherwise we get for
A) a = actuator fowunchanged): Setead’ = now +1.
B) a =time-passagadéadis unchanged):
We knownow’ = now +At and from the preconditiomow + At < read Thus,now’ <read
2. Fora {sensor, actuator} and in the initial state this lemma is trivially true. Otherwise we get for
A) a = time-passagesfopmodeandread are unchanged):
We knownow’ = now + At and from the preconditiamow + At < set Thus,now’ < set
B) a = activate fowandreadunchanged):
We know read = now from Lemma 2.1 and set’ = read + S from the dfed thus this lemmais

true.
|

5 The Controller Model

In order to solve the steam bailer problem, we have to find a controller that guarantees the required
safety properties. For this purpose, we take advantage of a charaderistic of the Timed Automaton model.
First, we will show that a simple @ntroller that canna tolerate sensor faults guarantees the safety
properties under described assumptions. Then, the Simulation Mapping technique is used to show

incrementally that a different controller which allows for sensor failures preserves the safety propertit

Obvioudly, it is most important that the cntroller identifies water levels and stean rates that might
crosstheir criticd limit s before the next sensor values arrive. In case such sensor values are identified the
controller will enable the shut-down phese. In a non-criticd case, the cntroller chocses an appropriate
new setting for the pumps to adjust the water level and compensate for the anourt of steam leaving the
boiler.

5.1 The Controller Model

Definitions
Name Type Unit [ Value Description
max_pumps_after_set | integer #pumps maximum number of pumps that can supply water to the boiler after the Helay
considering the pump failure model
min_pumps_after_set |integer 0 minimum number of pumps that can supply water to the boiler after the gelay
considering the chosen pump failure model. For a different pump failure
model, e.g., in which pumps might fail when activated or stopped, this
constant may actually be a function of the change in the number of pumps.
min_steam_water(sr) | real sP(2Uy) if sr<I* U, minimum amount of water that can evaporate into steam until the next snsor
(sr - Uz * 1/2)*] otherwise | reading
max_steam_water(sr) | real (sr+ Uy * 1/2)*] maximum amount of water that can evaporate into steam until the next §ensor
reading
min steam_water_est(sr)real sP/(2Uy) if sr<I* U; estimated minimum amount of water that has evaporated since the next}sensor
(sr - Uz * 1/2)*] otherwise | reading

Table 3: Definitions and abbreviations for the controller model
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Variables
Name Initial Value | Type Value Range Unit | Description
do_output false boolean | {true, false} flag that enables the output. This represents a kind of program counter.
stopmode true boolean | {true, false} flag to activate the shut down, initially true, since condition is not checked ydt.
wi q real [0...C] | current water level reading
sr 0 real [0..W] IIs current steam rate reading
now 0 real [0 ...00) S current time
pumps 0 integer {0 ...#pumps} number of currently active pumps supplying water to the boiler
px 0 integer {0 ...#pumps} number of pumps that shell supply water next

Table 4: The state of the controller including all variables and their initial values

5.2 The Simple Controller Automaton

The input and ouput adions are cmplementary to the input and ouput adions of the stean bailer
model.

Input Actions Internal Actions
sensor (s, w, p) controller
Effect: Precondition:
sr=s true
wl'=w Effect:
pumps' = p 0< px’' < #pumps
do_output' strue
-outp v(At)
P ition:
# safety checks: rectc;zcgtlon
ifsr=W-U;*1 or Effect:

wl'>M, - P * (pumps' *S + (max_pumps_after_set)
*[ - 9)) + min_steam_water(sr) or
wl's My - P* (pumps' *S + (min_pumps_after_set)
*[ - §)) + max_steam_water(sr)
then
stopmode' true
else
stopmode’ =tfue, false} arbitrary

now' = now +At

Output Actions

actuator (e_stop, pset)
Precondition:

do_output strue

pset = px

e_stop = stopmode
Effect:

do_output' false

With the sensor action, the controller recaves periodicdly the airrent stean rate, water level and
number of adivated pumps. Its primary purposeisto test if the aurrent sensor values are “close” to either
criticd limit. In such a cae the sensor adion sets a flag for the aduator to initiate the shut-down.
Likewise, externa criticd condtions are modeled by nondeterministicdly setting stopmode to true.
Furthermore, the sensor adion enables the aduator adion. The test for what is “close” depends on the
particular fault model used and controller capabiliti es. The @ntroller can try to start al pumps every
period and ou fault model allows up to all pumps to fail. The paint in time for the dedsion hav many
pumps adually supdy water to the bailer is every set time. Therefore, we must chocse dl pumps for
max_pumps_after_set. On the other hand, al pumps could fail and therefore min_pumps after set
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equals 0. Similarly, min_steam water and max_steam water express the minimum and maximum
amourts of water that can evaporate into steam in the foll owing period starting with given current steam
rate, respedively. The test simply cdculates the worst case situations for the water level and steam rate
and compares the results with the critical linhitg M, andW.

The controller action chocses an appropriate new pump setting. Actualy, it can chocse any pump
setting. For our approach, we ae not particularly interested in the performance of the controller. On the
other hand, we ae interested in generality. Therefore, we dhose a ontroller model that can incorporate
any possble control algorithm for setting the pumps. As a ansequence, ou results concerning the safety
are valid for an arbitrary control agorithm. Although the doice of a new setting for the pumps is
irrelevant to the safety of the steam bailer system, for a performance analysis the pump setting would be
of mgjor importance The time-passage action (v(At)) alows time to pass For the following proafs, we
ignore these two adions, since they do nd provide alditional information and are irrelevant to the
proofs.

Finaly, the actuator action forwards the new pump setting and whether the bail er must be stopped to
the boiler environment. Furthermore, it disables itself, by setimgoutputback to false.

As uggested in the original spedficdion, this controller model ads instantaneously. Therefore, the
time-passage adionistrivial and all five akioms for Timed Automata ae satisfied. Moreover, thereis no
useful information gained from the cntroller model alone. So far the proofs have involved ony either
the stean boiler model or the wntroller model. Next, we use the @mpaosition poperty of Timed
Automata for combining the two automata, and we prove the required safety properties.

6 Properties of the Combined Steam Boiler System

Following, we show in several steps that the cmbined model (formally a compaosition), consisting of
the steam boiler model and the simple controller model together, guarantee the safety condtions. The
first safety property requires that the steam rate must always day below W. Before the steam rate can
crossthis limit, the bailer must be shut down. Expressng this in terms of the state of the steam bail er
system, we have to show

S1) v <Wor stop =true

The second safety property requires that the water level must always gay between its criticd limits
M, and M,. Before the water level can crosseither limit, the bailer must be stopped. Thus, we have to
show

S2) M;<(q<M,;or stop =true
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6.1 Combined Steam Boiler System Automaton

Following, we present the composed stean baoiler + controller automaton. This oud clarify the
interaction between the different actions and make it easier to follow the proofs.

actuator (e_stop, pset)
Precondition:
do_output true
pset = px
e_stop = stopmode
Effect:
do_output' false
do_sensor’ #rue
pr_new' = pset
stop' = e_stop
read’ = now +l

controller
Precondition:

true
Effect:

0< px’ < #pumps
V(At)

Precondition:
stop =false
now +At <read
now +At < set
Effect:
v-U,* Atsv'sv+U; * At

q+pr*P*At- dycul(v, V,AD =<'

g'sq+pr*P*At-dowv, VAL
now' = now +At

sensor (s, w, p)

Precondition:
now = read
do_sensor true
stop =false
w=(q
S=V
p=pr

Effect:
pumps’ = p

do_sensor’ false
do_output' true
sr=s

wl'=w

ifsr=W-U;*1 or
wl'>M,; - P * (pumps' *S + (max_pumps_after_set)
*[ - 9)) + min_steam_water(sr) or
wI'sMy - P* (pumps' *S + (min_pumps_after_set)
*[ - §)) + max_steam_water(sr)
then stopmode' true
else stopmode’ =tfue, false} arbitrary

activate
Precondition:
now = set

stop =false
Effect:

set' = read +S
0< error’ < pr_new
pr' = pr_new - error’

6.2 Steam Boiler System Properties

The following lemmas lead us dep-by-step toward proving the safety condtions. Coming up with the
right invariants that lead to showing the safety properties is the most complicaed task in working with
Timed Automata. On the other hand, the proofs themselves are usually straightforward and foll ow well -
establi shed, stylized methods and the usual pattern for proving by induction. The main work for proving
the safety properties is dore by means of these invariants. All the proofs for our model are by induction
on the model and can easily be verified using current mechanical proof technology.

The foll owing lemma describes the condtions when the wntroller deddes that the baoiler needs to be
emergency-stopped.
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Lemma 3: In all reachable states of the controller model,
1) My>wl+ P* (pumps *S + #pumps * (I - S)) - min_steam_water(sr) or stopmoddrae
2) Mi<wl+ P*pumps *S- (sr*| + Uy * 1%/2) or stopmode #rue
3) sr+ U;*I < W or stopmode #rue

Proof. All three statements are true in the initial state and the wrrednessof the induction step foll ows

directly from the sensor action which is the only action changing any of the variables.
|

The following lemma states the controll er’ s knowledge @ou the aurrent situation in the environment
after reading the sensors.

Lemma 4: In all reachable states of the combined steam boiler system,
if do_output then now = reaand sr = v and wl = q

Proof. We distinguish on the caes for the adion a. In the initial state this lemma is true. For a [
{actuator, activate} this lemma is trivially true. For
A)a = sensorijowandread are unchanged):
From the precondtion we know now = read and from the dfed do_ouput’ = true, sr = vandwl’ =
g. Thus, this lemma is true for the sensor action.
B) a = time-passaged(_output, sr, wandreadare not changed):
We know from the precondtion that At <read - now and At > 0 per definition, we know now Z read.

It remainsdo_output =false. Sincedo_outpuis not changed this lemma is fulfilled.
|

Lemma 5 concludes that the next time the pumps will be adivated can orly be dther the constant
delay after or before the next sensor reading.

Lemma 5: In all reachable states of the combined steam boiler system,
set=read +S orset=read{ + S

Proof. In the initial state thislemmais true. This lemmais trivialy true for a O {sensor, time-passge,
adivate}. For a = aduator (set is unchanged) we know from the precondtion do_ouput = true and if
do_output then now = realemma 4). We get two cases:

Case 1) We asume set = read - | + Sin the precondtion. From the dfed we get read = now + | from
which we can infeset = read’ +S and this case is true.

Case 2) We can asume set = read + S in the pre-state. This assumption contradicts now = read and

now < readandnow=< set(Lemma 2). Thus, this lemma is true.
|

Thislemma helps us later to show that whenever the sensors are read (or, at the same instant, the new
pumps settings sent to the boiler) the pumps are activated exactly after th®, dslapecified.
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Lemma 6: In all reachable states of the combined steam boiler system,
nows<read -1 + Sor set =read +S

Proof. We distinguish onthe caes for the adion a. In the initial state and for a [J {sensor, adivate} this

lemma is trivially true.

A)a = actuator ijowis unchanged):
We know from the precondtion do_ouput = true and from Lemma 4 if do_ouput then nowv = read.
From the dfed we know read = now + | which implies now <read - | + S and this lemma is
obviously satisfied.

B) a = time-passagadéad andsetunchanged):
In case set = read + S obvioudly this lemmais true. Otherwise, we get from the precndtion now +
At < set, fromLemma 5set=read+ S or set = read- | + Sandwe can concludeset = read- | + S

andnow + At <read -1 + S. Sincenow’ = now + At from the effect this lemma is true.
[ ]

The following lemma daims that as long as the sensor realing time is nat readed, the output of a
new pump setting is disabled.

Lemma 7: In all reachable states of the combined steam boiler system,
if now < read then do_output false

Proof. We distinguish onthe caes for the adion a. In the initial state thislemmais true. Thislemmais
trivialy true for a O { sensor, aduator, adivate}. For a = time-passge we get from the precondtion now

+ At <readandAt > 0 per definition. We knovdo_output =false which is not changed by the effect.
|

The following is a base for Lemma 10. Lemma 10 expresses that at the time the sensors are real the
representation d the adive pumps in the @ntroller are equal to the pumps adually suppdying water to
the boiler. This lemma is partially redundant but yields some new knowledge.

Lemma 8: In all reachable states of the combined steam boiler system,
if do_output then pumps = pr and now = read

Proof. We distinguish onthe caes for the adion a. In theinitial state and for a [ { sensor, aduator} this

lemma is trivially true.

A)a = time-passagedf_output, seppumps pr andreadare not changed):
We know from the precondtionthat At <read- now and from Lemma 7 if now < read then do_ouput
= false, besides At > 0 per definition. Thus, we can conclude do_ouput = false. Since do_ouput is
not changed this lemma is fulfilled.

B) a = activate lo_outputnowandpumpsare unchanged):
We know from the precondtion now = set andfrom Lemma 5set=read+ S or set=read-| + S.
Sincenow <read (Lemma 2), weknow now = set = read- | + S. From Lemma 7 we know if now <
read then do_ouput = false for the precondtion. Thus do_ouput = false and remains false and this

lemma is fulfilled.
[ |
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In general, either the cntroller wants to read some values or send some new parameter to the boil er
system. We need this information only for the next lemma.

Lemma 9: In all reachable states of the controller model,
do_sensor xor do_output

Proof. In the start condtion this Lemma is true. We distinguish onthe caes for the adion a. For a [
{time-passage, activate} this lemma is trivially true. For
A) a = sensor: We get from the effetd_sensor’ =false anddo_output’ =true.
B) a = aduator: We get from the dfed do_sensor’ = true and do_ouput’ = false. Thus this lemmais
true.
|

During the entire operation d the baoiler system the number of pumps suppying water is either the
number requested by the controller minus ome faulty pumps or equal to the status sensed at the last
reading point after the pumps were activated.

Lemma 10: In all reachable states of the combined steam boiler system,
if set = read +Sand do_output falsethen pr = pr_new - error else pr = pumps

Proof. We distinguish onthe caes for the adion a. In the initial state and for a = time-passge this

lemma is trivially true.

A)a = sensor get read pr andpr_neware unchanged):
We know do_sensor = true from the precondtion, do_ouput xor do_sensor (Lemma 9). Thus
do_ouput = false. Moreover, we know now = read from the precondtion and from Lemma 6 now <
read-| + Sorset=read+ S. Sincel > S per definition, it must be set = read + S. From the dfed
we know do_ouput’ = true and if do_ouput then pumps = pr (Lemma 8) which is true for the post-
state. Thus, if set = read + S and do_otput’ = false then pr = pr_new - error else pr = pumps’ is
true for the sensor action.

B) a = actuator ¢et pr andpumpsare unchanged):
We know from the precondtion do_ouput = true . Thus, pr = pumps from the asumption and from
Lemma 8 if do_ouput then pumps = pr and nav = read . Sincewe know now <read- | + Sor set =
read+ SfromLemma 5 and| > S per definition, it must be set = read + S. From the dfed we know
read’ = now +1 and thusset = read’ -1 + S and this lemma is true.

C) a = activate pumpsdo_outputandpr_neware unchanged):
We know from the precondtion now = set andfrom Lemma 5set=read+ S orset=read-| + S.
Sincenow <read (Lemma 2), weknow now = set = read- | + S. From Lemma 7 we know if now <
read then do_ouput = false for the precondtion and remains false. From the dfed we get set’ = read
+ Sandpr’ = pr_new - error. Thus, this lemma is fulfilled.

|

Using the test condtionsin Lemma5, we can now prove that the adua steam rate will stay under a
certain limit depending on how long it takes until the next sensor reading.

G. Leeb, NLynch Pagel8 of 37



Proving Safety Properties of the Steam Boiler Controller

Lemma 11: In all reachable states of the combined steam boiler system,
v + Ui*(read - now) <W or stop =true

Proof. The basis is vaauously satisfied. We distinguish onthe caes for the adion a. For a [ {sensor,

activate} this lemma is trivially true. Otherwise we get:

A)a = actuator ¥, stopandnoware unchanged):
We know sr + Us*l < W or stopmode = true (Lemma 3.3), do_ouput = true from the precondtion
and if do_ouput then now = read andsr = v (Lemma 4). From this we ca infer v+ U;*(now + | -
now) < W or stopmode = true. Moreover, we get stop’ = e _stop = stopmode and read = now + |
from the effect and thus, we knaw+ U, *(read’ - now) <W or stop’ = true.

B) a = time-passagad€ad andstopare unchanged):
We know from the preandtion stop = false and v + Ui*(read - now) < W from the aumption.
Thisisequivalent tov + U;*(read - now - At + At) < W andit followsv + U;*At + U * (read - now -
At) < W. Since we know from the dfed v <v + U; * At and now' = now + At, finaly, thisis
equivalent tov' + Us*(read - now) < W.

|

The following lemma describes the anourt of water remaining above the lower limit depending on
the current steam rate and minimum pump rate.

Lemma 12: In all reachable states of the combined steam boiler system,
if do_output =false then

if set =read 1 +Sthen
M1 < g + P*pumps*(set-now) - (v * (read-now) W,*(read-now}/2) or stop =true
else M;<q- (v* (read-now) +U *(read-nowf/2) or stop =true

Proof. In theinitial state this Lemmais true. We distinguish onthe cases for the adion a: For the sensor

action this lemma is trivially true.

A)a = actuator et g, v, pumpsandnoware unchanged):
Weknow M1 < wl + P*pumps*S- (sr* | + U;*1%/2) or stopmode = true (Lemma 3.2) and Lemma 4:
if do_ouput then now = read andsr = vandwl = g. Sincedo_ouput = true in the precondtion, we
know now = read, sr= vandwl = g. Sincenow <read- | + Sor set = read + S (Lemma 6), now <
read (Lemma 2), we know set = read + S and, sinceread = now + | from the dfed, set = read - |
+S. Moreover, we know stop = e stop = stopmode from the dfed and thus, M; < g +
P*pumps* (set-now) - (v * (read- now) + U;*(read-now)?/2) or stop = true. Actuator sets
do_output’ =false and this lemma is true for the actuator action.

B) a = time-passagedp_output, seread, stopandpumpsare unchanged):
We know do_ouput = false from if now < read then do_oudput = false (Lemma 7), from the
precondition fow + At <read andAt > 0.

Based orset = read +S or set =read 1 + S(Lemma 5), we can distinguish two cases:

1. Caseset=read 4 + S:

We know from the asumption M3 < q + P*pumps* (set-now-At+At) - (v * (read-now-At+At) +
U1* (read-now-At+At)%/2) or stop = true. Thisis equivalent to My < q + P*pumpstAt - (v¢ At +
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U*At?/2) + P*pumps* (set-now-At) - (v * (read-now-At) + U* At *(read-now-At) + Uq*(read
now-At)%/2) or stopmode = true. Since v* (read-now-At) + U;* At* (reac-now-At) = (v + Ur*At) *
(read-now-At) and now' = now +At, V. <v + U; * At from the dfed, we get M; < g +
P*pumps* At - (V* At + U1* At%/2)+ P*pumps* (set-now’) - (V' * (read-now’) + U* (read-now’ )?/2)
or stop = true. Since duich(@, b, Y < (@*u + Ur*u?/2) from Lemma 1.9, pumps = pr from Lemma
10: if set = read + Sand do_otput = falsethen pr = pr_new - error else pr = pumpsand g + pr
*P*At- duicn(v, V, At) < g from the dfed, weget M1 < g + P*pumps* (set-now’) - (v * (read
now’) + U;*(read-now’¥/2) or stop =true and this case true.

2. Caseset = read +S:

We know from the assumption M1 < q - (v * (read-now-At+At) + Ug* (read-now-At+At)%/2) or
stop = true. This is equivalent to My < q - (V*At + U*At%/2) - (v * (read-now-At) + U*At
* (read-now-At) + U1* (read-now-At)?/2) or stop = true. Sincev * (read-now-At) + U * At * (read-
now-At) = (v + Ui*At)* (read-now-At) and now’ = now +At, V. <v + U; * At from the dfed, we
get M1 < g - (V*At + U*AtY2) - (v * (read-now’) + Ur*(read-now’)?%/2) or stop = true. Since
ducr(@, b, Y < (a*u + Ur*u?/2) from Lemma 1.9,0 <pr * P* Atand g+ pr * P * At - duicn(V, V,
At) < g from the dfed, we get My < g - (v* (read-now’) + Us*(read-now')%/2) or stop = true
and this case true.

C) a = activate (onlysetis changed):
If do_ouput = true thislemmais trivialy true. Sincewe get set = now from the precndtion, now <
read (Lemma 2) andset =read+ S or set = read- | + S(Lemma 5), we know set = read- | + Sand
we get from the asumption M1 < q - (v * (read-now) + U;*(read-now)?/2) or stop = true. Sincethe

effect setset’ = read +S this lemma is true.
[ ]

The following lemma describes the anourt of water remaining to the upper water level limit
depending on the current steam rate and the maximum pump rate.
Lemma 13: In all reachable states of the combined steam boiler system
if do_output =false then
if set =read 4 + Sthen
M, > g + P*(pumps*(set-now) #pumps*(1-S)) - steam or stop true
else M, > q + P*#pumps*(read - now) - steam or stop true
, V2 12%U, if v < Ux(read-now)
with steam = :
(v*(read-now) -Us*(read-nowf/2)  otherwise
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Proof. In theinitial state this Lemmais true. We distinguish onthe caes for the adion a: For a = sensor
this lemma is trivially true.
A)a = actuator et q, v, pumpsandnoware unchanged):

We knowM; > wl + P*(pumps*S + #pumps*(1-S)) - min_steam_water(sr) or stopmoderae

sr/(2*U,) if sr < Uy*|
(sr*l - Ux*1%/2) otherwise

(Lemma 3.1) andLemma 4: if do_ouput then now = read andsr = vandwl = g. Sinceoutput = true
in the preaondtion, we know now = read, sr= vandwl = g. Sincenow <read- | + Sor set = read
+ S(Lemma 6), now <read (Lemma 2), weknow set = read+ Sand, sinceread = now + | from the
effed, set = read - | +S. Since stop’ = e_stop = stopmode from the dfed, we know M, > g +
P*(pumps*(set - now) #pumps*(1-S)) - min_steam_water(v) or stop’ true with

V2 12%U, if v < Uz*(read’-now)

min_steam_wates() = { (

with min_steam_wates() = {

v*(read’-now) -Uy*(read’-now)/2)  otherwise

The actuator action sed® output’ =false and this lemma is true for the actuator action.

B) a = time-passagadp_output, setread, stopandpumpsare unchanged):
We know do_ouput = false from (Lemma 7) if now < read then do_ouput = false, from the
precondtion (now + At <read) and At > 0. Sincewe know set = read+ S orset =read-1 + S
(Lemma 5), we can distinguish two cases:

a Caseset=readd + S

We know from the asumption M, > g + P* (pumps* (set-now-At+At) + #pumps* (1-S)) - steam or
stop = truewhichisequivalent to M, > g+ P * pumps* At - & ow(V, V, At) + P*(pumps* (set-now-
At) + #pumps*(1-9)) - steam + d ow(V, V', At) or stop = true. Moreover, we know from the dfed
that now' = now +At, g+ P * pr *At - dom(v, V', At) >, and pumps = pr from Lemma 10: if set
=read+ Sand do_otput = falsethen pr = pr_new - error else pr = pumps. Thus, we get M, >
g’ + P*(pumps*(set-now’) +#pumps*(1-S)) - steam +d ow(Vv, V',At) or stop =true with

V2 12%U, if v < Uz*(read-now)
steam = ) )
v(read-now’ #t) - U *(read-now’ +At)/2) otherwise
Based on the steam rate condition and Lemma 1.2:
ZKZ*UZ) if a <U,*u
dowa, b, u)=
a* ud,*u?2 otherwise

we distinguish following cases:
1. Sub-case < U,(read-now)andv < U, * At:

Since d oV, V', At) 2V(2*U,) and v'Z/2*U, > 0, we get M, > g + P*(pumps* (set-now’) +
#pumps*(1-9)) - v'4/(2*U,) or stop =true and this case true.
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2. Sub-case < Uy(read-now)andv = U, * At:

Here, we know M > ' + P*(pumps*(set-now’) + #pumps*(1-S)) - VZ/(2*Uy) + (v *At -
Uz* At%2) or stop = true and since V?/(2*Uy) - (v *At - U* At?/2) = (v - Uz* A)%2*U, and v -
U*At sV, we get My > g + P*(pumps* (set-now’) + #pumps*(1-S)) - v'2 /2*U, or stop =
true and this case true.

3. Sub-cas& > U,(read-now)

Sincenow + At < read from the precondtion, we know v > Ux* At and wsing Lemma 1.2, we
get M2 > g + P*(pumps* (set-now’) + #pumps*(1-5)) - v* At - (v*(read-now’) - U* At* (read-
now') - Us*(read-now’ )%2) + U* AtY/2 + (v * At - U*At?/2) or stop = true. Since v* (read-
now') - Ux* At* (read-now’) = (v - Ux* At)* (read-now’) - U* At* (read-now’) and v - U*At <V
from the dfed, we get M, > g + P*(pumps* (set-now’) + #pumps*(1-S)) - (V' *(read-now’) -
U,*(read-now’/2) or stop =true.

This case is obviously true.

b. Caseset = read +S:

Since#pumps = pr per definition, we know from the aumption M, > g + P*pr*At - d oV, V,
At) + P*#pumps*(read - now -At) - steam +J ow(V, V', At) or stop =true with

V2 12%U, if v < Uy*(read-now)
steam =

(read-nowAt +At) - Uy*(read-nowAt +At)%/2)  otherwise

Moreover, we know from the dfed that nov = now +At, g+ P * pr *At - dow(v, V, At) > (.
Thus, we get M, > g + P*#pumps*(read - now’) - steam + d owl(V, V, At) or stop = true. Based
on the steam rate condition aleinma 1.2:

dow@a, b, u)= {

2[{2*U2) if a <U,*u

a* ud,*u¥2 otherwise

we distinguish in following cases:

1.

Sub-case& < Uy(read-now)andv < U, * At:

Since dow(V, V', At) 2VA/(2*U,) and v'%/(2*U,) > 0, we get M, > g + P*#pumps* (read - now')
-v'?/(2*U,) and this case true.

. Sub-case < Uy(read-now)andv = U, * At:

Here, we know M, > ' + P*#pumps* (read - now') - V2 /2*U; + (v *At - Uo* At%/2) and since
VI(2*Uy) - (v *At - U* AtY/2) = (v - U*A)%(2*Uy) and v - U*At < V', we get Mo > g +
P*#pumps*(read - now’) - vZ/2*U, and this case true.

. Sub-case > U,(read-now)

Since now + At < read from the precndtion, we know v > U,*At and we get M, > q +
P*#pumps* (read - now') - V¥ At - (v*(read-now’) - Uo* At* (read-now’) - U* (read-now’ )?/2) +
U*AtY2 + (v* At - Ux* At%/2) or stop = true. Since v* (read-now’) - Uo* At* (read-now’) = (v -
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Uo* At)* (read-now’) - U* At* (read-now’) and v - U*At < V' from the dfed, weget Mo, > ' +
P*#pumps*(read - now’) - (v'*(read-now’) -U-*(read-now’f’/2) or stop =true.

This case is obviously true.
C) a = activate (all busetare unchanged):

Since set = now from the precndtion, now <read (Lemma?2) andset = read+ S or set = read - |
+ S(Lemmab), weknow set = read - | + Sandfrom the asumption M, > q + P * #pumps *(1-S) -
steam or stop = true. Sincel - S = read - now and the dfed sets set’ = read + Sthislemmais true
for the activate action.

Lemma 14: d(u) is convex:
d(u) = min(0, d(S)for S>u >0, d(u) = A*u - B*f with A real andB positive real

1. Caseu < A/(2*B):

Proof (indired): Suppcse d(u) < 0. From A*u-B*u? < 0, we get u > A/B. Since u > 0 and A/B >
A/(2*B), we have a ontradiction to the cae aumption. We know d(u) = 0 > min(0, dS) and this
case is true.

2. Caseu > A/(2*B):

Proof (indired): Suppcse d(u) < d(S). Define S= u + & with &€ > 0. From A*u-B*u® < A(u + ¢) - B(u
+ g)?follows u < A/(2*B) - &/2. Sinceu >0 and £ > 0 we have a ontradiction to the cae assumption.
We knowd(u) = d(S)= min(0, d(S)jand this case is true.

6.3 Summarizing Theorems

The following theorems siammarize the previous lemmas and translate them into the form in which
the required properties were expressed.

Theorem 1: In all reachable states of boiler system,
v <W or stop =true

Proof. Sincewe know v + U;*(read - now) < W or stop = true (Lemma 11), U; > 0 per definition and

read > now(Lemma 2) this theorem is true.
|

Theorem 2: In all reachable states of boiler system,
M1 < q < M; or stop =true

Proof. First, we show M < q or stop = true by induction onthe steps of the aitomaton. It is true in the
initial state and trivia for the aduator adion. The only remaining adion is a = time passage (stop is
unchanged):

We know do_ouput = false from (Lemma 7 if now < read then do_ouput = false, from the precndtion
(now + At <read) and At > 0. Sincewe know set = read+ S or set = read- | + S(Lemma 5), we can
distinguish two cases:
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A)Caseset=read 4 + S

From Lemma 12, we get M; < g + P*pumps* (set-now) - (v * (read-now) + U;* (read-now)?/2) or stop
= true. Using (v * (read-now) + Uq*(read-now)?/2) > (v * (set-now) + Uq* (set-now)?/2) (since set <
read), pumps = pr from Lemma 10: if set = read + Sand do_otput = falsethen pr = pr_new - error
else pr = pumps and d(u) = A*u - B*u? as defined in Lemma 14 with A = P*pr - vand B = U/2, we
get:M; < g +d(set-now) or stop true.

FromLemma 14 follows thatd(At) > min(0, d(set-now)jor At < set-now
a. Sub-casel(At) > d(set-now)

Here, we know M1 < g + d(At) or stop= true. Sinceq+ pr * P * At - dqicn(v, V, At) < g from the
effed which is equivalent to g + d(At) < g becaise dycr(@, b, U < (a*u + Us*u?/2) from Lemma
1.9, we knowM; < ' or stop =true and this sub-case true.

b. Sub-casel(At) > 0:

We asume M; < g or stop = true. Sinced(At) =0and g+ pr * P * At - duien(v, V, At) < g from
the dfed which is equivalent to q +d(At) < q becaise ducn(@, b, ) < (@*u + Uy*u?/2) from
Lemma 1.9, we knowM; < g’ or stop =true and this sub-case true.

B) Caseset = read +S:

From Lemma 12, weget M1 < ¢ - (V' * (read-now’) + Us*(read-now’)%/2) or stop = true. SinceV’
* (read-now’) + U*(read-now’f’/2 > 0 this lemma is true.

Seoond, we show M, > g or stop = true trough induction onthe steps of the automaton. It is true in the
initial state and trivia for the aduator adion. The only remaining adion is a = time passage (stop is
unchanged):

We know output = false from (Lemma 7) if now < read then do_ouput = false, from the precndtion
(now + At <read) and At > 0. Sincewe know set = read+ S or set = read- | + S(Lemma 5), we can
distinguish following cases:

A)Caseset=read 4 + S
From Lemma 13, we get M, > g + P*(pumps*(read- | + S- now) + #pumps*(1-S)) - steam or stop =
true.
Using #pumps = pumps per definition, pumps = pr from Lemma 10: if set = read + Sand do_otput
= falsethen pr = pr_new - error else pr = pumps, we get M, > q + P*pr*(read - now) - (v*(read
now) - Uo* (read-now)?/2) + P*(pumps* (S-1) + pumps* (1-S)) or stop = true. The rest of the proof for
this case is analog to the cast = read +S.

B) Caseset = read +S andv = U,(read-now)
From Lemma 13 and wsing #pumps = pr per definition, we get M, > g + P*pr*(read - now) -
(v*(read-now) -U*(read-now}/2) or stop =true.
Since d(u) = A*u - B*u? as defined in Lemma 14 with A = v - P*pr and B = U/2, we get: M, > q -
d(read - now) or stop #rue.

FromLemma 14 follows thatd(At) > min(0, d(read-now)jor At < read-now
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a. Sub-casel(At) > d(read-now)
Here, we knowM; > q - d(At) or stop =true.
Sinceq+ pr* P* At - oV, V, At) = g from the dfed which is equivalent to g - d(At) > g
because& > U,(read-now) read-now= At from the precondition ancemma 1.2:
ZKZ*UZ) ifa<U,*u
dow@, b, u)=

a* uU*u¥/2 otherwise
we knowM, > g’ or stop =true and this sub-case true.
b. Sub-casel(At) > O:

Here, we asume M, > ¢ or stop = true. Sinced(At) >0andq+ pr* P * At - dow(v, V, At) > (
from the dfed which is equivalent to g - d(At) > g becaise v > Uy(read-now), read-now > At
from the precondtion and Lemma 1.2, we know M, > q = q - d(At) = g or stop = true and this
sub-case true.

C) Caseset = read +S andv < Uy(read-now)

From Lemma 13 and wsing #pumps = pr per definition, we get M, > q + P*pr*(read - now) - v*/2*U,
or stop =true. FromLemma 1.2, we get two sub-cases:

a Sub-caser < U, * At:

We get M, > g + P*pr*(read - now) - dow(v, V', At) or stop = true. Sinceread - now = At from
the precondtion, we know M, > q + P * pr*At - dowl(v, vV, At) or stop = true. Sinceq + P *
preAt - d ow(v, V', At) = q', this case is true.
b. Sub-case > U, * At:

We get M, > g + P*pr*(read - now) - V?/(2*U,) or stop = true. Since V/(2*Uy) = v*(V/Uy) -
Uz* (VIU2)?/2, we know M, > g + P*pr*(read - now) - (V* (W/Uy) - Ux* (WIU2)?/2) or stop = true.
Using d(u) = A*u - B*u? as defined in Lemma 14 with A = v - P*pr and B = U»/2, we get: M, > q -
d(v/U,) + P*pr*(read - now - v/U,) or stop = true. Since pr = 0 per definition and from the cae
statement we know < U,(read-now) we getM, > q - d(vlU;) or stop =true.

FromLemma 14 follows thatd(At) > min(0, d(viJ,)) for At < v/U,.
1. Sub-sub-casd(At) = d(vJy):
Here, we know, usingemma 14, M, > q - d(At) or stop =true.
Sinceq+ pr* P* At- d oV, V, At) = g from the dfed which is equivalent to g - d(At) =
because > U, * At andLemma 1.2, we knowM, > g’ or stop =true and this sub-case true.
2. Sub-sub-casd(At) > O:

Here, we asume M, > q or stop= true. Sinced(At) =0and g+ pr * P* At- d oV, V, At) =(
from the dfed which is equivalent to q - d(At) > q becaisev = U, * At and Lemma 1.2, we
knowM, > q =q - d{At) = g’ or stop =true and this sub-case true.
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With abowve proofs, we have shown that the steam boiler model together with the controller model
meds all the safety requirements. As afurther step, we must modify the cntroller model to all ow sensor
faults. This is presented in the following section.

7 Sensor Fault-tolerant Controller

In this ®dion, we extend the model of the ntroller to be tolerant to sensor faults. Rather than
proving the safety properties all over again, we use atednique cdled Smulation Mappng. This
tedhnique is used to show consistency between abstradion levels. In particular, it provides a means to
show that properties proved for an abstrad model are preserved in a particular implementation. In this
case, the previously described baler system represents the spedficaion and a new controller that
tolerates sensor faults represents a possible implementation.

First, we need some alditional information abou the bailer system with the previous controller. This
knowledge will help us prove the Smulation Mapping. Both lemmas relate the situation in the boiler
with what the controller got in the last sensor reading. The proofs $iow that the distance between the
actual value and its last representation in the controller is bounded.

The foll owing lemma presents an upper and lower boundary on the diff erence between the stean rate
representation in the cntroller and the red steam rate depending on the time since the last sensor
reading.

Lemma 15: In all reachable states of the combined steam boiler system using the simple controller,
-U2*(1 + now - read)< v - sr< Ui*(1 + now - read)

Proof. In the start state this Lemmais true. We distinguish onthe caes for the ad¢ion a: For a0 {sensor,
activate} this lemma is trivially true.
A)a = actuator ow, v andsr unchanged):
We know do_ouput = true from the precondtion and sinceif do_ouput then now = read andsr = v
(Lemma 4) andread = now + | from the dfed, we know | + now - read = Oandv - sr= 0. Thus,
this lemma is fulfilled.
B) a = time-passagaéad andsr are unchanged):
We know from the precondition that < read - now From the effect we get:
VvV > -U*At +v, v <U*At + vand now = now + At. The assumption is equivalent to
-U2*(1 + now + At - At - read)<v - srand v - sg Ui*(I + now + At - At - read) This implies
U*At - Uy*(I + now + At -read) sv-srandv-sr< Ui*(I + now + At - read) - U;*At. Thisis
equivalent to -Ux*(I + now + At -read) < v- U*At-srand v+ Ui*At - sr< U*(I + now + At -
read)which leads to the desired resit*(1 + now - read)<V - sr< Uy*(l + now - read).
|

Lemma 16: In all reachable statef the combined steam boiler system using the simple controller,
if do_output =false then ps duicn(sr, Vv, )< d - wi< ps -dow(sr, V, t)
With t = (I + now - read)and
P * pumps *t if set =read +S- |
Ps= { P*(pumps *S+pr* (t- 9)) otherwise

G. Leeb, NLynch Page26 of 37



Proving Safety Properties of the Steam Boiler Controller

Proof. In the start condtion this Lemma is true since d ow(sr, sr',At) < dyicu(sr, sr',At) (Lemma 1.1),
Adow(sr, sr',At) =0 (Lemma 1.1) and ps = 0 since pumps = 0 and pr = 0 per definition. We distinguish on
the cases for the acti@n
A)a = sensor {r, set,, q, v, t, readandnoware unchanged):
We knowdo_output’ =true from the effect. Thus, this lemma is trivially true.
B) a = actuator ¢et g, wl, now, pumpsndpr are unchanged):
We know do_ouput = true from the precondtionif do_ouput then nowv = read andsr= vandwl = q
(Lemma 4). Furthermore, we know now <read- 1 + Sor set = read + S (Lemma 6). Sinceread =
now, we get set = read + Sand from the dfed, we get do_ouput’ = falseandread = now + |. Since
it followsthatt’' = (I + now-read) = Oandset =read - | + S, weknow P * pumps* t’ - dyen(sH,
v, 1) g -wls P* pumps * t' - ow(sr, v, t)and this lemma is fulfilled.
C) a = time-passage(, set, pumps, pwl andreadare unchanged):
We know do_ouput = false from if now < read then do_odput = false (Lemma 7) and the
precondtion now + At <read. Furthermore, we know set = read+ Sor set = read- | + S (Lemma 5)
and following we distinguish these two cases:
a. Caseset = read +S:

We know from the effect: 19’ >q + pr* P * At - duicn(v, V., At) and 2)q =g+ pr*P* At -

dow(V, V', At). Substitutingy in the assumption we get:

1)g 2wl + P*(pumps *S+ pr* (t-9)) - ducu(sr, v, t) + pr*P* At - dycu(v, V', At)

2)q swl + P * (pumps *S+ pr * (t - S)) - dow(Sr, V, t) + pr *P * At - dow(V, V', At
Since dnigH(@, b, Y + dnicr(b, ¢, t) < dnicn(@, ¢, u+ t) (Lemma 1.7), dow@, b, Y + dow(b, C, t) >
dow(@ c, t+ u)(Lemma 1.4) andfort'= (I + now -read) = (I + now - read) + At thiscan be
rewritten as 1y’ >wl + P * (pumps *S+ pr * (t' - S)) - duicu(sr, v’ ,t') and

2] swl+P*(pumps *S+pr*(t' - S)) - dow(sr, v ,t')and this case is true.
b. Caseset =read +S- I:
In the same way as above, we gefi’l> wl + P * pumps * t -dyign(sr, v, t) + pr *P * At -

SnicH(V, V', At) and 2)q’ <wl + P * pumps * t -d.ow(sr, V, t) + pr *P * At - dowlv, V', At).
Sincewe know if set = read + S and do_otput = falsethen pr = pr_new - error else pr = pumps
(Lemma 9) andt’'= (I + now' -read) = (I + now - read) + At, weget1) g >wl + P * pr * t' -
Ouigh(sr, V' ,t')and 2)g" swl + P* pr*t' - dow(sr, V' ,t') and this case is true, too.

D)a = activate {o_output, srv, read nowandq are unchanged):
We know from the precondtion that now = set. Sincewe know set = read+ Sorset=read-1 + S
(Lemma 5), now <read (Lemma 2), we know now = set = read - | + S. Moreover, we know if now <
read then do_ouput = false (Lemma 7) andsinceS< |, do_ouput = false. Therefore, we know in the
pre-state 1y >wl + P * pumps * ( + (read -1 + S) - read) -dycn(sr, v ,t )and

2)q<swl+P*pumps * ( + (read -1 + S) - read) -d ow(sr, v ,t)

Obviously, the following are also true sirtce | + now - read= Sandt - S= 0:
1)g=wl+ P* (pumps *S+ pr *(t- S)) - dicu(sr, v ,t)
2)qswl+P* (pumps *S+pr * (t- S)) - dow(sr, v,t)
Since the effect setet’ = read +S this lemma is fulfilled.

Following, we will present the Timed Automaton model of the sensor fault-tolerant controller.
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7.1 The Controller Model Allowing Sensor Faults

Variables
Name Initial Value | Type Value Range Unit | Description
do_output false boolean | {true, false} flag that activates the output; This parameter represents a kind of program cod
stopmode true boolean | {true, false} flag to activate the emergency stop, initially true, since condition is not checke
wil q real [0..C] | lower bound of the estimation of the current water level
srl 0 real [0..W] IIs lower bound of the estimation of the current steam rate
wih q real [0..C] | upper bound of the estimation of the current water level
srh 0 real [0..W] IIs upper bound of the estimation of the current steam rate
sr_ok true boolean | {true, false} flag that tells whether the steam rate sensor has failed
wl_ok true boolean | {true, false} flag that tells whether the water level sensor has failed
now 0 real [0 ...00) S current time
pumps 0 integer | {0 ...#pumps} number of currently active pumps supplying water to the boiler
px 0 integer | {0 ...#pumps} number of pumps that shall supply water next

Table 5: The initial state of the fault-tolerant controller including all variable declarations

7.2 The Fault-tolerant Controller Automaton
Input Actions

sensor (s, w, p)

Effect:

pumps' = p
do_output' #rue

# estimate steam rate

if sr_ok then srh'=srl'=s

else srh' = srh #J, * |
srl'=srl -Uy * |

# estimate water level

if w_ok then wih' = wll' =w
else wih' = wih 42 * pumps *S+ P * pumps’ * ( - S)
- min_steam_water_est(srI’)
wil' =wll + P * pumps *S+ P * pumps’ * (| - )
- (srh’ 1J*1/2)*

# safety checks
if srh'>W-U;*1 or
wlh'>M, - P *(pumps' *S + (max_pumps_after_set)
*[ - S)) + min_steam_water(srl) or
wll'<sM; + P *(pumps' *S + (min_pumps_after_set)
*[ - S)) - max_steam_water(srh)
then stopmode'true
else stopmode’ #rie, false} arbitrary

Internal Actions
bad

Precondition:

true
Effect:

sr_ok’ = {true, false} arbitrary
wl_ok’ = {true, false} arbitrary

controller
Precondition:

true
Effect:

0< px’ < #pumps
v(At)

Precondition:

true
Effect:

now' = now +At
Output Actions
actuator (e_stop, pset)

Precondition:
do_output true
pset = px
e_stop = stopmode
Effect:
do_output' false

nter.

yet.
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The oontroller model that allows sensor faults has the same structure & the simple @ntroller. An
additional adion bad tell the controller whether a sensor has failed. The fault model alows arbitrary
combinations of sensor bres&k downs and fast or slow repairs. The sensor adion expresses the strategy of
the cntroller to cope with sensor faults. Basicdly, the strategy is to cdculate an upper and lower limit
for the missng value of the failed sensor, using its last recent value and the remaining sensor values.
Even in the cae that both sensors bre&k, the controller still may allow the operation d the baoiler and
guarantee safety. In this resped, our controller definition is better than the one suggested in [AS96],
since he suggests to shut down the boiler system whenever both steam rate and water level sensor:

The various operational modes (normal, degraded and rescue) as edfied in [AS96] can be inferred
from the variables sr_ok, wl_ok and the diff erence between pumps and px. In ou model, these modes are
not relevant to the safety of the boiler system and have therefore been ignored.

7.3 Proving the Safety Properties by Simulation Mapping

After composing the steam bail er automaton with the new fault-tolerant controll er, we have to prove
that the safety properties are satisfied in the new model.

We use aSimulation Mapping for proving that one Timed Automaton “implements’” ancther. This
technique shows that all possble traces* of the new automata ae included in the traces of the drealy
proven model. Therefore, al safety properties invalving the states of the stean bailer with the simple
controller are valid for the system with the fault-tolerant controll er, too. A Simulation Mapping is most
useful to show that an implementation adually preserves properties of the spedficaion. This method can
be gplied repeaedly to get from avery abstrad model, which is proven to fulfill the required properties,
to a detailed implementation (maybe even the final implementation). Like invariants, the Simulation
Mappings involve time dealline information, in particular, they include inequalities between time
deadlines. Therefore, they are suitable for showing timing properties, too.

We gply a Simulation Mapping from states of the stean bailer system with the fault-tolerant
controller (in short “fault-tolerant controller system”) to the system with the simple controller (“simple
controller system”). Appendix B contains a formal definitions of the Simulation Mapping technique and
the correctness properties it guarantees.

7.3.1 Simulation Relation

Theorem 3: The relatiorf as defined below is a Simulation Mapping from the states of the fault-toleran
controller system to the states of the simple controller system.

Let s denote astate of the smple @ntroller system andi denote astate of the fault-tolerant controll er
system. We definsandi to be related by the relatioh provided that:

1) i.Boiler = s.Boilef

2) i.do_output = s.do_output, s.px = i.pX, S.pumps = i.pumps, S.NOW = i.now
3) i.srl <s.sr<i.srh

4) iwll <s.wl<iwlh

5) s.stopmode = i.stopmode

* The exact meaning of “traces” is defined in Appendix A in the full version.
8 This relation expresses that the entire boiler state is preserved.
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Proof. Leti lead to i’ via ation a in the fault-tolerant controller. We must findan s such that s fi’ and
there eists an exeaution fragment from sto s with the same trace & a. Usually, we bre& by cases on
the type of a. In the initial state f is fulfilled. For this proof it remains to show the case for the sensor
adion kecause dl other adions are identicd in the speaficaion and implementation. It remains to show
that there is an equivalent sensor step enabled in s, and s’ relates to i’ following the definition d f. In
particular, we must show the three ondtions in the definition d a Simulation Mapping in Appendix C.
The first condtion, peservation d the now value, is immediate from the definition d f. The seand
condtion is aso immediate, because f is fulfilled between the start states. The interesting condtion is
the step condition. F& = sensor action we get:

The simulation relation is stisfied for the initial states. The precondtion is the same, thus the sensor
action is enabled for both systems.

A) Statements 1) and 2) of the relation are trivialy true for al adions but the sensor adion since dealy,
i.pumps = s.pumnps = p andi.do_ouput’ = s.do_ouput’ = true and for any choiceof i.px we can get
the same value fa.pxfrom the controller action.

B) StatemenB):

We analyze this statement based on the fault situation for the steam rate sensor:

In casei.sr_ok = true, we get from the implementation if i.sr_ok then i.srh' = i.srl' = s. Clealy, this
cese is true. Otherwise, we know -Uy*(I + s.now - sread) < sv - ssr < Ui*(l + s.now - s.read)
(Lemma 15) andsinces.now = sread = i.now = i.readand s.sr' = s.v = i.v from the precndtions, we
get s.sr<ssr + Ux*l andssr - Up*l < s.sr. We know from the asumptioni.sfl < s.sr <i.srh and
thisisequivaent toi.srl <s.sr + Ux*l ands.sr - U;*l <i.srh andfurther equivalent toi.srl - Uy * |
<ssr < i.sth+ Up* |, Sincewe aume here that the steam sensor failed, we know from the dfed

i.sth =i.srth+ Up* | andi.srl’ =i.srl - Uy* |. Thus, wegeti.sil’ <s.sr <i.srh’ andthis satement is
true.
C) Statement):

We analyze this statement based on the fault situation for the water level sensor:
Incasei.wl_ok = true, we get from the implementationif i.wl_ok theni.wlh' = i.wll' = w. Clealy, this
case is true. Otherwise, we know from Lemma 16 if s.do_ouput = false then ps - dyigu(s.sr, sV, t) <
s.q-sw <ps- dow(ssr, sV, t). With ps= if s.set = sread+ S- | then P * spumnps * t else P *
(s.pumps 'S+ s.pr * (t -S)) andt = (I + s.now - s.read)
We know s.now <sread- 1 + Sor s.set = sread + S (Lemma 6), s.do_ouput = false and s.now =
s.read from the precondtion. Thus, we know s.set = sread + S and sinces.now = sread = i.now =
i.read, s.v=i.vands.wl'=s.gq=i.q from the preconditions, we get
1. P* (i.pumps *S+i.pr* (I -9)) - dcn(s.sr, i.v,l) <s.wl’ - s.wland
2. s.wl' - s.wlsP * (i.pumps *S+ i.pr * (I - S)) - d ow(s.sr, i.v,l).
We know ,
> 2*U,) ifb<U,*u
dou(a, b, )z { b * Wh*u?/?2 otherwise
anddyicu(a, b, u)< (b + Ux*u/2)*u (Lemma 1.3&6) and from this we get
1. P* (i.pumps *S+ i.pr* (I -9)) - (i.v + U*I1/2)*] < s.wl' - s.wland
2. s.wl - s.wIsP*(i.pur?ps *S+i.pr* (I -9)) - steamwith
- *Usq if i.v<Uy™* |
steam = (i./(ﬁ*- Ui*l 22y otherwise
Sincei.pumps’ = s.pumps’ = p = i.pfrom the effect and precondition, we get
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1. P* (i.pumps *S+ i.pumps’ * ( - S))- (i.v + Ux*1/2)*I <s.wl’ - s.wland

2. s.wl’ - s.wl<s P*(i.pumps *S + i.pumps’ * (| - §)) - steam

Since we know from the assumptionll <s.wl<i.wlh

1. P* (i.pumps *S+ i.pumps’ * ( - §))- (i.v + U*I1/2)*] <s.wl’ -i.wll

2. s.wl' - wlh < P*(i.pumps *S + i.pumps’ * ( - S)) - steam

We drealy know i.srfl < s.sr <i.srh. Thus, it must also bei.srl’ <s.sr’ <i.srh’. Furthermore, we know

i.v = s.v = s.sr'from the 1. statement and the effect. From this, we get

1. P* (i.pumps *S+ i.pumps’ * ({ - S))- (i.srh’ + Ux*1/2)*] <s.wl’ -i.wll

2. s.wl' - i.wlh < P*(i.pumps *S + i.pumps’ * ( - §)) - steam’
with steam’ = { i.sH(2*Uy) , if i.srl" <U * |

(i.srl’'F-Uq*1 7/2) otherwise

Thisisequivaenttoiwll + P* (i.pumps* S+ i.pumps * (I - S)) - (i.srh’ + U*1/2)*] <swl’ <i.wlh

+ P*(i.pumps *S + i.pumps’ * ( - S)) - steam’

Since we assume for this case that the water level sensor failed, we know

1. iwlh’ =iwlh + P* (i.pumps *S + i.pumps’ * ( - S)) - min_steam_water_est(i.srl’)

2. iwll' =iwll + P* (i.pumps *S+ i.pumps’ * (| - S)) - (i.srh’ + U*1/2)*I

Thus, we getwll’ <s.wl’ <i.wlh’ and this statement is true.

D) Statemenb):

We distinguish two cases:

1. Casei.sth >W-U; * | or
Lwlh’ >M3 - P *(i.pumps’ *S + #pumps * (I - S)) + min_steam_water_est(i.srl’) or
i.wll' <Mz + P *i.pumps’ *S - (i.sth’ * | + Uy * 1%/2):

In this case, we know from the effeifti.srh' >W-U; * | or
wlh' >Mj; - P *(i.pumps’ *S + #pumps * (I - S)) + min_steam_water_est(i.srl’) or
wil' <M1+ P*i.pumps’ *S - (i.srth’* | + Uy * 1%/2) then i.stopmode’ true
Let usdefine A; to be M, - P * (i.pumps * S- #pumps * (I - S)) + min_steam water_est(i.srl’)
andB, to beM; - P *i.pumps’ *S+i.sth’ * | + Uy * 1%/2.
Symmetrically, we know for specificatiohs.sr'>W-U; * | or
s.wl'=>M; - P *(s.pumps’ *S + #pumps * (I - S)) + min_steam_water_est(s.sr’) or
s.wlI'sM; + P*s.pumps’ *S - (s.sr’ *| + Uy * 1%2) then s.stopmode'true
In the same way as before, we define Asto be M, - P * (s.pumps * S - #pumps * (I - §)) +
min_steam_water_est(i.s@ndBs to beM; - P * s.pumps’ *S + s.sr’ * | + Uy * |%/2.
Sincewe know statements 2, 3and 4are dso valid for the post-state, we get i.srh’ <s.sr' <i.srh’,
iwll’ < swl” <iwlh’ and s.pumps = i.pumps. Therefore, A; < As and B, = Bs and from the
effecti.stopmode= true. From this we get following cases:
a) Cases.sr'>W-U;* | ors.wl'>Asor s.wl' <Bs:
Clearly, in this casestopmode’ = s.stopmode’ true from the effect.
b) Otherwise we can get i.stopmode’ = s.stopmode’ = true from the nonrdeterministic choice in
the specification.

2. Otherwise: We knowi.srh’<W -U; * | and i.wlh’<A; andi.wll’ > B, (using the same
definitions as in the other case) and sisee’ <i.srh’ andi.wll’ < s.wl’ <i.wlh’, we knows.sr’ <
W-U;* 1, swl' <A ands.wl’ > B,. SinceA, < As, B| >Bs, we know from the effect that
i.stopmode’ands.stopmodetan be true or false arbitrarily. Thus, this lemma is true.
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This Simulation Mapping maps every reatable state of the bailer system with the fault-tolerant
controller to a @rrespondng readable state in the system with the simple wntroller by the relation f.
Therefore, the safety properties invalving the states of the spedficaion (simple antroller) are valid for
the implementation (fault-tolerant controller), too. Thus, we have shown that the stean baller system
with the fault-tolerant controller satisfies the required safety properties.

8 Conclusion

We have gplied a forma method kased on Timed Automata, invariant assertions and Simulation
Mappings to the stean bailer model and werified that our controll er fulfill s the required safety properties.
In doing so we have made it possible to compare our techniques to other approaches.

Summarizing, the Timed Automata, composition and Smulation Mappng techniques present an
excdlent combination for system analysis. The main advantage of Timed Automata is their flexibility in
modeling a hybrid system. Timed Automata dl ow us to combine acontinuows environment that is fairly
unpredictable over time with a discrete ontrol system such as a wmputer. The compasition and
Simulation Mapping techniques suppdement this edfication tod for forma verificaion, for more
flexibility in hov to seach for a solution and for the reuse of already gained knowledge. The
compasition tedhnique lets you combine different automata and scde incrementaly solutions from
smaller problems to more complex ones. The Simulation Mapping tedhnique provides a nsistent
transition between different abstraction layers.

This method seams to scde better than ather formal verificaion techniques because of the passhility
of applying this method to dfferent abstradion layers, and applying various decompasition techniques
[Wei96]. A Simulation Mapping can be used to prove that two abstradion layers preserve cetan
properties. Decompasition techniques provide moduar and incremental verification. For instance
suppase that you have proved that a cetain implementation d a shared register provides mutua
exclusion. The automaton model together with already proved properties may then be composed into a
bigger application without having to prove the mutual exclusion property again.

Constructing the proofs, though na difficult, requires sgnificant work. The hardest parts were
getting the detail s of the models right and finding the right invariants. Unfortunately, this sensto be an
art rather than an automatic procedure. Nevertheless our experience in this paper and ahers (e.g.,
[Hei94]) shows that this art is easily leanable even for applicaion engineeas. The tedhniques are very
systematic and uncerstandable. The description alows for much flexibility and is very powerful in
describing the possible progression of a system.

The ac¢ua proafs of the invariants were tedious but routine work. Much work can be avoided by
proving the required properties on a general model and wsing Smulation Mappngs for more speaali zed
models. Moreover, the daraderistics of these tedniques make them amenable for medanicd
generation and \erificaion d proofs. Related to this, we ae airrently considering the use of automatic
provers such as Larch [Soe93] or PVS [Sha93] with the described techniques.

The only maor disadvantage we excourtered while working with Timed Automata and the
Simulation Mapping technique is that we could na gain any information a any measurement towards
the optimality of parameters of a solution. Although ou controllers preserve provable safety, there ae
obviously better implementations. For example, ona stean rate sensor failure, the stean rate estimation
could take into acourt the amourt of water which has evaporated since the last sensor reading.
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Moreover, we like to nae that more of the redity could be modeled formally with a more relaxed pump
failure model and dverse pump controller algorithms. The latter might lead to interesting performance
comparisons and tighter parameters such as the distance b&twaedM,.

Future work includes applying this methodto larger and more cmmplex examples, and developing the
appropriate cmputer assstance for carying out and chedking the proofs. On-going reseach in ou
group shows that the timed-automata method povides high pdential for automating the generation o
the proofs [Sha93], [Arc96].
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APPENDIX - A: The Timed Automaton Model

This section contains the formal definitions for the Timed Automaton model, taken from [Lyn94].

Timed Automata

A Timed Automaton A consists of a set states(A) of states, a non-empty set start(A) O states(A) of
start states, a set acts(A) of adions, including a speda time-passage adion v, a set steps(A) of steps
(transitions), and a mapping nowa: states - Ro (R denotes the nonregative red numbers). Here,
nowp(s) represents the point in time of state s. The adions are partitioned into exernal and internal
adions, where v is considered external; the visible adions are the nonv externa adions; the visible
adions are partitioned into input and output adions. The set steps(A) is a subset of states(A) x acts(A) x

states(A). We write s (11— a s as dhorthand for (s,s) O steps(A). Usualy, we write s.nowa in
place ofnowa(s).

A Timed Automaton must satisfy five aioms: [Al] If s O start then snow = 0. [A2] If
s OF-a s andm# v then snow = s.now. [A3] If s I~ a S then snow < s.now. [A4] If

s M- a Sands '~ a $' thens - a $'. Axiom [Al] says that the arrent time is
always 0 in a start state. Axiom [A2] says that nontime-passage steps do nd change the time; that is,
they occur “instantaneously”, at a single point in time. Axiom [A3] says that time-passage steps must
cause the time to increase; this is a mnvenient technicd restriction. Axiom [A4] (transitivity of time-
passage stepsllows repeated time-passage steps to be combined into one step.

The statement of [A5] (trajedory consistency) requires a preliminary definition o atrajedory, which
describes restrictions on the state changes that can occur during time-passage. Namely, if | is any interval
of rRo, then a I-trajedory is a function w:l - states, such that w(t).now =t for al t OO I, and
w(t) M- A w(t,) foral t,t,01 with t;< t,. That is, w asdgns, to ea time t in interval |, a state

having the given time t as its now comporent. This assgnment is dore in such a way that time-passage
steps can span between any pair of statesin the range of w. If wisan I-trgedory and | is left-closed, then
define w.ftime = min(l) and w.fstate = w(w.ftime), while if | is right-closed, then define w.Itime = max(l)
and w.Istate = w(w.Itime). If | is a dosed interval, then an I-trgjedory w is said to span from state s to

state s’ if w.fstate = s and w.Istate = s'. The fina axiom is: [A5] If s (I’ o S then there ists a

trgjedory that spansfrom sto s'. Axiom [A5] isakind d converse to [A4]; it says that any time-passage
step can be “filled in” with states for each intervening time, in a “consistent” way.

Timed Executions and Timed Traces
A timed execution fragmerns a finite or infinite alternating sequenze= Wy Ty Wy Tb W> ... , Where:

1. Eachwj; is a trajectory and eacfis a non-time-passage action.
2. If a is a finite sequence, then it ends with a trajectory.

3. If wjisnat thelast trajedory in a then its domain isa dosed interval. If w; isthe last trgjedory then its
domain is left-closed (and either right-open or right-closed).
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4. If w; is not the last trajectory thew,. Istate [] [ W, . fstate.

The trgjedories describe the thanges of state during the time-passage steps. The last item says that
the adions in a span between successve trgjedories. A timed exeation is a timed exeaution fragment
for which thefirst state of the first trgjedory, wo , is a start state. In this paper, we restrict attention to the
admissble timed exeautions, i.e. thase in which the now values occurring in the states approach «. We
use the notation atexes(A) for the set of admisgble timed exeautions of Timed Automaton A. A state of
a Timed Automaton is defined to be reachale if it is the final state of the final trajedory in some finite
timed execution of the automaton.

In order to describe the problems to be solved by Timed Automata, we require adefinition for their
visible behavior. We use the nation d timed traces , where the timed traces of any timed exeaution is
just the sequence of visible events that occur in the timed exeaution, paired with their times of
occurrence The admissble timed traces of the Timed Automaton are just the timed traces that arise from
al the admissble timed exeautions. We use the natation attraces(A) for the adlmissble timed traces of
Timed Automaton A. Often, we expressrequirements to be satisfied by a Timed Automaton A as the set
of admisgble timed traces of another Timed Automaton B. Then we say that A implements B if
attraces(A) [ attraces(B). If a is any timed exeaution, we use the notation ttrace(a) to denate the timed
trace ofa.

We define afunction time that maps any nontime-passage event in an exeaution to the red time &
which it occurs. Namely, let 11 be ay nontime-passage event. If T occurs in state s, then define time(7)
= s.now

Composition

We define asimple binary parallel compasition operator for Timed Automata. Let A and B be Timed
Automata satisfying the following compatibilit y condtions: A and B have no ouput adions in common,
and nointernal adion d Aisan adion d B, and viceversa. Then the composition of A and B, written as
A x B, is the Timed Automaton defined as follows.

o states(Ax B) ={(sa, ) [ states(A)x states(B) : £N0OWa = Sg.nows };
« start(Ax B) = start(A)x start(B);

e acts(A x B) = acts(A) [ acts(B); an adionisexernal in A x B exadly if it is externa in either A or
B, and likewise for internal adions; avisible acion d A x Bisan output in A x B exadly if it isan
output in eitheA or B, and is annput otherwise;

e (sa, )00 - ae (Sa, S ) exactly if
1. sp '~ a Sa if TOacts(A),elsesa =S 4, and
2. ss M~ s if mOacts(B),elsesy =S a;

*  (Sa, $8)-NOWAxg = SaA.NOWA.

Then A x BisaTimed Automaton. If a isatimed exeaution d A x B, we write alJA and a[B for the
projedion d a on A and B, respedively. For instance, a[JA is defined by projeding al statesin a onthe
state of A, removing adions that do nd belong to A, and coll apsing conseautive trgedories. We dso use
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the projedion ndation for sequences of adions, writing, e.g., BCJA for the subsequence of 3 consisting of
actions ofA.

Lemma A.1 (Substitutivity) Let A and B be Timed Automata with the same inpu and ouput adions
and let C be aTimed Automaton compatible to bah. If attraces(A) [J attraces(B) then attraces(A x C) [J
attraces(Bx C).

LemmaA.2 If a O atexecs(A B) thenaJA [0 atexecs(Apnda[B [ atexecs(B)

Lemma A.3 Suppcse that a, O atexes(A) and ag [ atexes(B). Suppase B is a sequence of timed
visible adions of A x B such that BOA = ttraceg(a) and BB = ttraceg(ag). Then there eists a [0
atexecs(A< B) such thatiA = a andalB = ag.

Since the cmpasition operation is asociative, up to isomorphism, we may extend it to an arbitrary
finite number of argument Timed Automata.

APPENDIX - B: Invariants and Simulation Mappings

We define annvariant of a Timed Automaton to be any property that is true of all reachable states

The definition o a Simulation Mapping is paraphrased from [Lyn91, Lyn94]. We use the notation
f[s], where f is a binary relation, to denote {u : (s,u) [Jf}. Suppcse A and B are Timed Automata and I
and Ig are invariants of A and B, respedively. Then a Smulation Mappng from A to B with resped to Ia
andlg is a relationf overstates(Ajandstates(B)that satisfies:

1. If uOf[s] thenu.now = s.now
2. If sO start(A)thenf[s] n start(B)# {}.

3. If sd—~as,s s Ola andu Of[s] N Ig, then there xists u” O f[s'] such that there is a timed
execution fragment fromto U’ having the same timed visible actions as the given step.

Note that TTis alowed to be the time-passage adion in the third item of this definition. The most
important fact about these simulations is that they imply admissible timed trace inclusion:

Theorem B.1 If there is a Simulation Mapping from Timed Automaton A to Timed Automaton B,
with respect to any invariants, thattraces(A) attraces(B).
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