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Abstract—We investigate an information theoretic problem
motivated by storing multiple versions of a data object in
distributed storage systems. Specifically, in a storage system
with n server nodes, where there are v independent message
versions, each server receives message values corresponding to
some arbitrary subset of the versions. The versions are assumed
to be totally ordered. Each server is unaware of the set of versions
at the other servers, and aims to encode the values corresponding
to the versions it has. We investigate codes where, from any set of
c nodes (c < n), the value corresponding to the highest common
version, as per the version ordering, available at this set of c
nodes is decodable. We aim to design codes that minimize the
storage cost.

We present two main results in this paper. First, we show that
the storage cost is lower bounded by 1 — (1 — 2)”, measured in
terms of the bits of the values. Second, for the cases of v = 2
and v = 3, we provide new code constructions that respectively
achieve storage costs of 2°;! and 2°;2, measured in terms of
the bits of the values. Our code constructions are simple in that
we do not code across versions. We argue that when the number
of versions v is much larger than c, then replication is close to
optimal.

I. INTRODUCTION

There is an enormous interest in recent times to understand
the role of coding in distributed storage systems. In this paper,
we formulate a new information theoretic problem motivated
by applications of distributed storage systems to store data that
is changing, where the goal is to expose the latest version of
the data. We begin this paper with an informal description of
our problem formulation. Later in this section, we describe the
motivation for our problem formulation.

Consider a distributed storage system with a set A/ of n
servers, where n = |N/|. Suppose that it stores data W5 using
an n length code, such that a client can connect to any subset
of ¢ servers and decode 1W;. Now, suppose an updated version
of the data W, enters the system. Now, suppose that, for
reasons that may be related to network failures, W5 arrives
at some servers, but not others. Let us denote by S C N the
set of servers that have received version W5. We assume that
each server is unaware of the set S. The question of interest
here is to design a storage strategy for the servers so that,
a client can connect to any c servers and decode the /lafest
common version among the c servers. That is, W5 must be
decodable from every set of ¢ servers that is a subset of S,
and W, must be decodable from every subset that is not. We
intend our storage strategy to be applicable for every possible
subset S C A. A possible scenario is depicted in Fig. 1 for
n=3.c=2.
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Fig. 1. Version 2 enters the system. The servers are indexed 1,2, 3 from
left to right. The second version is dispersed and stored at Servers 1 and 2,
but does not reach Server 3.

Notice that in the storage strategy, a server in S can store a
function of W7 and W5, whereas a server outside of S stores a
function of WW; alone. We now describe two simple approaches
that solve this problem.

e Replication: In this strategy, we assume that each server
stores the latest version it receives, that is servers in S
store W5 and servers in A'\S store Wj. Denoting the
size of W, by one unit, notice that the storage cost of
this strategy is 1 unit per server, or a total of n units. See
Table I for an example.

o Simple Erasure Coding: In this strategy, we use two
(n,c) MDS codes, one for each version separately. Each
server stores one codeword symbol corresponding to each
version it receives. So, each server in S stores two
codeword symbols resulting in a storage cost of % unit,
whereas, each server in M\S stores % unit. Notice that
for the worst case where S = N/, the total storage cost
per server is % unit. See Table II for an example.

In this paper, we use worst-case storage costs to measure
the performance of our codes for simplicity. Therefore, the
per server storage cost of replication is equal to 1 unit, and
that of the simple erasure coding strategy is equal to % units.
The main contribution of this paper is an information-theoretic
characterization of the storage cost of such codes. In particular,
for the setting described we provide an information-theoretic
lower bound and code construction for codes that achieve a
per server storage cost of 251, Table III is an example of
this construction. Furthermore, we generalize this setting to
scenarios where there are more than 2 versions.

A. Background and Motivation

Our problem formulated above incorporates two important
aspects that are seldom studied in the literature that applies



Server 1 | Server 2 | Server 3
Initial Ver. 1 Wi Wi Wi
Ver. 1 Wi
Ver. 2 enters Ver, 2 W W
TABLE I

Code C;1 using replication for n = 3,¢ = 2 and two versions. Every server
stores W/ successfully initially. Then when Version 2 enters the system, the
first and second servers receive and store Ws and remove W7, but Server 3
receives and does nothing. The client can connect to any c servers and
decode the latest version. The storage cost is 1 unit.

Server 1 Server 2 Server 3
Initial Ver. 1 | pi1,p2 P3,p4 | p1Dp2,p3 Dpa
Ver 2 enters | Y& | P1,P2 pP3,p4 | p1 D p2,p3 D pa
Ver.2 | qi,q2 q3,q4
TABLE 11

Code C2 with simple erasure coding for n = 3, ¢ = 2 and two versions.
Assume each unit is 4 bits, and the bits of the two versions are
Wi = (p1,p2,p3,p4), Wa = (q1, g2, q3,q4). Every version is coded with
a (3,2) MDS code. Initially Version 1 is stored in the servers and any ¢
servers suffice to recover it. When Version 2 enters the system,
(q1 ® g2, 93 @ qa) is lost before reaching Server 3. The client can recover
Version 2 if connected to Servers 1 and 2; otherwise it recovers Version 1.
The storage cost is 4 bits, or 1 unit.

information theory to distributed storage systems. The first
aspect is that we study the problem of storing multiple versions
of the same data, where the requirement is for clients to
acquire the latest possible version of the data; we refer to this
requirement as consistency based on the term commonly used
in literature related to distributed computing [1]. The second
aspect is asynchrony, that is, the idea that each server receives
a different set of versions, and each server is unaware of the
set of servers that have received a particular version.

Storing multiple versions of the same message consistently
is important in several applications. For instance, the idea
of requiring the latest version of the object is important
in shared memory systems [1] that form the cornerstone of
theory and practice of multiprocessor programming [2]. In
particular, when multiple threads access the same variable,
it is important that the changes made by one thread to the
variable are reflected when another thread reads this variable.
Another natural example comes from certain key value stores,
for instance, applied to storing data in a stock market, where
acquiring the latest stock value is of significant importance.

Asynchrony is inherent to the distributed nature of the
storage systems that we consider. In particular, asynchrony

Server 1 Server 2 Server 3
Initial Ver. 1 | p1,p2,p3 | p1,p2,P4 | P1,DP2,P5
Ver 2 enters | Yer 1 D3 P4 P1,P2,P5
Ver. 2 q1, 92 q3,94
TABLE III

Proposed code C3 for n = 3, ¢ = 2 and two versions. Assume each unit is
4 bits, and the two versions are the same as Table II. Here
p5 = p1 D p2 D p3 D pa. Initially every server stores 3 bits of Version 1.
Connecting to ¢ servers is sufficient to recover Version 1. When Version 2
enters the system, it is coded by a (3,2) MDS code. (q1 @ g2, ¢3 ® q4) is
lost before reaching Server 3, and each of the first two servers over-writes 2
bits of Version 1 with Version 2. The latest common version is recoverable.
The storage cost is 3 bits, or 3/4 unit.

occurs due to temporary or permanent failures of servers, or
of transmission between the clients and the servers. Indeed,
asynchronicity is the de-facto model of study in storage
systems in the distributed algorithms literature [1].

The problem of storing multiple versions of the data consis-
tently in distributed asynchronous storage systems forms the
basis of celebrated results in distributed computing theory [3].
From a practical perspective, algorithms designed to ensure
consistency in asynchronous environments form the basis of
several storage systems. We refer the reader to [4] for a
detailed description of the Amazon Dynamo key value store,
which describes replication-based data storage techniques and
interesting challenges in ensuring consistency in asynchronous
settings. While [3], [4] use replication-based techniques for
fault tolerance, the idea of using erasure coding for consistency
has been used for this problem in [5], [6], [7], [8]. In fact,
these references use the idea of simple erasure coding that we
referred to earlier in this section.

In this paper, we formulate an information theoretic problem
in Section II that is inspired by the idea of consistent data stor-
age. Our problem formulation is geared towards understanding
storage cost, when we aim to obtain the latest possible version
from a set of servers. In Section III, we summarize our main
results and discuss some insights. Details of our results are
shown in the last two sections.

II. SYSTEM MODEL: MULTI-VERSION CODES

We begin this section with an informal description of a
multi-version code. We present a formal definition later in
Definition 1. A word on notation before we proceed. We
write [i] := {1,2,...,i}, for integer i € N, and [l,j] :=
{l,l+1,...,j}, for integers | < j € N. We also use them to
represent the empty set if ¢ = 0 or [ < j. Also, for any set
S = {s1,82,...,5|5]} C Z where s; < 53 < ... < 5|5, and
for any ensemble of variables {X; : i € S}, we denote the
tuple (Xs,, X5,y .., Xsg) by Xs.

The multi-version coding problem that we study is param-
eterized by positive integers n, ¢, v, M and gq. We consider a
setup with n servers, or equivalently, n denotes the length
of the code. Our goal is to store v independent versions of
the message, where each version of the message is drawn
from the set [M]. We denote the value of the ith version of
the message by W; € [M] for ¢ € [v]. The symbols of the
codewords come from the set [¢], so the quantity log, ¢ can
be interpreted as the number of bits stored in each server in
the system. Each server receives a different set of versions. We
denote S(i) C [v] to be the set of versions received by the ith
server. We refer to the set S(i) as the state of the ith server.
Denote S = (S(1),...,S(n)) € P([v])" as the sequence of
states, where P([v]) denotes the power set of [v]. The server
encodes and stores the versions that it receives (or equivalently,
the versions in its state). More specifically, for the ¢th server,
denoting its state S(i) as S = S(i) = {s1,52,..., 59/} Where
s1 < 82 < ... < 5|5, the ith symbol of the codeword is
generated by an encoding function cp(sl) that takes an input,
Ws = (Ws,, We,,...,Ws,, ), and outputs an element in [q].

Y S\S\



We assume that there is a total ordering < on the versions,
with W; < W; if i < j. For any set of servers T' C [n], we
refer to maxM;erS(i) as the latest common version in the
set of servers T'. The purpose of multi-version code design
is to generate encoding functions such that, for every subset
T C [n] of ¢ servers, the latest common version in 7' can
be decoded from the corresponding ¢ codeword symbols! for
every possible sequence of states {S : S € P([v])"}. The goal
of the problem is to find the smallest possible storage cost per
bit stored, or more precisely, to find the smallest possible value
of 1:)"514 over all possible (n, ¢, v, M, q) codes.

We now proceed to provide a formal definition of a multi-
version code.

Definition 1 (Multi-version code) An (n,c,v, M,q) multi-
version code consists of

o encoding functions
g M1 [g],

forevery i € [n| and every S C [v], and
o decoding functions

w§ < g — [M] U {0},

for every set S € P([v])" and set T C [n] where |T'| = ¢,
that satisty

T t o
& (‘p(s(lt)l)(WS(h))v ) ‘P(St(t)c)(WS(tc)))

S
_ {WmaxﬁieTS(i)y if NieT S(Z) 7£ ¢7

0, o.W.,

for every Wi,y € [M]”, where T' = {t1,ta,... ,tc}, t1 < --- < tc.
For parameters n, ¢, v, the goal of the multi-version coding
problem is to find the infimum, taken over the set of all

(n,e,v, ]\/.1/, q) codes, of the quantity: li)ogglf’l. We refer to
O,
g

o .g]@ as rate of a multi-version code.

quantity

III. MAIN RESULTS

In this section, we summarize the main results of this paper.
We present two main results in this paper, Theorem 1 and
Theorem 2.

In our first main result, we have a lower bound for the
optimal rate.

Theorem1 For ¢ > 2;v > 2,n > c+ v — 1, every
(n, ¢, v, M, q) multi-version code satisfies

1 1

080 oy Ly

log M c
We show the proof of this theorem for » = 2 versions in
Section IV. The proof for arbitrary values of v can be found
in the full version of this paper [11].

'We note that the quantity ¢ captures, physically, the extent of accessibility
of the system. This quantity is similar to the notion of /ocality in distributed
storage systems (see [9], [10], for instance).

In our second main result, we show in Section V by explicit
code construction that the above bound on the rate is tight for
v = 2. Moreover, we have a construction for v = 3 versions
and arbitrary number of servers n, and number of connected
Servers c.

Theorem 2 For ¢ > 2, there exists an optimal (n,c,2, M, q)

. logg __ _ _1N\2 . 2c¢—1 P
code with 25 =1 1(1. -)° = ==. There exists an
(n,¢,3, M, q) code with 10(’:]\‘14 = 3005

Our constructions outperform replication, which achieves a
rate of 1, and simple MDS erasure coding, which, for suffi-
ciently large g, achieves a rate of 2. Our code constructions
are, in fact, quite simple, that is, we do not code across
versions. The main idea in our approach is to carefully allocate
the storage “budget” of log, ¢ among the various versions in a
server’s state, and code within the versions. It is an interesting
question whether for v > 3, coding across versions may help
to improve the storage cost.

Interestingly, when v is large compared with ¢, replication
is close to optimal, and approaches optimality as v tends
to infinity. On the other hand, when v is relatively small
compared with ¢, simple erasure coding is close to optimal.
Exploration of codes for moderate values of v is an interesting
open question that can yield significant benefits to the appli-
cations discussed here. Another interesting future question is
to explore the possibility of incorporating our lower bounds
and/or our code constructions to obtain insights under formal
models of consistency.

IV. PROOF OF A LOWER BOUND

In this section we find a lower bound on the rate of
the multi-version code for arbitrary values of the number of
connected servers ¢ > 2, the number of versions v > 2, and
the number of servers n > ¢ + v — 1. By definition any valid
code satisfies the encoding and decoding functions. We link
the storage size logq and the version size log M using this
definition, as well as manipulations of some entropy quantities.
The key idea in the proof is to bound the mutual information
between the information stored in a set of ¢ — 1 servers and
all the v versions.

We first list some notations and conditions. Then we show
two helpful lemmas. To provide an intuitive understanding of
the proof techniques, we show a proof for the case of v = 2
versions, which is slightly different from the main proof for
the general case. The bound for arbitrary number of versions
is Theorem 1. And its proof can be found in the full version
of this paper [11].

In the following sections, we will use o = log, ¢ and
B = log, M to represent the number of bits at each server
and for each version, respectively. Server ¢ stores a symbol
from the set [¢], and every symbol is associated with certain
probability to appear. Therefore, we use X; to represent the
random variable of the symbol stored at Server 4, i € [n],
taking values from [g]. The value of the message of Version
j is drawn from the set [M], therefore by abuse of notation



we use W; as the random variable of the value of Version j,
j € [v], distributed over [M]. We use H(-) to represent the
entropy function and I(-;-) the mutual information function.

Recall that for random variables {Y;,i € Z} and subset
Q C 7, Yq represents the tuple of random variables indexed
by Q. If Q is empty, we define Y as a constant, then entropy
H(Yg) =0, and conditional entropy H (-|Yg) = H().

Since the multi-version code should work under any states,
let us focus on the following states: Servers 1,2, ..., ¢ have all
v versions, and Server ¢+ has versions [v—i], for i € [v—1].
That is, we consider for servers [c + v — 1] the states

S(i) {[VL

[e+v—i],

i €ld,

1
i€lc+l,e+v—1], M)

where S(7) represents the state of the ith server. Since the code
should work for any distribution for each version W; over [M],
we consider the case when it is uniformly distributed. That is,
we focus on the case when H(W;) = log, M = B.

Next we translate the setup of the rate problem under the
states (1) to four entropy expressions. We know that each
server stores no more than log, ¢ = o amount of information:
for i € [n],

H(X;) < . ()

All the v versions are independent and of size logy, M = B:

for i € [v], @ € [V]\{i},
H(W;|Wgq) = H(W;) = B. 3)
The information at Server i is a function of its versions Wg;):
H(X;|Ws(i)) = 0. “)

Forany : € [v]and set Q C [c+v —i—1], |Q| = ¢ — 1,
the latest common version W; can be uniquely determined by
servers QU {c+ v —i}:

H(Wi|XQaXc+l/—i) =0. (5)

Before proving the main result, we first prove two lemmas
about some mutual information.

Lemma 1 The following is satisfied whenv = 2,

I(Xe_;W1) > B—a. (6)
Proof: The left hand side is
I( X1y W)
=1(Xje—1)y Xeg1; Wh) = I(Xeq1; Wi | Xe—q)) @)

=H(W1) — HWi|Xe—yjuges1y) — I(Xepr; Wil Xe—y))
=B —0— H(Xct1|Xje—q)) + H(X e[ X o1, W) (8)
>B—H(Xc41)+0 (€))
>B—a. (10)
Here (7) follows from chain rule, (8) follows from (3)(5), (9)

follows from (4) and the fact that condition reduces entropy,
and (10) follows from (2). [ |

Notice that in (6) o can be interpreted as the amount of
information stored at Server ¢ 4+ 1, and B as the amount of
information of Version 1. Intuitively, we can understand (6)
like this: the information stored at servers in [¢ — 1] combined
with the information at Server ¢ + 1 is sufficient to recover
Version 1.

The next lemma is similar to the fact that the sum of entropy
of single variables is no less than the joint entropy.

Lemma 2 The following holds when v = 2,

ZH(X[C]\{i}IWﬂ > (e = 1)H(X[g|W1).

i=1

Proof: Rewrite the expression as follows,
> H(Xgy iy W)
i=1

c—1
= H(Xigp (3| W1) + H(Xje—q)|Wh)
=1

c—1 c—1

=3 H(X g\ |W1) + > H(Xi| X (i), Wh)
=1 =1
c—1 c—1

> Z H(Xop (a3 IW1) + Z H (X3 X(ep\ iy, Wh)
i1 i=1

:(C — 1)H(X[c]|W1)

And the proof is completed. ]

The following theorem shows the lower bound for v = 2
versions.

Theorem 3 An (n,c,2, M, q) multi-version code must have a
rate satisfying
log g 2c—1
> .
logM — 2

Proof: Consider the collection of random variables
X [e—1]-

(c—=1a> H(Xje—1)) = I(X[e—1); W1, Wa)
I(Xjem1; W) + I(X ey Wa|W1).

(11)
And by (4),

(X (o1 W [Wh) =H (X[c—1)|W1) — H(X[c—1)|[W1, W2)
=H(X[.—1)|W1).
Moreover, we show next that the following holds: without loss
of generality

c—1

H(X[e—qy|W1) > TB' (12)

If so, combined with (6)(11)(12) our proof will be complete
because

(c—l)aZB—a—i—gB.
&



State 1] 2 3
Version 1 | « a— BJ/c
Version 2 @ B/c

TABLE 1V

Storage assignment for a code with v = 2. Blank entries indicate that the
state does not include the version, e.g., State 1 contains only Version 1. The
storage cost is o = 2;1 B.

The inequality (12) holds because

ZH(XM\{i}IWl) > (e = 1)H(X[g|[Wh) (13)

i=1

=(c = 1)(H(X[g, W) — H(W1))

=(c — 1)(H (X[, W1, Wy) — H(Wa| X[y, W1) — H(W1))
=(c—1)(H(Wy, W) =0~ H(W)) (14)
=(c—1)H(W3) = (c—1)B. (15)

Here (13) follows from Lemma 2, (14) comes from (4)(5),
and (15) comes from (3). Without loss of generality, we can
assume that H (X,_1)|WW1) is no less than the average value
of items in the sum, otherwise we can simply permute the
Servers 1, ..., c. Therefore the bound follows. [ |

V. CODE CONSTRUCTION

In this section we give a code construction for v = 2,3
versions that follows closely as the example in the intro-
duction. The storage cost in the construction is no more
than the replication or simple erasure coding solutions, i.e.,
11)?134 < min{l,v/c}, for ¢ > 2. Again we use a =
log, q, B = log, M.

The main idea of the construction is as follows. Firstly,
versions are encoded separately using MDS codes (with dif-
ferent code rates), such that any B amount of coded symbol
of a version suffices to recover it. When a large enough finite
field is used, or equivalently when a sufficiently large ¢ is
used, such MDS codes always exist. So from now on, we only
concentrate on the size of the coded symbol, not on the actual
choice of MDS codes. Secondly, we assign to each version a
certain amount of storage size based on the server state. As a
result, a version is recoverable if the connected servers have at
least B amount of storage size assigned for this version. The
amount of assigned storage size for each version is obtained
by linear programming for our constructions.

Construction 1 Construct a code for v = 2,3 versions. Let
the storage cost of each server be @ = ”C_C—ZHB, v = 2,3.
Let oy = %B, gy = CC_—ZZB. The encoding function only
depends on the state, not on the server index. Namely, the
encoding function satisfies (pg) = Lpg) = .. = <p(5" . For
all states of a server, assign the storage size as in Table IV for
v = 2 versions, and Table V for v = 3 versions. Every version
is coded separately using a corresponding MDS code.

For example, in Table III, we can set « = 3B/4,a—B/c =
B/4,B/c = B/2. Notice that Table III does not use a (9,4)

State 1]12]3 4 5 6 7
Version 1 | « aq a1 a2
Version 2 @ B/c ay B/c
Version 3 « B/c | B/c | BJc

TABLE V

Storage assignment for a code with » = 3. Blank entries indicate that the
state does not include the version, e.g., State 4 contains Versions 1, 2. The
storage cost is o = 32;2 B.

MDS code for Version 1, but the MDS property is in fact a
sufficient condition.

The above construction is indeed a multi-version code, as
Theorem 2 claims. And the proof can be found in the full
version of the paper [11]. In fact, the result can be extended
to arbitrary v versions, and the constructed code has storage
cost v = L= H B,
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