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Abstract: In the era of global Internet security threats, there is an urgent need for different organizations to cooperate and 
jointly fight against cyber attacks. We present an algorithm that combines a privacy-preserving technique and a multi-step 
attack-correlation method to better balance the privacy and availability of alarm data. This algorithm is used to construct multi-
step attack scenarios by discovering sequential attack-behavior patterns. It analyzes the time-sequential characteristics of attack 
behaviors and implements a support-evaluation method. Optimized candidate attack-sequence generation is applied to solve 
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method is applied to this algorithm to preserve privacy. Experimental results indicate that the algorithm has better performance 
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1  Introduction

In recent years, global security threats, e.g., the Code 
T���{{�����/F2, My Doom/K2������ZZ�"��@Z
���
������
Z��
��� ��� "���
��������?�L�� 
���� ����� ����
����
This creates an urgent need for mutual cooperation 
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����������
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���������?��
and share security-incident alarm data for security 
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�����
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privacy protection, it is easy to be the attacker, lead to 
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of an individual or organization, excluding public 
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privacy preserves sensitive information that the 
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�������
��
�������
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�����
�
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including characteristics of the sensitive data and 
the data representation. Normally, privacy refers to 
����
�
������������������������~���
����
����
����
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���~���������������������������������
���~�����
����
records, etc. 

At present, most of the multi-step attack-correlation 
methods are carried out based on original police 
�������¨� 
�������� �
��� �� ������� ��� �
��������
organizations fail to provide alarm data because 
of privacy protection, the multi-step attack alarm-
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data association results may be affected because 
of the lack of accurate information. Therefore, 
effectively associating privacy-protection technology 
�
�
�������
�����������?����
��� ����
���� ���������
�����������������������������
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�
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requirements. This significantly affects research, 
�
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���
��������
�������
����

Since 2000, research on the multi-step attack correla-
tion analysis of alarm data has gradually increased, 
and achieved a number of results. Mange F/G2 proposed 
��������� �����
���

���������������?�������
�� ����
�����?� �����
��
���� {�� KHFx�� $
��� [/x2 proposed 
��
����
�������?����������������
���������
�
��������
consequences to construct attack scenarios. 

Debar H, et al./]�B2 used similar methods in the 
&
������ ���z���� �
�
� [������ ����
����� ���
�� ���
describe an attack, and automatically generated 
association rules according to the description of 
the prerequisites and consequences. Through the 
association rules, they discovered a relationship 
���������
���������������������������������?�������
����
This type of method uses the causal relationship of 
�
���
�������������?���������������������?������
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����������
�
�
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is very complex, the design requirement is very high, 
������
����������������
����?����������?�
���
�������
to find the cause-and-effect relationship, there is a 
defect. 

In 2009, Wu B/^2������������
����
���%	�@��������
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attack-scene fragments, and then connect the attack 
���������� 
��������������������?��������P��������
this method relies heavily on domain and expert 
?���������� ���� 
�� 
�� �
��
����� ��� �
��� �� ���������
�����?�������
���{��KHHB��������/\2 summarized the 
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����������������
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of multi-step attack-correlation methods. He proposed 
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�����
attack sequence, he extracts the largest sequential 
attack-behavior pattern. 

In recent years, the multi-step attack — the correlation 
research in the field of intrusion detection and 
prevention research is a hot topic. Ringer H A/�2 to 
study the alarm data, and found the alarm data sharing 
may encounter attack. He suggested to use a hash 
function or anonymous hash function of sensitive 
alarm properties, to a certain extent, the protection of 
��
�����������������P��������������������
���
�
����
alarm-attribute value, this method can easily be 
abused. 

$
���[/x2�������
�
�����
������
������������
�������/FH2 
proposed using a hierarchy to anonymize sensitive 
attribute values to protect the privacy of sensitive 
data. This method introduces the concept of discrete 
����
������ �
�
� �� ����
������ ����
�����

�����
��
generation measure. By modifying the similarity 
function, it redefines the relationship, based on the 
attack probability, and applies privacy protection 
methods to the alarm data after the alarm correlation. 

P�������� �

�����
���
������������������������
the original similarity function should be modified 
for different sensitivity properties. If the original 
similarity function of a sensitive attribute is more 
complex, then modifying the attribute-similarity 
�����
����
��� ������������ �����
�����������
����
redefining the relationship based on the attack 
������
�
��������� 
�����������������
���������¨� �
����
increasing the number of false alarms in the attack 
scene graph. 

[�
������������
��� ���
������� �����
������
�
�
multi-step attack methods has a long history in its 
�
������� �������P�������� ����
�
��� �
�� ���� ������
specific application, choosing appropriate privacy-
�������
������
�����

���������
��������
�
�����
�����
information, and providing good information support 
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for information sharing, have become important 
research topics for many scholars and experts. 

T�����
����
���������������
��������������[[&'%�
@[�
�����[������
���&���
������'����?�%�������
��L�
algorithm is proposed in this paper to discover 
sequential attack-behavior patterns in a protected 
alert set. By attempting to determine the sequences 
for global multi-step attacks, this method can be 
����� �������
��� 
�������~� �������������� ���� �
���
take proper actions to efficiently decrease the 
impact of such intrusions. With an affordable 
��������
��� ������ [[&'%� 
��� ����� ������� ���
������������
���� �
��� ����
�
��������
���� 
�������?�
������
�� ���������
��� �

��� �������
��� ����
�
���
information in the alert set.

2  PPMAC briefing

	

�� ����
��������
���� �
��[[&'%���������?�����
illustrated in Fig.1.

$�����?�����
�����������
��������
����	
��[[&'%�

engine, a secure third-party multi-step attack correlation 
������������������������������������������ �
�� �
�
��
�
���� 
�������
����
�
� �
��������?�����
�� �
����
�
the function units of the privacy-preserving agent and 
monitor.

	
����
�
����
�����
�������������������
���
��������?�
domains are stored in the intrusion event database, 
�

�
� ���������� �
������������� 
���� �
����������������
The data cleaner is used to reduce the number and 
enhance the quality of these alerts. After sanitizing 
the refined data received from the data cleaner, the 
privacy-preserving agent submits the data to the 
[[&'%����
��� ��������
������ �����?���������
����
Finally, the monitor receives the correlation results of 
�����?�������
���������
��[[&'%����
�����������
���
�����
����������������
��������?����
�
���������

	
��[[&'%����
���
������������������������
�����
��
��!� @FL�	
���������'����?�"������������������
generates a global sequence of attack behaviors 
������������
���������
�������
���������
�����������

�
�
are mapped onto the attack-signature identifiers of 

Figure 1���[[&'%���������?
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��������
��� 
��������� @KL�	
�� %���
�����'����?�
Sequence DB stores the selected candidate attack 
����������������
��������������?�����������@GL�	
��
Maximal Attack-Behavior-Set Handler produces all 
�
����`
���������?���
��
�����
�
��
�
�������������
��
��� �� �������
��������������� @xL�	
��&�`
����
Attack-Sequence Miner produces multi-step attack 
scenarios from the protected alert set based on attack-
behavior sequence analysis. The mining results can be 
�������?�����
��������?�����
����
����
��
�����
����
to defend against complex intrusions.

Considering the different sensitivity levels of 
various attributes in the alert, this paper improves 
the k-anonymity method, a classical privacy-
�������
������
���� �������������
��������~�������
���
as much as possible during the process of attribute 
anonymization.

3  PPMAC algorithms

The method of mining sequential attack-behavior 
patterns is based on the concept that the various multi-
����������?���
��
���� 
�
�
�������������?�����������
������� 
���������������������	
��� 
��������?�����
���
logically perform a certain action before carrying 
�����
����`��������	
����Z�"�@�
�����������������
Z��
������"���
��L�F�H������?�������
�/FF2 explicitly 
illustrates the general character of multi-step attacks.  
Consequently, sequential-alert pattern analysis can 
be used to correlate various suspicious activities 
�
���� 
�� ����
������ ��������������������������
���
�����
������
���������������������
����������
������
attacks.

	
�� ������
��� �������������
���� ��� ����
��� �
��
[[&'%�'����
�
�!�
Definition 1  Attribute vector: The attribute vector 
of each intrusion alert is defined as: {date, start-
�
���������������������{[������
���
���{[���������������
����
���
��������������?�����µ���
�
����������
����������
al = {at1, , at8}.

&����������  Alert set: These are triggered by IDSs 
@{�����
���Z�����
���"������L��
���
�����
����������
are detected. Let AL���� �
�������� �����
�
��� �
�
���
number of attribute vectors al.
Definition 3  k-anonymity: Let sd = {sd1, ,sdi}, 
0<i 8 be a vector of selected attributes from al���

�
�
are the sensitive items to be protected, sd  al. SD is 
the set of sd, as a subset extracted from AL, i.e., 
SD  AL. AL satisfies k-anonymity if and only if 
each vector in SD�������
��������������
�
����������k 
occurrences.

������
���
������[[&'%������
�
��
Step 1� � �[�����������
�
�������������
��������
��� �
��
improved k-anonymity method.

One of the major privacy-preserving methods 
generally uses a quasi-identifier to support judging 
�
��
��� k-anonymity properties are met. When 
preserving privacy in intrusion alerts, the sensitive 
����
�����������
����
�����
�����������
������
�
����
����

The k-anonymity method is applied to selected 
sensitive attributes in SD���

���������
�������
������
remain unchanged. The discrete values of sensitive 
alert attributes in AL are replaced by their generalized 
���������

�
�����������
��������������
������
�~��
security policy. For example, the original destination-
{[����������
����
����
���������
�������
���������
�������

�������������������
�
���Kx��
�����?�����������FB��
��
mask. Uncertainty is introduced into the alert set, but 
the alert regulations are kept for mining.

The generalized alert set ALG, as the output of the 
��
������������
�����������
���������������
��[[&'%�
engine for multi-step attack-correlation analysis.
������  Multi-step attack-correlation algorithm.

This step discovers maximal attack sequences, 
based on an Apriori-like theory.

FL�&���
������������
����	����?���
���
�
�����������
��������
�
����������������������
������������������
��
attack-type strings and a series of consecutive integers is 
������
�
��¨�
������
������������
���
������������������
�
�������?��
��������
����
�����'��������������
�������?�
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type alerts in ALG are converted to integers according 
to the mapping rule.
&�����������  Attack set S {s1, s2, , sg}: The set of 
attack-signature identifiers according to the attack 
types reported by the IDSs.

Alert attributes generally have some relationships 
among the different steps of a multi-step attack 
�������¨������� �
�����������
���
������������������
�
�������������?����
�����
������
���
���{[����������
All alerts in ALG are classified into groups by 
�
�
����������������
���
���{[������������

�
�����
recognize single-hop and multi-hop attacks.

KL� %��������� �� ������� �����?� ����������'�����
mapping and grouping, the global attack-sequence 
generator generates a global attack sequence.
Definition 5  Attack sequence <a1, a2, , an>: A 
�����������������?���
��
������
����ai�@F i nL�  S.

We sort all alerts in each group by ascending start-
time after the mapping and grouping procedure to 
organize the global attack sequences by groups.

GL�[�������������
����������?���������������'��
attack scenario is a collection of intrusion events 
�
������������������
�

����������������
����
������
Therefore, an iterative process is designed to retrieve 
�
������
����������?�������������!��L� {�
�
��
��� �
��
�
����
����� ������
����� �
���������
������ �
�� �
����
������ 
�� �
�� ������� �����?� ���������� �L�"������ ����
������� 
���

�
� �
���������
��� 
�� 
�� �
����������� �
��
�
����
�������L�&�����
���
����
���������
��������
�
������ �
����`����������L�T�������������L� ����L����
��
�
��������� �
�� �
����
���������
��� �
��������� �
��
sequence.

After applying the process for each global 
sequence, the attack steps that fall into the same 
�����?�������
���
����
����������������
����������?�
sequence. The candidate attack-sequence set is 
obtained by combining the attack sequences, and then 
is stored in the sequence matrix database.

The set of candidate attack sequences is denoted as 
CAS, and the candidate attack sequences in CAS are 

denoted as casp, 1 p TS���
����TS is the total 
number of candidate attack sequences.

xL�*���
����`
���������?���
��
�������
Definition 6� �"���������������!��
���� ���������?�
sequences A=<a1, a2, , an> and B=<b1, b2, , bm> 
@m nL���
��a1=b1 and A is a subsequence of B�@A can 
be obtained by deleting some data from B��
�
����
�
���
��� �
�������L��"��������A is contained in 
sequence B, or sequence B supports sequence A, 
denoted as BÑA.

In a set of attack sequences, an attack sequence is 
maximal if it is not contained in any other sequences. 
The key target of mining sequential attack behavior 
patterns is to find the maximal attack sequences 
among all candidate attack sequences by group. 
���
� �� � �
� � ��`
��� � � � ���?� ��������� � �
���
represent an attack scenario. The support-evaluation 
method is applied to determine the maximal attack 
sequences.
Definition 7  Support of attack sequence SUPAS: 
	
�� ���
���������� �
����������������
����������?�
sequences supporting attack sequence A, denoted 
as CS, and the total number of candidate attack 
sequences, denoted as TS, is given:

 .�������������������@FL�

&���������+  Support of attack behavior SUPAB: The 
���
�����������
����������������������������������
��
attack behavior ai in the global attack sequence, 
denoted as AB, and the number of total behaviors 
contained in this global attack sequence, denoted as 
TB��
���
����
�����@KL��

�������@KL�

Attack behaviors that satisfy the predefined 
�
�
������������ �
���
���� @min_supL� ���� �������
maximal attack behaviors.

The procedure to obtain the maximal attack 
behavior set is also the process to produce an attack 
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��������� �
�
� ����� ���� ��
��
��� @F���������L��
denoted as L1. The maximal attack-behavior set 
handler produces L1������
����
��'����
�
��F��	
��
total number of maximal attack behaviors is denoted 
as TA. 

Algorithm 1��[������������������
��
���L1

for  //each attack behavior ai in attack set S

   If  SUPAB�@aiL�  min_sup

           then ai belongs to L1

        end if

end for

'�������
���� ���������� ���� ��������� �
��� �
��
elements in the maximal attack sequences must be the 
ones in the maximal attack-behavior set.

]L� Z
������� ��`
���� �����?� ����������� 	
��
maximal attack-sequence miner looks for small attack 
scenarios, and finds progressively larger ones. This 
�������� 
�������������� ��������������!�������
���
a candidate maximal attack-sequence set Cy and 
finding a corresponding maximal attack-sequence 
set Ly���
����y denotes the length or the number of 
attack behaviors in the maximal attack sequence. 
	

���������� ������
��������������������������
derived from Ly to Cy+1. It discovers all the maximal 
attack sequences of Ly in the given intrusion-event 
sequences.

�L�'������Ly 1������
����
�����@GL��

�������@GL�

The candidate maximal attack-sequence set Cy is 

generated by joining the maximal attack-sequence 
���������
���
������
��������������
����
�����x��

������������@xL�
	
�����������������
��Cy is denoted as |Cy| and the 

candidate maximal attack sequences in Cy are denoted 
as

 Cy@qL��F q  |Cy³����������������������@]L

�L�"���� �
������
����������?�������������� �����
top to bottom and read one attack sequence each 
time. The support count of each candidate maximal 
attack sequence in Cy�
����������

���
��
�������
����
in the attack sequence. We obtain the maximal 
attack sequences of Ly by deleting those candidate 
�����������
���� �������� ������ 
�� ����� �
�� min_
sup. The pseudo code for retrieving Ly� 
���
����
��
Algorithm 2.
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,�/�
��������[�������������������
��
���Ly

   for  //each candidate attack sequence CAS@pL�
��CAS
 for  //each candidate maximal attack sequence Cy@qL�

in Cy

     if  CAS@pL�Ñ�Cy@qL
          then  SUPAS�@Cy@qL�L�
��������
     end if
   end for
end for
for  //each candidate maximal attack sequence 

Cy@qL�
��Cy

   if  SUPAS�@Cy@qLL�  min_sup
      then  Cy@qL������������Ly

   end if

     end for

&����

���� 
�� �
�� �
���� �������� 
�� �� ����
�����
�����?�����������������������
��
�
������������������
in Cy, this candidate attack sequence is demonstrated 
to not support any sequences in Cy. The sequence 
is then flagged in the candidate attack sequence set 
�����
����������
��������
�� �
���������� �
�������
���
process for producing Ly+1. This pruning technique 

������� ������
�
��� �
��[[&'%������
�
����
�
���
to reduce the number of candidate sequences in the 
subsequent passes.

�L�	
�������
�
��������
�����������������������
be derived from Ly to Cy+1.

All the maximal attack sequences discovered by 
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domains through the monitor.

4  Experimental results

This section includes the validation of the effectiveness 
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datasets/FK2, one of the most authoritative attack-scenario 
datasets from the DEF CON organization.
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prevention and detection system/FG2. Tab.1 summarizes 
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type of intrusion alert number of alerts 
before correlation

������������������?�{[ xK

�����������")$��������
������������ 150

�����������	%[������H������� 218

	%[����������� 5

"$&[���������#Z[ B\^

fragmentation overlap 91
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behavior sequences.

We collected the original experimental data from 
an experimental data set containing 5 290 intrusion 
alarm records. Tab .K� �
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intrusion-alarm data after the original intrusion alarm 
and privacy protection. In the experiment, destination-
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topology and the services running on it. These 
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in exhausting computation.
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comparison items [[&'% �"[ AprioriAll

number of real attack scenarios x^ x� ^F

number of discovered attack scenarios xB xG 52

number of correct attack scenarios xx 38 39

false positive ratio \�xÒ FF�BÒ K]Ò

false negative ratio FK�FÒ KH�]Ò x]�FÒ
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attack scenarios after the privacy preserving process. 
Because the attack type attributes are fully involved in 
the process of discovering attack behavior sequences. 
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to our novel method of producing candidate maximal 
attack sequences.
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the sensitive attributes in the original alerts. With 
the decreasing min_sup, more maximal attack 
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effort of both factors should be held liable for the 
rapid increase in processing time.
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cost is roughly linear, despite the different ranges of 
alert numbers.
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5  Conclusions and future work

Sequential pattern-mining techniques are considered 
an essential part of the alert correlation and analysis 
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sensitive-information disclosure during the process. 
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performance and accuracy in recognizing multi-step 
attack scenarios.
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developments in the corresponding area, and make 
it more feasible to discover hidden multi-hop attacks 
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direction for future research.
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defined according to off-line analysis of the attack 
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produce candidate attack sequences to discover multi-
step attack scenarios remains an open question.
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